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Abstract 
This paper deals with the security of stock market transactions within finan-
cial markets, particularly that of the West African Economic and Monetary 
Union (UEMOA). The confidentiality and integrity of sensitive data in the 
stock market being crucial, the implementation of robust systems which 
guarantee trust between the different actors is essential. We therefore pro-
posed, after analyzing the limits of several security approaches in the litera-
ture, an architecture based on blockchain technology making it possible to 
both identify and reduce the vulnerabilities linked to the design, implementa-
tion work or the use of web applications used for transactions. Our proposal 
makes it possible, thanks to two-factor authentication via the Blockchain, to 
strengthen the security of investors’ accounts and the automated recording of 
transactions in the Blockchain while guaranteeing the integrity of stock mar-
ket operations. It also provides an application vulnerability report. To vali-
date our approach, we compared our results to those of three other security 
tools, at the level of different metrics. Our approach achieved the best per-
formance in each case. 
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1. Introduction 

The stock market, as a financial institution, plays a central role in the economy 
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by facilitating the exchange of values, stimulating investments, and contributing 
to economic growth. It acts as a hub where investors and businesses meet to 
trade financial assets such as stocks and bonds. Within the West African Eco-
nomic and Monetary Union (UEMOA), the stock market is of particular impor-
tance as a driver of economic development in the region. The advent of digital 
technology has significantly reshaped the way stock trading is conducted. Web 
applications have emerged as essential tools to facilitate these financial ex-
changes by allowing investors to access markets and conduct transactions on-
line. This digital transformation has brought undeniable advantages in terms of 
speed, accessibility, and efficiency of operations. However, this increasing digita-
lization of stock transactions also exposes systems to new IT security risks and 
challenges. The web applications that power these transactions are increasingly 
becoming the target of malicious attacks, aimed at exploiting vulnerabilities and 
security flaws for illicit gains. Among these challenges, the attack on the integrity 
of transaction data stored in the database is particularly feared. This could in-
volve manipulating the number of securities an investor holds or even deleting 
an investor’s account, which represents a major risk. The consequences of such 
attacks go beyond financial losses, including loss of investor confidence and 
damage to the reputation of financial institutions. 

Thus, improving the security of stock transactions is of paramount impor-
tance to protect investors, prevent financial losses, maintain market stability, 
protect the economy, and comply with regulations. This helps to strengthen in-
vestor confidence and promote fair and transparent functioning of the stock 
market. Indeed, this security improvement guarantees the protection of inves-
tors against fraud, market manipulation and identity theft, thus encouraging 
their participation in the stock market. Improving the security of transactions 
reduces the risk of financial losses due to fraudulent activity or human error, 
which helps preserve the value of investments and minimize negative conse-
quences for investors. Furthermore, the stability of the financial market is main-
tained thanks to the reduction of the risks of market manipulation and fraudu-
lent transactions and the absence of artificial distortions of asset prices. Since the 
stock market plays a crucial role in the economy by mobilizing capital for busi-
nesses and facilitating investment, enhanced security of stock transactions pro-
tects the economy from systemic risks and helps promote economic growth. It is 
therefore imperative to put robust security mechanisms in place to prevent such 
threats and protect sensitive transactions. Blockchain technology, recognized for 
its ability to guarantee data security and prevent fraud, presents itself as a prom-
ising solution to meet these challenges. Based on principles of decentralization, 
immutability, and transparency, Blockchain offers a distributed ledger that can 
effectively secure stock market transactions by eliminating the risks of falsifica-
tion and manipulation of data. Its application to securing web applications for 
stock market transactions within the UEMOA can provide an additional layer of 
confidence by making transactions verifiable and inviolable.  
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Furthermore, vulnerabilities can come from negligence or weakness in the de-
sign or use of the application. In this case, it is important that the security system 
can detect them and provide a report to remedy them. 

The main objective of this project is to design and implement a security sys-
tem to guarantee the integrity of stock transactions and the confidentiality of 
sensitive data within the web application. 

Our work will be structured around four main sections. In the first part, we 
will discuss a description of the state of the art. In the second part we will define 
the problem then the third part concerns the presentation of our contribution. 
The fourth part will be devoted to the discussion of the results obtained. We will 
end with a conclusion with research perspectives.  

2. State of the Art  

Several research studies have focused on the problem of securing applications 
with or without the use of blockchain. In this section we give the most relevant 
ones in the literature.  

Putri and et al. (2020) [1], implemented a two-factor authentication system 
based on the Ethereum blockchain for secure connection. This system uses a 
DApp (Decentralized Application) for the generation of tokens and does not use 
any third parties. The designed token generation system can generate 3164 to-
kens per second to avoid collisions. Double factor authentication is carried out 
by the DApp without the user intervening, thus avoiding MITM (Man in The 
Middle) attacks. However, this needs to use a Dapp can lead to a certain fami-
liarity with Dapps, which presents a disadvantage. Other limitation of this sys-
tem is the failure to consider vulnerabilities relating to the source code of the 
application. 

Tanrıverdi (2020) [2], developed an authentication system (SSO) based on 
blockchain and implemented for web applications. In this system, a public ad-
dress and a private key are defined on the blockchain network for users. This is a 
private blockchain. The public address and private key are used for the 2FA me-
thod via the mobile application that has been developed. In the operation of the 
solution, the data entered by the user is sent by the authentication service con-
nection module which accesses the data flow through the MultiChain API and 
verifies the username and the password received. The inadequacy of this security 
system lies in the fact that it requires a private blockchain, which is potentially 
more complex to implement. Like previous approaches, it does not consider the 
identification of vulnerabilities linked to errors in the application source code. 

Shanmuigapriya et al. (2021) [3], use an architecture based on a private 
blockchain, in collaboration with traditional stock market participants, to facili-
tate stock trading. The platform does not introduce major changes to the trading 
logic and maintains the traditional parts of the system, thus promoting the 
adoption of decentralized stock exchange platforms. As a weakness, this archi-
tecture requires the collaboration of traditional actors and admits technical 
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complexity. In addition, it does not make it possible to identify internal vulnera-
bilities arising from the source code of the application. 

Al-Shaibani et al. (2020) [4], presented a new blockchain-based architecture 
for a fully decentralized stock market platform. The architecture is based on the 
Ethereum smart contract which is implemented on a consortium and a permis-
sioned network. 

Raounak Benabidallah et al. (2019) [5] for their part proposed a software code 
vulnerability analysis meta-scanner called CVMS (Code Vulnerability Me-
ta-Scanner) using a combination of existing vulnerability analysis tools, namely 
Fortify, SpotBugs and Yag Suite. They first aggregated the vulnerability analysis 
tools to im-prove their effectiveness and then proposed a heuristic which com-
bines these tools according to their precision in identifying each category of 
vulnerabilities. If the pro-posed solution makes it possible to effectively identify 
vulnerabilities coming from the source code of the application, it does not, 
however, secure the application from vulnerabilities linked to its use. 

3. Problem 

The analysis of the various works presented above has shown that most of them, 
notably the approaches [1] [2] [3] [4] do not consider the identification of vul-
nerabilities at the level of the application’s source code, anything which consti-
tutes a significant limit for an application which manages sensitive stock market 
transaction data. Indeed, the source code itself represents a vulnerability be-because 
it is very sensitive to leaks. It is an asset widely distributed in our organizations, 
for example through version control systems such as GitHub, code clones on 
developers’ machines, copies saved in the cloud, in messaging systems and in 
public forums. Consequently, if said code contains a certain number of inade-
quacies in its development such as containing sensitive or secret in-formation 
(API keys and credentials, security certificates, database access keys, etc.) or code 
from open-source libraries, SaaS tools, and other external components, mali-
cious actors can access it and execute active or passive threats against the appli-
cation. 

The approach [5] does not integrate blockchain technology into the operation 
of the application. It therefore does not ensure a good level of security of access 
to the application, nor does it guarantee trust between actors and the integrity of 
transactions. 

The inadequacies of the solutions presented raise the following problem: how 
to implement a robust security system for web applications for managing stock 
market transactions guaranteeing their integrity, confidentiality, and immutabil-
ity of the sensitive data handled. 

To resolve this problem, we propose an approach based on Ethereum block-
chain technology which makes it possible to secure the application through, on 
the one hand, the identification of possible vulnerabilities in the source code 
with a view to remedying them, and on the other hand, secure user access con-
trol. 
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4. Contribution 

To improve transaction security, our Blockchain-based solution uses advanced 
cryptography algorithms. Each transaction is encrypted and linked to the pre-
vious one, thus forming a blockchain. This makes transactions virtually impossi-
ble to forge or modify. Furthermore, the decentralized structure of the model 
ensures transaction verification by consensus between network nodes, which 
makes malicious attacks more difficult. The risks of fraud or data manipulation 
are also reduced due on the one hand to the transparency of the system which 
makes all transactions visible to all participants in the network and on the other 
hand because of Smart Contracts which facilitate, automatically verify, and ex-
ecute the agreement terms. 

Our solution revolves around two main objectives: 1) the identification of 
vulnerabilities in the source code of the application and 2) the management of 
the connection of investors to the application and the immutable recording of 
transactions carried out in the Ethereum blockchain.  
 In terms of identifying vulnerabilities contained in the application source 

code.  
We proposed a new source code vulnerability analysis tool called MAHV 

(Hybrid Vulnerability Analysis Method). It is based on a hybrid approach using 
supervised learning and a combination of static vulnerability analysis tools fol-
lowing the majority voting heuristic. The principle of our algorithm consists of 
using the results given by the tools used and integrating them into a weighted 
vote to decide on the level of vulnerability of the applications exploited to allow a 
code review to be carried out. The process describing our approach is described 
as follows: 

Step 1: Since vulnerability analysis tools do not have the same way of identi-
fying the same vulnerability, we first establish a correspondence between the re-
sults of the tools and the real vulnerabilities, to provide a common reference of 
the vulnerabilities for the tools used in the combination. The operation is based 
on CWE categorization and produces a correspondence matrix. 

Step 2: we estimate the confidence rate of the vulnerability analysis tools used 
by evaluating each of them using the Juliet test suite [6]. We obtain a confidence 
rate matrix. 

Step 3: In this step, we use static code analysis tools as well as our supervised 
learning model as well as the correspondence matrix to determine the existence 
of vulnerabilities. The learning model used is a vulnerability prediction model 
(VPM). We then aggregate the results of each tool collected, for each corpus of 
code, in the form of a vote weighted by the confidence rate of the tools. Below is 
our vulnerability prediction algorithm (VPM) (Algorithm 1). 

Figure 1 presents the architecture of our source code vulnerability analysis 
system called MAHV. 
 In terms of the establishment of two-factor authentication and recording of 

transactions in the blockchain: 
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Algorithm 1. VPM construction algorithm. 

 
 

 

Figure 1. Process for building our hybrid vulnerability analysis tool. 
 

The architecture of our system is based on a web application. To optimize se-
curity and reduce the risks linked to vulnerabilities, we have deployed a three-level 
architecture isolating the code logic from potential attacks from the Web. The 
process begins by setting up an API interface (Application Programming Inter-
faces) (Figure 2) which ensures communication between the front-end and the 
back-end using HTTP requests. 

To use Ethereum blockchain technology, we have integrated a smart contract. 
The latter allows transaction information to be permanently recorded in the 
blockchain. Co-ordination between the smart contract and our Web API is en-
sured by the Web3.js library. This JavaScript interface facilitates the transmis-
sion of transaction data to the smart contract, while providing control and veri-
fication mechanisms. 

At the same time, we implemented a two-factor authentication (2FA) system 
using blockchain. Conventional 2FA relies on sending tokens via messaging or 
link validation. Thus, our approach provides for the creation of a mobile token 
verification application, functioning as a decentralized application (DApp). This  
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Figure 2. How the Web API works. 
 
DApp establishes communication with a specific node on the blockchain dedi-
cated to this purpose. Upon authentication, the token is transferred to the 
blockchain, saved on the specific node, and simultaneously sent to the user’s 
mobile application. The authentication process simply requires the user to press 
the verification button, thus initiating a comparison between the token regis-
tered on the blockchain and that of the mobile application. 

The overall process unfolds as follows: When the investor enters their user-
name and password, our Web API initiates an HTTP request containing the 
connection information. This request is directed to the web server for verifica-
tion within the database. When the information proves to be correct, a confir-
mation page is displayed to the customer. This page includes a validation button, 
triggering the two-factor authentication process. By pressing this button, a token 
with a limited validity period (5 minutes) is generated and transmitted to the 
blockchain via a mobile verification application previously installed by the client. 
The customer must open the mobile application and activate the verification 
button that appears. At this stage, a verification procedure is put in place be-
tween the token stored in the blockchain and that kept in the mobile application. 
Once this process has been successfully completed, the customer is authorized to 
access their account securely. Once connected, the investor can then make sub-
scriptions to the Public Savings Calls (APE) which are in progress. When an in-
vestor makes a subscription on the platform, the details of this transaction are 
sent to our Web API. The API, using Web3.js, transfers this data to the smart con-
tract in the Ethereum blockchain. The smart contract then records the transaction 
information in the blockchain in an immutable and transparent manner, thus gu-
aranteeing their integrity and traceability. 

This sophisticated architecture makes it possible to combine two-factor au-
thentication and transaction recording in the blockchain, which provides in-
creased security to our stock transaction management application. Investors can 
interact with the platform with confidence, knowing that their accounts are pro-
tected by a two-step verification mechanism. Additionally, the indisputable tra-
ceability of transactions guarantees data integrity, thereby strengthening trust 
and transparency within the ecosystem. 
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Overall, our contribution is summarized in the combination of the two secu-
rity aspects of the stock transaction management application described pre-
viously, namely: the identification of source code vulnerabilities (MAHV) and 
the limitation of external vulnerabilities linked to the connection to the applica-
tion via Blockchain (BC) technology. The final architecture of our system which 
we call MAHV-BC is as follows (Figure 3). 

5. Evaluation of Our Model 
5.1. Experimentation 

To evaluate the performance of our MAHV-BC approach, we will compare it 
with other approaches from the literature. The objective is to verify whether our 
approach gives better results than the tools used individually. The results will be  
 

 

Figure 3. Architecture of our MAHV-BC system. 
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compared against three metrics: 1) the confidence rate of the tool, 2) the detec-
tion accuracy of the tools through the calculation of their macro-average and 3) 
the overall results in terms of Precision/Reminder. 

To do this, we used data from the National Security Agency (NSA) Center for 
Assured Software (CAS) [7]. This center has developed artificial test cases called 
Juliet Test Cases, to test static analysis tools. 

The test cases use the CWE list as a basis for naming and organization and in-
clude 113 CWE entries including 11 software errors deemed dangerous and 14 
errors not detectable by static code analysis. 

Our approach is compared to the following three approaches: 
- Approach by Shanmuigapriya et al. (2021) [3]. 
- The CVMS meta-scanners for vulnerability analysis by Raounak et al. (2019) 

[5]. 
- The Yag Suite tool [8]. 

Thus, for each of the four approaches and for each vulnerability category de-
tected, we calculate the metrics as follows: 

Confidence rate: 

ov ov
ov

ov ov ov ov

VP VNTC
VP FP VN FN

+
+ + +

=                   (1) 

Macro-averages of tools: average of the tool only over all the vulnerabilities it 
covers. 

ovc V
o

Exactness
V

∈= ∑                      (2) 

Overall macro-averages of tools: average of the tool o over all the vulnerabili-
ties covered in this study. 

ovc V
o

Exactitude
g

Vc
∈= ∑                     (3) 

Accuracy or rate of good alerts among all alerts returned 

o
o

o o

VPPr
VP FP+

=                         (4) 

The Recall or rate of true alerts among all alerts that should be returned 

o
o

o o

VPRap
VP FN+

=                         (5) 

The F-measure or average between precision and recall 

2_ o o
o

o o

Pr RapF measure
Pr Rap
∗ ∗

+
=                    (6) 

With: 

ovTC : The confidence rate of tool o for vulnerability v. 

ovVP : True Positive, number of individuals correctly detected for correctly de-
tected by the tool o for vulnerability v. 
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ovVN : True Negatives, number of individuals considered not to contain vul-
nerability v, and who are truly non-vulnerable. 

ovFP : False Positives, represents the number of individuals that the tool o 
considered to contain vulnerability v even though they do not contain it. 

ovFN : False negatives are the number of individuals where the tool o did not 
detect the vulnerability v even though they contain it. 

V: all vulnerabilities detected by the tool o. 

o : Macro-average of tool o. 

og : Macro-average of tool o. 
Vc: set of vulnerabilities covered in the study. 

5.2. Results and Discussions 

1) Comparison of tool confidence rates 
Table 1 summarizes the different results obtained after testing based on 10 

vulnerabilities covered. Figure 4 presents a comparison of our tool to others ac-
cording to the precision in detecting vulnerabilities. 

Looking at the results in Figure 4, we notice that for all the identifiers, our 
MAHV-BC approach is better. Furthermore, unlike certain tools, our solution 
manages to detect most of the vulnerabilities analyzed. 

2) Comparison of tools according to vulnerability detection accuracy. 
To do this, we calculated the different averages (macro-average and overall 

macro-average) for each approach. The results are described in Table 2. 
In Figure 5, we compare our tool to the other three (3) based on vulnerability 

detection accuracy. 
The analysis of Figure 5 also shows that our MAHV-BC approach is better 

than others in vulnerability detection accuracy. 
 
Table 1. Vulnerability identification tool confidence rating test results. 

Tools 
Identifiers 

Shanmuigapriya et al. CVMS Yag Suite MAHV-BC 

1 0.61 0.82 0.64 0.84 

2 0.45 0.63 0.61 0.70 

3 0.60 0.75 0.74 0.80 

4 0.57 0.77 0.75 0.78 

5 0.40 0.76 0.64 0.76 

6 0.55 0.83 0.1 0.86 

7 0.1 0.57 0.57 0.59 

8 0.63 1.0 1.0 1.12 

9 0.49 0.64 0.64 0.71 

10 0.1 0.82 0.1 0.85 
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Figure 4. Comparison of tool confidence rates. 
 

 

Figure 5. Comparison of tools based on vulnerability detection accuracy. 
 
Table 2. Vulnerability identification. 

Performances Shanmuigapriya and et al. CVMS Yag Suite MAHV-BC 

Macro average 0.64 0.72 0.70 0.80 

Global macro average 0.35 0.72 0.44 0.75 

 
3) Comparison of tools from the point of view of their average performance 
This result requires the calculation of three metrics namely Precision, Recall 

and F-measure. Table 3 shows the test results for each tool.  
In Figure 6, we compared the performance level of our MAHV-BC tool to 

that of other vulnerability identification tools. 
The results above show the effectiveness of our approach in terms of the Re-

call metric and the F-measure. However, for the precision metric, the Yag suite 
tool is better. This is explained by the fact that it has the advantage of evaluating 
the relevance of vulnerabilities better than others and does not only detect vul-
nerabilities but focuses more on reducing the number of false positives (FP). 
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Figure 6. Comparison of tools according to their performance. 
 
Table 3. Vulnerability scanning tool performance chart. 

Tools Precision Recall F-measure 

Shanmuigapriya et al. 0.18 0.12 0.20 

CVMS 0.25 0.14 0.25 

Yag Suite 0.91 0.31 0.46 

MAHV-BC 0.74 0.40 0.51 

 
In short, considering the different results presented above, our approach gen-

erally gives better results than other analysis tools taken individually from the 
point of view of the number of vulnerabilities and performance. In other words, 
it makes it possible to identify vulnerabilities with better precision than existing 
tools and with fewer false positives. 

6. Conclusions 

In this paper, we proposed a security approach for a stock trading web applica-
tion operating with blockchain technology. Our not only allows us to limit vul-
nerabilities linked to access to the application through rigorous control via the 
blockchain, but also and above all it allows us to improve the source code by 
identifying vulnerabilities. For the identification and prediction of internal vul-
nerabilities in the source code, we have coupled a machine learning algorithm 
(decision trees) with a combination of static vulnerability identification tools. All 
this allowed our approach to have the best results in terms of number of vulne-
rabilities and performance, compared to the vulnerability analysis tools pre-
sented, in particular the CVMS tools, Yag suite and that of Shanmuigapriya et al. 
These results show the advantage of combining static analysis tools with ma-
chine learning and blockchain. This approach makes it possible to cover a larger 
set of vulnerabilities than the analysis tools taken individually. 

The research content of this article can be applied to the actual operation of 
the stock market to strengthen transaction security. It is important to note that 
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this requires frank collaboration with stakeholders including regulators, finan-
cial and stock exchange institutions. The implementation of our solution will al-
low, on the one hand, those responsible for these stock markets, to improve the 
source codes of the web applications they use thanks to the detection of vulnera-
bilities and on the other hand will guarantee trust between the actors, and the 
various investors while protecting their data and transactions. 

There are many possibilities for improving our approach, by exploiting a hy-
brid combination of dynamic and static tools with blockchain technology. 
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