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Abstract 
Deception is an important part of human social interaction and is based on 
trying to manipulate the opinions or beliefs of others. Because of its social re-
levance, deception has always been the focus of scientific research. With the 
rapid development of modern neuroimaging methods, researchers have be-
come more and more interested in the neural mechanism of deception. Ac-
cording to different research methods, this paper divides deception into in-
structed deception and spontaneous deception. From the different types of 
research paradigms of deception, the cognitive processes involved in decep-
tion and the existing research results on the neural mechanism of deception, 
the future research direction of deception neural mechanism is to be found.  
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1. Introduction 

Deception is a common phenomenon in daily life [1]. It occurs frequently in 
many areas, including politics, business, sports, amusement and academic 
community, and much more. Deception is an indispensable skill in the process 
of social interaction. However, deception will bring a certain degree of negative 
impact on individuals and society. It will not only endanger the development of 
individuals in society, but also may bring great harm to society, such as the na-
tional report submitted by the Association of Registered Fraud Examiners 

How to cite this paper: Zhou, J., Gu, T.H. 
and Jin, F.Q. (2020) A Review of the Neural 
Mechanisms of Deception. Open Access 
Library Journal, 7: e6857.  
https://doi.org/10.4236/oalib.1106857  
 
Received: September 24, 2020 
Accepted: October 25, 2020 
Published: October 28, 2020 
 
Copyright © 2020 by author(s) and Open 
Access Library Inc. 
This work is licensed under the Creative 
Commons Attribution International  
License (CC BY 4.0). 
http://creativecommons.org/licenses/by/4.0/ 

  
Open Access

https://doi.org/10.4236/oalib.1106857
http://www.oalib.com/journal
https://doi.org/10.4236/oalib.1106857
http://creativecommons.org/licenses/by/4.0/


J. Zhou et al. 
 

 

DOI: 10.4236/oalib.1106857 2 Open Access Library Journal 
 

(ACFE) showed that there were approximately 2690 fraud cases in 2018 alone, 
causing approximately $7 billion in losses (ACFE, 2018). 

The research on deception has a long history. As early as 1877, Darwin re-
ported on his son’s deception through the method of observation and made a 
certain analysis of his behavior from a moral perspective [2]. This is the earliest 
scientific record of deception in psychology. Since 1932, the modern psychology 
of deception started with Piaget. A series of studies have been done on the two 
themes of how people understand the concept of deception and how to evaluate 
deception, which has promoted people’s social interactions. The understanding 
of the ethical code followed also provides a theoretical basis for how to cultivate 
honest behavior. 

At the present time, psychology has proved that the brain is an organ for hu-
man activities. Human thinking activities and behaviors leave specific marks on 
the brain. The development of modern psychology has undergone an evolution 
from focusing on philosophical speculation to seeking scientific evidence. With 
the development of science and technology, psychological research techniques 
are also undergoing rapid changes. People’s research in the field of deception has 
extended from theoretical aspects to the exploration of physiological mechan-
isms, not only exploring the physiological characteristics of lying from indicators 
such as heartbeat and blood pressure but also using event-related potential 
technology and brain imaging technology to explore the neural mechanism of 
deception. It can be said that the research on deception reflects the rise of mod-
ern cognitive psychology research.  

So what is deception? Vrij (2004) defines deception as: the deceiver intention-
ally transmits beliefs that he considers to be incorrect to others without warning 
[3]. This definition has two important components: First, deception usually oc-
curs without prior warning, that is to say, deception is usually spontaneously 
generated by the deceiver, not under the instructions or clues of others. Second, 
the characteristics of deceptive behavior include not only that the information 
conveyed is wrong, but also the intention of the deceiver to convey the wrong 
information. In general, deception means that the deceiver intentionally conveys 
false information that the deceiver knows to others.  

2. Development of Deception Research 

Deception has always been studied by researchers in various disciplines of psy-
chology. Early research on deception have been most active in polygraph re-
search. Previous studies have found many features of nonverbal cues related to 
deception, such as subtle variations in speech patterns, tone of voice, and body 
posture [4]. In addition, studies on polygraph detection are mostly combined 
with polygraph physiology. The experimental task requires participants to make 
a false statement, that is, to deny a certain fact, and then compare the differences 
of physiological indicators, such as Skin Conductance, Heart Rate, and Respira-
tion, when they deceive with those when they are honest to achieve the effect of 
polygraph detection [5]. Later, some researchers used event-related potential to 
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investigate whether the measurement of brain response could be an effective po-
lygraph detector [6]. This series of studies provides insight into the psychological 
processes involved in deception. However, these previous studies on polygraph 
detection cannot explain the cognitive process of deception well, and they do not 
provide detailed information on the neural mechanism behind deception. First 
of all, most early polygraph studies focused on the detection of the arousal of 
guilt, fear and other emotions during deception. These emotions are not unique 
to deception, and deceivers may not all produce similar emotions, so they can-
not really explain the cognitive process of deception itself [7] (Ganis, 2003). Se-
condly, in order to understand the neural connection of deception, it is neces-
sary to accurately examine which brain regions play a special role in deception. 
Although previous studies on deception using event-related potential (ERP) 
have provided many important evidences for the study of the neural mechanism 
of deception in the time dimension [8], the understanding of the neural me-
chanism of deception is still limited due to its low spatial resolution which is dif-
ficult to locate the underlying brain region. In order to accurately understand 
the brain areas related to deception, Spence, Farrow, Herford, Wilkinson, Zheng 
& Woodruff (2001) used functional Magnetic Resonance imaging (fMRI) for the 
first time to explore brain activity associated with deception [9]. Since then, 
more and more researchers have used fMRI to investigate the neural mechanism 
of deception. 

3. Neural Mechanism of Deception 

In neuroimaging research on deception, researchers mainly use two types of ex-
perimental paradigms. The first type is the “instructed deception” paradigm. In 
this paradigm, the experimenter provides cues of deception or truthfulness to 
instruct the participant to make false or true statements. The second type is the 
“spontaneous deception” paradigm. In this type of paradigm, participants can 
choose whether and when to deceive [10]. 

3.1. Neural Mechanism of “Instructed Deception” 
3.1.1. “Instructed Deception” Paradigm 
The main advantage of “instructed deception” paradigm is that researchers can 
easily design experiments and analyze neuroimaging data [11]. The commonly 
used “instructed deception” paradigm mainly includes: Differentiation of De-
ception Paradigm (DDP). In the DDP paradigm, participants need to respond 
honestly and lie to all stimuli in the same series. The stimuli used for the two 
different responses are the same, and then quantitative comparisons of honest 
and lying behaviors or psychophysiological responses are used to study the psy-
chological and physiological mechanisms behind this special differentiation [12]. 

3.1.2. Cognitive Process of “Instructed Deception” 
By using the instructed deception paradigm to investigate the neural mechanism 
of deception, the results of the study found that deception could cause prefrontal 
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cortex (PFC), such as dorsalateral prefrontal cortex (DLPFC), ventralateral pre-
frontal cortex (VLPFC), medial frontal cortex, and anterior cingulate cortex 
(ACC) stronger activation [13]. These brain areas play an important role in ex-
ecutive control, and the activation of these areas coincides with the concept that 
deception requires intensive executive control functions. Individuals often re-
quire more cognitive resources than honesty when deceiving, because deception 
requires not only extracting stories from memory, but also fabricating false sto-
ries. The deceiver should also be careful not to contradict the story he tells and 
the story others know. To avoid this conflict, they need to remember the true 
story, keep it in working memory, and suppress the true reaction while deceiv-
ing. Finally, deceivers need to monitor their behavior at all times to avoid being 
discovered that they are lying. Therefore, the completion of this activity requires 
the participation of a large number of executive functions such as inhibition of 
control, working memory, and monitoring of conflict. Studies have consistently 
found that both PFC [14] and ACC are involved in these executive functions 
[15]. 

However, the “instructed deception” paradigms have some shortcomings. In 
this paradigm, the participant deceived according to the instructions when and 
how. The deception was not out of their own willing and lacked specific decep-
tion targets. Therefore, in this type of deception paradigm, the participants lack 
the intention to actively deceive and lack social interaction context, leading to 
low ecological validity [16]. 

3.2. Neural Mechanism of “Spontaneous Deception” 
3.2.1. “Spontaneous Deception” Paradigm 
To investigate deception in a more ecologically effective way, researchers have 
begun to use another type of deception paradigm, the “spontaneous deception” 
paradigm, to investigate the neural mechanisms of deception. In this type of pa-
radigm, participants can choose whether to deceive or not. Common “sponta-
neous deception” paradigms include: coin-flip task and send-receiver task.  

In the coin-flip task, the participants flipped the coin privately and then re-
ported the results of the coin toss. Participants were rewarded for reporting one 
result (heads), but no reward for reporting another result (tails). Therefore, par-
ticipants were rewarded more if they consistently deceived about the heads, thus 
providing them with an incentive to deceive spontaneously [17]. 

The sender-receiver task is a variant of the classic gambling task. In this task, 
two participants interacted, one participant played the role of sender and the 
other played the role of receiver. The sender would face two or more choices and 
know the amount of benefit for both parties corresponding to each choice. Dif-
ferent choices have different benefits for both parties, and the total amount of 
benefits for both parties is fixed, so when one party’s benefit increases, the oth-
er’s benefit will decrease. The sender can decide to send the message he wants 
the other party to see to the receiver. For example, the sender can send the real 
message “Option A can benefit you more” or the error message “Option B can 
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benefit you more”. The receiver does not know the actual income distribution. 
The receiver can choose to accept the distribution method sent by the sender, 
but it can also refuse. The final decision of the receiver determines the final in-
come of both parties. In this task, the sender may face a dilemma: whether to 
choose to send the real message (if the sender accepts it may get less revenue), or 
send a more profitable fake message [18]. 

3.2.2. Cognitive Process of “Spontaneous Deception” 
Similar to the neural mechanisms involved in instructed deception, spontaneous 
deception also requires a range of executive control functions to complete the 
deception process, thus requiring the involvement of the PFC and ACC [19]. 
However, unlike “instructed deception”, in the related research of “spontaneous 
deception”, not only deception would cause the activation of the PFC, but to be 
honest, it would also cause the activation of related areas. Yin, Reuter, and We-
ber (2016) used simulated gambling tasks to investigate the differences in the 
neural mechanisms of instructed and spontaneous deception, the results found 
that under the condition of spontaneous deception, the participants sponta-
neously tell the truth would have stronger activation in the right DLPFC, 
VLPFC, and inferior parietal lobule. The researchers suggest that spontaneous 
truth-telling resulted in higher activation of the parietal network because partic-
ipants needed additional cognitive resources to suppress self-serving motives. 

In the “spontaneous deception” task, certain rewards and temptations are in-
volved, that is, the participant would receive a certain monetary reward for suc-
cessfully deception [20]. Therefore, many researchers have studied the reward 
mechanism of “spontaneous deception”. It turns out that when the decision to 
deceive is accompanied by monetary consequences, the process of monetary re-
ward and the estimation of subjective value may stimulate value coding in re-
lated brain regions, such as the striatum (nucleus accumbens, caudate nucleus, 
and putamen) and ventromedial prefrontal cortex (vmPFC). The striatum [21] 
and vmPFC are sensitive to the gains and losses caused by deception and honest 
behavior [22]. For example, Sun, Chan, Hu, Wang, and Lee (2015) [23] found 
that when participants successfully lied to get more financial rewards, they 
would cause stronger activation of the ventral striatum. Individuals apply dif-
ferent values to cheating behaviors for different purposes. When individuals act 
honestly for different purposes, such as to gain benefits for themselves or for 
others (such as charity organizations), vmPFC would have different reactions. 

In the “spontaneous deception” task, the individual’s spontaneous deception 
is against the social rules, so the decision to deceive is often accompanied by 
some negative emotional reactions, especially the aversion to deception. Pre-
vious studies have found that insula regions respond to certain kinds of disgust, 
especially guilt caused by the violation of internal moral norms, among which 
the anterior insula (AI) is more closely related to the prediction and monitoring 
of different types of disgust stimuli [24]. Current neuroimaging studies of spon-
taneous deception consistently proved that the AI was involved in the deci-
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sion-making process of deception, and the negative emotions in the deception 
process would trigger strong activation of the AI [25]. 

Deception is a process of social interaction, which cannot be achieved by the 
“instructing deception” task, but can be well restored by the “spontaneous de-
ception” task, especially the sender-receiver task. So in this kind of deception 
task, one of the main conditions for an individual to succeed in deception is 
mentalization ability which is the ability to infer other people’s mental states (in-
cluding intentions, beliefs). Volz et al. (2015) [26] studied the neural mechanism 
of deception in interactive situations and found that when individuals have de-
ception intentions, they would find the activation of the frontal gyrus, temporal 
lobe and right temporoparietal junction (rTPJ). The rTPJ is related to integrating 
social information and inferring the mental state of others, and played a role in 
integrating the intention state of others into one’s own reasoning in the process 
of deception. Current research consistently proves the role of the right tempo-
roparietal junction in the deception process [27]. 

4. Limits and Outlook 
4.1. Limitations of Existing Research 

Although researchers have used different methods to understand the neural 
mechanism of deception, the existing research has some limitations. 

First of all, current researches explain the neural mechanism of deception 
more from the overall level, and less from the individual level. Individual differ-
ences in deception may lead to different patterns of activation in brain regions, 
particularly those associated with cognitive control, and the functional connec-
tions between them. 

Secondly, the current research on the neural mechanism of spontaneous de-
ception mostly discusses the neural mechanism of binary lies, namely deception 
and honesty, and there is no research focusing on the neural mechanism of dif-
ferent degrees of lies. However, in real life, people’s deceptive behavior is often 
partial lies, which often run through the truth to make the lies more credible. 
Therefore, the study of different degrees of lies may improve the ecological va-
lidity of the study on the neural mechanism of spontaneous deception. In addi-
tion, the investigation of the neural mechanisms of different degrees of lies can 
provide a more detailed understanding and differentiation of the cognitive 
processes required for deception. 

4.2. Directions for Future Research 

In the future, research on deception neural mechanisms can be combined with a 
variety of experimental research techniques, which can make up for the short-
comings of various technologies. For example, the time resolution of fMRI is 
low, while the spatial resolution of ERP is low. Combining the two to study can 
make up for the shortcomings. So we can study the neural mechanism of decep-
tion more comprehensively. 
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In addition, in order to improve the ecological validity of the research, the ex-
perimental paradigm can be improved to make it closer to the deceptive beha-
vior in real life, and to expand the research perspective to investigate from the 
individual level and the degree of deception. 

5. Conclusion 

This paper summarizes the current research on the neural mechanism of decep-
tion from the perspective of “instructed deception” and “spontaneous decep-
tion”. Currently, the brain regions related to deception have been comprehen-
sively studied, but there are still limitations in the understanding of the specific 
functions of each brain region in deception activities. Therefore, future research 
can specifically study the specific functions of each brain region in deception ac-
tivities, and a variety of techniques can be combined to gain a more comprehen-
sive understanding of the brain activity of individuals during deception. 
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