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1. Introduction

Bluetooth Low Energy (BLE) is a short-range wireless communication and de-
voted to low power and low-cost transmissions, technology developed by the
Bluetooth Special Interest Group (SIG). The aim of this group is to make this
technology the most suitable substitution to a large number of already present
and widely spread wireless technologies such as (Classic (3.0, basic or enhanced
data rate) Bluetooth, IEEE 802.11b and ZigBee) [1] [2]. BLE was first released as

Bluetooth 4.0 in 2010, and it has fabulous attention as one of the basic technolo-
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gies for the Internet of Things (IoT) and is used for many applications [3]. In
2014, the IoT functionality is greatly enhanced through BLE 4.2 application
which allows devices to directly transmit data over the Internet [4]. As well as a
high number of wireless technologies use the ISM band for data communication,
this leads to more congestion and noise, however, the wireless BLE uses a fre-
quency-hopping method (for both its advertising and data channels) to prevent
interference during communication. The classic Bluetooth network has 79
channels with 1 MHz width each, while the BLE use 40 channels in the ISM (2.4
GHz) band each with a width of 2 MHz Of these 40 channels, three channels
(namely channels 37, 38, and 39 are used for advertising purposes) and the re-
maining 37 channels are responsible for the data transmission. The device dis-
covery operation is optimized, through the developing of a brief state-machine
which also includes the energy-saving features [5] [6]. The new characteristic
that is known as (LE Data Packet Length Extension), is introduced in BLE4.2.
This characteristic allows BLE4.2 device to Data Length Extension (DLE) Payl-
oad in a Link Layer (LL) packet from 27 up to 251 bytes, so a data of 251 bytes
can now be sent instead of 27 bytes in the payload. As a result, more data can be
transmitted with less number of vacuums between the packets known as (in-
ter-frame space (TIFS =150 ps)). So this feature enhances the speed of data
transmission [7]. Although Bluetooth wireless personal area network (WPAN) is
a technology developed for different uses by both personal computers and mo-
bile devices (like telephones and other wireless devices), it is predicted that some
interference may occur in the same nature when two of these networks work
concurrently and in the same range [8]. The BLE is widely applied in different
fields. The body area network (BAN) applications focused primarily in networks
with a point-to-point (single slave) with relatively low throughput. For example
in the medical field, the BAN devices are equipped with this technology for
e-health care such as (an Inertial Measurement Units (IMU) sensor that used for
early diagnosis of blood pressure, blood glucose level, electroencephalography
(EEG), heart rate sensor electrocardiography (ECG), electromyography (EMG)
for Control prostheses and as well as used to monitor breathing), it is also used
among others (voice communications, smart houses, security systems, in homes
with private health care environments and automotive) [1] [9]. In this paper, the
DLE feature of the BLE and its effect on the throughput performance of the (sin-
gle and multiple slaves piconet) networks is analyzed and investigated. As well as
the effect of other parameters (Maximum Transmission Unit (MTU) and packet
size per connection interval), which commonly vary according to the designed
equipment and the required application, is also considered to improve and op-

timize network performance.

2. Related Works

Although the development of the BLE system (at Physical and MAC layers) is
recently focusing on support of various IoT applications (like smart home ap-

plications, E-health), there is a wide range of working fields for servicing the
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academic community. The effect of the bit error rate (BER) to the maximum
throughput value is taken into account to evaluate the network performance by
[10]. The BLE performance in exchanging data between two nodes (master and
slave) is investigated. The achieved maximum throughput and how to improve
its value is also considered by increasing packet size through the Maximum
Transmission Unit (MTU) in the application payload [11] [12]. Reference [13]
presented an analytical method to estimate the BLE 4.2 maximum throughput of
a peer-to-peer (P2P) link at the application layer. Their results show that the Bit
Error Rate (BER) is zero for error-free communication and for 20 bytes payload
the maximum throughput value is 236.7 kbps. Also this value corresponds to the
most suitable value of the standard BLE protocol. Wha et al. [3] studied the BLE
for IoT applications, they used multi-packet criteria to transfer packets between
master and slaves with a high probability of data channel accessing. According
to their proposed mechanism a message-based alternation, instead of the packet,
during the connection event is adapted. To avoid bad quality link and keep
transmission continuous, they also suggested the channel-hopping technology
among the available BLE channels rather than sleeping, as a result system per-
formance in terms of throughput and delay is enhanced, however there was a
slight increase in power consumption. For Body Area Network (BAN) and
Wireless Sensor Network (WSN) applications, the communication between
nodes (P2P link) and the effect of increasing and decreasing the number of
slaves on a Multi-Slave BLE system performance along with network energy

consumption are evaluated by [9] [14].

3. Overview of the Bluetooth Low Energy Protocol Stack

The BLE protocol (standard IEEE 802.15.1) which supports low-energy communica-
tions among devices, contains three main parts. These parts as shown in Figure 1 are
the Controller, Host and Application (App) layers at the Physical Layer (PHY).

Application

Host +

Controller +

Figure 1. BLE protocol stack.
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BLE operates in the 2.4 GHz Industrial Scientific Medical (ISM) band at a data
rate of 2 Mbit/s. As shown in Figure 2, its band is divided into 40 Radio Fre-
quency (RF) channels (3 of them for advertising and 37 for bi-directional data
exchange among two devices). To avoid interference in the same radio band
with other wireless communications Adaptive Frequency Hopping (AFH) is
used by the data channels. The easy to implement Gaussian Frequency Shift
Keying (GFSK) modulation is used by all channels with modulation index of 0.5
for low peak energy consumption [4].

The Link Layer LL manages the radio’s link-state and defines the Frequency
Hopping transmissions that can be generated among BLE devices. These trans-
missions include the broadcast of advertising packets via the advertising chan-
nels. It also determines the operating function for each device (such as master,
slave, advertiser and scanner). An initiator should discover an advertiser before
it sends a message for connection request so that a communication between two
devices can be established across the data channels. For this connection, a ran-
domly generated (called access address) packet with a length of 32 bits is used.
At the Link Layer BLE defines two (master and slave) device roles to establish
this connection. The standard interface protocol that makes communication
between Controller and Host, is the Host Controller Interface (HCI).

The Host which is the core of the BLE protocol stack handles the communica-
tion among the user application and the hardware. So it defines a set of com-
mands and algorithms to transfer actual data into data packets sent to the Host
layer through the serial port and vice versa. As in Bluetooth classic, the Logical
Link Control and Adaptation Protocol (L2CAP) forms the basis of the BLE pro-
tocol in a simplified and improved way where it takes the data packets from the
data processor in the LL and encapsulates them in the packet format of the BLE
protocol and according to the data used in the higher layers (SMP, ATT), such
process is called encapsulation, while in the reverse direction packets are frag-
mented in a process called fragmentation. The Security Manager Protocol (SMP)
supports secure identity and data encryption through its major distribution fea-
tures. The host also operates on the application-processor to interact and im-
plement features at the application level by its ATT, GAP and GATT Protocols.
The server and client functions are defined by the Attribute Protocol (ATT) to

37 0123 4567 8 9103811121314151617 181920212223 24 2526 27 28 29 30 31 32 33 34 35 36 39

2.4 Ghz Band

2400 MHz 2480 MHz

I Advertising channels: 37-39
I Data channels: 0-36

Figure 2. BLE frequency channels.
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manage the connection among two devices. The discovery services and man-
agement of characteristic interchange from one device to another are accom-
plished by the Generic ATT (GATT) through the definition of framework which
utilizes the ATT Protocol. The Generic Access Profile (GAP) defines the generic
procedures for discovery, modes, link management and services [15] [16] [17].

The data packet format at all layer for the BLE protocol stack is shown in Figure 3.

4. Bluetooth Low Energy Theoretical Performance

Throughput Performance Analysis of Piconet Network

In this paper, the data transfer process is analyzed with the help of notifications
from an ATT (master) to an ATT (slave) device, so that the message packets are
transmitted by the slave without prior receipt of an ACK, and the master does
not need to validate receipt of the data either. As in normal case, this perfor-
mance is analyzed under the assumption that the connection between the master
and the slaves is completely within the transmission range of each other.

As shown in Figure 4, in the BLE connection the time in which data packets
are transferred among master and slave is called Connection Event (Connk-
vent). This event consists of a number of Round trip times in connection with
the move of data packets and their ACKs, while the remaining time is called Ra-
dio Idle when the communication is off. The Anchor point is the start of a Con-
nEvent, where the master starts to send packets to the slave. Time inter-frame
space T is guard times among packets. Connection Interval (Connlnterval) is
the time between the beginnings of two successive ConnEvents. This time,
(which represents the total time of ConnEvent and Radio Idle), is a multiple of
1.25 ms in the range of 7.5 - 4000 ms [4].

In BLE the overall packet size is 1 + 4 + (2 ~ 257) + 3 bytes (Preamble +
Access Address + PDU + CRC), as it is previously shown in Figure 3. All the
advertising and data packets have the same structure with the distinction being
in the PDU field only. The transmission times for the master T and slave Ty,

packets are given by:

Preamble | Access Address PDU (2 - 257 bytes) CRC
LL Payload (0 - 251 bytes)
Header Y Yy MIC
Optional)
L2CAP (
Header ATT Data (0 - 247 bytes)
1 byte 4 bytes 3 bytes
ATT Header ATT Payload
2 bytes
4bytes | op Code |  ATT 4 bytes
Handle <244 bytes
1 byte 2 bytes
Physical/Link layer L2CAP layer ATT layer
Data channel PDU GATT layer

Figure 3. BLE data packet format.
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Figure 4. BLE connection between a master and a slave.
Tg =Tp, + Tpy + Tipy + Tere + Topy + Top + Tarm + Tiocarn 1)
Ty =T + Ty + Ty + Tege (2)

where Ty, Top, Tiny Teres Tops Tarrm Tracarn and Tppy denotes the transmission
times of the packets fields Preamble, Access Address, Link layer header, CRC,
ATT opcode, ATT handle, L2ZCAP header and PDU respectively.

Taking into consideration that the BLE data rate is 1 Mbit/sec, the time for the
master to send control information to slave is extremely small (so that it can be
neglected), hence, the payload for the link level is empty. Also based on the as-
sumption that the master sends to the slave a packet of application payload size
of 60 bytes (in the ATT value field), then from Equations (1) and (2), T, (= 80
us) and Tg (= 616 ps) can be calculated. The overall time for the interchange of
packets between the master and the slave Ty is equal to 996 ps (with the guard
times among packets is Tz = 150 ps) as described below in Equation (3). So

when the BLE devices transmit continuously a maximum throughput of 481.9

608
kbps (=
Ps (=556

) on each orientation can be acquired.
Tys = Ts + Tps + Ty + Tipg (3)

When the master is serving one slave, the maximum available throughput
TH,,.s.s Of Single-Slave piconet for BLE model can be given by:
N, x L, x8 bits

data
maxS-S — T (4)
CI

Th

where N, is the number of the packet per each connection event, L,,, is the ap-
plication layer payload length in bytes and T, is the time connection interval.

In order to calculate the maximum throughput TH, s in the network when
the master is sending 60 bytes of data to a number of slaves Ny over the BLE
network, it is needed to specify the total time T, wanted for a slave to send all
its number of round-trip N
the result of N

and slave T,,. Now if we assume that all slaves share equal time, then the sup-

in a connection event. This period, in effect, is

round-trip

by the time needed for packet exchange between master

round-trip

ported number of slaves Ng can be obtained as follows:
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To _ To
T N

Total

Ns = (5)

x T,

round-trip MS

Based on the assumption that the SlaveLatency is equal to zero for Synchron-
ous Connection Oriented (SCO) system mode operation, then combining Equa-
tions (4) and (5), the maximum throughput TH, s of the Multi-Slave piconet
network can be given according to the follows equation:

N, x L, x8 bits

data
maxM-S = (6)
S T Ngx N x Tys

TH

round-trip

5. BLE Network Modeling and Assumption

The basic BLE network (Single-Slave piconet) is composed of a master and a
slave. Although each device has the ability to perform master or slave roles, the
master cannot contact more than one slave at the same time. The Multi-Slave
piconet Topology (one master and seven slaves) network as shown in Figure 5 is
designed and modeled by using the OMNeT++ simulation tool (v4.6) [18].

s

connectionianager world

Slave Dev}ce
-
nod®

MASTERD
&

o
wirelessChannel

(a)
[ ) b4
connectionManager world
Slave Da-.;gs
Slave De-}ca P
= =~
Ey > # nodel
noded ", o
Slave DE'.}:ZE
-
-~
nodes
Slave Devige f g e EV}E £
"ﬁ, b Slave .Ge\-’s;a ?
e o node2
E s
node§
(®)

Figure 5. BLE network design. (a) Single-Slavepiconet; (b) Multi-Slave piconet.
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The simulator is based on C++ code to model communication networks and
its basic tool MiXiM framework (v2.3) is used to provide details for wireless
channel network. This simulator is excuted to simulate the modeled networks.

At the MAC layer, the set of the LL is extended and DLE is enabled to increase
the data rate and enable multiple channel communication within the BLE speci-
fication. The networks are modeled under the following assumptions:

1) The modeled simulation area is 100 m x 100 m.

2) All nodes are within the transmission range of each other.

3) DLE feature is enabled.

4) The slaves have equal distances and all are one hop from master.

5) The connection slave latency is equal to zero.

6) The size of application payload is 60 bytes.

7) It is assumed that there is no multipath effect problem, and simulated ac-
cording to the BLE standard link with simulation parameters summarized in
Table 1.

6. Simulation Results and Analysis

The modeled BLE based Multi-Slave piconet topology and Single-Slave piconets
are simulated under the tabulated link simulation parameter set. The best per-
formance of these networks is investigated and optimized by changing a number
of performance parameters: connection interval, number of slaves and number

of links, for application payload with packet size of 60 bytes.

6.1. Single-Slave Piconet

The throughput performance for different connection interval between master
and one slave for this topology network is investigated with different payload
sizes of values (3, 6, 8 and 12) packets with 60 bytes each. The theoretical and
simulation results for the throughput decrease gradually with increasing connec-
tion interval as shown in Figure 6. High consistent between theoretical and si-
mulation results is seen as well as (for 12 packets payload) maximum and mini-
mum throughput value of (767.8) kbps and (1.5) kbps at connection intervals of
(7.5) ms and (4000) ms respectively.

Table 1. The simulation parameters of the BLE.

Parameter Value

Buffer size (kbits) 1024

Data rate (kbps) 1000
Advinterval (ms) 25
ScanInterval (ms) 25
Connlnterval (ms) 10
ConnSlaveLatency 0
Payload size (bytes) 60

Mobility type Stationary Mobile

Simulation time (min) 1
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6.2. Multi-Slaves Piconet

The results show that the throughput value decreases gradually with the in-
creasing number of slaves as shown in Figure 7. This is due to the fact that the
data in the master will be distributed over all the slaves in the network. For
theoretical and simulation results, the maximum throughput values are (481.8
kbps and 479.7 kbps) in case of one salve and minimum throughput values are
(68.8 kbps and 66.2 kbps) in case of seven slaves respectively. The approximation
in the results which considered the S/aveLatency equals to zero, is the reason be-

hind the small difference between theoretical and simulation results.

103
P : -- Theoretical load (3 packet)
. ) --- Theoretical load (6 packet)
: -~ Theoretical load (8 packet)
- Theoretical load (12 packet)
102 e e | Simulation load (3 packet)
----- Simulation load (6 packet)
. = Simulation load (8 packet)
2 -~ Simulation load (12 packet)
£
3 10
ey
(2]
3
e
<
-
100.
107 T
75 10 100 500 1000 2000 30004000

Connection Interval (ms)

Figure 6. Throughput for Single-Slave piconet.

500- -=- Theoretical

-+ Simluation

400+

300+

200+

Throughput (kbps)

1004

Number of slaves

Figure 7. Throughput for Multi-Slaves Piconet.
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7. Conclusion

The throughput performance of the BLE based single-slave and multiple-slaves
piconet topologies are analyzed by changing the parameters connection interval
and the number of slaves. After you enable the data Length Extension (DLE)
Property, gives an increase in the throughput for modeled piconet network. For
12 packets with 60 bytes application payload (and at 7.5 ms connection interval),
the simulation results of the Single-Slave BLE piconet shows a maximum
throughput value of (755.8) kbps which is very close to the analytical (767.8)
kbps value. Also, it is found that increasing the number of slaves decreases the
maximum simulated throughput to (66.2) kbps. Also the close consistent be-
tween theoretical and simulation results is due to the short-range and determi-
nistic channel access (TDMA) mechanism for this type of wireless communica-

tion standards.
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