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Abstract 
In recent years, emerging technologies such as big data, blockchain, artificial 
intelligence, and cloud computing have matured. The integration of digital 
technology and online education promotes online education governance into 
the digital age. However, there are still some governance dilemmas in the di-
gitalization process. How to solve the existing difficulties and promote the 
digital governance process of online education is the top priority for the de-
velopment of online education. On the basis of clarifying the connotation of 
digital governance of online education, this paper explains the difficulties 
faced by online education in the digital age, and proposes the implementation 
path, including imperfect teaching platform and lack of supervision system, 
perfecting education evaluation model, establishing risk control and early 
warning mechanism. 
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1. Introduction 
1.1. Research Background 

The Fifth Plenary Session of the 19th Central Committee of the Party proposed 
that during the “13th Five-Year Plan” period, major breakthroughs were made in 
comprehensively deepening reforms, and the modernization of the national go-
vernance system and governance capabilities was accelerated. It also proposed 
that during the “14th Five-Year Plan” period, we should also actively promote the 
modernization of the national governance system and governance capabilities. 
In response to the party’s call, we need to speed up the pace of governance, ac-
tively shape new governance concepts, strive to improve governance capabilities, 
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and form a governance system that suits my country’s national conditions. In 
recent years, my country’s digital technology industry has developed rapidly. 
Emerging science and technology represented by 5G, big data, artificial intelli-
gence, etc. began to appear in various industries and fields, significantly pro-
moting the rapid and high-quality development of my country’s economy. Edu-
cation is an eternal topic for mankind. Due to the outbreak of the epidemic in 
2020, people’s demand for online education has surged. The continuous promo-
tion of online education by colleges and universities has promoted the conti-
nuous collision and integration of digital technology and the education industry. 
This is not only conducive to promoting my country’s education to enter the 
stage of digital governance, but also making a positive contribution to the mod-
ernization of the national governance system and governance capabilities. There-
fore, how to use big data, artificial intelligence and other digital technologies to 
enhance the digital governance capabilities of online education and accelerate 
the modernization of my country’s governance capabilities has become an im-
portant proposition of the times. This article mainly takes online education as 
the main body, with the background of the digital age, studies the digital gover-
nance path of online education, and then puts forward the problems of imper-
fect teaching platform, lack of supervision system, imperfect education evalua-
tion system and the data and information security risks. This puts forward the 
corresponding governance path. 

1.2. Significance 

In the overall plan for the development of education, supporting the online edu-
cation system and optimizing online education resources have always been the 
path of policy adherence. As a product of the integration of digital technology 
and the education industry, online education has fundamentally changed the 
way to acquire knowledge. The space and location of teaching have changed, 
leading to more diversified channels for absorbing knowledge. This not only 
updates the education model, but also improves the education system and achieves 
education equity. The research on this subject has revealed the current dilemmas 
in the digital governance of online education in my country, and proposed go-
vernance paths such as improving the education platform, optimizing the educa-
tion evaluation system, establishing regulatory governance and early warning 
mechanisms, thereby enhancing the ability of education governance and ad-
vancing the national governance system contribute to the modernization of go-
vernance and governance capabilities, laying the foundation for the overall goal 
of deepening reform. 

2. Connotation of Online Education Digital Governance 
2.1. Connotation of Digital Governance 

With the emergence of high technology such as big data and artificial intelli-
gence, keywords such as “digitalization” and “intelligence” have begun to enter 
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the public’s field of vision. While innovating the governance models, the gover-
nance system was optimized. Since then, theories related to digital governance 
have begun to expand and has become one of the hot topics discussed and stu-
died by Chinese scholars, and my country has gradually formed a digital gover-
nance path in line with my country’s national conditions (Chen, Liu, & Gao, 
2020). An analysis of digital governance from the perspective of management 
finds that digital governance is essentially a management method. Through the 
use of a series of high and new technologies such as big data, 5G, cloud compu-
ting, artificial intelligence, and blockchain, it can quantify management objects 
and management behaviors, so as to achieve the purpose of making public 
management activities more efficient and faster, and communicating the infor-
mation of both parties. Digital governance rebuilds a new communication and 
management model between people and society, promotes the scientific and ef-
ficient social governance, and better promote economic and social development. 

2.2. Motivation for Digital Transformation of Online Education 

Affected by the new crown epidemic in 2020, emerging technologies such as 
big data, blockchain, and artificial intelligence have entered our study, work 
and life more significantly, such as online retests for postgraduate entrance ex-
aminations, health codes under the new crown epidemic, and online office. As 
the forward position for the generation and application of new technologies and 
new ideas, the education industry has applied digital technology to online edu-
cation activities in recent years. The most representative of these is that some 
universities and off-campus training institutions have joined MOOCs. But there 
are still many organizations that only use modern information technology as a 
tool or practical existence (Luo & Yang, 2020). In this context, the traditional 
online education system is powerless in the face of a huge amount of data and 
information. Therefore, online education institutions must reform and innovate 
management methods to meet the needs of teaching and daily management. 
Digital governance is produced in the context of the rapid development of in-
formation technology, and it is also the core of the modern governance of online 
education. 

2.3. Connotation of Digital Governance of Online Education 

Digital governance of online education is the integration of digital governance 
and online education governance to form a new ecological environment in the 
education field (Feng, 2021). The development of online education under digital 
governance has the following characteristics: The first is digitization. Digital 
technology can be used to simplify the complex, reflect the phenomenon of educa-
tion with numbers, and intuitively discover problems in the governance process 
of online education, and optimize governance capabilities. The second is intelli-
gence, combining science and technology such as the Internet with education 
models can break through the limitations of previous education governance and 
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optimize the quality of education. The third is integration. Digital innovation 
realizes symmetry of information, makes information transparent and open, and 
facilitates two-way communication. It promotes the coordinated development of 
society, online education institutions, and third-party education. Educational 
governance has always been an indispensable part of my country’s moderniza-
tion of governance capabilities and governance system. As a new ecology formed 
by the combination of the Internet and traditional education, online education 
has new opportunities in the governance process with the advent of digitaliza-
tion. This has not only promoted education reform, but also enhanced my coun-
try’s governance capabilities. 

3. The Dilemma of Online Education Governance  
in the Digital Age 

3.1. Incomplete Teaching Platform and Lack of Supervision System 

Digital governance has indeed played a positive role in online education gover-
nance, but the current shortcomings cannot be ignored (Lan & Chen, 2020). 
First of all, many online education institutions do not have a clear positioning 
for digital governance, but blindly follow the trend, and are prone to problems 
such as focusing on construction and neglecting applications. For example, current 
online education platforms in my country focus on teachers’ design of course-
ware content, ignoring students’ participation in the learning process and the 
innovation of learning models have led to the same online education format. 
Therefore, traditional teaching methods and thinking still exist in online education 
and insufficient governance capabilities lead to online Education cannot meet 
the transformation of educational models in the digital context. Secondly, online 
education requires a good network environment. If too many people are online 
at the same time, it is easy to cause network traffic jam and poor teaching effects. 
Finally, the regulation of online education governance is an indispensable link in 
the digitalization process. At present, there is a lack of relevant legal systems and 
no mandatory clauses, which leads to the failure of the supervision effect to meet 
expectations. It can be seen that in the journey of online education governance 
to meet the arrival of the digital age, problems such as imperfect teaching plat-
forms and insufficient governance capabilities have yet to be resolved. 

3.2. The Education Evaluation System is not Sound 

Educational evaluation mainly includes the evaluation of teachers’ talent training 
ability, the evaluation of students’ academic performance, and the evaluation of 
scientific research results, which is an evaluation of the quality of teaching work. 
Digital technology promotes the transformation of online education methods 
and educational models. Traditional online education simply shifts from offline 
to online, and its evaluation is usually based on human subjective evaluation, 
and it is impossible to objectively and comprehensively evaluate the entire edu-
cation link. First of all, in the evaluation of students’ academic performance, 
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most of the evaluations of relevant institutions on students’ learning are deter-
mined by test scores. They cannot track and feedback the entire learning process 
of students, and cannot accurately control the learning ability of students. Se-
condly, in terms of teacher talent training ability and scientific research achieve-
ments evaluation, the existing evaluation system is too one-sided and thin, and it 
is impossible to quantitatively evaluate talent training ability and scientific re-
search achievements (Zhao & Duan, 2020). Therefore, how to ensure that teach-
ers’ ability to train students does not decline, how to scientifically measure scien-
tific research results, break through the shackles of traditional online education 
evaluation systems, and promote fair and objective educational evaluation re-
sults are important issues facing digital governance. 

3.3. Data Information Security Risk 

In the process of digital governance of online education, governance entities can 
automatically collect and master a large amount of data, which includes not only 
information related to teaching and learning, but also the identity information 
and privacy information (Lei, 2019). One of the major characteristics of online 
education digital governance construction is integration, which requires various 
institutions to share data. In the process of online education digital governance, 
the main source of relevant data is students who are just beginning to contact 
the society. They are extremely dependent on the Internet. At the same time, 
they do not have the corresponding information literacy to protect their own 
privacy, which makes the digital governance of online education have a greater 
risk in protecting information security. In addition, with the rapid growth of 
malware attacks, technical risks continue to increase too. Among the top ten IT 
issues that promote the digital transformation of higher education, information 
security has been ranked first for several years in the top ten information tech-
nology issues. Online education is no exception. The risk of personal informa-
tion leakage is gradually increasing, making information security issues The so-
lution becomes more urgent (Lan et al., 2020). 

4. Digital Governance Path for Online Education 
4.1. Improve the Education Platform and  

Establish a Supervision Mechanism 

In the digital age, the governance of the higher education system and online 
education have changed one after another, and the reform of education gover-
nance has become scientific and professional. First of all, online education plat-
forms should not only focus on the design of learning content, but also make full 
use of science and technology such as blockchain to achieve diversification of 
teaching modes, introduce virtual classrooms to form teacher-student interac-
tion and cultivate innovative talents. In addition, 5G technology should be pro-
moted as soon as possible, So as to provide a smooth network environment for 
online education. Secondly, in order to further strengthen the concept of educa-
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tion equity, online education platforms must not only be concentrated in cities, 
but also be derived from remote areas such as rural areas to improve the infor-
mation literacy of rural teachers and students, optimize the allocation of educa-
tional resources, and introduce excellent teacher resources. Finally, integrate ex-
ternal stakeholders into online education governance, use blockchain data to 
achieve cross-regional cooperation, examine online education governance from 
a new perspective, and form a new education governance system. 

The process of online education governance also needs the supervision of so-
cial forces, and rules should be constructed to use power to regulate behavio r 
(Shi & Pan, 2019). First, formulate relevant policies for digital governance, create 
a macro atmosphere, and derive digital governance into online educational in-
stitutions; secondly, it is necessary to correctly guide the use of digital technolo-
gy, regulate use behavior, and build and improve the security guarantee me-
chanism for digital governance; Some education laws and regulations add con-
tent related to the safe development of online education digital education go-
vernance. 

4.2. Improve Education Evaluation Model 

Another path for the digital governance of online education is to improve the 
education evaluation model. The first is the transformation of the evaluation 
mechanism of academic performance. Online education institutions can effec-
tively combine big data, artificial intelligence, cloud computing and other digital 
technologies with student learning management systems to track and record the 
data in the entire learning process in real time to achieve an overall view control 
of learning effects. This can not only strengthen students’ learning motivation 
and improve the quality of talent training, but also promote the evaluation me-
chanism of academic performance to become more scientific and objective 
(Chen, Liu, & Gao, 2020). 

In terms of the evaluation mechanism of teacher talent training ability, rele-
vant institutions can make full use of digital technology to build an evaluation 
system that integrates teaching quality evaluation, and use data to reflect the re-
sults of education quality, which is more comparable and operable, and also im-
proves the objectivity and scientific of education evaluation system, avoiding the 
preference of people as the subject of evaluation. At the same time, include 
teacher ability training links in the education evaluation system to encourage 
teachers and students to master the corresponding scientific and technical skills 
and practice them in the teaching process (Xie & Yang, 2020). In terms of the 
evaluation mechanism of scientific research results, the emergence of emerging 
technologies has greatly improved the ability to mine and compare data, 
enriched the methods of checking data fraud and the review technology and re-
view of academic misconduct, which is more conducive to promoting the strict 
and fair evaluation system of scientific research achievements in online educa-
tion (Feng, 2021). In summary, online education institutions can build an online 
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education digital governance platform with the assistance of digital technology 
talents, thereby improving and perfecting the education evaluation model, and 
accelerating the process of online education digital governance. 

4.3. Establish Risk Control and Early Warning Mechanism 

The sustainable development of online education digital governance requires 
information security. While thinking about the improvement path of education 
platforms and education evaluation mechanisms, we must also pay attention to 
information security issues. We can start from two aspects: risk control and risk 
early warning. In order to ensure information security and protect the privacy of 
teachers and students, the governing body of online education institutions 
should establish a risk control mechanism. First, create well-structured operating 
procedures without infringing privacy to ensure the safety of information collec-
tion, management and use (Lan et al., 2020). A set of well-structured operating 
procedures can limit certain improper behaviors, and also strengthen the protec-
tion of information to a certain extent. Second, increase the cost of risk control, 
and strengthen the strength of risk control, such as hiring special risks Control 
Specialist. Third, while sharing data information, install data monitoring tools to 
detect abnormal usage and data extraction in a timely manner. Fourth, online 
education institutions can use facial recognition technologies other than pass-
words to set access permissions to enhance the intensity of privacy protection. 

Online education institutions can also establish risk early warning mechan-
isms, strengthen the restraint and prevention of information security risks, en-
sure information security and protect the privacy of teachers and students, and 
establish a risk early warning mechanism. The subjects involved are not limited 
to online education management personnel, but also include society and related 
government agencies. First, improve the top-level design, that is, improve Inter-
net-related laws and regulations, and reduce the risk of information security ac-
cidents in the digitalization of online education. Second, train online education 
institution managers and end users so that they can use data correctly. Remind 
and warn them of the main points and importance of privacy protection. 

5. Conclusion 

The development of digital technology has had a huge impact on various indus-
tries and fields, and the close integration with online education has made online 
education gradually break away from the shackles of traditional development 
concepts and development models, accept the influence of more novel view-
points, and gradually enter digitalization governance stage. Although there will 
be various challenges and negative impacts, online education institutions must 
move forward and provide a good guide and demonstration role for the educa-
tion of flourishing development. This is not only the responsibility of the online 
education industry, but also the only way for the good development of the entire 
society. In this process, we must grasp the opportunities brought by digital 
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technology, meet the challenges with an open and inclusive mind, strengthen the 
concept of digital governance, timely explore effective ways to promote the bet-
ter integration of online education and digital technology, build a digital dy-
namic governance platform integrating digital technology and online education, 
strengthen risk control and assessment, provide suggestions for the establish-
ment of an efficient and systematic online education digital governance me-
chanism, contribute to the effective promotion of the modernization of the na-
tional governance system and governance capabilities, and lay the foundation for 
the overall goal of deepening reform. 
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