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Abstract 
Unknown-unknown risks are unknown risks with unknown consequences. 
This type of risk is the most difficult to deal with. From this perspective, in-
novative solutions and technologies are needed like robotics. Many studies 
dealt with how robotics raise the efficiency and safety levels and provide en-
hanced levels of service, collect and analyze data for security and safety efforts, 
and assist in dangerous settings or disaster. This research is based on the core 
target of identifying the role of robotics in mitigating the impact caused by un-
known-unknown risks. The case related to COVID-19 has specifically been con-
sidered in this research. This research investigated the application of robotics 
technology in four organizations. A mixed-method approach involving pri-
mary and secondary data collection through interview and secondary litera-
ture exploration was used. Literature review suggested that robotics is widely 
being used in hospitals to offer healthcare-related services. While further re-
search is explored for supporting the responses obtained by selecting two risk 
managers employed in the selected organizations, based on primary data. The 
findings of this study state that the managers and the risk management pro-
fessionals are not trained enough to use robotics to deal with risky scenarios 
such as COVID-19. Additionally, unknown risks can be managed using AI 
tools and human intellect-based augmented reality systems. Risk profession-
als are required to be trained by conducting AI-based workshops for the im-
plementation of desirable and less risk generating technological aids. 
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1. Introduction 

There has been a noticeable increase in the use of automation and robots in the 
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healthcare system and other organizations that deal with commodities and tasks, 
which can be overwhelming for the associated people. The rate of exposure to 
unknown-unknown risks increases because of the increased innovation levels as 
well as insufficient knowledge. Moreover, the frequency of unknown-unknown 
risks is missing due to different reasons such as psychological as well as organi-
zational biases in managing uncertain events (Raydugin, 2018). The occurrence 
of unknown-unknown risks has been recognized in the healthcare segments de-
spite the constantly evolving technologies. Robots perform realistic risk exami-
nation by analyzing the patients’ life cycle at the hospital and then applying 
in-depth reinforcement knowledge for deriving signs of unknown risks (Namba 
& Yamada, 2018). However, existing studies have not investigated the effective-
ness and implication of robotics, mainly in identifying unknown-unknown risks, 
specifically in the case of COVID-19, the new ongoing pandemic that is posing a 
severe threat to the world. Therefore, this study has emphasized examining ro-
botics’ implication to reduce the unknown-unknown risks’ impact with refer-
ence to COVID-19. 

1.1. Research Hypothesis  

Kumar et al. (2020) claimed that modern technology has provided effective meas-
ures to fight against COVID-19. Modern technologies’ potential has been uti-
lized to tackle both clinical and cultural difficulties generated by COVID-19 
(Kumar et al., 2020). In support and as an explanation for this, Chamola et al. 
(2020) explored the crucial role of Internet of Things (IoT), blockchain, Artifi-
cial Intelligence (AI), Unmanned Aerial Vehicles (UAVs), and 5G for mitigating 
the adverse impacts of COVID-19 outbreak. COVID-19 has affected all the in-
dustries, including automobile, aviation, tourism, oil, construction, food, health-
care, and telecommunication. Focusing on healthcare, the proliferation of mod-
ern technologies has assisted in treating patients, thereby alleviating stress of 
healthcare workers, mitigating risk of transmission by undertaking a variety of 
tasks such as supplying materials, monitoring physical health, building block-
chain-enabled apps, and mapping out the occurrence of disease using Geo-
graphic Information System (GIS) (Chamola et al., 2020). Centering on this, this 
research work seeks to test the following hypothesis: 

“How technology (Mainly robotics) can mitigate unknown-unknown risks 
such as that posed by COVID 19?” 

1.2. Aim and Objectives 
1.2.1. Aim  
To analyze and critically evaluate the effectiveness and contribution of robotics 
in minimizing the risk posed by unknown-unknown risks by taking COVID-19 
as a case. 

1.2.2. Objectives  
● To determine the concept behind unknown-unknown risks and the need for 
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mitigating these risks; 
● To critically assess the role of robotics in reducing unknown-unknown risks’ 

impact with reference to the case of COVID-19; 
● To perform a detailed SWOT analysis of organizations and identify the fea-

tures of robotics in terms of strengths and opportunities for the organizations 
to mitigate the risk of threats; 

● To highlight the issues in the implementation of robotics and identify ways 
to overcome such issues to effectively manage unknown-unknown risks. 

1.2.3. Rationale  
It is vital for businesses to overcome unknown-unknown risks. These risks are 
concerned with facts that not everyone in the organization is aware of; however, 
the impact on the business and community might be severe (Aven & Thekdi, 
2019; Torres & Rees, 2017). In context of the healthcare sector, the novelty of 
COVID-19 pandemic gave rise to the need for hospitals to identify how to com-
bat this virus (Wyman, 2020). The current study therefore focused on deter-
mining the way in which advanced technology, mainly robotics, can be beneficial 
in alleviating the severity of the impacts of COVID-19-related unknown-unknown 
risks for the welfare of the global community. This study can guide healthcare 
authorities, risk managers, and healthcare service providers regarding robotics’ 
implication for improving healthcare outcome. Other businesses such as banks 
and retailers would also gain significant knowledge regarding usage and advan-
tages of robotics in mitigating unknown-unknown risks and improve business 
efficacy. 

1.3. Organization of Research 

In order to collect the required set of data and information, a systematic struc-
ture has been designed for the research work. Table 1 discusses comprehensively 
the organization of research. 
 
Table 1. Research organization. 

No. Title Description 

1 Introduction 
This section provides a brief introduction of the research problem 
and states the research hypothesis, research aim, objectives, and 
research rationale. 

2 Literature Review 
This section provides an in-depth review of existing literary sources 
and other credible sources to generate a robust theoretical base for 
the research topic. 

3 
Methodology and  
Expected Findings/ 
Analysis 

This chapter discusses the methods used for addressing the research 
aims and objectives, followed by an analysis of the gathered data to 
draw meaningful conclusions. 

4 
Recommendations and 
Conclusion 

Based on the findings drawn, a range of recommendations have been 
made in this section to foster the implementation of robotics.  
Following this, the conclusion drawn from this work has been  
presented. 
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2. Literature Review  
2.1. Concept behind Unknown Risk in Organizations 

As mentioned by Kucharski (2020), an important responsibility of a risk analyst 
is to predict the unexpected issue and prepare the organization to deal with it ef-
fectively and efficiently. In case of unforeseen events, the management turns to 
risk managers to find a solution. For a plan to be designed in advance, sufficient 
preparation and time are required. While no risk manager can anticipate a virus 
outbreak, previous outbreaks such as SARS can be used as an example for de-
signing a contingency plan that might work out in an environment of uncer-
tainty. 

2.2. Importance of Robotics in Reducing Unknown Risk 

According to Kilpatrick and Barter (2020), robots can act as a barrier between a 
doctor and a patient, thereby reducing the human interaction and consequent 
risk of infection transmission. Robots are also being used to offer counselling 
and assistance to quarantined patients. At the Hongshan Sports Centre in Wu-
han, China, a field hospital with 14 robots has been opened. The robots supplied 
by Cloud Minds from Peking are intended to purify and disinfect, distribute me-
dication, and measure the temperature levels of patients (Kimmig et al., 2020). 
Figure 1 below shows the reported use of robots worldwide for COVID-19 as of 
April 2020. Figure 1 also shows the number of instances based on modality. At 
this time, only ground and aerial modalities have been reported. Of the 203 in-
stances, 119 are ground and 84 are aerial. 
 

 
Figure 1. 203 instances of robot use for COVID-19 applications organized into six categories and by modality, with brown 
representing ground robots and blue, aerial robots. 
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2.3. Implementation of Robotics Technology and Identification of  
Its Unknown Risk 

Robots telehealth service allows doctors to interact with patients virtually, the-
reby reducing resource consumption and encouraging infectious patients to stay 
confined. Robots can interact not only with individuals who contract the coro-
navirus infection but also gain valuable medical knowledge to help doctors 
manage patients. Because of COVID-19, it has become necessary to minimize 
the interaction between human beings (Prettner & Bloom, 2020).  
● Technical firms have employed robots in several places, such as in medical 

settings, because they are resistant to infection.  
● Chinese hospitals have employed robots to disinfect rooms; thus, if fully 

deployed, the robots can work in every Chinese province.  
● Robots use UV light to destroy viruses and bacteria without exposing hu-

mans to infection. Such bots are operated by health workers remotely, that is, 
from a secure distance away (Iansiti & Lakhani, 2020). 

3. Methodology  
3.1. Data Collection  

This study explored multi-dimensional data segments to enable reviewing of 
the required specific data about the use of robots for dealing with un-
known-unknowns risks. Thus, a mixed-method approach was used for acquiring 
data. The interview method offered broad and descriptive data. Secondary data 
sources were reviewed to identify supportive arguments presented by other re-
searchers; this further helped in validating the primary data (Brannen, 2017).  

3.2. Sampling  

For the interview, two risk managers from Dubai Silicon Oasis Authority and 
HSBC bank were chosen using convenient/selective sampling. The reason for 
interviewing risk managers for this research work was to highlight the current 
unknown-unknown risks that have emerged during this COVID-19 crisis and 
devise efficient mitigation strategies. In addition, a SWOT analysis was per-
formed to study the efficacy of robots in tackling unknown-unknown risks faced 
by their organizations. For secondary data collection, two hospitals, Third 
People’s Hospital in Shenzhen and Wuhan Wuchang Hospital, were selected as 
samples to further add knowledge about the robotics’ ability to mitigate un-
known-unknown risks associated with COVID-19. 

3.3. Analysis  

For analyzing the mixed data sets retrieved using the two diverse methods as 
well as the interview, a narrative analysis was performed. The data gathered us-
ing the primary and secondary method were classified based on their related 
themes and were analyzed by associating them with the literature (Guest et al., 
2011). 
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3.4. Expected Findings/Analysis  
3.4.1. Theme 1: Determination of the Concept Associated with  

Unknown-Unknown Risks and the Need to Mitigate Such Risks 
From the primary findings gathered through interview, it is understood that 
risks falling in the unknown-unknown category are being observed because of 
the usage of technological aids in organizational practices. In Dubai Silicon Oa-
sis, it was observed that the usage of electronic form of communication network 
by the organization has led to unknown risks of the cybercrime. Furthermore, 
the ongoing pandemic has generated unknown risks to the well-being and safety 
levels of the workers. Apart from this, as per the secondary findings, it was ob-
served that for mitigating the unknown risks, Dubai Silicon Oasis uses risk 
management plan, including major risk resolving activities that are focused on 
prohibiting the occurrence of the risk, mitigation of the risk, transferring as well 
as accepting the risk. 

3.4.2. Theme 2: Critical Examination of Effectiveness of Role and  
Implication of Robotics  

It can be observed that COVID-19 has incrementally increased unknown risks, 
mainly for healthcare organizations. While evaluating the secondary data on the 
case of Wuhan Wuchang Hospital, it was noted that in this hospital, the un-
known risks concerned with COVID-19 increased because of the lack of know-
ledge and awareness regarding this disease’s nature. As the death rates and 
number of positive cases constantly increased, the hospital failed to handle the 
situation due to lack of required facilities. Moreover, Wuhan-based hospitals 
lack sufficient resources, which makes the current situation of COVID-19 fur-
ther challenging (Zhang et al., 2020). In this regard, secondary findings also 
show that for reducing unknown-unknown risks’ effects, robots would need to 
identify common signs and symptoms of COVID-19 in patients in the initial 
phase so as to ensure effective treatment. The usefulness of robots is also evident 
from the fact that its intelligence is being used to assess the temperature and 
heart rate of patients and keep the records updated for the staff. Another prac-
tical implication of robotics is that robotics-based devices support hospital staff 
to keep infectious diseases such as COVID-19 from spreading to the community.  

Further, taking the case of Third People’s Hospital of Shenzhen as another 
example, robots can help in diagnosing the patients and alerting the healthcare 
providers in case of any emergencies (Clifford, 2020).  

In case of financial industries, one can take the example of HSBC, which has 
implemented remote working to maintain business processes smoothly while 
also managing employees’ safety (HSBC, 2020). HSBC mentioned that it will 
make an investment of up to $17billion in technology by 2020. This is to en-
hance the experiences of customers and to ensure a modernized transformation 
and interaction. In addition, the implementation of robo-advisers will help en-
sure customer satisfaction along with keeping the customers, as well the business 
safe. Furthermore, robo-advisers can perform tasks faster than regular relation-
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ship managers, which would ensure customer satisfaction. Investing in tech-
nology aids an organization to become more adaptive to changes (Bloomberg, 
2018). 

The use of advanced technology for fulfilling customers’ need is clear from the 
case of Dubai Silicon Oasis. Various practical benefits of using robots have been 
observed in terms of mitigating unknown-unknown risks of COVID-19 in dif-
ferent industry-based organizations. 

3.4.3. Theme 3: Highlighting the Issues for Implementing the Robotics 
As per the primary findings, robots are being used in the healthcare segments of 
China to manage the unknown-unknowns risks in relation to the COVID-19 
outspread. Robotic devices are used to maintain distancing and treating infected 
patients in a less infection-generating environment. However, implementation 
of robotic aids faces issues such as lack of collaboration among the healthcare 
providers. Also, healthcare providers are not skilled enough to manage the ro-
botic equipment and AI tools designed to deal with unfamiliar scenarios created 
because of the Coronavirus pandemic. Further, the secondary data sources have 
also shown that virtual reality and AI can be used as techniques for dealing with 
the problems of unknown-unknowns risks. In AI-based equipment designed to 
monitor the symptoms of COVID-19, the infected person is scanned through 
virtual reality platforms to enhance the effectiveness of reducing the unknown 
risk of spreading the virus among healthcare providers.  

Regarding the strength of Wuhan Wuchang Hospital, it was observed that the 
assistance provided by robotics helped in determining the signs of COVID-19 in 
patients, sharing the burden of the staff, and providing entertainment at the fa-
cilities for quarantined patients (Hornyak, 2020). On the other hand, at Third 
People’s Hospital of Shenzhen, robots helped in enhancing the daily productivity 
of hospitals and enabling patients to make decisions about their healthcare 
needs. 

Modern technology adoption has resulted in satisfaction of Dubai Silicon Oa-
sis’ customers. It was also observed that other organizations such as HSBC 
have the opportunity to use robots to detect important signs and symptoms of 
COVID-19 in suspected employees to prevent infection transmission and refer 
the infected ones to hospitals for proper treatment (Hornyak, 2020). 

From the findings it is clear that in order to develop measures to reduce the 
unknown risks of COVID-19, businesses and healthcare organizations should 
make a substantial investment in the newer technologies such as augmented re-
ality and AI. These technologies enhance the prediction of uncertain scenarios 
that are more likely to occur and further offer the opportunity for decision 
making by the managerial unit to identify and resolve the possible, unknown 
risk-generating occurrences (Clifford, 2020). 

The results of the study show that there exist several risks associated with the 
fewer numbers of trained workers, along with weak collaboration between the 
risk managers and the risk-mitigating technological devices. Further, the absence  
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Table 2. SWOT Analysis Based on Interviews of Primary and Secondary data. 

Strength 

 Robots are being used for their ability to share the workload, provide  
entertainment at facilities for isolated COVID-19 patients, and generate awareness 
regarding COVID-19 signs. 

 Implementing several risk-management tools and techniques 
 Use of AI-enabled robots to reduce the spread of Coronavirus among nurses and 

doctors 
 Integration of robust internal mechanism systems to categorize patients into  

infectious, semi-infectious and non-infectious categories 
 Use of Clinical Risk Management (CRM) process to identify and mitigate  

unknown risks 

Weakness 

 Lack of knowledge and training programs for the employees 
 HSBC’s weakness would be the prolonged duration taken to implement the  

technology 
 Lack of more permanent and comprehensive health infrastructure that sustains 

technology integration 
 Limited focus on anticipating unknown risks 
 Some technologies useful for fighting COVID-19 are not applied by the  

organization, such as blockchain. 

Opportunity 

 Organizations such as Dubai Silicon Oasis and HSBC have chosen robotics as the 
way to ensure their employees’ safety, smooth working conditions, and  
uninterrupted operations. 

 Rapid advancements of medical technologies would aid in managing the effects of 
unknown risks. 

Threats 

 Economic instability due to COVID-19 
 High pressure on the authorities to maintain heightened levels of surveillance 

with the increasing use of technologies 
 Breakdown in the system’s technologies leads to ineffectiveness of the smart field 

hospital. 

 
of technological implementation reduces the efficacy of robots in dealing with 
adverse situations (Media, 2020). Table 2 demonstrates the SWOT Analysis 
Based on Interviews of Primary and Secondary data. 

4. Recommendations and Conclusion 
4.1. Recommendations 

● Robotic technology can be effectively implemented in organizations; leaders 
must come up with ways to use using robots and significantly influence their 
employees into accepting it so as to bring about this technology-oriented 
change for preventing rising cases of COVID-19. 

● It is recommended that workshops and training programs based on technol-
ogies such as robotics, AI, and augmented reality are conducted to educate 
the employees on how to use these modern aids for risk management within 
an organization. It will further help in increasing the efficacy rate of this 
technological support for managing any crisis in the future. 

● Organizations must have contingency plans that implement modern tech-
nologies such as robotics, augmented reality, and AI in order to help with the 
prediction of potential risks along with the unknown impacts they might 
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have on businesses and health and wellbeing. 
● It is recommended that organizations create a new culture among their em-

ployees to educate them about the importance of robotics in mitigating un-
known risks through training programs and awareness. 

4.2. Conclusion 

In conclusion, robotics has a wide range of benefits and can make a significant 
contribution to diminish the effects of unknown-unknown risks and help in mi-
tigating such risks, especially with regard to COVID-19. The secondary data 
clearly reflects that robots can help in identifying COVID-19 symptoms and 
raising attention among healthcare providers to assist the patients, allowing 
smooth day-to-day functioning of the hospitals and managing the burden of 
healthcare providers by effectively managing COVID-19 cases in an automated 
manner. 

Based on the SWOT analysis, the strengths of implementing robotics in orga-
nizational settings identified were their ability to share the workload, provide 
entertainment at facilities for isolated COVID-19 patients, and generate aware-
ness regarding COVID-19 signs and symptoms. Organizations such as Dubai 
Silicon Oasis and HSBC have chosen robots, as it guarantees their employees’ 
safety, smooth working conditions, and uninterrupted operations. From the 
outcomes of this research, effective ways to manage unknown risks have been 
identified, such as the use of technologies, augmented reality as well as AI. Fur-
ther, this study can be used effectively to improve the skills of the healthcare 
workers and risk managers in using and implementing robotic technology for 
treating the patients during the COVID-19 pandemic and thus reducing the 
prevalence of unknown risk-based conditions in the future. 

In addition to the findings of the study, a wider scope for future research has 
been made available on the topic with regard to the disastrous impact of 
COVID-19 on economic, social as well as health dimensions. For future re-
search, studies must be conducted at a massive level involving a substantial sam-
ple of population and wider data on the topic. Along with this, a mixed research 
method can be used that will help in collecting both qualitative and quantitative 
data on the research topic, using survey and interview method both. Additional-
ly, a scope of narrowing down the research topic is available on the topic, as 
currently several organizations have been included in the study. In this context, 
a specific area can be chosen, such as banking and financial industry.  
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