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Abstract

The deep learning models hold considerable potential for clinical applica-
tions, but there are many challenges to successfully training deep learning mod-
els. Large-scale data collection is required, which is frequently only possible
through multi-institutional cooperation. Building large central repositories is
one strategy for multi-institution studies. However, this is hampered by issues
regarding data sharing, including patient privacy, data de-identification, reg-
ulation, intellectual property, and data storage. These difficulties have les-
sened the impracticality of central data storage. In this survey, we will look at
24 research publications that concentrate on machine learning approaches
linked to privacy preservation techniques for multi-institutional data, hig-
hlighting the multiple shortcomings of the existing methodologies. Research-
ing different approaches will be made simpler in this case based on a number
of factors, such as performance measures, year of publication and journals,
achievements of the strategies in numerical assessments, and other factors. A
technique analysis that considers the benefits and drawbacks of the strategies
is additionally provided. The article also looks at some potential areas for fu-
ture research as well as the challenges associated with increasing the accuracy
of privacy protection techniques. The comparative evaluation of the approaches
offers a thorough justification for the research’s purpose.
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1. Introduction

Currently, the world is increasingly witnessing technological innovations such as
big data, nanotechnology, cloud computing, biotechnologies, artificial intelligence,
and the Internet of Things (IoT), which collectively form part of the fourth indus-
trial revolution [1]. Furthermore, the fourth industrial revolution has brought in
fast-paced development in commercial and governmental organizations alike,
affecting everyday pursuits worldwide [2]. Chapter two discusses the works car-
ried out by various researchers to assure secure data preservation in health care
applications. Existing literature suggests that Anonymization-based models, Block-
chain-based models, and optimization approaches can be used synergistically to
address the issues concerning the secure provision of e-health data.

IoT is one such present-day innovation that has percolated routine life through
various applications, ensuring a safe, innovative, and more accessible environment
[3] [4]. IoT enables the interaction between humans as it integrates millions of
people, intelligent nodes, substantial objects, services, and digital sensors; it also
consists of millions of digital sensors [5]. The significant feature of the IoT is that
all the objects in the environments are interlinked to each other as it transfers
the data in any part of the world at any time [6] [7] [8]. Modern innovations
such as big data, cloud computing, fog computing, allocated computing, and
wireless communication aid the IoT to attain its intention of facilitating the in-
teraction between intelligent [9] [10] [11] [12]. IoTs are used in various applica-
tions and domains, such as coordination, transportation, medical care, well-being,
insight, and many more applications.

The IoT devices are able to produce enormous amounts of data known as big
data due to a wide range of applications including transportation, smart homes,
the health care industry, and electricity conservation [13]. The following section
briefly elucidates IoT big data. IoT gadgets are known to involve copious amounts
of private and sensitive information. For example, Cisco expects that 500 billion
devices will be connected to the internet by 2025 [14] [15] [16]. As a result, the
amount of structured and unstructured data has increased by 2.5 Exa bytes daily
[17]. On the other hand, the worldwide server farm’s IP traffic would only arrive
at 10.4 zetta bytes [18] [19] [20]. This rapid expansion in information volume is
attributed to web administrations, versatile information, and medical care in-
formation [21].

With the rapid adoption of global IoT-connected devices, enormous amounts
of data are transferred between cloud-based and physical network environments.
It has also brought in many technologies that create a vision of interconnecting
the world through devices. A plethora of privacy and security challenges are
witnessed in IoT architectures [22] [23]. Generally, IoT-based healthcare appli-
cations hold sensitive medical details of the patients, for which confidentiality is
necessary to ensure the privacy of the patients. Due to challenges associated with
digital data, conventional encryption strategies over structural and textual one-

dimensional data are not used for e-health data directly. In addition, when sensi-
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tive information is forwarded through open channels, patients may suffer from
the loss of information contents. Hence, a secure key frame extraction strategy is
needed to ensure appropriate privacy-preserving e-health services. The mul-
ti-institutional clinical data yield enough information to identify the small dif-
ferences and improve general ability.

Between 2017 and 2019, data breach incidents rose from 15% to 26%, as re-
ported by professionals involved in risk oversight activities [24]. The healthcare
industry is turning to big data technology to improve and manage medial sys-
tems. For this purpose, healthcare companies and organizations are leveraging
big data in health informatics [25]. The security gap where the question arises is
whether the third-party policies and safeguards regarding IoT security are suffi-
cient for preventing data breaches which is one of the main reasons for the rising
IoT threats. Recently, sophisticated hacks on IoT devices have aggravated the
problem, and therefore, the privacy and security problems in the IoT paradigm
are discussed in detail. In this chapter, the existing pool of literature that is rele-
vant to the research topic will be reviewed by surveying academic journals, tech-
nical reports and data, books, scholarly articles, and other relevant publications.
The secondary literary sources will be reviewed and analyzed thoroughly that are
relevant to the privacy and data security management in healthcare and clinical
research, the role of IoT and big data analytics (BDA), as well as the risks and
challenges concerning data privacy and security management in IoT and big da-

ta analytics.

Deep Learning Models in Clinical Applications

In recent years, the integration of deep learning models into clinical applications
has ushered in a new era of healthcare innovation. These advanced computational
tools have demonstrated immense potential in revolutionizing disease diagnosis,
treatment planning, and patient care [26]. The ability of deep learning algorithms
to analyze complex medical data, such as medical images, genomic sequences, and
electronic health records, has opened up a plethora of opportunities for improv-
ing clinical outcomes and healthcare delivery [27]. Deep learning models, par-
ticularly convolutional neural networks (CNNs) and recurrent neural networks
(RNNs), have shown remarkable capabilities in tasks like medical image classifi-
cation, natural language processing, and predictive modeling. From the early
detection of tumors in radiological scans to the personalized treatment recom-
mendations based on genetic profiles, the impact of these models on the medical
field is profound [28] [29]. They offer the potential to augment the expertise of
healthcare professionals, expedite diagnosis, reduce errors, and enhance patient
outcomes. However, as the healthcare industry embraces the transformative po-
tential of deep learning, it also faces a critical challenge: the protection of patient
rights and data security. While deep learning algorithms excel at extracting in-
sights from medical data, the sensitivity and confidentiality of patient informa-

tion must not be compromised. Ensuring that the healthcare ecosystem remains
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a trusted guardian of individual privacy is paramount.

2. Literature Review

Categorization of the Privacy Preservation Models:
Figure 1 shows the schematic block diagram representing the categorization

of the privacy preservation models in e-health data.

2.1. Schemes Concerning Anonymization N-Based Techniques

A presented a revolutionary system called Spark that makes use of Apache Spark
to efficiently manage large amounts of health care data as well as K-anonymization
and L-diversity to protect sensitive personal data. Furthermore, the developed
strategy ensures that the shared e-health data does not reveal or isolate the orig-
inal data before moving to the Hadoop distributed file system (HDFS) [5].

In a study, two solutions are offered that protect user privacy in parking re-
commender systems while analyzing the past parking history utilizing k-anonymity
(anonymization) and differential privacy (perturbation) techniques [6]. The
k-anonymity mechanism specifically creates an anonymized database from an
original parking database that contains users’ parking information. The users are
indistinguishable in both methods due to differential privacy, which also per-
turbs the Laplace mechanism’s query response. It is now possible for customers
to receive parking place recommendations while maintaining their privacy due
to experimental findings on a data set built from actual parking measurements
[6].

In order to use Fully Homomorphic Encryption (FHE) schemes, a presented
proxy re-ciphering as a service employing traditional methods such as threshold
secret sharing, distributed semi-trusted proxy servers, and chameleon hash func-
tion [7]. The effectiveness of the developed strategy is analyzed using real-world
data. Furthermore, the strategy’s security characteristics are also analyzed over
the general cyber threats, ensuring that the developed method is a sensible, scal-
able, and easy-to-use strategy for the long-term prevention of sensible data [7].

Figure 1. Categorization of the privacy preservation models.

DOI: 10.4236/jis.2023.144020

346 Journal of Information Security


https://doi.org/10.4236/jis.2023.144020

S. Patel et al.

A method to develop a productive anonymous algorithm to maintain the pri-
vacy of private data by the data owners [8], privacy frequently occupies a chief
role in data mining strategies, and a number of anonymous algorithms introduce
privacy in digging data. However, there are limits to privacy protection, and hence
a novel strategy of Efficient Anonymous Algorithm (NEAA) is introduced. At
first, the entity process’s raw data and the data are preserved in the database.
Then, the sensitive data is evaluated using the PCA-based Attribute selection al-
gorithm. The hiding process introduces a novel algorithm based on Anonymous
(NBA). Finally, anonymous data can be produced as a result [8]. The performance
of the developed system is analyzed and found to provide enhanced performance
compared to conventional systems [8].

A presented a privacy-preserving protocol based on keyword search with security
for EHR system suggested [9]. Through the use of a keyword search in the cipher
text, which is then once more re-encrypted by the cloud using the re-encryption
key created by the patient, this method can quickly identify the history of health
records that are related. It guarantees that confidential information cannot be
disclosed by unauthorized users. An entity-based access control system ensures
that only the intended data requester has access to the patients’ medical records
[9].

A model to recognize how the connection of records can assist in developing
the entire patient profiles and thus adjoin importance to the conventional health-
care systems was presented by [11]. The usage of data anonymity shows how
privacy is fulfilled by specifying the knowledge about the background and fur-
ther limiting access to factual data. A semantic strategy counting policy formali-
zation, compliance examination, and knowledge discovery was carried out to pre-
vent the risks related to privacy with arbitrary linkages [11].

The tuple partitioning approach is used in an effective quasi-identifier in-
dex-based architecture for privacy preservation over incremental databases on
the cloud design [12] here the merging of columns generates anonymous infor-
mation for the user. In addition, a packetization strategy is applied to enhance
the effectiveness of privacy-preserved information further. The outcomes of the
method over a real-world database have proved that the developed model effec-
tively preserves the incremental database of large volumes compared to conven-

tional strategies [12].

2.2. Schemes Concerning Blockchain-Based Models

A blockchain structure for managing electronic health records (EHR) could pro-
vide the patient with rights and control over the EHRs. The Ancile structure also
exposes a blockchain system that achieves a higher degree of decentralization
while admitting some nodes as having greater power. According to the evalua-
tion, it is very unlikely that all the data will be covered while maintaining a usa-
ble and interoperable model. Ancile, however, still offers a significant amount of
data integrity and privacy protection due to the use of smart contracts to parti-
tion the data [13].
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A blockchain-based medical data preservation scheme (DPS) ensures the pri-
mitiveness and verifiability of EHRs while preserving privacy for the data owner
[9]. After receiving authorization from the data owner, the data requestor uses the
expected keyword from the data provider to analyze the expected EHRs through
the EHR consortium blockchain and obtains the re-encryption cipher text from
the cloud server. To comprehend data security, privacy preservation, and access
control, the technique largely uses searchable encryption and interim proxy re-
encryption. Additionally, proof of agreement is developed as a compromise me-
thod for consortium blockchain to guarantee the availability of the system [9]. In
order to demonstrate the effectiveness of the proposed scheme in terms of com-
puting efficiency, the cryptographic primitives were also emulated and the planned
scheme was implemented on the Ethereum platform [9].

They suggested the blockchain-based interoperability problem in EHR and
determined the number of cross-blockchain-based EHR storage strategies [10].
Initially, an EHR privacy-preserving cross-blockchain strategy was presented based
on Polka Dot chain technology for EHR circulation among several private block-
chains of various hospitals. The issue of removing EHR data from each hospital’s
private blockchain is solved by RaaS. Using the developed mechanism constructs
it beneficial and effective for the doctors to access the data and for patients to
remove the unwanted EHR data when they visit various hospitals, which acts a
significant function in the EHR privacy-preserving area and in contravening the
remote islands of sharing medical data [10].

The blockchain-based model was developed for the management of EHR on a
distribution network to ensure the eventual privacy of patients’ health records,
providing control to the patients to monitor the access of data by others through
the developed method [15]. Gathering and organization of data into Big Data
provide a huge possibility of varying the healthcare viewpoint, like in personali-
zation care of patients, the discovery of the drug, the efficiency of the treatment,
enhancement in clinical results, and the safety management of the patients. Fur-
thermore, the blockchain offers a proposal for which the EHR of patients is pre-
served without tempering or any attacks. Then to ensure ultimate isolation and
control over access to an EHR sheet on the blockchain, a channeling strategy en-
sures that the patients accept the entities only within a distributed network to com-

pletely access the data [15].

2.3. Schemes Concerning Intelligent Techniques

In order to protect patient privacy, the Privacy-Preserving Optimization of Clini-
cal Pathway Query (PPO-CPQ) system uses a safe clinical pathway query on cloud
servers for e-healthcare., and the sensitive data corresponding to the hospitals,
like treatment, expense, and medication. Under this strategy, a secure and pri-
vacy-preserving sub-protocol is initially designed, which constitutes a compari-
son of privacy-preservation, selection of privacy-preserving stage, and so on, to

assure the privacy of the e-Healthcare system. The query is then safely executed
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using the greedy algorithm, and the system’s efficiency is increased by using the
Min-Heap technique [16].

Big data privacy has been successfully preserved using an algorithm known as
Grey Wolf Optimizer-Cat Swarm Optimization (GWO-CSO). The generated mod-
el, which is used to create the k-anonymization database in which k numbers of
duplicate records are created within the real database [17], is obtained by changing
the update rules of GWO in the presence of the CSO algorithm. In order to pro-
vide safe data transmission over to end users, the newly created technique is
used in the k-anonymized database to conceal the sensitive information relating
to the data owners. The created technique ensures the k-anonymization pheno-
mena by producing the parameters required to build the k-anonymized database
ideally [17]. The privacy and utility metrics consider evaluating the fitness of the
solutions obtained using the developed algorithm [17].

Mandala and Rao presented the privacy preservation model for private
healthcare data [18]. The designed model mainly concentrated on introducing
an effective sanitizing model to conceal the sensitive information of users. A key
was framed and selected optimally using the Adaptive Awareness Probability-
based Crow search algorithm (AAP-CSA) approach to conceal the sensitive
medical data. Moreover, the designed strategy was analyzed in terms of various
attacks with different algorithms to show the effectiveness of the designed me-
thod [18].

2.4. Schemes Concerning Conventional Techniques

A privacy-preserving chaos-based privacy-preserving encryption model was de-
signed by to protect patients’ privacy [19]. The developed model could protect
the images of the patients from a cooperative broker. To secure the essential
frames of the data gathered from the wireless capsule endoscopy strategy specif-
ically, a quick probabilistic model was devised and a prioritization method was
used. The created model produces encrypted images that are random in nature,
which improves computational efficiency. The created methodology also entails
processing medical data without any leaks, and protecting patient privacy by al-
lowing only authorized users to access the data [19].

Yang presented a practical and privacy-preserving prediction scheme to pre-
dict disease risk using e-healthcare, named EPDP [20]. In contrast to the current
approaches, the created EPDP successfully completes the two steps of disease
risk prediction, such as disease model training and disease prediction, while en-
suring improved privacy preservation. Notably, a cryptographic approach is
used with a super-increasing order to efficiently collect each disease’s symptoms
throughout the disease model training phase. Results from the disease risk pre-
diction phase were evaluated using the bloom filter approach.

Chamikara modeled a solution to maintain data privacy in significant data
distribution and evaluation strategies, a challenge in smart cyber-physical mod-
els [21]. The developed algorithm called SEAL is used to preserve data privacy.
The linear time complexity associated with SEAL assists in working with the
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continuously increasing big data and data streams effectively. The method at-
tains increased accuracy in classification, scalability, and efficiency while main-
taining enhanced privacy and higher attack resistance compared to other me-
thods. The findings indicate that the approach is appropriate for smart cy-
ber-physical environments, including grids, cars, healthcare systems, and homes
because it can control the continuous data streams produced by sensors moni-
toring a single person or a group of people and processing them before sending
them to cloud systems for additional analysis [21].

The remote data integrity checking strategy used the fine-grained update for
big data storage [22]. The developed strategy attains general processes of mod-
ification, insertion, and deletion at any online location level in a file with a map-
ping relation among the block-level update and the line-level update. The analy-
sis of the method depicts that the developed strategy assists in privacy preserva-
tion and public verification. On the other hand, it carries out data integrity with
a low reduced cost for communication and computation [22].

To protect private information, a big data probabilistic approach based on
clustering was deployed in such a way as to obtain maximum privacy and min-
imum perturbation. In this model, sensitive data is preserved after recognizing
the confidential information from the data clusters to adjust or generalize them.
The resultant database is examined to evaluate the level of accuracy of the model
concerning hidden data and loose data due to reconstruction. Results demon-
strate that the developed clustering-based Privacy preservation strategy in big

data led to successful reconstruction [23].

2.5. Risk Outcomes towards Data Privacy and Security
Management

In accordance with [24], if safe encryption is used in devices or if the internet
service provider or network observers analyze the internet traffic from the smart
homes connected to the IoT devices, they can gather sensitive information about
the activities that take place at home. To prevent the gadgets from becoming in-
operable, the user must not block outgoing traffic from their residence, an ex-
ample of privacy risk outcomes associated with IoT applications in smart homes.
IoT’s privacy risks and threats can be user identification, user tracking, profiling,
utility controlling, and monitoring. From the privacy perspective, the threat as-
sociated with user identification is the ability of the device to distinguish or re-
veal the identity of the person based on acquired data like name, address, or any
such personal information. Such a threat aggravates other associated threats like
tracking and profiling individuals’ behavior.

The high volume of healthcare data creates a big challenge, the desire for scala-
ble storage and support for distributed queries across multiple data sources. Spe-
cifically, the challenge is being able to locate and mine specific pieces of data in
an enormous, partially structured dataset [25]. The study results showed that

privacy, familiarity, and security levels affected users’ trust in using IoT devices.
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Due to the privacy and security concerns associated with IoT, the amount of
trust in devices also had an impact on people’s perceptions of risk and their atti-
tudes towards using it.

According to a recent study conducted IoT devices are increasingly becoming
pervasive in our everyday life, so it is important to understand the underpinning
privacy and security risks associated with them [26]. These risk factors result in
attacks by cyber attackers faced by consumers using IoT devices.

IoT has tremendous benefits but presents a reminder that IoT has security and
privacy implications. The health data is susceptible, and its granularity poses
significant challenges to the anonymization of personal information and thereby
exposes consumers to data security and privacy risks. Unauthorized people can
intrude into IoT data and use them in authorized ways. Moreover, the increased
reliance upon big data and IoT-based devices heightens the risk of security
threats and a vulnerability point for intruders to access users’ personal informa-
tion [27]. In addition to security threats, IoT devices are vulnerable due to many
factors. Firstly, the IT manufacturers of IoT devices are inexperienced regarding
the risks related to data security relative to hardware or software items. Secondly,
the security measures like encryption also need to be fully considered, and

thirdly, it is hard to update these devices periodically with security fixes.

3. Analysis and Discussion

This section examines the method for multi-institution data that preserves pri-
vacy. The parts that follow analyze the study based on the parameter measure-

ments.

3.1. Search Strategy

To conduct a comprehensive survey on the topic of privacy preservation for multi-
institutional data, a systematic search strategy was employed across a diverse set
of journals and sources. The search primarily focuses on the following key data-
bases and journals: IEEE, Wiley, Elsevier, Arxiv, Future Generation Computer Sys-
tems, International Journal of Advanced Computer Science, Springer, and Berkeley
Technology Law Journal. Additionally, relevant proceedings from the 2018 work-
shop and publications in the International Journal and Elementary Education

are included.

3.1.1. Search String

The search string involves using a combination of relevant keywords and phras-
es, such as privacy preservation, multi-institutional privacy, data security, mul-
ti-institutional data, healthcare, confidentiality, and institutional privacy safe-
guards. A backward and forward citation tracking approach also is employed to
identify seminal papers and relevant references. This search approach aims to
encompass a broad range of sources and perspectives to provide a comprehen-

sive overview of privacy preservation practices in multi-institutional contexts. By
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specifying the publication year range from 2016 to 2023, the search retrieves re-

levant and up-to-date literature on this important topic.

3.1.2. Inclusion Criteria

The Selected papers primarily focus on methods, techniques, or frameworks re-
lated to the preservation of privacy within the context of multi-institutional data,
ensuring that the research is directly aligned with the survey’s subject matter.
Articles published between 2016 and 2023 included allowing for an up-to-date un-
derstanding of the evolving landscape of privacy preservation in multi-institutional
data. The survey considers research articles, peer-reviewed conference papers,

books, and relevant reports with rigorous academic or professional analysis.

3.1.3. Exclusion Criteria

Studies published before the year 2016 will be excluded from the survey. This
criterion ensures that focus on the most recent research and developments in
privacy preservation, considering that older publications may not reflect current
practices and technologies. Exclude articles that do not have direct involvement
or expertise in multi-institutional data management, as their input may not con-
tribute to meaningful insights. Exclude papers with incomplete or missing an-
swers to key questions, as these can introduce bias and reduce the reliability of

the findings.

3.2. Analysis Based on the Performance Metrics

The analysis is conducted using parameter measurements that have been em-
ployed by numerous academics to demonstrate the model’s efficacy. A number
of metrics are observed, including MAE, RMSE, information loss, time, compu-
tation cost, communication cost, search time in seconds, search time per iden-
tifier in seconds, communication overhead, information loss, classification ac-
curacy, attack range, and cost function NPCR-number of pixel change rate,
UACI-unified average changing in tensity tests, minimum std, average overhead
bandwidth. Observations reveal that the metrics time, computation cost, and
range of attacks as shown in Table 1 are frequently used by researchers. The

measures that the reviewers used are explained in Figure 2.

3.3. Analysis Based on Publication Year

Depending on the journal’s publication year, the analysis is done in this section.
Table 2 presents a review of the output from 2013 to 2021. Figure 3 gives de-
tailed information and represents the majority of literary works from the 2020s

that are pertinent to the analysis of privacy preservation techniques.

3.4. Analysis Based on Journals

This section evaluates the articles that have been published in the aforemen-
tioned publications and are relevant to privacy protection techniques. Table 3,

shows analysis concerning of journals and their affiliated papers. Journals from
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Figure 2. Analysis concerning metrics.

Table 1. Analysis concerning metrics.
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Figure 3. Analysis concerning publication year.

Table 2. Analysis concerning publication year.

Year of Publications Papers
2021 (6] [8] [17]
2020 (2] [7] [14] [15] [16] [19] [21] [23]
2019 [1] [9] [10] [13] [18]
2018 [12] [20] [22] [24]
2016 (3] [4]
2013 [11]

Table 3. Analysis concerning journals.

Journal Names Papers

(2] [4] [5] [9] [10] [13]

HEEE [14] [15] [16] [20]
Wiley (6] [7]
Elementary Education (8]
Elsevier [11] [12] [18] [19]
International Journal [17]
Arxiv [21]
Future Generation Computer Systems [22]
International Journal of Advanced Computer Science [23]
In Proceedings of the 2018 Workshop [24]
Springer [1]
Berkeley Technology Law Journal [4]

the IEEE, Wiley, Springer, elementary education, Elsevier, international journals,

arxiv, and next generation computer system can all be used to get publications

about privacy preservation approaches. The vast majority of publications from

Elsevier and IEEE have extensive analyses and reviews, which are interpreted in
Figure 4.
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Figure 4. Analysis concerning journals.

3.5. Analysis Based on Dataset

Based on the datasets used by various researchers, Table 4 offers an interpreta-
tion of the analysis. Several datasets, including Apache Spark, Real Word, Mock-
aroo, EHR, Eron Email, Medical Record, Standard Adult, and others, are assessed.

Figure 5 provides a description of the datasets used by the reviewers.

4. Research Gaps and Challenges

» Privacy protection is of significant consideration in big data, and hence de-
manding resilient strategies is necessary to safeguard the customers’ privacy.

» Apart from privacy concerns, efficiency issues, such as the communication
overhead and computational cost among the providers and the servers, must
also be considered.

» Achieving a better level of security while maintaining reasonable computa-
tional complexity remains an onerous task with the transmission of medical
images in real-time applications.

» The expanded dimensions of e-health data are one of the major issues with
demanding privacy. The complexity of traditional data encryption techniques
prevents them from being used in modern applications or for real-time im-
age transmission.

» Satisfying the demands of an image encryption model in terms of greater se-
curity to reduce processing complexity is a difficult task.

» Sensitive data in the healthcare industry must be kept private in order to
avoid interfering with patient privacy or the activities of healthcare associa-
tions.

» The preservation of privacy over incremental data sets is still tricky in the
cloud framework, as most data sets are large in volume and scattered across

multiple storage nodes.
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Figure 5. Analysis concerning dataset.
Table 4. Analysis concerning dataset.
Dataset Research Papers
Apache Spark (5]
Real world Data Set [3] [6] [11] [20] [24]
Mockaroo Database (8]
EHR Database [9] [12] [13] [14] [15]
Eron Email Dataset [10]
Medical Record Datasets [1] [2] [4] [16] [22]
Standard Adult Dataset [17] [19]
Autism-Adolescent Dataset [18]
Synthetic Dataset [20]
UCI ML Data [21]
Big Dataset (23]

The privacy preservation using query set consumes more time and more re-
sources to carry out the computation and hence cannot be used in real-time
applications.

In distributed data mining, certain sum, scalar product, secure set union, and
set intersection are a few of the operations regarded as the fundamental op-
erations. Due to the increasing computational complexity, they are unable to
offer enough data utility and are unreasonable for privacy-preserving data
mining (PPDM).

Most conventional authentication techniques) could not provide enhanced
security and performance characteristics to prevent potential attacks.

An authentication protocol based on ECC developed showed formal and in-
formal security studies to confirm security efficiency. However, the devel-
oped strategy cannot avoid the attacks, such as stolen-verifier and offline

password-guessing attack.
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Table 5. Analysis of privacy preservation in multi-institutional data.

Paper Data
P . Applications Advantage Disadvantage Solution
No Acquisition
Implementing
blockchain-based Creati
reatin
Blockchain-based EHR EHR systems . &
. . . . user-friendly
sharing gives patients ~ requires a good |
: interfaces and tools
greater control over  understanding of .
. . for patients and
1 EHR 10T their health records, blockchain .
. healthcare providers
allowing themto  technology and may L
can simplify the use
manage access and be complex for .
2 of blockchain-based
permissions securely. healthcare
L . EHR systems.
organizations with
limited expertise.
helps in . Manufacturers
. Privacy and .
understanding user . should implement
ttitudes towards securlty concerns transparent privac
a
. 10T Based associated with p .p Y
2 Real Time IoT-based healthcare ,  measures in IoT
Health Care . 10T can affect users .
and the impact of ) ] devices and educate
. . trust in using IoT
privacy and security . users about them to
devices. .
on trust. build trust.
As IoT devices Continuous
The research .
o . become more monitoring and
highlights IoT device . .
. Consumer ! . pervasive, the risk  regular updates of
3 Real-Time privacy and security . .
IoT . . of privacy and IoT devices can help
risks, encouraging a . . .
. security breaches mitigate evolving
proactive response. . .
may rise. security threats.
IoT devices are
The challenges of Requires data
vulnerable due to . o
health data security training and
L factors such as
. anonymization and . ) must embed strong
4 Real Time 10T . inexperienced .
the potential for encryption and
) manufacturers and ) )
unauthorized access to d ¢ . security features into
inadequate securi
IoT data. d v IoT devices.
measures.
Implementing
The Spark system Apache Spark and Invest in optimizing
efficiently manages advanced the computational
5 Eron Email Healthcare large healthcare anonymization resources required
Dataset Big Data datasets, improving  techniques may be for Spark and
data processing speed technically anonymization
and scalability. challenging for processes.
some organizations.
K-anonymity and
Smart differential privacy Anonymization Research and develop
mar
Real Parki techniques protect techniques can methods to balance
arkin
Parking Dataset Svst 8 user privacy in impact the quality  privacy protection
stem
¥ parking and utility of data. with data utility.

recommender systems.
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Continued
Minimum L . .
The tuple partitioning . Explore simplified
number of . Implementing . )
approach effectively L implementations of
TELE ECG proxy servers . tuple partitioning . .
7 Cloud-IoT 3 preserves privacy over - privacy-preserving
Database ina . and packetization .
h hi incremental databases b ) strategies for
omomorphic may be complex.
.p on the cloud. ¥ P broader use.
encryption.
The Efficient . Continuously refine
. Implementing L.
Anonymous Algorithm | . NEAA and similar
Mockaroo . ) privacy algorithms )
8 Data Mining (NEAA) provides . algorithms to
Database . may require . .
enhanced privacy for . . improve privacy
] technical expertise. ]
private data. protection.
A prototype Implementing Offer training and
mutual anonymous .
. demonstrates the o resources to facilitate
Electronic Health System . o authentication . .
9 Healthcare practical applicability the implementation
Record (EHR) parameters . protocols may o
of the established . . of authentication
require technical
protocol. . protocols.
expertise.
The proposed bloom  While the protocol
filter-enabled shows promise in a To address the
multi-keyword search simulated complexity issue,
protocol emphasizes  environment, its clear and
privacy preservation. real-world comprehensive
By reducing the applicability and documentation,
Eron Securit exposure of robustness ma along with trainin
10 . Blockchain oY . xp‘ " . ° Y B 8
Email Dataset parameter intermediate results, it need further resources, should be
minimizes the risk of validation and made available to
service peers or other  testing in actual facilitate the
entities accessing blockchain systems, implementation and
sensitive information which could operation of the
associated with the  present unforeseen protocol.
encrypted keywords. challenges.
While the approach usilrjfrlenfdly to}(l)ls
Scalability is a key  offers scalability and and interfaces that
. . . allow healthcare
advantage, particularly efficiency, it may o .
Adult dataset from . . . organizations to easily
. Cloud in cloud environments also introduce .
11 UCI Machine . . implement the
Learning Reposito Computing where data can be complexity due to proposed approach
§ 5P i distributed across  the need for indexing = . .
Itiple storage nodes.  and specialized without requiring
muitip & ’ P extensive technical
algorithms. .
expertise.
Proxy re-ciphering and Some encryption
Y. . P 8 P Invest in optimizing
traditional methods methods may : )
. . .. resource-intensive
12 EHR Blockchain enhance data security demand significant .
. . encryption
for sensitive computational .
. . techniques.
information. resources.
The protocol based on  Certain encryption
keyword search techniques may Explore
. System . o .
13 EHR Blockchain ; enhances data security require significant  resource-efficient
arameters
P and privacy in the computational  encryption methods.
EHR system. resources.
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Continued
14 EHR
15 EHR
International
16 Classification of

Diseases (ICD)

17 Adult Dataset

Blockchain
Blockchain
Minimum
information loss,
E-Health  total number of
Care System clusters,
cluster
centroid
Awareness
probability

The paper addresses
the issue of

cross-blockchain-based
EHR storage strategies,

which can improve
interoperability
between healthcare
institutions. This
ensures that patients
can access their
EHR data efficiently,
even when visiting
different hospitals.

The blockchain-based
model proposed
in this paper
provides patients with
control over their
health records.
Patients can monitor
data access
and ensure data
integrity, enhancing
patient empowerment.

The development of
privacy-preserving
sub-protocols
demonstrates a
systematic approach
to privacy protection,
making it easier to
adapt the scheme to
varjous clinical
scenarios.

The proposed
framework prioritizes
patient data privacy by
utilizing local
differential privacy,
ensuring that sensitive
patient information
remains secure during
the collaborative
training process.

Implementing
cross-blockchain
solutions based on
Polka Dot chain
technology and
Raa$S may involve
technical
complexities.
Healthcare
organizations may
require specialized
expertise for
deployment.

Integrating existing
healthcare systems
with blockchain
technology can be
challenging,
particularly
in large,
established
healthcare
organizations.

Privacy-preserving
protocols, while
effective, can be

complex to
implement and
require a thorough
understanding of
cryptographic
techniques. This
complexity may
hinder adoption by
healthcare
professionals.

Implementing a
fog-based federated
framework with
differential privacy
can be technically
challenging,
requiring expertise
in both healthcare
and
privacy-preserving
machine learning.

Implementing
cross-blockchain
solutions based on
Polka Dot chain
technology and
Raa$ may involve
technical
complexities.
Healthcare
organizations may
require specialized
expertise for
deployment.

Designing
user-friendly
interfaces and tools
for patients and
healthcare providers
can simplify the use
of blockchain-based
EHR systems.

Continued research
into optimizing
k-anonymization
techniques can
reduce resource
requirements while
maintaining strong
privacy guarantees.

Continuous research
and development
efforts can focus on
optimizing the
communication
protocols and
algorithms used in
federated learning to
reduce overhead and
improve efficiency.
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Continued
The cryptographic Research.ers. c.an focus
The operations involved ~ °™ °P tumzm}gl.the
blockchain-oriented  in the protocol may cwtograp }C
. . . primitives used in the
privacy-preserving introduce
. . protocol to reduce
EHR sharing protocol computational :
. . computational
Autism-Adolescent Awareness ensures that only  overhead, potentially
18 Health Care .. . . overhead and
Dataset probability authorized data affecting system .
) ‘ Thi enhance efficiency.
requestors can access  performance. This .
4 - p ) This can make the
sensitive EHRs, complexity can be a .

) ) lmitation i solution more
pr.otectlng pa.tlent imitation m. practical for
privacy effectively. resour?e—constralned real-world

environments. implementation.
The model employs . To address
Implementing .
chaos-based . computational
. . advanced encryption | .
privacy-preserving . intensity, research
’ techniques can be
encryption to protect . can focus on
. .. computationally . .
IoT-E . patients’ privacy . . . optimizing encryption
19 WCE Dataset Trajectory . intensive. This may .
Health Care effectively. It ensures . algorithms for
- . pose challenges in ) .
that sensitive patient . efficiency, making
. . resource-constrained .
images remain them more suitable
. healthcare
confidential . for healthcare
environments. .
and secure. applications.
. Offer training and
Acute . The usage of data Implementing data ) 8
. Bilinear . ) guidance on the
Inflammations . anonymity enhances anonymity and . .
20 . E-Healthcare pairing . o ' ] implementation of
Dataset, Real Time privacy by limiting semantic strategies .
parameters data anonymity and
Dataset access to factual data.  may be complex. . .
semantic strategies.
SEAL algorithm
i i Implementin
ensures fiata privacy in p g Developing
significant data advanced .
distributi d . . user-friendly
. istribution an rivacy-preserving
PABIDOT Perturbation . . b Y p J interfaces for complex
21 Health Care evaluation strategies algorithms may .
Perturbs parameters . .. - . algorithms can
while maintaining  require expertise and . Lo
. 1. facilitate adoption in
efficiency, scalability, careful }
and higher attack configuration. healthcare settings.
resistance.
The fine-grained update Developing clear
strategy ensures data Implementing implementation
. integrity and privacy fine-grained updates guidelines can assist
Data Access Security srty . p . Y & . P &
22 Health Care preservation while may introduce healthcare
Control System parameter e .. o .
minimizing complexity in data organizations in
communication and management. effectively adopting

Adult’s Dataset
23 and Bank
Marketing Dataset

computation costs. such strategies.

The clustering-based
Privacy Preservation . Research can focus
o Data clustering and o
strategy in big data led . on optimizing data
generalization may .

to successful data generalization
. lead to some loss of ]
reconstruction, . technlques to
] ] data granularity. L
ensuring privacy and minimize data loss.

utility.
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Continued
Independent
link paddin .
p 8 . . . ToT devices should
(ILP) or privacy risks associated Users may not be . .
. ] o ] provide users with
dependent link with IoT applications in able to block .
. Smart . . ] robust privacy
24 Real Time padding (DLP), smart homes, shedding outgoing traffic from .
Home IoT . . . ] . settings to control
control padding  light on potential IoT devices, posing .
] . outgoing traffic
and threats and concerns. privacy risk ;
. effectively.
fragmentation
parameters.
o Integrating the Establish
The system prioritizes blockchain solution | .
. by allowi th exist interoperability
r1vac allowin with existin s
P il & & standards to facilitate
. users to have control  education systems . .
. Educational Local . . R the integration of
25 Block Chain . over their credentials. and institutions may : .
Institution parameters . . blockchain solutions
This is crucial for pose challenges, as . o
. . L. with existing
protectlng sensitive standardization and .
. ] bility i education systems
student information. ~compatibility issues less]
can arise. seamlessly.
Collaborative training Collaborative
using data from learning involves  Developing efficient
multiple institutions data exchange communication
COVID-19 CT e s
enhances the robustness among institutions, protocols and data
Datasets: . . . .
. and generalizability of which can result in compression
26  COVID-19-CTSeg, IoMT Model weights . . . .
deep learning models in increased techniques can reduce
Mos MedData o ] o o
Dataset medical imaging, communication communication
atase
making them more overhead and  overhead and address
effective in diverse potential latency latency concerns.
clinical settings. issues.
National L Federated Learning (FL) Implle)mentm? FL
ational Lun
) . 8 allows the development can be complex, Establishing common
Screening Trial, . requiring o
. . of deep learning models o data acquisition and
Medical Imaging . coordination among .
across multiple centers . reconstruction
Data Resource . o . . multiple centers and
Medical Uantitative without direct data . protocols across
27 Center, BRATS, . . . . setting up secure .
. Diagnosis parameters, sharing, addressing .. centers can mitigate
and Alzheimer . communication >
. privacy concerns and data heterogeneity
Disease o channels. It may also
. . legal/ethical issues . and enhance model
Neuro]maglng demand substantial
o associated with . generalization.
Initiative, lized d computational
centralized datasets. eSOULCes.
FL involves iterative
communication
FL models can be . .
. . between centers and Developing efficient
trained on diverse s
. a central server, communication
datasets from different ]
. . which can lead to protocols and
clinical centers, leading . .
. Local ) increased strategies for FL can
28 Real Time Health Care to more generalizable o
parameters communication reduce
models that perform .
. overhead and communication
well across a variety of .
. . potentially slower  overhead and speed
imaging protocols and
> . convergence up convergence.
patient populations.

compared to

centralized training.
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Continued
Synthetic datasets aim
Y o The synthetic data . .
to mimic real data, Fine-tune synthetic
. may not capture .
ensuring that . i data generation
) fine-grained details ]
researchers can still ) models to specific
. ] o present in the T
29 Real Time Health Care derive valuable insights . research objectives
original data,
and conduct tentially limiti and datasets to
otentially limitin
meaningful analyses P . Y & achieve better
) certain types of o
without access to the mimicry.
o . analyses.
original, sensitive data.
Local deep-learning . Continuous research
. Implementing and .
models are trained . and development in
llaborativel managing a . .
collaboratively, rivacy-preservin
ducine th z P fog-based federated tp hn yP h lg
reducing the need for echniques can he
30 Real Time IoHT 8 framework can be q P

centralized data ) . bolster security in
complex, requirin g
collection, which can be .p . 4 ,g federated learning,
. . specialized expertise . .
time-consuming and . ensuring patient data
and infrastructure.

resource-intensive. remains confidential.

» An anonymization model, known as optimal balancing scheduling, based on
Map Reduce strategy introduced to overcome scalability. The method assists
in enhancing re-anonymization and better handling the problems associated
with data locality. However, the model failed to deal with the security issue
during privacy preservation.

The analysis based on Data Acquisition, Applications, Parameters, Advantag-
es, Disadvantages, and Solution for the privacy preservation of multi-institutional

data are tabulated in Table 5.

Discussion on Laws, Regulations and Policies

In the realm of healthcare data management and privacy protection, adherence
to regulations and standards is paramount to safeguard patient information.
HIPAA establishes a comprehensive framework for protecting patient health in-
formation through security measures, privacy policies, and data breach protocols.
GDPR imposes strict privacy requirements on handling personal health data, em-
phasizing transparency and individual rights [27]. Challenges and Limitations of
Cross-Border Data Sharing. Varying global privacy laws complicate harmonizing
standards for international data sharing. Stringent data sovereignty laws mandate
local storage, hindering seamless cross-border data transfer. Collaboration among
healthcare entities and policymakers fosters standardized cross-border data-

sharing protocols [26] [29].

5. Conclusion

In this research, various kinds of literature to clarify the issues associated with
the privacy preservation of e-Health data have been investigated. Multiple tech-
niques such as encryption, sanitation, and anonymization are evaluated to en-
hance the privacy of the data transmitted through the IoT platform. A brief
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study of the anonymization strategies, optimization algorithms, and blockchain-
based strategies used to solve the problems in the privacy preservation of the
sensitive medical data of patients has been done. The challenges associated with
existing methods are also analyzed in detail to solve the problems with the de-
velopment of the proposed method. Briefly, the research gaps and issues related
to the existing techniques are analyzed and presented in this section. Hence, pro-
tecting patient data privacy is a prerequisite for data management and sharing to
safeguard the patients whose medical data is shared in clinical research while

making information available for future research.
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