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Abstract

In the wake of increased cybercrime against insufficient cybersecurity profes-
sionals, there is an urgent need to bridge the skill-gap. The demand for skilled
and experienced (approximately 40,000 to 50,000) cybersecurity professionals
in Kenya is soaring all-time high. This demand is against the available 1700
certified professionals. Therefore, this paper seeks to bring to fore interven-
tions put in place to address the skill gap through curriculum interventions.
In order to get a clear understanding, the paper sought to determine the sta-
tus of cybersecurity skill gap in Kenya and what universities are doing to ad-
dress the gap. The paper also sought to propose the way forward to close the
skill gap. This is a seminal review paper in the field of cybersecurity in Kenya
focusing on institutions of higher learning and the interventions to address
the cybersecurity skill gap. This research is significant to the general institu-
tions of higher learning in both private and public universities. Results show
that the cybersecurity skill gap is very high in Kenya. Interventions being of-
fered by universities include partnerships with private cybersecurity organi-
zations, offering cybersecurity certification training hackathons, and degree
programs. However, it was established that only 13.2% of registered universi-
ties that offer cybersecurity degree programs in Kenya. The paper therefore
strongly recommends launch of cybersecurity programs at the levels of un-
dergraduate and graduate in many universities. This can therefore be aug-
mented with other interventions such as certifications, hackathons and part-
nerships. Further research can be conducted to establish factors affecting the
launch of cybersecurity programs in institutions of higher learning in Kenya.
A further research can also be conducted to determine the effect of supple-
mentary cybersecurity trainings such as hackathons and certifications.
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of Higher Learning

1. Introduction

The growth of Information technology (IT) has increased in the last decade in
Africa. Most African countries have adopted IT with a clear understanding that
IT is an enabler of business growth as well as an important tool for economic
growth [1]. According to [2], the internet connectivity in Africa will contribute
to $180 billion to Africa’s economy by 2025 and a potential to reach $712 billion
by 2050. To ensure these projections come to fruition, many African govern-
ments have created partnership with private and institutions of goodwill to con-
nect over 700 million unconnected users to high-speed internet.

However, according to [3], connection without safety is meaningless due to
the high rate of cybercrime incidents being reported in Africa. Owing to cyber-
crime, the GDP of Africa reduced by 10% to an estimated level of $4.12 billion in
2021 [3]. Several African countries have suffered serious cybercrime attacks. In
the year 2020, South Africa recorded a series of cyber-attacks a 22% increase in
2019. According to [4] the cause of this spike was attributed to lack of invest-
ment in cyber security with a particular issue being the lack of skilled practition-
ers in the industry, poor public knowledge in threat landscape, lack of cyber-
crime legislations among others.

In Nigeria, cyber security is becoming a serious threat to the digital economy.
A report by [5] indicates that mobile applications were a strong target for at-
tackers. The report indicated that 576 malicious mobile applications were de-
tected in the Google Play store. This is a serious problem based on the fact that
there was an increase in adoption of mobile devices and overreliance on mobile
money transactions. The case was not better in Ethiopia either. [6] reported that
attacks doubled in the year ending 2020/2021. The number had increased from
1080 to 2800 cases in the year 2021.

Cases of cyber insecurity are being reported in East Africa as indicated in a
report by [7] that East African countries were highly affected by cyberattacks.
According to the report, 31% of organizations reported that they had fallen vic-
tim of cyberattacks. This translates into the highest number in Africa.

Kenya is one of the many countries in Africa that has continued to grow in
information Technology adoption. This has been made possible by governments
support and efforts to accept the entry of high speed undersea fiber cable [8].
The internet penetration coupled with increased adoption of mobile technology
has given an impetus to the growth of digital economy in Kenya. Many busi-
nesses, governments and organizations have established beneficial collaborations
which have created a big appetite for the valuable information stored in the in-
formation systems used. Cybercrime has become one of the major issues affect-

ing the smooth and comfortable use of Information technology in Kenya [1] [8].
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With the growing cybercrime reports from both academic research, business
analyst reports and conference seminars state that there is a growth in cyberse-
curity skill gap as the continent of Africa and the world information technology
adoption grows [9]-[14]. According to [12] report on the skill gap in cyber secu-
rity in Africa, there were 1700 skilled cyber security professionals in Kenya. The
report projected a 60% skill gap shortage in most organization in the year 2019.

The growing cybercrime coupled with the ever-widening gap between the
available skilled labor and the market demand has triggered policy maker and
governments to propose workable solutions [1] [15]. In Kenya, the government
has in the recent years implemented strategies, laws, policies and formed consti-
tutional bodies and institutions to address cybersecurity concerns in the country
(1] [8] [9] [10] [12].

According to the cybersecurity strategy of Kenya the government of Kenya is
working towards capacity building by encouraging institutions of higher learn-
ing to have curricula that are aimed at training competent cybersecurity profes-
sionals [16].

Despite these brilliant interventions suggested by experts and governments,
statistics on cybercrime continue to bedevil the digital cyber space in Kenya. In
the year 2017 according to [17] Kenya was reported to have lost Shillings 21.2
billion to cyberattacks. These statistics placed Kenya second where Nigeria lost
Shillings 65.5 billion.

With the ever-growing cybersecurity issues one of the main pain points in ad-
dressing the matter is the lack of skilled manpower. According to [18] as shown
in Figure 1 and Figure 2, it is more difficult to a attract people with cybersecur-
ity skills by employers.

This paper seeks to bring into perspectives intervention offered by institutions

of higher learning to close the cybersecurity skill gap in Kenya.
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Figure 1. Difficulty of finding Cybersecurity Skills [18].
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Figure 2. The ease of finding people with Cybersecurity skills [18].

2. Problem Statement

Kenya is banking on Information Technology to spur economic growth as envi-
sioned in the Vision 2030. The government of Kenya has recognized the need for
a skilled cybersecurity labor in the wake of increased cybercrime. Cybercrime
cases are a major threat to achievement of a successful and stable digital econo-
my. As it was identified by [1] [12] [13] lack of skilled, competent and expe-
rienced human capital is one of the contributing factor to the high rate of cyber-
crime. This is despite the fact that the government of Kenya has made a re-
quirement to education institutions to develop curricula to address the ever-
growing skill gap [16]. This research is significant to both the public and private
institutions of higher learning, which will help to determine some of the inter-

ventions that can be applied to address the cybersecurity skill gap.

3. Study Objective

The aim of this study is to determine measures taken by institutions of higher

learning to address the cybersecurity skills gap in Kenya.

Specific Objectives

This paper sought to address the following objectives.

1) To determine the status of cybersecurity skill gap in Kenya.

2) To determine cyber security interventions by institutions of higher learning
in Kenya.

3) To recommend the way forward with regard to closing the skill gap in cy-

bersecurity in Kenya.

4. Research Methodology

An integrative review research approach was adopted in this study. To identify
relevant papers in cyber security skills gap in Kenya, a traditional search method
was adopted using key words “cybersecurity skill gap in Kenya”. Only papers
with key terms cybersecurity skill gap in Kenya were selected for review in this

study. Secondary data regarding cybersecurity related programs offered in uni-
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versities in Kenya was collected by visiting the website of both private and public
universities. According to the Kenya Universities and College Central Placement
Service (KUCCPS) website, there are 68 registered public and private chartered
universities. KUCCPS is a government organization under the ministry of edu-
cation that is mandated to place students in various academic programs offered
in the institutions of higher learning. Therefore, the data collected is original and
authentic for this research. The researcher viewed all the programs offered by
each of the registered university to identify those that are offering programs in
cybersecurity, audit and forensics.

The review was aimed at determining the current status of cybersecurity skill
gap in Kenya, the interventions put in place by universities and the way forward

to enable close the ever-widening gaps.

5. Literature Review
5.1. The Status of Cybersecurity Skill Gap in Kenya

This section provides an examination of the status of cybersecurity skill gap in
Kenya. Kenya continues to face increased cyberattacks. Several studies have
linked this problem to the growing demand and low supply of skilled cyberse-
curity professionals.

Before getting into the details of cybersecurity skill gap in Kenya, it is worth
providing a definition of the term skill-gap. According to [19] skill gap is the
significant gap between the capabilities of the organization and the skills availa-
ble to help the organization achieve its goals. Another definition by [20] states
that skill gap is the phenomenon whereby the skill levels of the available workers
are insufficient to address the needs of the current job. Going by these two defi-
nitions then it is sufficing to state that cybersecurity skill gap is the gap between
the available skills in cybersecurity and the work that needs to be done in a par-
ticular organization.

The widening gap between the available skilled workers and the demand is
growing at an alarming rate. According to the cybersecurity workforce study
[21] the global demand for skilled workers doubled despite an increase of the
same in the previous year. This challenge is being felt in many countries espe-
cially in developing countries like Kenya.

The cost of cybercrime in Kenya has been on the rise over the years as indi-
cated in the annual cybersecurity reports by cybersecurity research farm Serianu.
According to the cybersecurity report [22] estimated that cybercrime had a fi-
nancial loss of $175 Million. In the same report it was indicated that there were
only 1400 certified cybersecurity professionals. This was an increase from,000
certified professionals that were reported in the previous year. This grim statis-
tics on the status of cybercrime costs soared higher in the year 2018 with a
record of $295 Million (Serianu, 2018). The ever-growing cases of cyber crime
coupled with myriad of challenges among them insufficient number of skilled

cybersecurity professionals has led to the high cost of financial loss in the GDP

DOI: 10.4236/jis.2023.142009

140 Journal of Information Security


https://doi.org/10.4236/jis.2023.142009

R. M. Kaibiru et al.

of Kenya.

According to a report by [23] looking at the cybersecurity skill gap in Kenya,
it was noted that there were only 1700 certified professionals in Kenya as shown
in Figure 3. It was also noted that companies were faced with a challenge of hir-
ing professionals because of lack of experience as well as high renumeration rate
requested by the available experts. The report also indicated that the gap would
grow by 60% in the year 2019. This finding is in support of what was reported by
[24] that there was lack of skilled technical cybersecurity professionals in Africa.

As reported by [25] the ever-widening cybersecurity skill gap was likely to
reach 40,000 if it remained unaddressed. This statistic is in line with what was
projected that Kenya would be in need of 50,000 professional by the year 2023
[23].

Kenyan organizations are facing challenges when hiring cybersecurity profes-
sionals. When responding to the question of challenges faced when hiring pro-
fessionals, managers cited lack of experience and high remuneration expecta-
tions as the main challenges as shown in Figure 4.

This increasing demand against the available manpower is calling for an ur-
gent intervention. Several proposals have been fronted with the main solution
being technical hands-on training for professionals in cybersecurity in Kenya.
Much of the interventions has been implemented through partnerships between
private organizations and universities as well as other complementary training
colleges [25] [26] [27] [28].

During the launch of Cyber Shujaa program at United States International
University-Africa (USIU-Africa) [26] the Vice Chancellor noted that gap and
shortage of cyber skills was continuing to grow and this was impacting on pro-

fessionals hence making them feel unprepared for various attacks.
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Figure 3. Number of certified cybersecurity professionals in Kenya [23].
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Figure 4. Constraints when hiring cybersecurity professionals [23].

The following section provides a discussion of interventions undertaken by

universities to address the cybersecurity skill gap in Kenya.

5.2. Interventions for Cybersecurity Skill Gap in Kenya: What Are
Universities Doing about It?

This section examines interventions undertaken by universities in Kenya with
regard to addressing cybersecurity skill gap. The main aim will be to identify
whether there are cybersecurity academic programs being offered in institutions
of higher learning in Kenya.

The interventions will be categorized into three. Intervention through part-
nerships with cybersecurity private organizations, cybersecurity Hackathons and

independent or inhouse cybersecurity curriculum development.

5.2.1. Intervention through Partnerships with Private Organizations
So far it is clear from the previous section that insufficient cybersecurity man-
power is a real problem. Businesses, organizations, governments and individuals
are being affected by the global shortage of skilled cybersecurity manpower. As a
result, cybersecurity companies have found it necessary to plug the gap by part-
nering with universities and colleges to train market-ready and skilled manpow-
er. As noted by [29] cybersecurity is no longer a boring technology story that we
can ignore and treat as an afterthought.

According to [30] [31] [32] collaboration between private organizations and
higher education institutions can play a pivotal role in addressing skill gap in

cybersecurity. Such collaborations are very beneficial to students, institutions of
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higher learning and private organizations. According to [32] partnerships be-
tween higher education and private organizations ensure students graduates
come out equipped with skills on threat landscape and how to counter them.

In addition, [30] noted that such partnerships also have a benefits to both the
institutions of higher learning and private organization. Universities benefit by
developing strong reputation for graduates with market ready skills, high enrol-
ment rate and direct benefits from resources invested in their institutions such
as software, hardware, grants and also technical expertise. To the private organ-
izations, benefits come from transferring cybersecurity skills into the classroom,
which gives them time and resources to focus on developing skills specific to the
organization. By developing cybersecurity curriculum, private organizations in-
fluence skills learnt by cybersecurity professionals other than their own em-
ployees, which makes it easier to hire cybersecurity experts in future.

In Kenya partnership has been the quickest approach to addressing the prob-
lem, whereby many organizations have partnered with both public and private
universities. This approach is proposed in the National Cybersecurity Strategy
report of 2014 in addition to curriculum development by universities [16]. The
following section is discussion of some examples of university and private part-
nerships in Kenya.

University of Nairobi C4DLab in Partnership with ICT Authority

As a measure to address the ever-growing gap between the available skills and
what the employer wants, university of Nairobi through the assistance of ICT
Authority of Kenya started a cybersecurity program. According to [33] the pro-
gram is aimed at addressing the capacity deficit in the industry. Despite this in-
tervention, the program was targeting government employees as well as private
business employees. The target audience was individuals with a background in
computer science, risk management, forensics, cloud application developers among
others.

Partnership between Strathmore University and Fortinet Security Acad-
emy

According to [34] Strathmore University entered into a collaborative part-
nership with Fortinet a global leader in cybersecurity solutions to offer cyberse-
curity training to students in order to close the skill-gap in the Kenyan meeting.

This partnership was necessitated by the growing demand for employees with
cybersecurity skills in Kenya. This collaboration was aimed at giving the univer-
sity an edge to leverage on its cybersecurity curriculum. During the launch it was
noted that Strathmore was the first university in Kenya to join Fortinet Security
Program.

Partnership between United States International University-Africa, Kenya
Bankers Association and Serianu

In the last six-year Serianu, Kenya Bankers Association (KBA) and United
States International University-Africa (USIU-Africa) have been conducting re-
search to understand the gaps within ICT and cybersecurity in Kenya and Afri-
ca. According to [35] results from the study indicated that there were three chal-
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lenges namely job placement gap-that every year 1,000,000 youths join the labor
market and majority of them go unemployed, skills mismatch challenge—that
there was a skill mismatch between what youths are taught in school and what
the industry wants and gender inclusion-whereby there were few women espe-
cially in the cybersecurity profession.

From these three challenges, a multisectoral partnership launched a training
and placement program dubbed “Cyber Shujaa” to train 2000 youth in cyberse-
curity in three years. To address the gender deficit, the program aims to train
1000 women, who will make up 50% of the total target number. The program
according to [35] aims at providing practical curriculum, vigorous training,
placement into organizations and mentorship.

It was noted that KBA would provide market intelligence that would inform
curriculum development, USIU-Africa would develop the curriculum while Se-
rianu would provide practical training.

During the graduation ceremony of the first and second cohort of cybersecur-
ity experts graduates, it was noted that 170 trainees graduated from Cyber Shu-
jaa program. However, 90 of these trainees were employees selected from 47
banks in Kenya. This is an indication that the partnership is skewed towards

filling the cybersecurity skill gaps in banking sector.

5.2.2. Partnership with Cybersecurity Certification Academies
Professional certification in cybersecurity is regarded as must have to determine
hands-on skills when hiring for cybersecurity roles. According to [30] [31] [36]
most manager consider cybersecurity professional certification when hiring for a
cybersecurity role. As noted [30] that despite requiring a candidate to possess a
bachelor’s degree in cybersecurity, managers rank hands-on experience and cer-
tification as better methods of acquiring cybersecurity skills than earning a four
year degree.

These sentiments are supported by [37] [38] who states that professional cer-
tification give the holder benefits in showcasing their knowledge and expertise
alongside your industry experience, increases employability and it also adds to
the ethical character.

However, acquiring cybersecurity certification as a measure of cybersecurity
skills among professionals has been challenged. According to [30] although most
job posting emphasize on certification, many employers have disabused this no-
tion indicating that certification is necessary but not sufficient when making de-
cisions to hire a cybersecurity professionals. This is because there exists a gap
between certification and hands-on skills coupled with real-world problems.

Universities Offering Cybersecurity Professional Certificate in Kenya

In addressing the cybersecurity skill gap higher education institutes in Kenya
establish partnerships with international certification bodies. According to [39]
there are three universities Strathmore University, United States International
University Africa, KCA University and KeMU University that offer Certified
Ethical Hacking (CEH). Certified Ethical Hacking certification is one of the worlds

DOI: 10.4236/jis.2023.142009

144 Journal of Information Security


https://doi.org/10.4236/jis.2023.142009

R. M. Kaibiru et al.

sought after qualification when hiring a cybersecurity professional.

Others offer security certification training as a component within a domain
specific training such as Networking security. According to [40] website, there is
an ICT training center for certified professionals in various domains including
cybersecurity. Some of the certification partners include Huawei Academy, IBM
Skills Academy, Cisco Networking Academy and ICDL Center.

5.2.3. Interventions through Cybersecurity Hackathons

Another method being applied to address the cybersecurity skill gap is use of a
concept called “Hackathon”. According to [41] [42] hackathon is a name from
two terms hacking and marathon, which means an activity that involves intense
and uninterrupted programming to solve a problem or come up with a new in-
novation.

Cybersecurity hackathon is an intense process in which cybersecurity enthu-
siast meet to try and break into computer codes as well as provide a solution to
the identified weakness. Hackathons are either organized by organizations, in-
stitutions of higher learning or a collaboration between universities and private
organizations.

According to [30] exposing cybersecurity students to bootcamps gives them
opportunity to develop practical skills and experience which can be of help when
applying for cybersecurity positions.

In Kenya, cybersecurity hackathons have gained momentum especially with
universities. Students from various universities attend these hackathons to show-
case their skills in security. The following is a discussion of cybersecurity hacka-
thons organized between universities and organizations in Kenya.

Communication Authority Security Hackathon

Communications Authority of Kenya is one of the organizations that hosted a
cybersecurity hackathon in Kenya. According to [43] the hackathon featured
various universities in in which students were to compete in various categories.
In this particular hackathon, students were required to apply their hacking skills
to solve computer security problems. The event was aimed at showcasing the
technical skills that are required to address the problem facing the country.

In October 2022 three companies partnered to organize a second Cybersecur-
ity Hackathon. These companies are Huawei, Communications Authority of
Kenya (CAK) and Kenya Cybersecurity and Forensics Associations (KCSFA).
The competition brought together over 100 students from universities in Kenya
[44]. The competition ended by rewarding three teams that emerged winners out

of the twenty-four groups that had participated.

5.3. Intervention through Cybersecurity Curriculum

5.3.1. The Need for Cybersecurity Programs
Institutions of higher learning play a pivotal role in developing programs that
address professional market gaps. As digitization continues to gain momentum

in adoption and computer crimes being reported more-often, the demand for
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trained and skilled labor grows. Therefore, there is need for universities to launch
cybersecurity programs at various levels-diploma, bachelor’s and graduate. This
is because according to [45] traditional computer science programs do not edu-
cate students to acquire skills in cybersecurity. With many universities offering
computer science programs, [45] suggests that there is need for a development
of curricula that addresses in particular cybersecurity.

According to [46] [47] the demand for cybersecurity professionals with a ba-
chelor’s degree was high compared to other levels, with 78% and 65% as shown
in Figure 5 and Figure 6 respectively for the year 2014 and 2019. Also according
to [18] 61% of the respondents said that it was necessary for undergraduate stu-
dents to be taught cybersecurity skills in university program.

These reports finding communicates to universities that there is a need to de-
velop curricula in cybersecurity with a main focus on bachelor’s degree followed
by master’s program.

Minimum Education Level Minimum Experience

Master’s (6%
7+ years
(28%)

Figure 5. Minimum education requirements 2014 [46].

Cybersecurity Education Requirements Cybersecurity Experience Requirements

. -

Figure 6. Minimum education level 2019 [47].
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5.3.2. Cybersecurity Degree Programs in Universities in Kenya

This section sought to establish whether universities in Kenya offer programs in
cybersecurity. According to [16] universities are required to develop curricula to
train students in the profession of cybersecurity to address the every growing
concern of cybercrimes in the country.

According to the data from Kenya Universities and College Central Placement
Services (KUCCPS) website there are 68 registered universities on the portal to-
gether with 121 colleges which offer approximately 990 accredited programs. A
desktop survey from the 68 registered universities found that 9 out of the regis-
tered universities offer training in computer security, information system secu-
rity and audit, cybersecurity and forensics. This translates to 13.2% of the total
registered universities. Table 1 shows the distribution of these universities with
the respective program levels.

It is clear that most of the sampled universities in Kenya offer undergraduate
programs in computer security related subject. This is in line with what was re-
ported by [18] [30] [46] that most employers consider undergraduate programs

necessary to impart cybersecurity skills.

6. The Way Forward for Kenyan Universities

The world is facing an ever-growing problem with cybercrime as more and more
computing devices join the internet. The growing demand for skilled cyberse-
curity manpower increases the supply should be provided. There are several in-
terventions that can be applied to address this problem such as partnerships with
private organizations, participation in hackathons for industry experience, certi-
fication training and curriculum development [30] [31] [32] [41] [42] [46].
However, since this paper was focusing on curriculum interventions, curricu-
lum development for undergraduate programs in cybersecurity should be adopted

by many institutions of higher learning in Kenya. As it was noted in Table 1,

Table 1. Cybersecurity programs offered in universities in Kenya.

Program Level

No. University
Diploma  Bachelor’s Master’s PhD
1 Cooperative University 1
2 Kabarak University 2 1 1
3 JOOUST 1 2 1 1
4 Masinde Muliro University 1
5 Meru University 1
6 KCA University 1
7 Riara University 1
8 Machakos University 1
9 Strathmore University 2
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13.2% of the sampled universities offering cybersecurity related programs, is a
small number to produce the required skilled labor in the demanding market.
Therefore, as noted by [18] [30] [45] [47] there is need to start training undergra-
duate students in cybersecurity skills. However, [22] [25] notes that there is need
for one to acquire a cybersecurity certification to demonstrate the skills as many
fresh graduates lack the needed skills to tackle the security problems effectively.

7. Conclusions

Despite the increasing demand for cybersecurity skills amidst high cybercrime
rates, interventions adopted by institutions of higher learning in Kenya are en-
couraging. The adoption of private partnerships, introduction of hackathons,
certifications and development of academic curricula is a positive indicator of
the will and commitment towards addressing the skills gap.

The 13.2% of universities offering computer security related programs can be
termed as the journey of a thousand miles which begins with one step. Realisti-
cally, this is not enough to meet the 50,000 professional demands projected by
[23]. Therefore, more universities should be encouraged to implement curricula
in both undergraduate and graduate levels as noted by [30] [46]. Among other
interventions, this can be used as a base catalyst to spur the growth and adoption
of cybersecurity skills in the country as well as the continent. Further research
can be conducted to establish factors affecting the launch of cybersecurity pro-
grams in institutions of higher learning in Kenya. A further research can also be
conducted to determine the effect of supplementary cybersecurity trainings such

as hackathons and certifications.
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