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Abstract 
Unified identity authentication has become the basic information service 
provided by colleges and universities for teachers and students. Security, sta-
bility, high concurrency and easy maintenance are our requirements for a 
unified identity authentication system. Based on the practical work expe-
rience of China University of Geosciences (Beijing), this paper proposes a 
high availability scheme of unified identity authentication system based on 
CAS, which is composed of multiple CAS Servers, Nginx for load balancing, 
and Redis as a cache database. The scheme has been practiced in China Uni-
versity of Geosciences (Beijing), and the application effect is good, which has 
practical reference significance for other universities. 
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1. Introduction 

With the development of information technology in colleges and universities, 
many application systems have been built to provide relevant information ser-
vices for teachers and students. At first, the same user needs to input different 
user name and password when accessing different system, which is extremely 
inconvenient to use and manage the application systems. Later, the unified iden-
tity authentication system came into being. The unified identity authentication 
system uniformly takes over the functions of the identity authentication modules 
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scattered in application systems, and the unique user information database lo-
cated in the unified identity authentication system uniformly verifies the au-
thenticity of the user identity. The security issues related to the storage and ex-
change of user identity information are all guaranteed by the security protocols 
and policies provided by the unified identity authentication center. All informa-
tion systems are integrated with the unified identity authentication system for 
authentication. Teachers and students only need to remember the user name 
and password in the unified identity authentication system to log on to all in-
formation systems. Based on the unified identity authentication system, the SSO 
(Single Sign-on) is realized, which provides great convenience for teachers and 
students. Unified identity authentication has become one of the essential basic 
information services in the digital campus of colleges and universities [1]. 

Unified identity authentication mainly has three kinds of solutions: pass-
word-based, service-based and protocol-based. S/Key authentication is based on 
password. Microsoft Passport is a typical application of service-based unified 
identity authentication. The unified identity authentication based on the proto-
col is divided into many types according to different protocols, such as Kerberos 
protocol, shibboleth protocol, SAML protocol, liberty alliance protocol, OAuth 
protocol and CAS protocol, etc. [2] [3]. 

The SSO based on password is simple to implement, but its security is rela-
tively low and it is vulnerable to malicious attacks resulting in the leakage of ac-
count information. Although the SSO based on service is easy to use, it is not 
strong in expansibility and is not convenient for personalized customization. 
Moreover, it is charged for use, which increases the cost. So now the more pop-
ular solution of SSO is based on protocol. 

CAS is an enterprise SSO solution. It is open source, security, light weight, strong 
extensibility, and easy to deploy. Therefore, the unified identity authentication sys-
tem based on CAS is used to achieve SSO in most universities in China. 

The unified identity authentication system provides great convenience for teach-
ers and students to access the information services in colleges and universities. 
However, due to the large number of users in colleges and universities and the 
concentration of some business, it is necessary to solve the problems of heavy 
load and high concurrency at the same time. The biggest bottleneck is the high 
concurrent access to the database. Most universities alleviate the pressure of da-
tabase access by using LDAP (Lightweight Directory Access Protocol). LDAP 
service has poor writing performance but much higher reading performance 
than relational database, which is more suitable for business scenarios with a 
large number of data reading operations and less writing operations. Querying 
user information for identity authentication is precisely such business scenarios 
[4]. However, the operation and maintenance of LDAP is slightly complicated, 
because the source data that generate user information of teachers and students 
are stored in the relational database, which involves the synchronization be-
tween relational data and LDAP database. With more and more application sys-
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tems integrated into unified identity authentication system, security, stability, ef-
ficient access and convenient operation and maintenance have become the chal-
lenges faced by unified identity authentication system. 

2. CAS Overview 

CAS is an enterprise multilingual single sign-on solution and identity provider 
for the web and attempts to be a comprehensive platform for our authentication 
and authorization needs. 

2.1. Main Features 

The following items include the important features presented by the CAS [5]: 
1) Pluggable authentication support (LDAP, Database, X.509, SPNEGO, JAAS, 

JWT, RADIUS, MongoDb, etc.). 
2) Support for multiple protocols (CAS, SAML v1, SAML v2, WS-Federation, 

OAuth2, OpenID, OpenID Connect, REST). 
3) Support for delegated authentication to external identity providers such as 

ADFS, Facebook, Twitter, SAML2 IdPs, OIDC OPs, etc. 
4) Cross-platform client support (Java, NET, PHP, Perl, Python, Ruby, Apache, 

etc.). 
5) Manage and register client applications and services with specific authenti-

cation policies. 

2.2. CAS Architecture and Authentication Process 

The CAS server and CAS clients comprise the two physical components of the 
CAS system architecture that communicate by means of various protocols. The 
CAS architecture is shown in Figure 1. 

CAS server needs to be deployed independently and is mainly responsible for 
user authentication. The CAS clients are responsible for processing the access 
request to the protected resources of the client. When it needs to log in, it will be 
redirected to the CAS server. The CAS authentication process is shown in Fig-
ure 2, which is mainly divided into the following 6 steps: 

1) The browser sends a login request to the CAS client; 2) The CAS client re-
directs the request to the CAS server; 3) The CAS server authenticates the re-
quest; 4) After the authentication is passed, a ticket will be generated and re-
turned to the CAS client; 5) Then the CAS client accesses the CAS server again 
with the ticket, and the CAS server verifies the ticket; 6) The CAS Server returns 
the user information after the verification of Ticket, and the user can login after 
receiving the information. 

3. Design of High Availability Scheme for Unified  
Authentication System Base on CAS 

There are many users and information systems in colleges and universities and 
there are some high concurrency business scenarios. The conventional unified  

https://doi.org/10.4236/jis.2023.141002


M. Liu, L. Yu 
 

 

DOI: 10.4236/jis.2023.141002 19 Journal of Information Security 
 

 
Figure 1. CAS Architecture. 

 
identity authentication system based on CAS cannot meet the needs of large 
concurrency and heavy load well. After exploration and practice, the high avail-
ability scheme for unified identity authentication system is designed as shown in 
Figure 3. The high availability design has two key points. First, we deploy the 
CAS servers as a cluster. Second, the Redis is used as the cache database and the 
cluster deployment mode is used. 

Multiple CAS server nodes are deployed as a cluster, and the Nginx performs 
load balancing at the front end. The number of Cas Server nodes can be com-
prehensively evaluated by the number of users, business concurrency, and the 
number of information systems integrated with Cas Client. Of course, the per-
formance of the hardware server should also be considered. In general, 4 CAS 
server nodes can meet the concurrent needs for 20,000 users and 30 application 
systems. 

Nginx is a lightweight and high-performance HTTP and reverse proxy server 
with high concurrency and fast response speed. Nginx can configure scheduling 
rules to realize the separation of static and dynamic resources. On the one hand, 
it acts as a reverse proxy at the front end to handle static resources such as  
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Figure 2. CAS authentication process. 

 

 
Figure 3. Architecture of high availability unified authentication system based on CAS. 
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HTML, CSS, JS, pictures, files, and on the other hand, it can use weight, ip_hash, 
url_hash and other load balancing strategies to shunt dynamic requests to the 
CAS server nodes on the back end. 

During CAS authentication, if the client successfully logs on, the CAS Server 
randomly generates a fairly long, unique, unforgeable ticket and caches it for fu-
ture verification. If the ticket is not persisted to the database or other middle-
ware but only saved to the local cache, when the client requests to verify with 
CAS Server through the ticket, it will be randomly assigned to one of the nodes, 
resulting in matching failure. Here we choose to save the ticket to Redis. Redis is a 
high-performance key-value in-memory database that supports various data struc-
tures such as string, list, set, and hash. It caches data in memory and has a persis-
tence mechanism, with excellent data reading and writing capabilities [6] [7]. 

In this scheme, Redis is used as the cache database of the relational database of 
the unified user center, and the user information is stored and accessed in the 
way of cooperation between Redis and the relational database. The CAS server 
accesses Redis first. If the current access user does not exist in Redis, the CAS 
Server accesses the relational database and updates the Redis at the same time. 

To ensure stability and high availability and prevent the database from be-
coming a bottleneck of high concurrency, Redis is also deployed in cluster mode. 

4. Implementation of High Availability Scheme for Unified 
Authentication System Base on CAS 

The implementation of the high availability scheme for the unified identity au-
thentication system based on CAS focuses on: the cluster deployment of CAS 
server; Redis acts as a cache database to uniformly store session, ticket and recent 
commonly used user information; improve the security of user authentication. 

4.1. The Cluster Deployment of CAS Server 

Two hardware servers are used and two CAS Server nodes are deployed on each 
hardware server. We select Tomcat as the middleware to run the CAS Server, 
occupying ports 8083 and 8084 respectively. Nginx is deployed on a single 
hardware server. The load balancing and reverse proxy configurations for Nginx 
are mainly reflected in the file of nginx.conf. 

First, we add an upstream node as shown below: 
upstream  cas_server { 

ip_hash; 
server    192.168.90.1:8083; 
server    192.168.90.1:8084; 
server    192.168.90.2:8083; 
server    192.168.90.2:8084; 
} 
Second, we configure the proxy_pass parameter in the location node under 

the server node, referencing the name of upstream node as follows: 
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location / { 
proxy_pass http://cas_server/; 
proxy_http_version 1.1; 
proxy_set_header Connection ""; 
proxy_buffering on; 
proxy_buffer_size       128k; 
proxy_buffers           2256k; 
proxy_busy_buffers_size 256k; 
proxy_connect_timeout   300; 
proxy_send_timeout      300; 
proxy_read_timeout      300; 
proxy_temp_file_write_size 256k; 

} 

4.2. Redis Database Stores Sessions, Tickets and User Information 

The official CAS project takes into account the problems we encounter in the 
actual business scenario, and it supports Redis as a cache database to store ses-
sions, tickets and user information. 

1. Import dependent packages which support Redis to store and access ses-
sions and tickets 

<dependency> 
<groupId>org.apereo.cas</groupId> 
<artifactId>cas-server-webapp-session-redis</artifactId> 
<version>${cas.version}</version> 

</dependency> 
<dependency> 

<groupId>org.apereo.cas</groupId> 
<artifactId>cas-server-support-redis-ticket-registry</artifactId> 
<version>${cas.version}</version> 

</dependency> 
2. Configure sessions stored by Redis in application.properties 

spring.session.store-type=redis 
spring.redis.host=192.168.90.5:6379, 192.168.90.6:6379, 
spring.redis.password=Ab@China86 

3. Configure tickets stored by Redis in application.properties 
cas.ticket.registry.redis.host=192.168.90.5:6379, 192.168.90.6:6379 
cas.ticket.registry.redis.password=Ab@China86 
cas.ticket.registry.redis.pool.max-active=20 
cas.ticket.registry.redis.pool.maxIdle=8 
cas.ticket.registry.redis.pool.minIdle=0 
cas.ticket.registry.redis.pool.maxWait=1 

4.3. Improve the Security of User Authentication 

We have improved the identity authentication information security mechanism 
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based on CAS protocol and adopted some measures to ensure the security of 
identity authentication. 

1) Improve the strength of the user’s password, including the length and com-
plexity. If the password does not meet the strength requirements during user au-
thentication, the user will be forced to modify the password. 

2) Enable two-factor authentication，using SMS verification code for secondary 
verification. 

3) The hash function is used to calculate the user password to ensure the secu-
rity of user information storage and prevent the password from being stolen or 
tampered in the transmission process. 

4) The random number and timestamp are introduced to enhance the sys-
tem’s ability to resist network attacks such as dictionary attacks. 

5. Summaries 

In this paper, the high availability scheme of unified identity authentication sys-
tem based on CAS has been practiced in China University of Geosciences (Bei-
jing). The main business systems are integrated with the unified identity authen-
tication system, realizing single sign-on, and the system runs securely and stably. 
It has the ability to support high concurrent access, and can meet the needs of 
large-scale information service access for teachers and students. The scheme in 
this paper can be used for reference by colleges and universities with large scale 
of teachers and students. 

There are more and more user information authentication methods. It is the 
direction of future research and practice to unify traditional account password 
methods and biometrics (face, fingerprint), WeChat, NFC devices, campus cards 
and other authentication and recognition methods into one user ID and one 
identity authentication platform. 
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