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Abstract

In this paper, we present a new robust hybrid algorithm combining succes-
sively chaotic encryption and blind watermarking of images based on the qu-
aternionic wavelet transform (QWT) to ensure the secure transfer of digital
data. The calculations of the different evaluation parameters have been per-
formed in order to determine the robustness of our algorithm to certain at-
tacks. The application of this hybrid algorithm on CFA (Color Filter Array)
images, allowed us to guarantee the integrity of the digital data and to pro-
pose an autonomous transmission system. The results obtained after simula-
tion of this successive hybrid algorithm of chaotic encryption and then blind
watermarking are appreciated through the values of the evaluation parame-
ters which are the peak signal-to-noise ratio (PSNR) and the correlation coef-
ficient (CC), and by the visual observation of the extracted watermarks before
and after attacks. The values of these parameters show that this successive
hybrid algorithm is robust against some conventional attacks.
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1. Introduction

The transfer or archiving of digital data is sometimes insecure. It is therefore es-

sential to have secure systems for the transfer of these data and the protection of
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the rights holders [1] [2]. For this purpose, several researchers have been interested
in securing digital data through different simple protection techniques such as ste-
ganography, encryption, and watermarking; and even through different hybrid tech-
niques such as steganography encryption and encryption-watermarking [3]-[16].
Faced with all these difficulties, the robust hybrid method combining succes-
sively encryption and watermarking has very naturally appeared as an alternative
or complementary solution to strengthen the security of these digital data. Most
contributions were made to grayscale images and even more medical images.
However, to our knowledge, the CFA (Color Filter Array) images generated by
digital photography [17] have not yet been successive encryption-watermarking
based on the quaternionic wavelet transform (QWT). The successive hybrid
method of encryption-watermarking is the one we will study in our work with
the aim of ensuring the secure transfer of photographic images and obtaining a
better compromise between invulnerability (robustness and security) and the
amount of information to insert (capacity and imperceptibility). CFA images are
important for image analysis because these raw images have not undergone any
processing (interpolation, demosaicking, etc. [18] [19] [20]) that might alter
their reliability [17] [21]. In the rest of this paper, we will introduce the proper-
ties of the quaternionic wavelet transform firstly, and then present the proposed
successive encryption-watermarking methodology, the presentation of the re-
sults obtained after the simulation of this algorithm and finally the analysis, and

discussion of our obtained results.

2. Quaternionic Wavelet Transform

2.1. Definition and Properties of Quaternions

Quaternions are an extension of the complex numbers [Lord William Ham-
ilton in the 19th century] with a real part and three imaginary parts as fol-

lows:
g=a+ib+ jc+kd, with a,b,c,deR, et i®=j?=k*=ijk=-1 (1)
The multiplication of two of these imaginary numbers i, j,k behaves like the
vector product of orthogonal unit vectors:

jrk=—k#j=i )

k*i=—ixk=j
The polar writing of a quaternion is, analogous to the exponential complex:
q — |q|ei(p+j9+kﬂ

us to separately represent the presence of local components in the image (am-

, giving access to the module/argument representation that allows

plitude), and their structures (phase). The conjugate and the standard of a qua-
ternion are calculated in a similar way to complex numbers. The multiplica-
tion of quaternions is associative but not commutative. Quaternions can be
represented as a linear combination, a vector of four coefficients, a scalar for the

coefficient of the actual part and as a vector for the coefficients of the imaginary

DOI: 10.4236/jis.2022.134013

245 Journal of Information Security


https://doi.org/10.4236/jis.2022.134013

H. A. Ndongo et al.

part [22] [23].

2.2. Quaternionic Structure of an Image

The QWT integrates the concept of phase in a break down into wavelets. De-
fined from an analytical quaternionic mother wavelet, the QWT provides qualit-
ative coefficients in output, the phase of which accurately describes the coded
structures. The power of description of the image already brought by the break
down in sub-bands is then supplemented by an even keener description thanks
to the phase. The amplitude of a QWT coefficient

the image, quantifies the presence of a component, at any spatial position, in
each frequency sub-band. The phase, represented by three angles (¢,6, ), pro-
vides a complete description of the structure of these components [24] [25].
From a practical point of view, the mother wavelet being separable Z.e.

(//(x, y) =y, (X)l//h (y) , and considering Hilbert’s pairs (l//h,l//g = Hl//h) (wave-
lets) and (¢h,¢g = Hyﬁj) (scale functions), the 2D analytical wave is written in

terms of separable products:
¢:¢h(x)¢h( )+idy (X) 4 (¥) + idh (X)¢, (¥) + ke, (x) 65 (V)
¢ )y (¥) +idy (X (V) + idh (X)wg (V) +kdy (X)yg (¥)
v —V/h( )6, (¥) +ivry (X)h (¥) + i (X) 6, (¥) +kwg (X) ¢, ()
v =y (O (¥)+ iy (v (9)+ i (v () +krg (X)wrg (v)

Hence, the following quaternionic matrix Q representing the scale function

(3)

and the corresponding actual additives of the wave function:

$ () (Y) () (v) v ()4 (V) v () (y)

% () 4 (v (y) v (X)(y) v (v (y) @
6 ()5 () () (¥) v ()6, (¥) v (X)wy (¥)
()¢ (¥) 43 (g (¥) vy () (¥) vy (v (V)

We, therefore, obtain the matrix w of the different coefficients (a real LL part
corresponding to the approximate component and three imaginary parts LH,
HL, HH corresponding to the components of details) of the transformed into

quaternionic wavelets [26] [27]:

LH HL, HH

(X (¥) A (X)wn(y) i (X (Y) wh(X)wh(y)

" Loy com EHeoomtn Ahgoomm HHug e )
Lhyonm FHawen Hhnesw HHuevgm)
Losostn SHaemam Hhgeomm H gm0

In order to display the image after being transformed into a quaternionic wave-

let, we arrange the quaternionic coefficients of the matrix w as follows:

[LL LHJ
W, = (6)
HL HH

Two complementary filter banks, one using an even filter, the other an odd
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filter, lead to four separable 2D filter banks [28], slightly offset from each other.
These shifts correspond theoretically to the phase shifts of the 2D Hilbert trans-
forms. One obtains a sub-pixel precision, translated indirectly in the notion of
phase [24]. The original image I, is decomposed as shown in Figure 1(A) by a
set of quaternion filter banks connected by operators | 2 of data subsampling
(downsampling), low-pass (A;) and high-pass (g;) filters for the analysis (i taking
the values 1 and 2) the signs of interpolation. Likewise, in order to reconstruct
the filter banks and the decomposed image, we use the reconstruction structure
(Synthesis) given by Figure 1(B), a phase of dilation of the data with insertion of
zeros (upsampling), obtained using of the operator T 2 and the low-pass (ﬁi)
and high-pass ( §; ) filtering operations. This allows us to obtain the quaternionic
decomposition (Analysis) and reconstruction (Synthesis) structure of an image
I, given by Figure 1 below.

3. Chaotic Encryption and Blind Watermarking
3.1. Chaotic Encryption

The cryptographic method used here is the symmetrical chaotic cryptography.

Lignes Colonnes Colonnes Lignes

[ }(2)
5 }(2)
[ }(2)

B0
Bo
2 (12
[ }(2)
2 }(2)

A) B)

~ - - ~ ~ - -

N

Figure 1. Decomposition and reconstruction structure of quaternion filter banks [24].
Where A, B, C and D are quaternionic coefficients or sub-bands. (A) Decomposition; (B)
Reconstruction.
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The encryption key will still be used for decryption at the receiver level. The ap-
proach to the chaotic encryption technique applied here is simple and straightfor-
ward. It consists of mixing information with a chaotic sequence from a sender,
usually described by a state representation with a state vector. Only the sender's
output is transmitted to the receiver. The role of the receiver is to extract the
original information from the signal received. The recovery of information is
usually based on the synchronization of the states of the sender and the states of
the receiver [29] [30] [31].

3.2. Blind Watermarking

The watermarking algorithm used in this article is the substitution method in
the frequency domain. The coefficients (pixels) of the watermark (tiers-person
data, encryption key K, etc.) were embedded by replacing the coefficients of the
host image (HH sub-mark) with those of the watermark, using a secret key q.
This key is to determine where the watermark elements should be embedded.
This method also requires a coefficient of strength in order to control the visibil-
ity of the watermark. The extraction method used for this method is blind. We

only need the secret key to extract the hidden watermark [32].

4. Proposed Encryption-Watermarking Methodology
4.1. Tools Used

The raw CFA images of a size of 512 * 512 and 1024 * 1024 pixels used (Figure
2) in this work come from color images obtained by 3CCD cameras [18] [19].
The watermark image used of a size of 323 * 124 pixels (Figure 2) represents
the tiers-person data. The algorithms were implemented using MATLAB soft-
ware (version 8.3) installed on an 8 GB RAM microcomputer, 1 TB of hard drive

and 2.4 GHz frequency with a Windows 10 Professional Edition environment.

Image 1 Image 2 Image 3 Image 4

Lieu : CMA ELIG-ESSONO
Noms du patient : ABENA NDONGO Herve
Sexe : Masculin

Age:35ans
Poids : 80 Kg
Tension : Normale
Image 5 Image 6 Watermark
Figure 2. Raw CFA images (image 1, ..., image 6) and watermark image.
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4.2. Proposed Hybrid Successive Image
Encryption-Watermarking Algorithm

In this paper, we now present a new hybrid encryption-watermarking algorithm
of CFA images successively combining the technologies of chaotic encryption
and blind watermarking. However, this algorithm can also be applied to grays-
cale images. The proposed algorithm is described by the emission and the recep-
tion process. Consider the original image [, a CFA image of m=*n pixels and
the watermark image A4, a grayscale image of kI pixels. The block diagram of
the emission process is shown in Figure 3, and is summarized by the following
steps:

1) Define a chaotic system and the encryption key & [4];

2) Encrypt (confuse and broadcast) the original image using the key k: en-
crypted image /;

3) Break down the encrypted image I. through the quaternionic wavelets
transform (QWT) in ¢ resolution levels. This results in a (3/+1) quaternio-
nic sub-bands (LL, LH, HL, and HH) and (3/+1)*4 elements that make up
the matrix w of the QWT. We calculate the module of each sub-band from the
elements of the QWT in order to obtain the matrix w, representing the standard
format of the wavelets transforms;

4) Embedded using the key g, the watermark A/ into one of the quaternionic
sub-bands of details of the last level of resolution ¢ (LH,, HL,,HH,);

5) Calculate the inverse quaternionic wavelet transform (IQWT) of the ele-
ments of the new matrix w' from the matrix w, modified selected sub-bands
and other remaining sub-bands. We then obtain our encrypted-watermarked
image /.

The reception process is the reverse of this emission process scheme to obtain

reconstructed image /.

5. Results and Discussion

The objective of our work was therefore to develop a robust algorithm combin-
ing successively encryption and watermarking of digital photography images

using quaternions allowing the secure transfer of CFA images. The results obtained

Original Enc.r}./p tllo_n of the Blind water marking:

) rigina origmna 1rT1age. QWT of I, embedding the watermark W?termark M:
image I, encrypted image Matrix W M into one of the tiers-person

quaternionic sub-bands data
Embedding
key q
Encryption
Get encrypted-water marked
image Iet
Figure 3. Block diagram of the emission process of the hybrid encryption and watermarking algorithm.
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after execution of our program on MATLAB of the successive hybrid algorithm
of encryption-watermarking (defined above Figure 3) on the original CFA im-
age will be presented below. The calculations of the various evaluation parame-
ters (the Peak Signal to Noise Ratio (PSNR) and the Correlation Coefficient (CC))
were carried out with the aim of determining the robustness of our algorithm
against some attacks. These two parameters are the most commonly used distor-
tion measures in image processing to measure the absolute quality (or degree of
degradation) of an image. This measure is based on the comparison of pixels
between the original image and the modified image (encrypted-watermarked
image, reconstructed image, etc.) giving an indication of the degradation intro-

duced at a pixel level. The expressions of these different parameters are:
max(max(l0 )2)

PSNR =10log,, o

(7)

where MSE is mean squared error between original and reconstructed images,

which is defined as follow:

(1 (i.3) =1, (. §))°

MSE = z;ilzr;:l m=n
T Gd)* ()
NN SIS 3 S LI 8)

Generally, the CC value obtained between 0.7 and 1 is acceptable [1] [2] [3]

[33]. It is important to mention that bigger the PSNR values more than obtain a

(8)

cC )

high quality of reconstructed image. For PSNR = 30 dB, the quality of image is
acceptable [2] [3] [6] [33].

In the next, we will present an example of the application of this hybrid algo-
rithm on image 2 illustrated above Figure 2.

According to the human visual system, we note that from Figure 4, that it is
difficult to differentiate the original image from the reconstructed image and the
same to the watermark from the extracted watermark after encryption and then
watermarking. According to the calculated evaluation parameters, we find that
the operation generates an information loss equivalent to the correlation coeffi-
cient CC = 0.9996 (with CC = 1) and a peak signal-to-noise ratio PSNR =
42.4562 dB (already > 30 dB). So, we can say that our algorithm for successive
encryption-watermarking of CFA images was successful depending on the stan-
dards described in the literature.

In order to evaluate the robustness of our hybrid algorithm of successive CFA
image encryption, several types of attacks existing in two classes, have been im-
plemented. The first class consists of geometric attacks (Figure 5) which aims to
sufficiently distort the encrypted-watermarked image. While, the second class
consists of erasure attacks (Figure 6) aimed extracted watermark in the en-

crypted-watermarked image.
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original image (a)

watermark image (b)

Lieu : CMA ELIG-ESSONO

Noms du patient : ABENA NDONGO Hervé

encrypted-watermarked image (c)

Sexe : Masculin
Age:35ans
Poids : 80 Kg
Tension : Normale
histogram of (a) histogram of (b) histogram of (c)
4000 2500
3000
2000
1000 500
0 0
50 100 150 200 250 0 50 100 150 200 250
(A)
reconstructed image (c)
extracted watermark (b)

Lieu : CMA ELIG-ESSONO

Noms du patient : ABENA NDONGO Hervé

Sexe : Masculin
Age :35ans
Poids - 80Kg
Tension : Normale
(a) histogram (b) histogram (c) histogram
2500
2500 3000
2000
2000 2500
1500 2000
1500
1500
1000 1000
1000
500 500
0 0
50 100 150 200 250 0 50 100 150 200 250
(B)
reconstructed image (b) (c):difference of (a) and (b)
of (a) of (b) %104 hi of (c)
3000 35
3
25
2
15
1
05
0 _:’:'
50 100 150 200 250 0 50 100 150 200 250
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watermark image (a) extracted watermark (b) (c):difference of (a) and (b)
Lieu : CMA ELIG-ESSONO Lieu : CMA ELIG-ESSONO Lieu : CMA ELIG-ESSONO
Noms du patient : ABENA NDONGO Hervé Noms du patient : ABENA NDONGO Hervé Noms du patient : ABENA NDONGO Hervé
Sexe : Masculin Sexe : Masculin Sexe : Masculin
Age : 35 ans Age:35ans Age:35ans
Poids : 80 Kg Poids : 80 Kg Poids - 80 Kg
Tension : Normale Tension : Normale Tension : Normale
histogram of (a) histogram of (b) histogram of (c)
4000 -
2500 4000
3000 2000 3000
1500
2000 2000
1000
1000 1
500 1 000
o || o il \h oi -
0 50 100 150 200 250 0 50 100 150 200 250 o 50 100 150 200 250

Figure 4. Example of applying the successive hybrid algorithm for encryption then wa-
termarking of CFA images. (A) Emission process; (B) Reception process; (C) Difference
between the original image and the reconstructed image; (D) Difference between the wa-
termark and the extracted watermark.

Lieu : CMA ELIG-ESSONO Lieu : CMA ELIG-ESSONO Lieu : CMA ELIG-ESSONO
Noms du patient : ABENA NDONGO Hervé Noms du patient : ABENA NDONGO Hervé Noms du patient : ABENA NDONGO Hervé
Sexe : Masculin Sexe : Masculin Sexe : Masculin
Age:35ans Age:35ans Age:35ans
Poids : 80 Kg Poids - 80 Kg Poids - 80Kg
Tension : Normale Tension : Normale Tension : Normale

(G] (B) ©
Lien : CMA ELIG-ESSONO Lieu : CMA ELIG-ESSONO
Noms du patient : ABENA NDONGO Hervé Noms du patient : ABENA NDONGO Hervé
Sexe : Masculin Sexe : Masculin
Age:35ans Age:35ans
Poids : 80 Kg Poids : 80 Kg
Tension : Normale Tension : Normale

®) ®

Figure 5. Performance against geometric attacks: watermarks extracted from encrypted
then watermarked images and attacked. (A) Rotation; (B) Flipping horizontal; (C) Flpping
vertical; (D) Fipping total; (E) Contrast.

Lieu : CMA ELIG-ESSONO Lieu : CMA ELIG-ESSONO Lieu : CMA ELIG-ESSONO
Noms du patient : ABENA NDONGO Hervé Noms du patient : ABENA NDONGO Hervé Noms du patient : ABENA NDONGO Hervé
Sexe : Masculin Sexe : Masculin Sexe - Masculin
Age:35ans Age :35ans Age :35ans
Poids : 80 Kg Poids : 80 Kg Poids : 80 Kg
Tension : Normale Tension - Normale Tension : Normale

&) ®) ©
Lieu : CMA ELIG-ESSONO Lieu - CMA ELIG-ESSONO
Noms du patient : ABENA NDONGO Hervé Noms du patient : ABENA NDONGO Hervé
Sexe : Masculin 4 Sexe : Masculin
Age:35ans Age:35ans
Poids : 80 Kg Poids : 80 Kg
Tension : Normale Tension : Normale

D) (E)

Figure 6. Performance against erasure attacks: watermarks extracted from encrypted then
watermarked images and attacked. (A) Linear filter; (B) Median filter; (C) Wiener filter;
(D) Gaussian noise; (E) Salt & Pepper noise.

We find that from Figure 5 and Figure 6, our successively implemented hy-
brid CFA image encryption-watermarking algorithm is well resilient to geome-
tric and erasure operations, as the watermarks extracted after these operations
are easily recognized by the human visual system. The values of different evalua-
tion parameters for the hybrid successive encryption-watermarking algorithm

are presented in Table 1 below.
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The results obtained after simulation (presented in Table 1) show that our
successive CFA image encryption-watermarking algorithm maintains a good
quality of the extracted watermarks and good robustness against some conven-
tional attacks which is acceptable.

We compare our results obtained by our hybrid successive encryption then
watermarking algorithm with those of the works of A. Khalfallah et al [34], W.
Puech et al [35] and Mohamed et al [36]. The results obtained are presented in
Table 2 below:

We can see from Table 2 that our results are better on the quality of the re-

constructed image since our value (in bold) of PSNR is largely above theirs.

Table 1. Evaluation parameters for the hybrid method successive encryption-watermarking of CFA images.

Image 1 Image 2 Image 3 Image 4 Image 5 Image 6
DESIGNATIONS  pgng PSNR PSNR PSNR PSNR PSNR .
(dB) (dB) (dB) (dB) (dB) (dB)

No attack No attack  41.8956 0.9993 42.4562 0.9996 41.9432 0.9994 42.1124 0.9992 41.8772 0.9996 42.7459 0.9996

Rotation
100

37.0250 0.9983 35.9579 0.9963 35.5676 0.9963 37.5729 0.9983 37.5633 0.9983 35.9805 0.9964

Contrast 36.7605 0.9981 35.6735 0.9958 35.2846 0.9958 37.3469 0.9981 37.3233 0.9981 35.7079 0.9959

Horizontal
Geometric F(T,‘lzo,n a 36.8662 0.9981 35.9289 0.9963 35.4782 0.9961 37.4171 0.9981 37.3962 0.9981 35.8939 0.9962
ippin,
attacks Pping
Vertical
Flippi 36.8777 0.9981 35.9019 0.9962 35.5003 0.9962 37.4025 0.9981 37.4221 0.9981 35.8953 0.9962
ipping
Total
Flippi 36.8624 0.9981 35.9002 0.9962 35.4704 0.9961 37.4207 0.9981 37.4200 0.9981 35.8877 0.9962
ipping
Linear filter 33.8101 0.9923 33.2677 0.9875 32.8930 0.9875 34.3502 0.9924 34.3466 0.9924 33.2945 0.9876
Median filter 37.1101 0.9984 36.0053 0.9964 35.6075 0.9964 37.6702 0.9984 37.6596 0.9984 36.0271 0.9965
Wiener filter 36.9526 0.9982 35.8476 0.9962 35.4661 0.9962 37.5276 0.9983 37.5081 0.9983 35.8730 0.9962
Erasure .
attacks De-debugging
salt and 36.7606 0.9981 35.6737 0.9958 35.2848 0.9958 37.3470 0.9981 37.3235 0.9981 35.7079 0.9959
peppers
Gaussian

. 36.7606 0.9981 35.6736 0.9958 35.2848 0.9958 37.3471 0.9981 37.3234 0.9981 35.7079 0.9959
de-debugging

Table 2. Comparison of the quality of the reconstructed image without attacks of the encrypted-watermarked image.

Authors A. Khalfallah W. Puech Mohamed Proposed
et al. (2006) et al. (2008) et al. (2019) method
Calculed PSNR PSNR PSNR PSNR
parameters (dB) (dB) (dB) (dB)
No attack 34.2500 38.7500 33.0119 42,4562
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6. Conclusion

At the end of our work, we were able to achieve our goal by developing a hybrid
successive, reversible, and robust encryption-watermarking algorithm applied
to CFA images using quaternions. The combination of chaotic encryption and blind
watermarking techniques has enabled the secure and simple transfer of CFA images
in an insecure environment, and where throughput and bandwidth resources are
quite restricted. The use of the Quaternionic Wavelet Transform (QWT) optimizes
the trade-off between robustness and the amount of information to be embedded
during blind watermarking. The different results we have just presented show a
good quality of the reconstructed image despite the attacks suffered by our en-
crypted-watermarked image. So, we can say that our algorithm of successive en-
cryption-watermarking of CFA images was successful. There are still many ave-
nues to be discovered in order to improve and develop new solutions. Our pers-
pectives now turn to the establishment of an intelligent hybrid algorithm based

on neural networks and monogenic wavelets.
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