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Abstract

Public Key Infrastructure (PKI) is a comprehensive information security
framework for providing secure information and communication over the
internet. Its need and use has grown over the years and continually grows.
This research work examines the current PKI framework’s validation process
as operated by vendors and subscribers to identify the drawbacks and propose
enhanced approaches to its validation mechanism. Using an approach of re-
viewing secondary data, critical weaknesses of integrity, proof of trust and
single point-of-failure were identified with the current PKI framework. This
study therefore advances proposed solutions to address the identified weak-
nesses by specifically introducing multiple Certificate Authorities, storage, vi-
sibility and searchability of subscriber information in public repository. A
comprehensive detail of its implementation is proposed to address the identi-
fied weaknesses of uncertain integrity, trust for certificate authorities and
prevent a single point of failure. Furthermore, the proposed enhancements
are validated with the protection motivation theory and a framework for em-
pirically testing the enhancements is suggested. Further research would be
required to factor in multi-factor authentication without compromising per-
formance.
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1. Introduction

A public key infrastructure (PKI) is a framework that is used in creating and
managing digital certificates and public key encryption [1]. The essence is to as-
sist the safe transfer of electronic information for a variety of web activities such

as private mailing, e-commerce and internet based banking. The framework
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specifically makes it possible to create, use, store, manage, distribute, and annul
digital certificates and manage public-key encryption. PKI is a foundation for
establishing trusted communication on a network; the field has developed as the
footing to deliver secure data communication and internet security. “Identification
and authentication, data integrity, confidentiality, and technical non-repudiation
combined are elements that provide a secure, non-breakable environment for
any type of electronic transaction” [2].

PKI has become the platform or the infrastructure upon which symmetric and
asymmetric encryption scheme services are provided to everyone that subscribes
to it, it is therefore required in situations where more rigorous proof is essential
to check the identity of the parties communicating and to authenticate the in-
formation being transferred.

PKI tends to link public keys with various respective entities that have unique
identities. These are referred to as subscribers. This linkage is made possible via
the process of registration and issuance of certificates by authorized organiza-
tions referred to as Certificate Authority (CA). The process of registration where
requests for digital certificates are accepted and the requesting entity authenti-
cated is done by organizations is referred to as Registration Authority (RA). In
the PKI framework, an entity must have a unique identity within each CA do-
main; the uniqueness is typically based on information provided by and about
that entity. According to [3] PKI plays a critical role in helping a business deliver
basic controls such as ensuring confidentiality and integrity in essential business
practices.

Despite this well-established infrastructure to assist the secure transfer of
electronic information, numerous concerns have been raised about the adequacy
of its validation mechanisms and overall security robustness.

A CA may be compromised or may act maliciously [4]; in the case one CA is
compromised, and all domains on the specific CA are in danger [5]. Also it ad-
vances that the use of a CA introduces a single point of failure, and history has
proved that we put too much trust in the CA since they could make mistakes
and issue the wrong type of certificates. [5] posits that “only one CA with a certi-
fication path to a trusted root CA is needed to be compromised in order to allow
the attacker to issue fraudulent certificates”. Concerns are also raised about the
fact that besides attacks from the outside, a CA or its resellers can also misuse
their power to issue a fraudulent certificate for a domain. In suggesting a public
key infrastructure for the Internet of Things, it was concluded that a secure
enrollment and certificate overhead reduction was essential [6].

The objective of the proposed work is to evaluate current PKI validation me-
thods with the aim of proposing enhanced methods for the PKI validation
framework. The scope is focused on the PKI’s current validation framework.

The motivation behind this research is to investigate the weaknesses in an at-
tempt to propose solutions to the PKI framework. Browsers have the capability
to detect malicious websites that have forged or fake Secure Socket Layer (SSL)

certificates, but existing cryptographic solutions do not have the efficient capa-
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bility in detecting malicious websites with mistakenly issued or compromised
certificate authority (CA), browsers cannot detect such fake certificates because
the CA that signs the certificate appears to be in good standing, giving users false
impression about the websites being visited.

The research sets out to extend the understanding of the PKI infrastructure,
its methods, operations and theory, possible ways it can be enhanced and the
weakness inherent in the infrastructure, possible future upgrades and revisions.
The essential output and contribution of this research work the proposal of solu-
tions to address the identified weaknesses by specifically introducing multiple
certificate authorities, storage, visibility and searchability of subscriber informa-
tion in public repository.

This paper is organized here forth by an explanation of the research me-
thod(s), a review of related literature and a proposal of the enhanced framework
for PKI validation based on findings from literature. Furthermore, the enhanced
framework is theoretically validated, its functional test framework is proposed

and conclusions are drawn.

2. Methodology

This research work deployed a predominantly desk review and descriptive ap-
proach. Descriptive research design aids in the provision of solutions to the que-
ries related to a particular research problem and can produce rich data that lead
to relevant recommendations in practice. This approach collected a large
amount of data for detailed analysis [7], “it is effective to analyze non-quantified
topics and issues, the possibility to observe the phenomenon in a completely
natural and unchanged natural environment, the opportunity to integrate the
qualitative and quantitative methods of data collection”. A predominantly sec-
ondary source of data is used and qualitatively analyzed to deduce strengths and

weaknesses for the current PKI validation methods.

3. Literature Review and Related Work

A vital advantage of public-key cryptography over symmetric key cryptography
is that it enables unfamiliar persons or parties to communicate securely without
the need for prior introduction between the parties. This is possible because
these individuals/strangers are bound to unique public keys which are used to
encrypt messages intended for them. Since trust is a major concern, the binding
is done by third parties who are trust worthy or trusted by both sender and reci-
pient. In the event that a large user population consisting of several thousands or
millions of entities, the utmost useful way to achieve this is to employ a reasona-
bly small number of authorities trusted by perhaps, the entire population [8]. In
the event of a change of identity, a private key compromised, or certificate ex-
pires, the key-pair binding is no longer valid, and it is rendered invalid. There
must be a way to communicate this invalidity to all users. Certificate revocation

list (CRL) is used for that purpose. CRLs comprise a list of revoked certificates

DOI: 10.4236/jis.2020.114016

243 Journal of Information Security


https://doi.org/10.4236/jis.2020.114016

P. Danquah, H. Kwabena-Adade

[9].

Rastegari, Susilo, and Dakhilalian [10] proposed the Certificateless public key
cryptography (CL-PKC) as a means to overcome the problems of PKI and
ID-based settings. “In conventional PKI, CAs are assumed to be fully trusted.
However, in practice, CAs’ absolute responsibility for providing trustworthi-
ness caused major security and privacy issues” [11]. A new PKI architecture
was therefore proposed with “certificate transparency based on blockchain
called CertLedger, to eliminate the split-world attacks and to provide certifi-
cate/revocation transparency”. This is yet to be deployed widely for thorough
testing.

Infrastructures in general are built on an architecture. PKI is built on client
server architecture. The agent being used on the user’s local platform must send
a request for certification services from the servers. The client agent software is
an important component of a complete, fully operational PKI [12].

A fully functional PKI incorporates certification authority, certificate reposi-
tory, certificate revocation, key backup and recovery, automatic key update, key
history management, cross-certification, support for non-repudiation, time
stamping and client software. Figure 1 is a diagrammatic representation of the
current PKI validation process.

Public Key Encryption Methods and Algorithms evolved from [14] Rivest,
Shamir, and Adleman (RSA) and was premised on Integer-factorization schemes,
Diffie-Hellman Key exchange was based on discrete logarithm schemes, Digital
Signature Algorithm (DSA) based on Elgamal encryption or Digital signature
algorithm, Elliptic curve Diffie-Hellman key exchange (ECDH) based on Elliptic
curve schemes and the Elliptic curve digital signature algorithms premised on el-
liptic curves that can offer stages of security with short length keys. Public key
schemes can be used to provide services such as confidentiality, digital certifi-
cate, non-repudiation, digital signature, data integrity and key establishment
[15]. A number of weaknesses have however been identified for the PKI, an aca-
demic research report authored by a team from the school of informatics and
computing at Indiana University Bloomington, Software bugs and misinterpre-

tations of industry standards accounts for 42% of incorrectly-issued SSL certificates.

Certification 5. Store certificate Certificate

\4

Authority (CA)

Repository
3. Vouch for
user
Registration
Authority (RA
1. Request 4. Issue 7. Verify 8. Validate issued
Certificate Certificate certificate Certificate
2. Verify User
6. Digitally signed request R Relaying
E > Party

User

Figure 1. A public key infrastructure. Source: Sinnott, 2011 [13].
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The research looked at 379 instances of miss-issued SSL certificates from a total

of over 1300 known incidents [16].

3.1. X509 Certificates

A very essential certificate standard is the X.509 standard. The X509 certificates
are of two types: namely public key certificate which combines public keys to a
subject as stated earlier and attribute certificate that binds attributes such as
roles to a subject. There are also however alternatives to the X509 certificates
[17].

The term certificate in this context refers to the x509 public key certificate
standard which is also referred to as public key certificate. X509 is the certificate
format issued by certificate authorities to both CAs and end users alike [8].

Public key Certificates remain the most critical piece of component to the op-
erations of PKI. Certificates to a large extent are public keys which have been
signed by trusted CAs and can be distributed publicly like any file for instance
word document file. Certificates contain data and have format similar to any
type of file with format. Figure 2 is an overview of the certificate structure.

Further Figure 3 is sample generated private and public key using a key

management software.

Serial

Subject Public | Issuer Subject . Digital
Number K | Extensions

ey Info Unique ID | Unique ID Signature

| Version | lSignature | Issuer |Va|idity| Subject

Identifies
the Version of
he Certificate Unique Name of

(e.g. V3) the Crtificate

Issuer

Unique integer

Identifier for the
Certificate Algorithm id and

Digital Signature

Unique Name
of the Owner

Optional Unique Optional Extensions
1D of the Issuing CA

Algorithm ID Not Before Public Key
Used to Sign and not After ( and Algorithm ID)
the Certificate Validity Times of the Owner

Optional Unique
ID of the Subject

Figure 2. X509 version 3 certificate structure.
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KTTESLIwzZDORXmS3UjMIi8wP366AuwIDAQABAKBSOBRPXUVZNEImBICCMU
H

AIEAtEUUQDs2b+BU/23uAK/bMOBUBET2{528UIRKCRBQEHUCIQCUMJ Y 8hg2XK4
h

Kj9EITPoS9ECIQYA3eTjHD3WAhKzAEG/SZGTgLOIBBSqDCBCYOWHBPANOeu
F1

BJYavsm2te& GGDStwn,UF087qwW3W4DhbbMNGDUSS976WISHBNTGENB3S
R
JSEd10BDWGYHWGVBbtvtWbtyABavWVBwaVT6VY6736VGGYqT63276YOW
W

6Yb8gtEhwsqkWgWLGAG4VRPIMO+S+WLS(VS=

-------- BEGIN PUBLIC KEY -

MFswDQYJKoZIhoNAQEBBQADSgAWRWJAaZwAA/aPNKHOzwWyymShZKrOLru
3NMC

UA25¢XFKouQCR3HFfKT7ESL3wzDORXmS3vyMf8Xhwp366AuwiDAQAB

........ END PUBLIC KEY seseeeee

Figure 3. Generated RSA public-private key pair. Source: Researcher Field Work.
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For the purposes of illustrating a signed certificate, Figure 4 shows a key that

has been signed by the certificate authority hence is now a public key.

3.2. PKI Architecture and Trust Models

PKI architecture is premised on the quantity of CAs involved, their organization,
and the association between them [9]. The need for different PKI architectures,
also known as trust models by industry players, largely depends on varied needs
and processes of business, this implies that, PKI trust models are as a result of
the requirements and demands of business. “Direct trust is the most basic trust
model, it is therefore required by all other trust models to initialize trust” [12].
This implies that for any kind of architecture or trust model, there must exist
some form of direct trust without which no trust can be initialized. This there-
fore implies that trust must start from somewhere and be propagated to where it
is needed. Direct trust is the highest form of trust and it is obtained when users
directly acquire the public keys of CAs directly from the CA via out of band
means. For example, embedding the public keys of Digicert in Firefox or Micro-
soft browsers.

For such trust models to be functional, just as users need to trust CAs, CAs in
an infrastructure need to trust each other. A basic component of PKI is that pub-

lic keys, usually structured as signed certificates, must be trusted. The inability to

Certificate
General Details Certification Path
Show: <All> ~
Field Value ~
Signature algorithem sha 256RSA
Signature hash algorithem sha256
Issuer DgiCert Global CA G2, DigiCer...
Valid from wednesday, 18 September 20..
Valid to Sunday, 23 August 2020 12:0...
Subject www.amazon.com, Amazon.c...
["9® Public Key RSA (2048 Bits W
Piihlic Kevi DatAmeatare faY~aYa)

30 82 01 0a 02 82 01 01 00 83 22 59 e0 8b A
21 le 77 4b 5c c7 33 a9 dd 19 31 c2 4b 18
7d 44 16 80 98 57 9¢c 53 9b 6¢c 97 40 bO ab
96 51 cc 43 d1 25 66 a3 aa f5 39 0d bl 3d
7a db 68 30 e5 a0 d7 1f a0 e2 04 02 eb 24
34 ed 31 95 7e d4 53 61 b9 6¢c 2a 9f ae e7
aa 5d 32 18 f7 07 93 16 e0 e0 d7 01 7e Oa
55 2b 4c 3f 72 54 6¢ dc e5 a9 bd da 1d do
of 37 e8 cc 7e ba 6e 3b 4b 3f 76 dc dc 65

v

Edit Proper ties... Copy to File ...

Figure 4. Sample digital certificate issued by DigiCert to Amazon.
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ensure the required level of trust causes the entire PKI to negatively experience a
grave “weak link in the chain” [18].

The PKI architecture types have no single point of view that exists today espe-
cially on the naming conventions used. Different types of PKI architecture have
been discussed in many literatures. However, all these types can be grouped into
three main categories due to similarities in their operations.

According to [10], “PKI architectures can be implemented in the following
ways: Single CA architecture, Enterprise PKI architecture and Hybrid PKI ar-
chitecture”. However, [18], suggest that the general construction of a PKI is de-
noted as non-hierarchical, hierarchical, or cross-certified.

This research work operationalizes the definition of Choudhury et al with
three main PKI trust models.

A single CA Architecture or Single trust model involves only one CA and all
users trust this single CA. This CA explains the set of certificates that it can veri-
fy and trust.

A PKI with a single CA architecture suffers from scalability issues, single point
of failure, difficulty of management and limited scope, etc. These limitations
motivated the various models with multiple CAs with different arrangements. In
other words, PKI architecture is defined by the number of CAs providing the
PKI services, and roles played by the CAs defines their relationship. Users in a
single CA model cannot be trusted, by users in another CA since there is no trust
between the CAs and they operate independently. This implies that there is no
interoperability between users and CAs in single CA models whiles, interopera-
bility remains very important to the growth of business.

Single CA model is capable of addressing the requirements of small organiza-
tions, this tends to be however inadequate in situations where the organization’s
requirement grow with the need to be interoperable and requirements tend to be
more complex. This is typically the operations of a single CA to be distributed
and arranged between multiple CAs. PKI services are provided by multiple CAs;
a tiered construction with subordinate CA relationships in which all users trust a
single “root” CA. Its operation requires the root CA to issue certificates to sub-
ordinate CAs only, the subordinates can issue certificates to users or CAs in
lower levels of the hierarchy. The trust relationship is specified in only one di-
rection, and every certification path begins with the root CA’s public key. There
must exist direct trust for the root CAs for the system to be trustworthy.

In a tiered or hierarchical PKI, trust in the genuineness of a public key is es-
tablished via a certification path. If a CA is the entity of a certificate issued by
another CA, the certificate is called a cross certificate. In hierarchical model,
there are a number of cross certifications. “A list of cross certificates needed to
allow a particular user to obtain the public key of another entity, is known as a
certification path. In a hierarchical PKI, trust in the authenticity of a public key
is established via a certification path” [12]. The most common PKI architecture
deployed by organizations is the Hierarchical [9]. This assertion is confirmed by

[19], it is explained that a root CA at the topmost delivers all the information
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and the in-between CAs in the tiered structure only trust information provided
by the root. The root CA also trusts in-between CAs that are in their level in the
tiered structure.

This arrangement allows a high level of control at all levels of the hierarchical
tree. Thus, hierarchical models allow tight control over certificate-based activi-

ties.

3.3. Certification Path

Certificate path is a predetermined arrangement of certificates with the prede-
fined features that in all related certificates with the exception of the last one op-
erate on the premise of the subject being the issuer of the subsequent certificate.
Certificate path validations are performed by algorithms known as certification
validation algorithms. These algorithms verify that a given certificate path is va-
lid under a given public key infrastructure (PKI).

When a relying party such as Alice in Figure 5, is presented with any certifi-
cate she does not already or explicitly trusts, Alice will use path validation to
make an informed trust decision.

In Figure 5, Alice trusts the public key of Diana, however, for the trust to be
established, the following path validation is used. The chain commences with the
certificate that is self-signed by the root CA. The subsequent has the root CA
certifying the public key of CA2. The third certificate then has CA2 certifying
the public key of Diana.

3.4. Cases of Breached PKI Security

A challenge associated with the CA’s hierarchical model of trust relationships is
that in the event that the root CA’s private key is compromised, the entire tiered
structure of the CAs and end entity certificates collapses. Essentially, if a CA’s
private key is ever compromised, the breach could be leveraged to falsify mes-
sages in-between entities, in the event this is reliant on a certification path that

includes that of the CA’s and possibly many paths are routed through the CA, it

RCA

CAl CA2

A3 CA4

’ Alice ‘ ‘ Bob H Carl ‘ ‘Diana ‘

Figure 5. A simple hierarchical PKI. Source: [12].
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invariably provides an available target for security breach attacks. Should a key
be compromised, it can no longer be trusted and should be replaced [20].

In 2011 two important root Certificate Authority, Comodo and DigiNotar,
were compromised. “The attacker who penetrated the Dutch CA DigiNotar had
complete control of all eight of the company’s certificate-issuing servers during
the operation and he may also have issued some rogue certificates that have not
yet been identified” [21].

The case of compromise of the certificate vendor called Comodo, the culprit
said he has successfully breached another CA, in addition to two more Comodo
partners [22]. Security is considered to be a chain; it is therefore considered to be
only as strong as its weakest link. This involves people, technology and
processes, not everything is dependent on cryptography, [23], an employee from
StartCom was able to get a domain certificate for “mozilla.com” from CertStar, a
Registration Authority of Comodo. There was no validation at all at the Regis-
tration Authority in the certificate request [16].

The certification model for X.509 concentrates validation power into the
hands of a few professionals, who are not necessarily well-intentioned, or at least
not always competent. [24]. Failure of a CA signing key is catastrophic; keys
could be compromised without anyone’s knowledge. The possible compromise
of a CA’s private key signifies a single point-of-failure0 has the potential to
create far reaching consequences [25].

Just like any system, there is no such thing as 100% security proof. PKI suffers
from various attacks. Equally, there have been different, and variants proposed
solutions from industry players to remedy such security breaches and reduce the
attack surface of PKI.

In summary, it is important to understand some fundamental principles that
ensure inter-domains certificate validation possible. There are multiple CAs in
the Hierarchy model as stated earlier, there is a root CA and subordinate CA and
the end entities. For cross certification purposes, it is required that CAs will issue
certificates to other CAs, whereas some CAs issue certificates to end entities or
users, this implies that, there are two primary types of public key Certificates:

user certificates and CA certificates.

3.5. Public Key Infrastructure Strengths

Public Key Infrastructure is well noted for some strengths; it is considered rela-
tively more secure than passwords. Malevolent users or attackers must obtain
both the private key and the matching passphrase to fake as a legitimate user,
PKI in this context provides stronger identity checking through secret private
keys [26]. PKI is greatly scalable because there is no limit to the number of users
who can be supported using PKI [27]. The permission of the trust delegation in
PKI prevents man-in-the-middle (MitM) attacks, this is a result of its possibility
without knowledge of the key pair. This is possible once a user with a legitimate
certificate from a recognized and trusted certificate authority is able to authenti-

cate himself to a server the very first time. The connection to the server is possi-
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ble without having previously been registered with the system. This makes it
possible for the PKI to enable a trustworthy setting by validating and ensuring
the integrity of data and users. The keys within PKI established systems can be
used for one-way encryption functions where only the designated owner of the
key can decrypt data. [28]. PKI also has the benefit of private keys which are dif-
ficult to crack together with the corresponding public key. “As such, it features
cryptographic protection that passwords lack: passwords do not necessarily have
a verifiable, computable relationship with anything” [29]. PKI enables added
service offerings such as banking, law, health care, e-commerce and intelligence,
through the use of digital signatures and digital certificates. It detects tampering
and allows for non-repudiation [30]. The seamless, ease and non-interactive use

of PKI is key strength and driver for PKI’s overall acceptance.

3.6. Public Key Infrastructure Weaknesses

Certificate Authorities have had several slips where they issued certificates
without adhering to rules. CAs have issued SSL certificates that have been used
to perform man-in-the-middle (MitM) attacks and intercept HTTPS traffic have
been used for malware operations or CAs issued certificates without following
standard procedures because of human errors, accident, or to cut costs and in-
crease profits [16]. As long as certificate issuance remains a business, the moti-
vation to increase profit and cut down cost is eminent. Thus, according to the
report, CAs issue certificate without following standards. Such standards include
subscriber validations which can be costly especially for extended validations
(EV). “Extended validation is costly. CAs need to employ different information
sources, undergo additional CA/Browser forum procedural steps and pay for
additional third-party audits to issue EV certificates. Companies require addi-
tional employee training, internal audit systems and the like which all translate
into cost” [31]. It therefore makes economic sense to cut cost and increase profit.
The main PKI weakness is that, a certificate can be signed by any certificate au-
thority for an individual or machine. There is also the situation where certificate
authorities are made coerced to certificates for entities they have no business
vouching for [32].

The certification model for X.509 essences endorsement power into the hands
of a few specialists, who are not necessarily always competent or well-intentioned.
When a CA is not well-intentioned, it could issue rogue certificates, and will not
adhere to standards and best practices. PKIs are heavily dependent on the inte-
grity CAs and RAs, these CAs and RAs aren’t always necessarily functional at the
perfect professional level of conscientiousness and scrutiny [33].

This incident emphasizes the possibility of CAs to issue certificate to domains
without validation. It also implies that CAs can issue certificate without the
permission or authorization of domain owners.

Additionally, a security lapse of Public Key Infrastructures today is the lack of
multi-factor authentication on many of the top frameworks [33] (Venafi educa-

tion, 2019). CA can use keys fraudulently, negligently, erroneously or mistakenly
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without detection. The keys can be lost or stolen, that is, keys can be misused or
lost. CA and RA are considered as trusted parties in PKI, likewise in crypto-
graphic literature, this perception of trust however cannot be evidenced or con-
firmed with certainty.

Failure of a CA signing key is catastrophic; keys could be compromised with-
out anyone’s knowledge. The management and revocation of certificates re-
quires a highly complicated structure. Complexity is a weakness of PKI Visibili-
ty.

The essentially deduced Public Key Infrastructure weaknesses identified are
therefore namely uncertain integrity, absence of multi-factor authentication, in-

sufficient proof of trust and the potential of a single point of failure

4. Enhanced Framework for PKI Validation

The goal of the proposed solution is to enhance PKI validation by enhancing in-
tegrity, trust of CAs and avoid a single point of failure. Fundamental to the
process is the need for a subscriber’s information to be searchable and retrieva-
ble in the public repository before any certificate authority can sign a certificate.
Further to this, if reliance on the private key is distributed or shared among sep-
arate CAs, which means more than a single private key is required to generate a
valid certificate and the would-be owner of the certificate is required to author-
ize specific CA in signing public keys, it will no longer be an attractive option to
target a single key as it is the case currently.

If certificate signing becomes transparent and highly controlled and moni-
tored, it will reduce the rate of compromise of private keys for unauthorized
usage and consequently reduce revocation currency.

The proposed solution will not require any changes in the generation of pri-
vate keys by the CAs and the process of signing of certificates. However, it in-
volves additions and enhancement to the existing PKI and relies on the concepts
of Certificate Transparency logs and Certificate pinning as stated previously and
introduces new registration mechanisms for validation enhancement similar to
Domain Name System registration and services.

CAs will be required to operate in similar manner as domain name regi-
strars, where name registration request is cross checked with other names reg-
istrations authorities from a database to avoid duplicate and forgery of name
registration.

In this regard, certain CAs operations like signing and registration processes
will not be conducted in isolation, they shall be required to operate collabora-
tively. That is even though a domain registrar is autonomous in its operation, it
is required of it to verify the existence of a domain name or otherwise, from a
common database accessible to all. Controlled certificate signing process and
monitoring of certificates issuance, means that certificate signing, and issuance
is highly regulated.

Figure 6 is a diagrammatic representation of the process involved in subscription,

DOI: 10.4236/jis.2020.114016

251 Journal of Information Security


https://doi.org/10.4236/jis.2020.114016

P. Danquah, H. Kwabena-Adade

n

3. Generates
Public and
Private Key Pair

1. Requests for
Registration

5. Sign Certificate

4. Verify Certificate

2. Store .s,:'f:s,:,;bj;n Authorities

information 182

. . Searchable
Registration s
. e Public
Authority i
Repository 6. Store

Certificate in
Transparency Log

7. Search Public
Repository

Certificate
Transparency

Log
Relying

Party/Entity

Figure 6. Enhanced validation process. Source: Researcher Field Work.

validation, signing and accessibility of the certificates.

4.1. Enhanced Validation Procedure

1) Requests for Registration: The stage of the process involves the subscriber
applying to a registration authority to obtain signed certificates.

2) Store Subscriber Information: The registration authority registers the sub-
scriber and stores the subscriber details in the public repository to make sub-
scriber information publicly searchable and visible.

3) Generates Public and Private Key Pair: The subscriber uses a key manage-
ment system to generate keys to be made available for signing.

4) Verify Subscriber Information: The certificate authority validates authen-
ticity of subscription/application and then signs the keys.

5) Sign Certificate: Certificate authority signs the keys to certify subscription.

6) Store Certificate in Transparency Log: The certificate authority proceeds to
store the certificate in transparency log to make certificate publicly available.

7) Search Public Repository: The certificates are made available and searchable

in the public repository for relying entities to access certificates for use.

4.2. Discussion on Enhanced PKI Validation

Comparatively, the process described in Figure 1 conspicuously omits the sto-
rage of subscriber information for public accessibility, mandatory verification of
subscriber information to validate authenticity and the collaboration of two cer-
tificate authorities to sign and certify the subscriptions as compared to Figure 6.
The dependencies proposed in Table 1 provide a premise for the respectively

outlined stages.

DOI: 10.4236/jis.2020.114016

252 Journal of Information Security


https://doi.org/10.4236/jis.2020.114016

P. Danquah, H. Kwabena-Adade

Table 1. Details of PKI validation process stages, purpose, novelty and dependency.

No. Process/Stage Actor/Entity Purpose Novelty Dependency
R ts for Registrati
1 eques S o . cgistra IOI‘I Subscriber To obtain signed certificates No No Dependency
from Registration Authority
T ke subscriber infc ti D denton S full
2 Store Subscriber Information Registration Authority ° me.1 € subscriberin Om‘]é ron Yes P en. enton ucce‘ss b
publicly searchable and visible Registered Subscriber
3 Generates Public and Private Key Pair Subscriber To make keys available for signing ~ No No Dependency
Dependent on Successfully
To validate authenticity of Registered Subscriber and
4 Verify Subscriber Information Certificate Authority M L v K ¥ No ,gl 'u R
subscription/subscriber information stored in
Public Repository
5 Two CAs Sign Certificat, Certificate Authorit; T tify subscripti Y Dependent on
'wo CAs Sign Certificate ertificate Authori o certify subscription es
& ¥ P Generated Certificates
. . . . To make certificate publicly Dependent on Signed
6 Store Certificate in Transparency Log  Certificate Authority . No .
available Certificates
7 Search Public Repository Relying Entity Access Certificates for use No No Dependency

The proposed solution eliminates potential mistakes, errors, forgery and im-
personation during enrolment. Multiple validation processes by different CAs
with different approaches to information gathering and validation methods will
not capture the same mistakes and errors, rather it will assist in capturing any
inconsistencies.

Detection of unlawful or wrong entry in the registration record can be easily
detected since those records are publicly available and searchable. It is also poss-
ible to write simple scripts to automatically monitor the online repository for
specific domain entries to immediately detect any anomaly or unauthorized en-
tries.

It provides certificate governance and reduces autonomous operation since
CAs cannot operate in isolation or issue out certificate without the cooperation
of the online repository, the subscriber and the issuing CAs. This implies that
certificate issuance is not centrally controlled or monopolized, thus PKI opera-
tions are distributed

The proposed solution ensures accuracy of subscriber records as records can
be monitored continuously with very little efforts to immediately detect any sus-
picious entries for specific domains. Because the online repository is searchable
and read only, only authorized entities can modify the entries which ensures that
accurate records are maintained.

CAs will police each other, this will ensure high level of compliance and ad-
herence to best practices and standards without compromising to save cost or
resources. It will ensure quality in the overall validation process whiles enforcing
the procedures.

As the validation records are made public, the subscriber can later detect er-
rors or mistakes for immediate corrections. It also implies that once the online

data is correct, it can guarantee the accuracy of the certificate to be issued and
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the validation process of the relying parties.

The included novel component of storing subscriber information for public
accessibility impacts positively on both trust of registration authority and integr-
ity of the process and ultimately the certificate authority, the component of
mandatory verification of subscriber information to validate authenticity also
impacts positively on trust and integrity of the certificate authority and the
process. The component of collaboration of two certificate authorities to sign
and certify the keys in the PKI validation process prevents a possible single point
of failure. This is illustrated in Table 2.

At the point of registration, the subscriber decides and indicates the preferred
certificate authorities and essentially has this information stored and publicly
visible. The usage of two certificate authorities subsequently prevents the possi-
ble single point of failure in the event that one certificate authority is compro-
mised. Browsers would require re-configuration to ensure that they check for

two certificate authorities in signed certificates.

4.3. Improved Trust

Trust is the safe confidence in the competence of an individual or entity to act
securely, dependably, reliably and timely within a specified context.

To prove the existence of trust means to prove the reliability of the trust. The
proposed framework requires both participation of the subscriber and the CA.
The CA alone cannot operate in isolation. An attempt to sign a certificate for a
domain without the approval of the domain owners or pre-registration by the
would-be subscriber will fail since the owner approval is required before signing
can be executed. Thus, because signing of a certificate in the proposed system
requires permission and authorization from domain owner, it is easy to prove or
verify the trustworthiness of the infrastructure. Thus, the subscriber is not just
trusting the CA to only do what is expected of it, but it can be proved that the
CA cannot secretly execute harmful unauthorized task on its own. The reliability

and dependability of the proposed solution is improved.

Table 2. Illustration of PKI enhancements.

No. Process/Stage Purpose Enhancement
Requests for Registration
1 qu . . & . To obtain signed certificates None
from Registration Authority
. . To make subscriber information Trust of registration authority
2 Store Subscriber Information . . . .
publicly searchable and visible and integrity of the process

3 Generates Public and Private Key Pair To make keys available for signing None

4 Verify Subscriber Information To validate authenticity of subscription/subscriber None

5 Two CAs Sign Certificate To certify keys of subscription/subscriber Prevents a possible single point of failure
6 Store Certificate in Transparency Log To make certificate publicly available None

7 Search Public Repository Access Certificates for use None
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4.4. Enhanced Integrity

Integrity is the assurance of data being complete, consistent and free from any
form of corruption. In this context, it is the subscriber who requires assurance
that information provided, stored and recorded cannot be altered.

Only domain owners could initiate and authorize certificate signing requests,
only authorized certificate authorities could sign certificates and only authorized
administrators could have access to the signing private keys protected with multi
factor authentication. Thus, all stake holders need to be compromised to un-
dermine the integrity of the proposed framework. One would notice if the secure
key for multifactor authentication went missing, so a private signing key being
protected by the missing secure key could be revoked immediately before it is

compromised by an attacker.

4.5. Optimal Performance

Predominantly, browsers are required to consider multiple certification paths
pending the discovery a valid one for a given certificate. “Constructing and eva-
luating all possible paths is an expensive process performed for every new certif-
icate a browser encounter” [34].

This implies that, for a certificate to be verified, a browser would have to ob-
tain a series of certificates referred to as a certification path each one having
signed the next certificate in the sequence, connecting the signing CA’s root
which is the trust anchor to the server’s certificate called the leaf. Longer certifi-
cation paths take much time and require more resources to process.

In the proposed solution, the registration record also serves as trusted anchor
validation database. Every issuing or intermediate CA in the registration record
would have been vetted, validated and approved by the trusted anchors, there-
fore, there is no need to construct longer certification path chains from the leaf
to the anchor by browsers. This reduces the certification path length. The issuing
CAs certificates are the only required certificates in the certification path.
Therefore, the time it takes to construct, validate and process certificates for ve-
rification is expected to minimize, consequently minimizing resource utilization

by relying parties.

5. Theoretical Validation

The earlier background provided explains the fact that PKI comprises various
systems and procedures needed to generate, allocate, use, store and revoke digi-
tal certificates and accomplish public-key encryption management. The primary
objective is to protect electronic transfer of information for various network ac-
tivities. These range from internet banking to e-commerce and email. Funda-
mentally, its need is essential authentication methods available require a rigor-
ous proof to ascertain identity of the parties involved in the communication and
to validate the information being transferred.

The protection motivation theory which was first published in 1975 empha-
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sized on fear appeals and attitude change, this was further revised in 1983 to ad-
dress cognitive and physiological processes in fear-based attitude change [35].
Theoretically, the Protection Motivation Theory (PMT) proposes that people
protect themselves based on four factors:

1) Perceived Severity: The perceived severity of a threatening event

2) Perceived Vulnerability: The perceived probability of the occurrence, or
vulnerability

3) Fear Response Efficacy: The efficacy of the recommended preventive beha-
vior

4) Perceived Self-Efficacy: The belief that one can successfully perform the
recommended action

These proposals are consistent with the enhancements suggested for the PKI
infrastructure validation framework. The two enhancements namely; Store Sub-
scriber Information and Two CAs Sign Certificate tend to make subscriber in-
formation publicly searchable, visible, trust of registration authority, ensures in-
tegrity of the process and certifies keys of subscription/subscriber as well pre-
vents possible single point of failure respectively.

Relative to the PMT, storing the subscriber information for public visibility
envisages the potential of a subscriber not being authentic hence inherently con-
sidered as vulnerability, the perceived vulnerability in this context spirals into a
potentially major impact upon compromise hence the perceived potential sever-
ity in any form of threatening event. Further to this, the enhancement where two
CAs sign certificates prevent possible single point of failure, thereby enhancing
the efficacy of the recommended preventive behavior with the belief that the
recommended action can successfully be performed within the framework.

Technically, the two proposed enhancements would complement the PMT
and enhance overall PKI implementations in the event subscribers’ information
becomes publicly visible and searchable as well design browsers to validate the
two CAs during the PKI validation process. It is therefore essential to note that
the PKI enhancement further binds public keys with respective identities of enti-
ties via a practice of registration and issuance of certificates at and by two certif-

icate authorities.

6. Functional Test of Framework

The functional test seeks to establish that the proposed solution operates in con-
formance with the set objectives and expected possible outcomes based on spe-
cific inputs. The system either validates or invalidates certificate.

A testing browser or relying party may reject certificate signed by one CA,
thus when a browser receives a certificate, it validates the certificate by ensuring
that there are two CAs in the issuer field. If a certificate received by the browser
is signed by two CAs, but those CAs have not been registered with the subscriber
in the online registry repository, the browser may reject that certificate as invalid

even though the certificate is signed by two CAs. Thus, the test is expected to
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accept a certificate as valid only when the required number of CAs who are au-
thorized or registered with that subscriber has duly signed the certificate.

The procedures to test the proposed solution require modifications to the cer-
tificate extension fields of X.509 V3 Certificate and the browser requirements
baseline.

Certificate Extension Fields Modifications: Certificate capabilities can be en-
hanced via the use of extensions to modify the issuer field. For this test, this field
must be modified to contain the distinguished names information of the two
CAs which signed the certificate instead of one distinguished name.

Further to this, an extension field must be defined in the certificate to provide
the link to the online registration repository database. This extension must pro-
vide the location to the publicly searchable registration records of the RA.

The browser baseline requirements configuration must be done to read the
online repository records and the issuer field distinguished names and compare
both data. The validity of the certificate depends on the outcome of the compar-
ison.

The certificate is only accepted, and connection established if the data read in
the issuer distinguished name field matches exactly the data fetched from the
online registration repository. Thus, a match in both records means that, the
certificate was requested by the right subscriber, with right information and was
issued by the right CAs.

The certificate is however rejected, and connection refused if the data read in
the issuer distinguished name field mismatches the data fetched from the online
registration repository. That is, the certificate is valid if a match is found and re-
jected if a match is not found.

The central registration record is updated by CAs whereas the current private
key generation by the CA is maintained

There are two expected outputs of the test framework. These are namely:

1) Display of a warning page, if validation fails.

2) Display of the intended webpage, if validation is successful.

For the purpose of this functional test framework, it assumed that documen-
tation for validation is accurate and readily available, there is reliable internet
connectivity, subscriber is responsive, there is no misconfiguration, no latency
on internet connection, length of time to issue standard certificate with e-mail
and CNAME based Validation is 8 minutes’ maximum and expected length of

time to issue extended validation certificate is 18 days’ maximum.

7. Conclusion

PKI usage continues to grow at a fast pace; with the internet of things being the
main driver for this growth, future computing devices will continue in the trend
of getting faster, more powerful, more reliable and more portable. The trend of
ever rising speed of broadband Internet connections will in the long future con-

tinue to get faster. The advancement in technology especially the rising speeds of
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internet connections means that internet connection speed is no longer limita-
tions of online systems as it used to be in time past. Mobile devices are capable
of full desktop computing tasks and high speed broadband internet access.
Processing PKI validation and verification in this proposed framework would
provide the needed benefits without compromising performance and efficiency
as the computing devices and the internet platform are both capable of such
computing tasks. Having advanced the proposed solutions to address the identi-
fied weaknesses by specifically introducing multiple Certificate Authorities, sto-
rage, visibility and search ability of subscriber information in public repository,
it is recommended that further research is carried out in multi-factor authenti-

cation without compromising overall PKI performance.
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