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Abstract

In the digital age, the data exchanged within a company is a wealth of know-
ledge. The survival, growth and influence of a company in the short, medium
and long term depend on it. Indeed, it is the lifeblood of any modern compa-
ny. A company’s operational and historical data contains strategic and opera-
tional knowledge of ever-increasing added value. The emergence of a new
paradigm: big data. Today, the value of the data scattered throughout this
mother of knowledge is calculated in billions of dollars, depending on its size,
scope and area of intervention. With the rise of computer networks and dis-
tributed systems, the threats to these sensitive resources have steadily in-
creased, jeopardizing the existence of the company itself by drying up pro-
duction and losing the interest of customers and suppliers. These threats
range from sabotage to bankruptcy. For several decades now, most companies
have been using encryption algorithms to protect and secure their informa-
tion systems against the threats and dangers posed by the inherent vulnera-
bilities of their infrastructure and the current economic climate. This vulne-
rability requires companies to make the right choice of algorithms to imple-
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ment in their management systems. For this reason, the present work aims to
carry out a comparative study of the reliability and effectiveness of symme-
trical and asymmetrical cryptosystems, in order to identify one or more suit-
able for securing academic data in the DRC. The analysis of the robustness of
commonly used symmetric and asymmetric cryptosystems will be the subject
of simulations in this article.

Keywords

Comparative Study, Cryptosystems, Symmetric Encryption, Asymmetric
Encryption

1. Introduction

When it comes to data security and protection, cryptography is today at the
heart of the development of new approaches to data and information manage-
ment. It is in demand by many companies/users wishing to exchange or store
information in a safe and secure way. This needs to exchange confidential data
between two or more users raises the issue of data security, and requires the
availability of reliable and complex security techniques. Encryption remains the
only effective means of meeting these requirements. As a result, in recent years,
several authors have taken an interest in work on cryptosystems, which we cite
here as a non-exhaustive list [1]-[14]. However, the choice of a good encryption
algorithm or tool still remains a headache for most users, and this sometimes
leads to the vulnerability and inefficiency of information systems. Our study,
which compares symmetrical and asymmetrical cryptosystems in order to pro-
pose the most appropriate for academic data management in the Democratic
Republic of Congo, is therefore justified. Throughout this study, we designed
cryptosystems (asymmetric, symmetric) and tested encryption, decryption, ran-
dom key generation and runtime comparison for each. As long as the private key
has remained secret, has not been compromised and only the user for whom it
was issued has access to it, data and message encryption provides the following
advantages: authentication, non-repudiation, integrity and confidentiality. There
are different families of encryption, which we detail as follows: First, secret-key
encryption, known as symmetrical encryption, uses a single key to encrypt and
decrypt data. Next, public-key encryption, generally referred to as asymmetric
encryption, uses two keys (one private, the other public), the first accessible by
the public to encrypt the message, and the second (available to the recipient) to
decrypt the message. Finally, hybrid encryption combines the two previous
techniques. Private and public companies are always faced with the problem of
securing secret information, and the only solution to this is to ensure the privacy
of users or people who spend the rest of their time on the Internet, because eve-
rything is there, and you have to take every possible precaution. Given that pri-
vacy is a right, not a favor, we need to work on behalf of those who prefer to use
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the Internet as a channel of communication while remaining discreet. Alice
communicating with Bob doesn’t need or won’t feel comfortable and secure if
her conversation leaks out. Even if information is stored on servers, PCs or other
data storage media, the question remains: how is it stored? If an intruder gains
access to your PC or server, can he or she access the data directly? Can he or she
read the information contained therein? The answers to these questions will help

us decide on the best solution.

2. Materials, Tools, Equipment and Methods
2.1. Material

The comparative study of the reliability and complexity of the two major cryp-
tosystems is based on the analysis of past and present use of the entities that have
undergone encryption and decryption operations using the RSA, HILL... algo-

rithms constitutes the working material of this article.

2.2. Tools and Equipment

The Math Blglnteger and matrix libraries in php are the study tools, while

number and set theory are the materials.

2.3. Methods

Differential and/or analytic functions and probabilistic laws will be used as a

method of study and analysis.

3. Data Protection and Security with Cryptosystems

In recent times, the Internet has become a haven for people from all walks of life,
each in search of their own area of interest. This craze is justified by the emer-
gence of attractive technologies in all areas of life. As the number of users in-
creases, so does the need for control: who does what? Who does what? Who does
what? How? And this is a real problem for data, which currently represents bil-
lions of dollars. The need for this control leads us to think about securing infor-
mation using appropriate tools [15] [16] [17] [18] [19]. Based on existing tech-
niques, we will describe how to solve the problem of data protection using

Asymmetric and Symmetric Algorithms.

3.1. The RSA Algorithm

An RSA encryption system is an easy-to-use, asymmetric encryption method
that is very popular in many fields requiring data transfer over the Internet. It
consists of two RSA encryption keys, one public and one private. While the pub-
lic key is used for encryption, the private key is used for decryption. Since no
algorithm is capable of decoding the private key from the public key, this me-
thod is seen as a secure process. In addition to encryption, the RSA encryption
system can also generate its own digital signatures.
Application
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An example with small prime numbers (in practice you need very large prime
numbers):

1) choose two prime numbers p=3, g=11;

2) their product n= 3 x 11 = 33 is the cipher module;

3) p(m)=(3-1)x (11 -1)=2x 10 =20;

4) we choose e = 3 (first with 20) as the encryption exponent;

5) the decryption exponent is d = 7, the inverse of 3 modulo 20 (in fact ed =3
x 7 =1 mod 20).

Aziel’s public key is (12, ) = (33, 3), and his private key is (1, d) = (33, 7).
Prisca sends a message to Aziel.

e Encryption of M = 4 by Prisca with Aziel’s public key: 4> = 31 mod 33, the
cipher is C'= 31 which Prisca transmits to Aziel;

e Decryption of C = 31 by Aziel with his private key: 317 = 4 mod 33, Aziel
finds the original message M = 4.

Speed of execution does not depend on n, but rather on d. The higher the lat-
ter, the longer the calculation will take. This is due to the algorithm used, which
will take longer the larger d is. The algorithm we’ve just explained using an ex-
ample is easy to understand, but requires a great deal of attention during imple-
mentation. The numbers used are coded on 512 bits, which are better recognized
as integers. Some libraries call them Biginteger. Based on a number of tests we’ve
carried out, we’ve found that the robustness of this algorithm increases as the
number of bits increases. Although this solution is effective, would it be neces-
sary to weigh down an entire system while ensuring its security? We propose to
use this tool for password encryption and nothing else. The only problem with
the RSA algorithm is its vulnerability to integer factorization if the number of
bits is often less than 512.

3.2. C. Hill’s Algorithm

In 1929, mathematician-cryptographer Lester Hill (18911961) published an ar-
ticle in the American Mathematical Monthly entitled Cryptography in an alge-
braic alphabet, in which he detailed a new type of encryption algorithm. His idea
was no longer to code letter by letter, but to code groups of m letters simulta-
neously! Of course, the larger m is, the more difficult statistical analysis becomes!
Hill’s cipher is an encryption method that uses square matrices. The cipher ob-
tained by coding the letters in blocks of two is called 2-Hill’s cipher, the cipher
obtained by coding the letters in blocks of three is called 3-Hill’s cipher, and so
on [20] [21] [22] [23] [24].

3.2.1. Encryption

In the first phase, each letter of the text to be encrypted is replaced by a numeri-
cal value, that of its rank in the alphabet, i.e. we replace each letter by its order in
the alphabet: A becomes 1, Bbecomes 2..., Zbecomes 26. The resulting numbers
are grouped by m (for example, m = 2). The letters Px and Py in the plain text

will be enciphered Ciand Cj. using the formula below:
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This means, for the sake of clarity, that the first two letters of the clear mes-
sage (P and P;) will be encrypted (G and G) according to the following two

equations:
C, =aP, +bP, (mod 26)
C, =cP, +dP,(mod 26).
a, b, ¢, dare integers, G and G, will also be integers. The choice of key here cor-
responds to the choice of a number m, and the choice of linear combinations to
be performed (these are always the same from block to block).
Examples of encryption

All using the character table where A is equivalent to 1 and Zto 0:

1) We want to code the message “I love you” in taking as encryption key the
matrix P, = (2 :J . After replacing the letters by their rank in the alphabet (a =
1, b= 2, etc.), we obtain:

C, =9.10+4.5(mod 26) =110(mod 26) = 6
C, =5.10+7.5(mod 26) =85(mod 26) = 7.

She’ll do the same with the 3rd and 4th letters, 5th and 6th, and so on. In the
end, she gets (Table 1):

32
2) Let the matrix P, = [1 3) . If we want to encrypt the message “Rendezvous

tonight”, we obtain the cryptogram: “UDZBI WLOSR VSSAY STAIE AM”.

3.2.2. Decryption
To decrypt, the principle is the same as for encryption: we take the letters in
pairs, then multiply them by a matrix.

P a b)*
'l= (mod 26) .
P, c d
This matrix must be the inverse of the encryption matrix (modulo 26). Ordi-

nary.

-1
The inverse of the matrix a b is: a b = ; d -b .
c d c d ad —bcl-c a

But what does this mean in the Z26 context? Let’s go back to our example.

Decryption example

Table 1. Plain text encrypted with C.HILL.

Letters j e v o u s a i m e

Ranks (2%) 10 5 22 15 21 19 1 9 13 5
Encrypted ranks (Cy) 6 7 24 7 5 4 19 16 7 22
G X G E D S P G v

Numerical letters F
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To decrypt the message sent by key £, we must calculate:

(Z :Jl:%(; ;4](m0d26):431(_75 _94](modze)

As pgdc(43,26) = 1, (43) -1 exists in Z26 and (43) -1 equals 23. The receiver
now has the decryption matrix:

9 4\* 7 -4 161 -92 5 12
( J :23[ J(mod26)=( J(mod26)=( j(mod26)
5 7 5 9 ~115 207 15 25

2
J to decipher the message “FGXGE DSPGV”

5
so he takes the matrix
15 25

after replacing the letters by their rank in the alphabet (4 =1, B=2, etc.), he will

obtain:

P, =5.6+12.7(mod 26) =114(mod 26) =10
P, =15.6+25.7(mod 26) = 265(mod 26) =5.

He’ll do the same with the 3rd and 4th letters, 5th and 6th, and so on. In the
end, he gets (Table 2):

4. The Strengths and Weaknesses of Each Algorithm

Security algorithms are designed to prevent potential attacks. They are imple-
mented in computer systems to guard against malicious control. Although these
systems are equipped with sophisticated algorithms, they are not immune to
everyday threats. Algorithms that guarantee the best security (with a really low
probability of unbreakability) compared to others are often referred to as strong.
Below we have attempted to detail the strengths and weaknesses of the algo-
rithms we have studied. We have found that the only weakness common to all
asymmetric encryption algorithms is related to the time it takes to execute or

process the information: as security becomes increasingly high, the execution

Table 2. Decrypting ciphertext in clear text.

Numerical letters F G X G E D S P G \%
Ranks encrypted (Gi) 6 7 24 7 5 4 19 16 7 22
Ranks (2) 10 5 22 15 21 19 1 9 13 5

Letters j e v o u s a i m e

Etiquettes de lignes Somme de RSA Somme de C.HILL

64 0. 006 0
128 0. 006 0
256 0.01 0
512 0.119 0
1024 0.119 0
2048 0.2 0
Total général 0. 46 0

Figure 1. Execution time of C.HILL and RSA algorithms.
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Figure 2. Graph of execution times for C.HILL and RSA algorithms.

time also becomes enormous. And this in turn leads to wasted time if we don’t
think about how to optimize the system in the most rational way possible. Hill’s
symmetrical encryption algorithms, on the other hand, are vulnerable to attack,
as the key often used is not trusted and does not guarantee better data protection.
No system can guarantee total data security; they are all vulnerable to network
barbarism. Even if computer systems don’t have a perfect guarantee of data se-
curity, we can’t reassure you that algorithms using asymmetric encryption, such
as RSA in our case study, represent fewer risks than those using symmetric en-
cryption. However, we carried out encryption tests using 15-byte text, an HP i5
computer (speed 4GHZ) with 8GB RAM, and obtained the following result in
terms of execution time (expressed in seconds): (Figure 1, Figure 2).

After various tests, Hill’s encryption is suitable for all data on an information
system except images, but its vulnerability does not guarantee acceptable com-
fort. The two figures below show that even if the length of the key and that of the
text to be encrypted increase, the execution time remains almost the same, a fact
that does not apply to RSA encryption. Execution time is a function of key

length and text length.

5. Conclusions

The use of IT systems has become indispensable in all organizations, and none
can claim to be exempt from this requirement. Communication with the outside
world is just as vital. To sell their products, companies need customers and ex-
changes with the outside world.

The advent of the Internet has made available to the general public all the in-
formation available on corporate IT systems, and this has led to the covetousness
of dangerous people called malicious or hackers who want to jeopardize the lives
of organizations at any time. The question is whether to distance oneself from
the Internet and lose communication with the outside world (customers, etc.), or
to take the risk and allow the company to move forward. The second alternative
is conceivable, while looking for protection mechanisms. This stage consists of

choosing algorithms dedicated to protecting information according to the com-
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plexity of the data to be processed. That’s why, throughout our study, we’ve giv-
en details of the two types of encryption, so that researchers can choose the one
that’s right for them, based on the relevance of the data to be stored. This is the
subject of this work.
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