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Abstract 

Technological advancement has exposed companies to various risks. With the 
adoption of technological infrastructures in many companies, various processes 
have been rendered vulnerable to different forms of threats. Evidence from 
the current empirical studies on organizational management indicates effec-
tive risk assessment is a crucial aspect in any organization. Global technolo-
gical advancement has equally redefined risk assessment and management strat-
egies. Global leading technology companies such as Apple Inc., Amazon Inc., 
and Google are leveraging modern technology to unlock hidden data to aid in 
risk assessment and management. As evidenced in this research report, the 
use of big data has revolutionized risk assessment in many companies across 
the world. Big data technology has enabled organizations to collect, store, and 
assess huge information to aid in risk assessment and management. The pro- 
cesses of risk identification, assessment, mitigation, monitoring, and report-
ing have been redefined due to the adoption of big data analytical technology. 
As a result, this research reviews the specific roles played by big data in orga-
nizational risks management. The research carries out a comparative case 
study analysis among three companies that utilize big data in risk management. 
Specifically, the roles of big data technology in risk management at Apple 
Inc., Amazon Inc., and at Google are identified. Results from this comparative 
analysis are used in formulating recommendations for various organizations 
that desire to adopt big data analytical technology in risk management.  
 

Keywords 

Big Data, Project Management, Risk Management, Big Data Analytics 

How to cite this paper: El Khatib, M., Al 
Shehhi, H., & Al Nuaimi, M. (2023). How 
Big Data and Big Data Analytics Mediate 
Organizational Risk Management. Journal 
of Financial Risk Management, 12, 1-14. 
https://doi.org/10.4236/jfrm.2023.121001 
 
Received: December 28, 2022 
Accepted: January 28, 2023 
Published: January 31, 2023 
 
Copyright © 2023 by author(s) and  
Scientific Research Publishing Inc. 
This work is licensed under the Creative 
Commons Attribution International  
License (CC BY 4.0). 
http://creativecommons.org/licenses/by/4.0/

  Open Access

https://www.scirp.org/journal/jfrm
https://doi.org/10.4236/jfrm.2023.121001
https://www.scirp.org/
https://doi.org/10.4236/jfrm.2023.121001
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/


M. El Khatib et al. 
 

 

DOI: 10.4236/jfrm.2023.121001 2 Journal of Financial Risk Management 
 

1. Introduction 

Over the years, organizations have been implementing various risk assessment 
strategies to identify and prevent threats that hinder competitiveness. Risk as-
sessment has been a central aspect in many organizations based on its ability to 
identify factors undermining performance. The proliferation of digital technol-
ogy has redefined the need for risk assessment in many organizations. The in-
corporation of technological infrastructures has influenced many organizations 
to prioritize risk assessment due to various threats. The advent of digital tech-
nology has exposed many organizations to several risks. Arguably, unlike in the 
analogue era, organizations are currently utilizing modern technology to formu-
late effective risk assessment tools. Presently, technological risk analytic and data 
mining tools such as big data have been adopted to help organizations identity, as-
sess, mitigate, monitor, and report the progress of various threats. Global-leading 
technology companies such as Apple Inc., Amazon Inc., and Google rely on data 
mining tools such as big data in assessing and managing risks. While several data 
mining techniques are used by organizations in risk assessment, the use of big 
data has proved to be effective because it unlocks hidden information enabling 
an organization to make accurate and data-driven risk management decisions.  

1.1. Background 

Organizations in the current world have adopted digital technology in almost all 
of their processes. Apart from leading to efficient, reliable, and accurate product 
and service delivery, technological adoption has led to the collection of informa-
tion (Dicuonzo et al., 2019). Also known as big data, the collected information 
has been valuable in enabling organizations to formulate customer-centric busi-
ness models. Guided by the importance of data in the contemporary world, Al-
meida (2017) argues that risks assessment can effectively utilize big data tech-
nology.  

Big data has been a crucial aspect of risk management because it has helped 
organizations collect, store, evaluate, and apply data originating from different 
sources. The approach adopted in big data analytical strategies has enabled many 
organizations to detect, assess, mitigate, monitor, and report all forms of risks 
that might hinder continuous operations (Shabbir & Gardezi, 2020). A study 
conducted by El Khatib et al. (2022a) indicated that the disruptive technologies 
of big data management present opportunities that can be leveraged to improve 
the quality of service delivery in healthcare, indicating the benefits of big data 
analytics on organizational management. Defined as structured and unstruc-
tured software that is used in collecting information during the daily operations 
of an organization, big data has proved to be a vital risk assessment tool due to 
its ability to unlock some hidden information.  

According to Tang and Karim (2017), the effectiveness of risk analytics is de-
termined by the ability of an organization to carry out a holistic assessment. This 
process should assess and determine some of the hidden risks that might affect 
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seamless operations. According to El Khatib (2015), effective project manage-
ment measures combine risk assessment strategies and value engineering for prac-
tical cost estimation, indicating the need to utilize big data for accurate analysis. 
Notably, adopting data-driving analytical strategies enables organizations to un-
lock some hidden and crucial information that leads to the formulation of an ef-
fective risks assessment strategy. Guided by the vital roles played by big data in 
risk management, it is essential to carry out research that will provide a practical 
application of this data-driven technology in preventing various organizational 
threats.  

1.2. Research Problem 

Technological advancement has exposed several organizations to numerous risks. 
Some of them include:  
 Cybersecurity risks, such as data breaches, malware, and phishing attacks. 
 System and infrastructure risks include vulnerabilities in cloud technology, 

poorly written code, outages, and service disruptions. 
 The reputational risk from media coverage or customer complaints of poor 

customer service or data misuse. 
 Regulatory and compliance risks, such as the failure to meet industry stan-

dards. 
 Legal and financial risks, such as litigation cases or liability for damages. 
 Operational risks, such as resource management and workforce challenges, 

or communicating with stakeholders in the digital space.  
Apart from fostering efficient, reliable, and convenient products and services 

provision, the digital technology being used by organizations has exposed them 
to several risks. Unlike in the analogue era, the increased risks facing organiza-
tions have led to the demand for the formulation of a more accurate and da-
ta-driven strategy that can effectively assess and manage various risks. An in-
crease in technological risks faced by organizations has led to the demand for a 
more effective management strategy (Tang & Karim, 2017). As a result, this re-
search focused on solving the current challenge of increasing cases of technolo-
gical risks faced by organizations by analyzing the roles played by big data. 
Therefore, organizational management must be informed on the implementa-
tion and management of various information technologies as they expose or-
ganizations to both risks and benefits (El Khatib & Al Falasi, 2021). Specifically, 
this research reviews the use of big data analytical technology in solving various 
risks faced by organizations. With reference to the application of big data tech-
nology in leading companies, this research formulates effect strategies that should 
be utilized by organizations to identify, assess, mitigate, monitor, and report vari-
ous risks. 

1.3. Research Objectives 

The primary objective of this research was “To determine the roles played by big 
data in organizational risks management”. Other objectives of the research were 
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“To determine the practical applicability of risks assessment in leading organiza-
tions” and “To determine how big data is used in risk identification, assessment, 
mitigation, monitoring, and reporting”. Achieving these objectives was effective 
in solving the research problem and enabling the researchers to identify the crit-
ical roles played by big data in organizational risk management.  

1.4. Research Questions 

The whole of the research process aimed at answering the following four ques-
tions: 

1) What is the role of big data in organizational risk management? 
2) How is big data applied in the management of risks at Apple Inc.? 
3) How does Amazon Inc. utilize data mining technologies such as big data to 

assess and mitigate various risks? 
4) How does Google utilize big data in risk management? 
Notably, answering the above four research questions was vital in enabling the 

researchers to formulate effective risks management strategies that organizations 
can utilize to overcome various risks. Specifically, the questions were significant 
in analyzing the practical application of big data technology in organizational 
risk management in the contemporary world.  

1.5. Significance of the Research 

Despite the existence of literature on the use of big data in achieving effective 
customer management, there is a dearth of data detailing the role of big data in 
organizational risk management. In effect, this research was vital in filling the 
existing gap by analyzing how big data is utilized in assessing and managing or-
ganizational risks (Dicuonzo et al., 2019). Literature from this research will be 
vital in filling the existing research gap. Researchers will build on the findings of 
this study to carry out further analysis on the application of data mining tech-
nologies in organizational risks management. 

Moreover, this research is very important because it formulates strategies that 
can be applied by organizational management and the risks management de-
partments in the course of assessing and managing various threats (El Khatib et 
al., 2022b). Guided by the advent of digitalization in many organizations, the 
findings of this research will be used as a guide that will influence the adoption 
of big data analytical technology in risk assessment and management. Notably, 
carrying out this study is vital in identifying the roles and benefits of using big 
data mining technology in organizational risks management. 

Lastly, the comparative case study analysis approach adopted in this research 
was vital in enabling the researcher to solve the current problem of technological 
risks being witnessed in various organizations. The adoption of digital technol-
ogy in many organizations has exposed many processes to various risks. These 
risks can only be solved by adopting a data-driven risk management strategy 
(Shabbir & Gardezi, 2020). Adopting big data analytics fosters the aspects of ac-
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curacy during risk identification, assessment, mitigation, monitoring, and report-
ing. As a result, the comparative case study analysis carried out in this research 
was vital in creating practical applicability of big data in organizational risk man-
agement. 

1.6. Theoretical Novelty 

The study is significant because it helps to understand how advanced analytics 
tools can enable risk managers to monitor, detect and predict emerging risks that 
can affect their organizations. It also shows how big data analytics can be applied 
to organizational risk management activities. Specifically, the study presents in-
sights on different organizations on the opportunities and challenges of using 
big data and analytics to improve the organizational risk management decision- 
making process. It provides some concrete guidelines and recommendations on 
assessing and managing the impact of big data and analytics on organizational 
risk management activities. Additionally, this study contributes to the literature 
and could inform future research on big data and risk management. 

2. Literature Review 

Technological advancement in the contemporary world has influenced scho-
lars to carry out studies to identify the roles played by big data in organiza-
tional risks assessment and management. Evidence from the studies by Kumari 
(2018) indicates data mining technologies such as big data analytics have revolu-
tionized organizational risk management. On the other hand, Shabbir and Gar-
dezi (2020) postulate that the application of big data analytics in risks manage-
ment has enabling organizations to uncover critical data that has led to the for-
mulation of a more accurate and applicable risk management strategy. The stu-
dies by Tang and Karim (2017) justify the use of big data technologies in orga-
nizational risk management by holding that this approach enables managers to 
make accurate and data-driven decisions. Literature from the current studies 
identifies various roles played by big data analytics in enabling organizations to 
assess and manage different risks. Some of these roles are discussed in the sub-
sequent sections. 

2.1. Big Data Analytics Is Used in Fraud Prevention 

Studies by Dicuonzo et al. (2019) analyzed the role of big data analytics in pre-
venting various forms of frauds experienced in organizations. Evidence from this 
study indicated that big data analytics have the capability of detecting different 
forms of fraud. This is attributed to the ability of technological solutions that 
provide real-time data analysis, an option that has been exploited in disease 
management through wearable devises (El Khatib & Ahmed, 2019). Organiza-
tions in the contemporary world experience various forms of financial frauds 
caused by employees and other stakeholders. However, Jin and Wagman (2021) 
suggest that big data analytics enables an organization to collect big volumes of 
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data that detect and prevent any form of fraud in an organization. In this regard, 
organizations should consider adopting big data analytics to prevent the rising 
cases of fraud. 

2.2. Big Data Analytic Help Organizations to Manage Various  
Risks Associated with Third Parties 

Most organizations outsource different services from third-party companies. Ac-
cording to Choi et al. (2018), some of these third parties end up causing signifi-
cant risks to organizations. For instance, an organization outsourcing technolo-
gical services such as cloud computing from third-party providers’ risk facing 
challenges related to cybersecurity (Choi et al., 2018). On the other hand, an or-
ganization that deals with different vendors is always prone to several risks ori-
ginating from these third-party suppliers (Kumari, 2018). As explained by Ku-
mari (2018), risks originating from third parties can easily lead to the collapse of 
an organization. Big data analytics has been crucial in enabling organizations to 
collect a huge volume of data that can easily detect any form of external threat. 
The collected data has been utilized in assessing threats from third-party compa-
nies and formulating effective mitigation strategies (Kumari, 2018). Results from 
the studies by Jin and Wagman (2021) indicate that organizations that depend 
on big data analytics have well-established risk management approaches that 
prevent any form of external threat.  

2.3. Big Data Analytics Have Been Vital in Reducing High  
Customer Churn Rates and Preventing High Employee  
Attrition 

Customers and employees are two vital stakeholders in any organizations that 
determine its growth and development. According to Dicuonzo et al. (2019), or-
ganizations that achieve customer loyalty and retention register continuous growth 
and development due to the increased sales. On the other hand, Cole, Nelson, & 
McDaniel (2015) hold that employees are a driving force that ensures conti-
nuous operations in any organization. In this regard, increased customer churn 
rates pose critical risks that might result in the collapse of an organization. As 
explained by Cole, Nelson, & McDaniel (2015), the increased customer churn 
rate reduces the total market share of an organization rendering it uncompeti-
tive. A study by El Khatib and Shurab (2016) indicated that reliance of digital 
technology strategies, such as online self-service impact customers positively as 
they are involved in the service delivery process. Similarly, high employee attri-
tion leads to low-quality service delivering hindering an organization from meet-
ing its objectives. 

Consequently, the research by Almeida (2017) concludes that the adoption of 
big data analytics prevents the risks associated with increased customer churn 
rates and employee attrition. By applying big data analytics, organizations collect 
numerous information based on different customer segments. The company coun-
ters the risks of high customer churn rates by identifying various factors that 
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hindering customer satisfaction (De Mauro et al., 2018). Additionally, high attri-
tion rates among employees can be easily detected, analyzed, and manipulated 
by using big data analytics. The adopted big data analytics identify the specific 
needs of employees and formulates ways of fostering retention. 

2.4. Big Data Analytics Foster Operational Assessment and  
Enables Organizations to Manage Various Forms of Digital  
Risks 

Big data technology enables organizations to collect, store, analyze, and apply 
big chunks of data in the course of assessing and managing different forms of 
risks. Operational risks are some of the common threats facing organizations in 
the contemporary world. Companies experience different risks originating from 
different organizational processes (De Mauro et al., 2018). Ineffective manage-
ment of these risks threatens the stability of any organization. In this regard, the 
adoption of big data analytics has proved to be effective in handling various op-
erational management threats. According to El Khatib et al. (2022c), reliance on 
the digital technologies also contributes to improvement of service quality di-
mensions, including reliability and security, which are integral components of 
risk management. Similarly, research by Vassakis et al. (2018) revealed that adopt-
ing digital technology has led to the existence of several risks in the contempo-
rary world. However, Jin and Wagman (2021) established that relying on big da-
ta analytics has proved to be effective in dealing with various threats associated 
with digitalization. Notably, organizations should consider adopting big data tech-
nologies in achieving accurate, data-driven, and appropriate risk assessment and 
management. 

3. Methodological Approach 
3.1. The Research Design 

The methodological approaches adopted in any research determine the effec-
tiveness and viability of the research findings, conclusions and recommenda-
tions. As explained by Schoonenboom and Johnson (2017), the methodological 
approaches adopted in any research are equally important in determining the 
accuracy of the collected data. This research adopted a hybrid research strategy 
that collected both qualitative and quantitive data. The hybrid or mixed-method 
research design adopted a case study analysis. The comparative case studies 
aimed at determining the specific roles played by big data in organizational risk 
management. As evidenced below, qualitative and qualitative secondary data was 
collected from the case studies on how Apple Inc., Amazon Inc., and Google 
utilize the data mining technology of big data analytics in managing various 
forms of risks.  

3.2. Case Study Analysis 

Guided by the developed research design, researchers carried out a comparative 
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analysis that reviewed the application of big data analytics in risk management 
in Apple Inc. Amazon Inc., and at Google. The comparative analysis aimed at 
establishing the specific roles played by big data analytics in assessing and man-
aging various risks.  

3.2.1. Case Study 1: The Role of Big Data in Risk Management at Apple  
Inc. 

The utilization of big data has proved to effective in managing various forms of 
risks at Apple Inc., as explained by PathakJan (2021) Apple Inc. adopts a Siri 
voice recognition big data technology that collects, stores, analysis, and applies 
the collected data. According to PathakJan (2021) Apple Inc. has been relying on 
its big data collection and analytical strategy to improve counter various risks. 
Just like other leading technology companies, Apple Inc. utilizes the big collected 
data to identify, assess, mitigate, monitor, and report various risks. For instance, 
internal risks associated with financial transactions, employee attrition, high 
customer churn rates, and threats posed by third-party organizations (Apple Inc. 
2021). Besides, research on the company’s approaches to design development 
and mitigation of market threats from competitors indicates that Apple signifi-
cantly relies on data analytics and technological development strategies (El Kha-
tib, 2014).  

As the leading technology company, Apple Inc. has shifted to the use of data 
mining analytics to accurately assess and manage various risks. The Siri voice 
recognition technology utilized by this company in collecting big data has been 
essential in detecting different forms of risks and formulating mitigating strate-
gies before occurrence. As explained by Sun et al. (2020), apart from enhancing 
customer relationships management, the big data analytics used by Apple Inc. 
have been vital in formulating recovery strategies that foster continuous growth 
and development. Similar to the risks management strategies used by both Ama-
zon Inc. and Google, Apple Inc. has been utilizing this big data technology in 
unlocking some of the hidden information that threatens seamless operations in 
the company.  

3.2.2. Case Study 2: The Role of Big Data in Risk Management at Amazon  
Inc. 

The business model adopted by Amazon Inc. has exposed it to numerous risks. 
As a company that relies mostly on third-party vendors, Amazon Inc. is always 
vulnerable to various risks. However, the company has been utilizing effective 
data mining technologies to detect, assess, mitigate, monitor, and report various 
forms of internal and external risks (Amazon Inc., n.d.). Ranked among the 
global leading technology companies, Amazon Inc. collects, stores, analyses and 
applies big data in all of its business processes. The cloud computing technology 
adopted by Amazon Inc. utilizes the AWS big data software to assess and man-
age different forms of risks, essential in collecting, storing, processing, and ap-
plying big data (Amazon Inc., n.d.). According to Sean (2021), the application of 
big data at Amazon Inc. has been vital in mitigating risks associated with busi-
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ness strategy, compliance and regulatory risks, financial risks, and other opera-
tional risks.  

Big data solutions have been shown as effective solutions to work flow and 
cost management, explaining its relevance to Amzon Inc. (Opulencia et al., 2018). 
As the leading e-commerce platform in the world, the big data collected by 
Amazon Inc. has been vital in enabling it to make accurate and data-driven risks 
management decisions. Just like Apple Inc. Amazon Inc. has been utilizing big 
data analytics to prevent various forms of internal and external fraud, lower re-
tention and churn rates from employees and customers, respectively. Moreover, 
big data analytics used at Amazon Inc. have been vital in managing third-party 
risks and mitigating threats associated with operational processes.  

3.2.3. Case Study 3: The Role of Big Data in Risk Management at Google 
Google is the global-leading technology company that offers different products 
and services. As a global leading technology company, Google faced both inter-
nal and external risks that require effective management approaches. According 
to Sun et al. (2020), technological advancement has led to the adoption of big 
data analytics at Google. Apart from enabling the company to offer custom-
er-centric products and services, the big data analytics adopted by Google Inc. 
has been essential in assessing and managing various forms of risks. Google col-
lects big data using different software. The collected data is then stored, ana-
lyzed, and applied in managing different forms of risks (Google, n.d.). Google 
has prioritized the use of big data in risk assessment by identifying risks at an 
early stage and crafting effective mitigation strategies. According to Sun et al. 
(2020), the use of big data at Google has enabled this company to prevent risks 
associated with fraud and those originating from third party companies. Just like 
Apple Inc. and Amazon Inc., the use of big data at Google has been vital in mi-
tigating operational risks that threaten the competitiveness of this company. 
Notably, big data has proved to be effective because Google is among companies 
that detect and manage different forms of risks at an early stage (See Table 1 for 
comparison of roles of big data in Apple Inc., Amazon Inc., and Google). 

4. Results and Discussions 

It is evidenced from the comparative case study analysis that big data plays vital 
roles in organizational risk management. Guided by the data collected in this re-
search, big data analytics is an essential data mining technology that is used in 
leading organizations such as Apple Inc., Amazon Inc., and Google to detect, 
assess, mitigate, monitor, and report various risks. As evidenced in the concepts 
developed in the literature review, big data analytics plays the following risk as-
sessment and management roles. 

Firstly, big data analytics collects large sums of data that are used in detecting 
and preventing any form of internal and external fraud. As evidenced in a 
study by Almeida (2017), big data technologies have been essential in detecting 
any form of internal and external fraud in organizations. The detected threat is 
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Table 1. The similarities and difference in the role of big data analytics in Google, Apple Inc., and Amazon Inc. 

Roles of Big Data 
in risk management 

in Apple Inc., 
Amazon Inc., 
and Google 

Similarities Differences 

 All three companies use big data to manage 
risk. They use data to prioritize risks, identify 
trends in customer behavior and buying 
patterns, determine customer satisfaction, and 
analyze how their products perform. 

 Apple Inc. uses Big Data to analyze and 
manage risk in different ways, such as 
identifying potential growth areas, reducing 
customer churn, and predicting branding 
strategies, among other applications. 

 Additionally, they all use data to measure and 
mitigate cyber-attacks, frauds and other 
dangerous activities. 

 Amazon uses Big Data to enhance customer 
experiences and manage risk more effectively. 
It includes understanding customer behaviors, 
identifying data patterns, detecting fraud, and 
managing legal risk. 

 

 Google Inc. uses Big Data to manage risk in 
various ways, such as helping identify security 
threats, developing marketing and operational 
strategies, and providing deep insights. 
Additionally, Google can leverage Big Data to 
identify potential growth areas, reduce 
customer churn, and discover fraud. 

 
quickly analyzed, and accurate data-driven mitigation strategies are imple-
mented (El Khatib et al., 2022d). Secondly, evidence from this research showed 
that organizational risks associated with third-party service providers or vendors 
could effectively be management by big data technologies. According to Di-
cuonzo et al. (2019), technological adoption in many organizations has led to 
increased outsourcing. Leading companies like Amazon Inc. rely heavily on ex-
ternal vendors and other third-party product and service providers. Such com-
panies are always exposed to several risks that can be effectively mitigated by big 
data analytics. The data mining technology of big data collects large sums of data 
that can easily detect and manage risks associated with third-party companies 
and customers. 

Thirdly, evidence from this research shows that big data analytics has been vi-
tal in reducing employee attrition rates and countering the increasing customer 
churn rates. As stated by Shabbir and Gardezi (2020), employees and customers 
are vital stakeholders in any organization. Any risks that prompt either em-
ployees or customers to lose interest or loyal in an organization causes detri-
mental effects (Tang & Karim, 2017). In this regard, the adoption of big data 
analytics enables organizations to assess various factors that lead to increased 
rates of employee attrition and craft effective mitigation strategies. Similarly, big 
data technologies are used to collect data on different customer segments. The 
collected data is analyzed to determine factors leading to the increased rates of 
customer churns. Effective strategies are equally established to mitigate these 
challenges. 

Lastly, results from this research showed that adopting big data analytics is 
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crucial in assessing and managing risks associated with organizational processes 
and other digital threats. As stated above, technological advancement has led to 
increased demand for digital technology. Most of the organizational processes 
are currently executed using digital technology (Cole, Nelson, & McDaniel, 2015). 
Despite being effective in fostering the aspects of reliability, convenience and ef-
ficiency, digitalization has caused numerous risks in many organizations (De 
Mauro et al., 2018). Many of the organizational processes have been exposed to 
both internal and external risks caused by digital technology. However, big data 
analytics has been crucial in enabling companies to counter risks associated with 
organizational processes and other digital infrastructures. As evidenced in this 
research, big data analytics detect, analyze, mitigate, monitor, and report differ-
ent forms of risks associated with organizational processes and digital technolo-
gy. 

5. Conclusion and Recommendations 

It is evidenced from this research that organizations have been implementing 
various risk assessment strategies to identify and prevent threats that hinder com-
petitiveness. The effectiveness of these strategies has been based on their ability 
to timely identify, analyze, mitigate, monitor, and report various risks facing or-
ganizations. With the growth of digital technology, the demand for data mining 
software such as big data has been on the rise. As shown in this research, big da-
ta has been vital in enabling organizations to craft customer-centric business 
models. Apart from helping companies customize their products and services in 
various markets, big data has been vital in organizational risk management. It is 
shown that big data analytics enables organizations to identify and mitigate var-
ious forms of risks. As a result, while several data mining techniques are used by 
organizations in risk assessment, the use of big data has proved to be effective 
because it unlocks hidden information enabling an organization to make accu-
rate and data-driven risk management decisions.  

Guided by the findings of this research, it is vital for companies to consider 
utilizing big data analytics in solving various risks associated with organizational 
management. Implementing big data risks management strategies will enable 
organizations to make data-driven decisions in the course of solving various 
threats. Additionally, big data technologies will be essential in enabling organi-
zational managers and risk management officers to detect risks at the early stages 
and utilize accurate mitigation strategies.  

5.1. Recommendations 

It is recommended that companies consider utilizing big data analytics in solving 
various risks associated with organizational management. However, they should 
take several steps to ensure the initiative is successful.  

1) First, the company should establish a risk assessment process. It should de-
velop an assessment process to analyze potential sources of risk in each organi-
zational function with the help of data and analytics. It could involve examining 
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external factors such as current market conditions, consumer trends, and com-
petitive intelligence. 

2) The company should utilize data from multiple sources by leveraging data 
from inside and outside the organization, such as customer reviews, transaction 
data, and operational data. It can help to provide a comprehensive picture of risk 
and opportunities for actionable insights. 

3) Third, the organization should identify actionable insights. It should de-
velop algorithms to identify actionable insights from the data, determine ways to 
mitigate the risk and implement a proactive approach. 

4) Lastly, the implementors should communicate with stakeholders. To ensure 
data accuracy, transparency, and trustworthiness, they must ensure proper com-
munication with all stakeholders, such as customers, employees, and sharehold-
ers. 

5.2. Shortcomings and Future Research 

The research is not without its shortcomings. Firstly, the study is limited to small 
sample size, which makes the conclusion and deductions not representative of 
the overall population. Additionally, the case studies on Apple Inc., Google, and 
Amazon Inc. do not always lead to generalizable results, as the findings may not 
be transferable to other contexts. As a result, while the information provided may 
help promote big data, the deductions may not apply in all organizations. Lastly, 
the organizations used in the case study are giant players in the global landscape. 
Therefore, the data used may not necessarily apply to small-medium enterprises 
(SMEs). Subsequent studies should employ methods that allow more organiza-
tions to be analyzed.  

Conflicts of Interest 

The authors declare no conflicts of interest regarding the publication of this pa-
per. 

References 
Almeida, F. L. (2017). Benefits, Challenges and Tools of Big Data Management. Journal of 

Systems Integration, 8, 12-20. 

Amazon Inc. (n.d.). About Amazon Inc. http://www.amazon.com  

Apple Inc. (2021). About Apple Inc. https://www.appleinc.com  

Choi, T., Wallace, S., & Wang, Y. (2018). Big Data Analytics in Operations Management. 
Production and Operations Management, 27, 1868-1883.  
https://doi.org/10.1111/poms.12838 

Cole, D., Nelson, J., & McDaniel, B. (2015). Benefits and Risks of Big Data (pp. 1-6). As-
sociation for Information Systems AIS Electronic Library (AISeL) SAIS. 

De Mauro, A., Greco, M., Grimaldi, M., & Ritala, P. (2018). Human Resources for Big 
Data Professions: A Systematic Classification of Job Roles and Required Skill Sets. In-
formation Processing & Management, 54, 807-817.  
https://doi.org/10.1016/j.ipm.2017.05.004 

https://doi.org/10.4236/jfrm.2023.121001
http://www.amazon.com/
https://www.appleinc.com/
https://doi.org/10.1111/poms.12838
https://doi.org/10.1016/j.ipm.2017.05.004


M. El Khatib et al. 
 

 

DOI: 10.4236/jfrm.2023.121001 13 Journal of Financial Risk Management 
 

Dicuonzo, G., Galeone, G., Zappimbulso, E., & Dell’Atti, V. (2019). Risk Management 
4.0: The Role of Big Data Analytics in the Bank Sector. International Journal of Eco-
nomics and Financial Issues, 9, 40-47. https://doi.org/10.32479/ijefi.8556 

El Khatib, E., & Shurab, W. (2016). Encouraging Customer Usage for Online e-Services 
Case of Abu Dhabi Education Council. International Journal of Trend in Research and 
Development, 3, 453-461. 

El Khatib, M. (2014). Approaches to Dominant IT Products: Special Emphasis on Micro-
soft and Apple. RJSITM, 3, 71-76. 

El Khatib, M. (2015). Integrating Project Risk Management and Value Engineering in 
Tendering Processes. International Journal of Engineering Research, 4, 442-445.  
https://doi.org/10.17950/ijer/v4s8/808 

El Khatib, M., & Ahmed Al Falasi, A. (2021). Effects of Artificial Intelligence on Decision 
Making in Project Management. American Journal of Industrial and Business Man-
agement, 11, 251-260. https://doi.org/10.4236/ajibm.2021.113016 

El Khatib, M., & Ahmed, G. (2019). Management of Artificial Intelligence Enabled Smart 
Wearable Devices for Early Diagnosis and Continuous Monitoring of CVDS. Interna-
tional Journal of Innovative Technology and Exploring Engineering, 9, 1211-1215.  
https://doi.org/10.35940/ijitee.L3108.119119 

El Khatib, M., Al Hosani, A., Al Hosani, I., & Albuflasa, K. (2022a). Agile Project Manage-
ment and Project Risks Improvements: Pros and Cons. Modern Economy, 13, 1157-1176.  
https://doi.org/10.4236/me.2022.139061 

El Khatib, M., Al Maeeni, A., & Alkamali. W. (2022b). The Relation between Effective 
Digital Program Governance and Program Success. American Journal of Industrial and 
Business Management, 12, 1402-1418. https://doi.org/10.4236/ajibm.2022.129078 

El Khatib, M., Hamidi, S., Al Ameeri, I., Al Zaabi, H., & Al Marqab, R. (2022c). Digital 
Disruption and Big Data in Healthcare—Opportunities and Challenges. ClinicoEco-
nomics and Outcomes Research, 14, 563-574. https://doi.org/10.2147/CEOR.S369553 

El Khatib, M., Hammerschmidt, M., & Al Junaibi, M. (2022d). Leveraging Innovation 
Input on Enhancing Smart Service Quality. Cases from Abu Dhabi Emirate. Interna-
tional Journal of Management Cases, 23, 46-62. 

Google (n.d.). About Google. http://www.google.com 

Jin, G., & Wagman, L. (2021). Big Data at the Crossroads of Antitrust and Consumer 
Protection. Information Economics and Policy, 54, 1-17.  
https://doi.org/10.1016/j.infoecopol.2020.100865 

Kumari, A. (2018). Verification and Validation Techniques for Streaming Big Data Ana-
lytics in the Internet of Things Environment. IET Networks, 8, 155-163.  
https://doi.org/10.1049/iet-net.2018.5187 

Opulencia, M., El Khatib, M., Al Shami, M., & Lutta, J. (2018). Implication of Infrastruc-
ture as a Service (IaaS) in Selected Higher Education Landscape in UAE. International 
Association of Multidisciplinary Research, 17, 26-39.  

PathakJan, R. (2021). How Apple Uses AI and Big Data. Big Data.  
https://www.analyticssteps.com/blogs/how-apple-uses-ai-and-big-data 

Schoonenboom, J., & Johnson, B. (2017). How to Construct a Mixed Methods Research 
Design. KZfSS Kölner Zeitschrift für Soziologie und Sozialpsychologie, 69, 107-131.  
https://doi.org/10.1007/s11577-017-0454-1 

Sean, G. (2021, February 18). How Amazon Uses Big Data to Transform Operations. 
SupplyChain. 
https://www.supplychaindigital.com/technology-4/how-amazon-uses-big-data-transfor

https://doi.org/10.4236/jfrm.2023.121001
https://doi.org/10.32479/ijefi.8556
https://doi.org/10.17950/ijer/v4s8/808
https://doi.org/10.4236/ajibm.2021.113016
https://doi.org/10.35940/ijitee.L3108.119119
https://doi.org/10.4236/me.2022.139061
https://doi.org/10.4236/ajibm.2022.129078
https://doi.org/10.2147/CEOR.S369553
http://www.google.com/
https://doi.org/10.1016/j.infoecopol.2020.100865
https://doi.org/10.1049/iet-net.2018.5187
https://www.analyticssteps.com/blogs/how-apple-uses-ai-and-big-data
https://doi.org/10.1007/s11577-017-0454-1
https://www.supplychaindigital.com/technology-4/how-amazon-uses-big-data-transform-operations


M. El Khatib et al. 
 

 

DOI: 10.4236/jfrm.2023.121001 14 Journal of Financial Risk Management 
 

m-operations 

Shabbir, M., & Waheed, G. (2020). Application of Big Data Analytics and Organizational 
Performance: The Mediating Role of Knowledge Management Practices. Journal of Big 
Data, 7, 1-17. https://doi.org/10.1186/s40537-020-00317-6 

Sun, H., Rabbani, M., Sial, M., Yu, S., Filipe, J., & Cherian, J. (2020). Identifying Big Da-
ta’s Opportunities, Challenges, and Implications in Finance. Mathematics, 8, 1738.  
https://doi.org/10.3390/math8101738 

Tang, J., & Karim, K. (2017). Big Data in Business Analytics: Implications for the Audit 
Profession. The CPA Journal, 87, 34-39. 

Vassakis, K., Petrakis, E., & Kopanakis, I. (2018). Big Data Analytics: Applications, Pros-
pects and Challenges. In Mobile Big Data (pp. 3-20). Springer.  
https://doi.org/10.1007/978-3-319-67925-9_1 

 
 

https://doi.org/10.4236/jfrm.2023.121001
https://doi.org/10.1186/s40537-020-00317-6
https://doi.org/10.3390/math8101738
https://doi.org/10.1007/978-3-319-67925-9_1

	How Big Data and Big Data Analytics Mediate Organizational Risk Management
	Abstract
	Keywords
	1. Introduction
	1.1. Background
	1.2. Research Problem
	1.3. Research Objectives
	1.4. Research Questions
	1.5. Significance of the Research
	1.6. Theoretical Novelty

	2. Literature Review
	2.1. Big Data Analytics Is Used in Fraud Prevention
	2.2. Big Data Analytic Help Organizations to Manage Various Risks Associated with Third Parties
	2.3. Big Data Analytics Have Been Vital in Reducing High Customer Churn Rates and Preventing High Employee Attrition
	2.4. Big Data Analytics Foster Operational Assessment and Enables Organizations to Manage Various Forms of Digital Risks

	3. Methodological Approach
	3.1. The Research Design
	3.2. Case Study Analysis
	3.2.1. Case Study 1: The Role of Big Data in Risk Management at Apple Inc.
	3.2.2. Case Study 2: The Role of Big Data in Risk Management at Amazon Inc.
	3.2.3. Case Study 3: The Role of Big Data in Risk Management at Google


	4. Results and Discussions
	5. Conclusion and Recommendations
	5.1. Recommendations
	5.2. Shortcomings and Future Research

	Conflicts of Interest
	References

