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Abstract

This paper addressed the current state of police officers’ capabilities, skills,
and their readiness to deal with the developments of cybercrime. This study
discussed definition of cybercrime, cybercrime categories as well as compari-
son between traditional criminal techniques and cybercrime. As the abilities
and skills required for detectives to investigate cybercrime have been discussed.
Additionally, literature review and related work, was addressed challenges
role of the police in combating cybercrime and facing cybercrime policing.
We proposed the main tool in the study which is “Checklist of essential skills
for a cybercrime investigator”. Thus, to gain the ability to Identify technical
and practical requirements in terms of skills, programs, and equipment to
achieve effective and professional results in fight cybercrimes.
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1. Introduction

In today’s digital era, using the internet for day-to-day transactions has become
a daily routine for the majority of people, where the number of internet users
has increased dramatically, as has cyber-crime [1].

Overall, there is no denying the fact that these technologies have created a cy-
berspace in which a criminal can commit his crimes in any part of the world while
sitting at home in front of his personal computer screen which is connected to
the Internet, and all that is required is some knowledge of computer science and
networks.

Based on the preceding, now Cybercrime is a complex and ever changing phe-
nomenon. Under such alarming scenario, cyber criminals are becoming more

sophisticated and are targeting consumers as well as public and private organiza-
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tions. Thus, cybercrime is a broad term encompassing acts committed or facili-
tated by the use of computer technology.

In recent decades, the developing of ICT has presented a formidable challenge
to law enforcement and other security governance actors. In particular, cyber-
crime, a term that covers the offenses targeting both computers and/or networks
and those assisted by computer technology [2] [3] [4], has become a major social
issue over the past couple of decades. With the virtual environment offering my-
riad opportunities for illegal activities, new offenses such as hacking and mal-
ware attacks have emerged [4]. As well, traditional crimes are now committed by
taking advantage of cyberspace’s unique characteristics [2] [5] [6].

Considering cybercrimes negative impact on different sectors of society and
resulting harm to a country’s economic and social prosperity, to avoid falling
into this scenario, appropriate strategic plans must be developed to face it.

Therefore, in this regard, it is imperative for security agencies to keep up with
the threat of cybercrimes and plan ahead of time and effectively to combat them
in order to prevent them from occurring, to seize them as soon as they occur,
and to bring the criminals to justice. Whereas, this form of crime is characte-
rized by its technical and legislative complexities.

This study contributes to deepening our understanding of the impact of the
cybercrimes on different sectors of society, role of security agencies and policing
In terms of knowledge and technical skills of police officers.

This study comes as an attempt to find out about this important issue “cyber-
crime” in its various renewable, evolving and continuous dimensions, and to
study its characteristics, patterns and evidence and how to investigate it.

Due to the nature of the subject, we hope that this effort will contribute to
shedding light on cybercrime, which differs significantly from traditional crimes,
and the way to deal with it, as well as how to cope with it and a new sort of digi-
tal forensic evidence.

In this study, we aim to suggest prevention and response measures by examin-
ing criminal digital investigation real skills in computer and cybercrime which
police officers have.

Research Problem:

In today’s competitive world, with the exponential growth of the usage of com-
puter and services of internet. Cybercrimes investigation needs skills of a special
nature of the police officers to be capable of dealing with this kind of investiga-
tion, this topic leads us to identify the study’s problem, which is related to the
qualifications, knowledge, and technical skills required for police officers for in-
vestigate cybercrime, as well as the degree of availability and the measurability of
these skills and qualifications.

Research Importance:

The study contributes to deepening our understanding of the impact of the
real skills available that police officers have in the field of computer and internet

crime investigation, and motivates employees in cyber security to the impor-
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tance of following the new in this type of crime’s fields. The outcomes could be a
great importance for strategic planners and for the training programs of the cy-
ber security departments and specially for the workers at the digital investigation
field.

Research Questions:

It can be recalled here that the main purpose of this research was to study of
cybercrime by answer the main question:

What are the qualification and technical skills essential of criminal investiga-
tion in cybercrimes must be available in the police officers?

Thus addressing the following items:

- Cybercrime definition, cybercrime categories.

- Comparison between Traditional Criminal Techniques and Cybercrime.
- The abilities and skills required for detectives to investigate cybercrime.
- Literature review and related work.

- Role of the police in combating cybercrime.

- Challenges facing cybercrime policing.

- Present checklist of essential skills for a digital forensics investigator.

Methodology:

Initially, we began by conducting a literature review on cybercrime and cyber
security research. Due to the nature of the cyber security and cybercrime subject,
we developed a checklist to help police recognize the qualifications and technical
skills required for officers to investigate cybercrime. The questions were formu-
lated based on typical needs assessment topics, critical areas from the literature
review, for determining gaps between the status quo and the desires of those
within a community. A police officer was targeted for the checklist to provide an

objective and balanced viewpoint.

2. Cybercrime Definitions

To begin with, we can say that with the significant advances in ICT (Information
and Communications Technology) in the twenty-first century, new concepts are
being integrated into our life. Cybercrime is one of those notions that did not
exist 30 years ago.

Overall, cybercrime is known as any criminal behavior carried out utilizing
computers and the internet. In simple term, it can be said that Cybercrime is an
illegal acts where the computer either a tool or target or both in this process.

According to the literature review, it can be said, that there is consensus that
there is no single clear, exact, and globally acknowledged definition of cyber-
crime [7] [8]-[13], academics and organizations alike acknowledge this fact [8]
[9] [12] [14]. As a result, the validity of working cybercrime definitions is still
being disputed in academic literature. Table 1 summarizes some various defini-
tions of cybercrime presently utilized by key European and worldwide organiza-
tions, the table illustrates different utilization of terminology and cybercrime

concepts.
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Table 1. Cybercrime definitions used by organizations in selected years.

Definition of Cybercrime Organization Year

“any unlawful activity committed by means of,
The Tenth United Nations
Congress on Crime

or in relation to, a computer system or
network, including such crimes as illegal

2000
possession and providing or distributing Prevention and Offender
information through a computer system or Treatment
network” [15]

“activity directed against the confidentiality,

. .Y ) & o ty The Council of Europe

integrity, and availability of computer systems, . .
Cybercrime Convention

networks, and computer data, as well as the 2001
(often referred to as The

abuse of such systems, networks, and data by .

o N Budapest Convention)

criminalizing such conduct” [16]

“criminal acts committed using electronic

communications networks and information The Commission of 2007

systems or against such networks and European Communities

systems” [17]

“a large range of criminal acts in which

computers and information systems are used European Union Cyber 2013

as a major instrument or as a primary target” security Strategy

(18]

« . . . Commonwealth of

a criminal act of which the target is computer

Independent States 2016

information” [19] A A
greemen

3. Cybercrime Categories [1]

In light the nature topic of cybercrime, on the basis of their goal and impact, the
major categories of cybercrime may be generally divided into four groups as the
following:

A) Individuals Crimes:

These types of offenses are committed in order to cause harm to specific people.
These include hacking, forgery, cracking, harassment via emails, cyber-stalking,
cyber bullying, defamation, dissemination of obscene material, email spoofing,
SMS spoofing, carding, cheating and fraud, child pornography, assault by threat,
and denial of service attack.

B) Property crimes:

There are cybercrimes committed to put a person’s property at risk. They are
categorized as intellectual property offenses, computer forgery, cyber-squatting,
cyber vandalism, hacking computer system, transmitting viruses and malicious
software to damage information, Trojan horses, cyber trespass, Internet time
thefts, stealing money while money transfers, et cetera.

C) Crimes against organizations

By default, on one hand, we can observe that these kind of crimes are carried

out against the government, organizations, company, and Group of individuals.
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On other hand, these kind of offenses included the cyber terrorism, possession
of unauthorized information, distribution of pirated software, salami attacks,
web jacking, logic bombs, etc.

D) Crimes against society

All of the crimes stated above have an impact on society, either directly or in-
directly. As a result, this includes all types of crimes such as pornography, online
gambling, forgery, the selling of illegal goods, phishing, cyber terrorism, and so
on.

Under such difficult and risky conditions for dealing with cybercrime devel-
opment, ICT has evolved, become more advanced, accessible, and affordable
than ever before. As a result, hacking technology is becoming more accessible to
a wider range of people. For all of these reasons, police officers were under in-
tense pressure to confront the issues of cybercrime. Where they must develop
skills, knowledge, and talents in order to safeguard society from cybercrime, this

is what will be addressed in this study.

4. Cybercrime Costs

In such a risky environment for the growth and expansion of cybercrime and with
daily reports of cyber-attacks, cybercrime is posing increasingly serious threats to
organizations and individuals around the world. It is obvious that cybercrimin-
als do not differentiate between their victims; they just take advantage of every
opportunity in order to steal money, information, or cause disruption.

Overall, studies after studies have shown that costs of cybercrime include data
loss and destruction, stolen money, lost productivity, theft of intellectual prop-
erty, theft of personal and financial data, embezzlement, fraud, post-attack dis-
ruption to the normal course of business, forensic investigation, restoration and
deletion of hacked data and systems, and reputational harm.

The data below provide an indication of the costs of recent cybercrime inside
the cybercrime ecosystem. In this regard, the numbers below come from a sur-
vey of enterprise organizations conducted by the Ponemon Institute (working in
conjunction with Accenture). 48 The figures present descriptive data of “actual
costs incurred either directly or indirectly as a result of cyber-attacks actually
detected”. 49 FY 2017 data was collected from respondents from 254 enterprise
organizations in 15 sectors from seven countries—the United States, Germany,
Japan, Australia, Italy, France and the United Kingdom. Figure 1 presents the
total average annualized costs of cybercrime (FY 2016 and FY 2017) in US dollars
from enterprise organizations in seven countries.

Organizations from France and Italy did not participate in the Ponemon sur-
vey in FY 2016; hence, there is no data for them for FY 2016 (per the report, FY
2016 is presented as the FY 2017 total). As indicated in the figure, enterprise or-
ganizations in Australia report the lowest total average costs for FY 2017 at $5.41
million; they also reported the lowest in FY 2016 at $4.30 million. Conversely,
organizations in the United States reported the total average annual costs of cy-
bercrime for FY 2017 as $21.22 million and $17.36 million for FY 2016 [12].
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Figure 1. Cost of cybercrime for businesses—total costs FY 2016 and FY 2017 for
seven countries. *Historical data does not exist for newly added country samples.
Source: [12].

Cybercrime Characteristics

1) No temporal or geographic constraints: Synchronous and asynchronous ex-
changes that are not geographically limited.

2) No traceability: unless particular precautions to protect such data are adopted.
Furthermore, even if the data is captured, it is simple to change, delete, encrypt,
and obfuscate.

3) Damage in huge numbers: it is simple to affect a large number of individu-
als in a short amount of time.

4) Anonymity: the Internet may be used to conceal a person’s actual identity
in a variety of ways.

By discussing cybercrime costs and it’s characteristics, it becomes clear the
importance of confronting cybercrime through specific measures. The most sig-
nificant of these measures is police officer training, as well as the availability of
financial and technological resources as well as the required equipment to com-

bat cybercrime.

5. Comparison between Traditional Criminal Techniques
and Cybercrime

Recently, with the incredible growth and widespread usage of the Internet ser-
vices, as well as the transfer of economic, social, political, and other activities to
the cyberspace. Consequently, crime has relocated as a companion activity to
these human activities, and cybercrime has emerged in the cyberspace. Cyber-

DOI: 10.4236/jdaip.2023.112008

126 Journal of Data Analysis and Information Processing


https://doi.org/10.4236/jdaip.2023.112008

A. I. Alastal, A. H. Shaqgfa

crimes, which differ significantly from conventional crimes in many dimensions,
are frequently difficult to identify and prosecute. Technology is changing the en-
vironment every day, it affects the civilian and military infrastructure in all sec-
tors. We can notes the effects of that through the cyber-attacks that the United
States of America, Ukraine and other countries were exposed to, which were
announced in various media.

However, because the existing systems for measuring crime were created dec-
ades ago and have not kept pace with new innovations, they only scratch the
surface in measuring new crimes.

Thus, crime has been changing, and police agencies need to catch up. Where
the world is experiencing a transformation in how criminals are using technolo-
gy to invent new types of crime, and are developing new ways for carry out tra-
ditional crimes. Overall, to respond to these developments, police departments
will need to make considerable modifications. First and foremost, police de-
partments will need to employ individuals with new skills, provide new training
to their officers and detectives, and in some cases restructure how they are orga-
nized.

In this context, many researchers have argued about the importance of the
general duties officers responding to cybercrime in the same way they would to a
traditional criminal activity. Likewise, an expanding collection of research ex-
amined police assessments about their preparedness to investigate reports of cy-
bercrime. Figure 2 compares between electronic and traditional crime.

In plain terms, cybercrime is easier to access and execute than traditional
crimes, and it is also easier to achieve powerful outcomes and avoid prosecution.

As previously stated, it is necessary to emphasize the importance of develop-
ing the police system and understanding how to deal with cybercrime. In order

to protect the infrastructure of society.

6. The Abilities and Skills Required for Detectives to
Investigate Cybercrime

Day after day, with the development, complexity and expansion of cybercrime,
as well as the expansion of the scene in cyberspace.

As a result of the threat that cybercrime poses to various sectors of society, the
need for trained investigators and prosecutors who are conversant with sources
of electronic evidence is becoming increasingly critical, as criminal acts move
from physical to digital domains. To efficiently handle the demands of a cyber-
crime investigation, investigators require a range of ‘soft’ and ‘hard’ skills, coupled
with the experience to apply those skills in real and virtual environments (see
Table 2).

7. Literature Review and Related Work

In order to better understand the impact of technology on policing, the HMIC
(Her Majesty’s Inspectorate of Constabulary) [22] published a report to study
the current readiness of police services to effectively deal with cybercrimes and
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Traditional crime

Cybercrime
Burglary: Breaking

into a building with
the intent to steal.

Deceptive callers: ke
Criminals who T
telephone their ‘
victims and ask for J

their financial

and/or personal

identity

information.

Hacking: Computer or
network intrusion
providing unauthorized
access.

Phishing: A high-tech
scam that frequently uses
unsolicited messages to
deceive people into
disclosing their financial
and/or personal identity
information.

Internet extortion: Hacking
into and controlling various
industry databases (or the
threat of), promising to
release control back to the
company if funds are
received or some other
demand satisfied.

Extortion: Illegal use of

force or one's official I
position or powers to

obtain property, funds, or

patronage. i

Fraud: Deceit, Internet fraud: A broad

trickery, sharp practice,
or breach of
confidence, perpetrated
for profit or to gain
some unfair or
dishonest advantage.

category of fraud schemes
that use one or more
components of the Internet to
defraud prospective victims,
conduct fraudulent
transactions, or transmit

fraudulent transactions to
financial institutions or other
parties.

Identity theft: The wrongful
obtaining and using of
another person’s identifying
information in some way that
involves fraud or deception,
typically for economic gain.

Identity theft:
Impersonating or
presenting oneself as
another in order to gain
access, information, or
reward.

'
Child exploitation: s 5 T Child exploitation: Using
Criminal victimization of irr computers and networks to
minors for indecent ) £ facilitate the criminal

purposes such as 1 victimization of minors.
pornography and sexual

abuse.

Figure 2. Comparison between traditional criminal techniques and cybercrime. Source: [20].

their victims. The study’s key findings focused on giving training, knowledge,
and direction to everyone engaged in policing cybercrime. Furthermore, they
recommended for increased skills in digital forensics and digital device examina-
tion inside law enforcement.

Hunton et al. [23] conducted another study that focused on identifying dis-
tinct technical investigation responsibilities required for policing cybercrime.
These positions include technical enquirer, network investigator, forensic tech-
nician, digital forensic examiner, and technical domain expert. They emphasize
that as the complexity and risk of cybercrime rise, so should the degree of spe-

cialized technological skills and expertise.
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Table 2. The set of digital forensic investigation skills required to investigate in cyber-

crimes.

Skill

Research

Awareness

Evidence
Continuity

Forensic Imaging

Networking
Architecture

Hardware

File Systems

Structured Data
Analysis

Unstructured Data
Analysis

Details

Expeditious retrieval of information in the public domain and
reference material stored across the corporate network.
Capacity to gain insights by triangulating information

from disparate sources that are inaccessible via public

search engines.

Vigilance in maintaining awareness of developments in the
field of information security. Applied knowledge of industry
best practices for conducting digital forensics investigations.

Strict compliance with established processes for demonstrating
chain-of-custody when handling electronically stored
information.

Applied knowledge of data preservation techniques, which use
both physical and logical methods to forensically acquire data
and verify sources of information.

Practical understanding of the Open System Interconnection
(OSI) model and the function of communication technologies
in the storage and transmission of data, such as network
protocols, media access control (MAC) addresses, firewalls,
routers, proxy servers, data centers, online applications, cloud
services, host-based applications, redundant array of
independent disks (RAID), clusters, virtual servers, and modes
of multifactor authentication.

Applied knowledge of components and peripherals connected
to information systems, including hard disk drives, random
access memory (RAM), the basic input output system (BIOS),
network interface cards (NICs), chipsets, and flash storage.

Applied knowledge of diverse file system attributes such as
FAT, FAT32, exFAT, NTFS, HFS+, XFS, Ext2, Ext3, Ext4, and
UFS.

Retrieval and interpretation of universally formatted
information, such as fixed field entries inside records, as well as
embedded information associated with operating systems,
relational databases, spreadsheets, registries, Internet history,
security and system logs, and encrypted file systems.

Interpretation of values associated with detached files stored
across various file systems such as digital photos, graphic
images, videos, streaming data, web pages, PDF files,
PowerPoint presentations, email data, blog entries, wikis,
and word processing documents.
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Continued

Extraction of tags, metadata, or other types of identity markers
subsisting within detached files, including information
indicative of authorship, revision number, creator, sender,

Semi-structured o ] ) )
recipient, time and date particulars, GPS coordinates,

Data Analysis

4 keywords, and firmware version. This activity also extends to
analysis of relational data within files that are associated with
detached files, such as XML and other markup languages.
Functional understanding of the mechanics of software

Reverse . .
. . development, remote administration, and malware
Engineering

proliferation.

Knowledge of coding using languages such as C, C++, C#, Perl,

P i d
rogramming an Delphi, Html, .NET, ASP, Python, Java, JavaScript, Ruby, Bash

Scripti
criptng Scripting, VBScript, PowerShell, Unix/Linux, EnScript.
Virtualization A.pplied knO\.Nledge of building, configuring, and deploying

virtual machines.
Experience in producing highly granular reports detailing the

Technical inner workings of information communication technologies,

Reporting file integrity, authenticity of information, and movement of
data.

Source: [21].

Moreover, another research by Harichandran ef al. [24] focused on determin-
ing the demands of cyber forensic investigators. They performed a survey of par-
ticipants from various vocations including cyber forensic students, professors, law
enforcement, and practitioners. According to the poll results, participants said
that the most pressing requirements are more financing, upgraded tools, im-
proved communication, and amended legislation.

In the same context, several prior research [25] [26] [27] examined police of-
ficers’ opinions of cybercrime. Whereas, Bossler et al [25] studied how patrol
officers evaluated their role in reacting to cybercrime and their existing abilities
to respond to these offenses. According to the study, surveyed patrol officers in
the United States believe that local law enforcement should not be primarily re-
sponsible for handling cybercrime cases.

While, Holt et al. [26] investigated determinants of patrol officer interest in
cybercrime training and investigation in selected United States police agencies.
They cite the officers’ computer abilities as one element impacting their interest
in cybercrime training and investigations.

Finally, Senjo [27] conducted an exploratory survey to collect police officers’
perspectives on cybercrime. The results referenced that the majority of officers
recognized cybercrime as a serious problem. However, the most prevalent sort of
cybercrime was seen differently than what had been stated in the literature. Sen-
jo indicates that media portrayals and stereotypes impact these perceptions.

Discussion of previous literature

Previous research has substantially contributed to putting light on several is-
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sues confronting cybercrime investigators.

For example, source [22] concentrated on providing training, education, and
guidance to everyone involved in cybercrime policing. Whereas research [23]
focused on defining unique technical investigative duties necessary for policing
cybercrime. They underline that as cybercrime complexity and danger increase,
so should the level of specialized technology skills and experience. According to
a source [24], the most immediate needs are greater funding, enhanced tools,
increased communication, and changed laws. Source [25] investigated how pa-
trol officers assessed their role in responding to cybercrime and their current
capabilities to respond to these offenses. Source [26] studied the factors that in-
fluence patrol officer interest in cybercrime training and investigation in a sam-
ple of US police organizations. Source [27] performed an exploratory poll to
gather police officers’ thoughts on cybercrime.

Our study varies from past studies in that it focuses on developing a checklist
for future usage in order to test and define the skills and abilities required for

police officers to investigate cybercrime.

8. Role of the Police in Combating Cybercrime

Studies after studies have shown that law enforcement can play a central role in
combatting cybercrimes as the main social control agent. In order the police to
perform their duties effectively, understanding the nature and status of cyber-
crime is important, but estimating victimization is often difficult due to a lack of
reporting by victims [28]. Moreover, current tools for detecting and investigat-
ing incidents, especially cybercrime, are inadequate and have not been tailored
to technological evolution [29].

Significantly, it can be said that law enforcement responses to and perceptions
of cybercrime are important research areas that can inform the control the
spread of cybercrime in an era in which cyberspace is a medium for most busi-
ness and personal activities.

Considering that the cybercrime used techniques such as hacking and mal-
ware attacks, understanding police officers’ attitudes toward these offenses can
lay a foundation for effective policing opposite cybercrime occurring in the vir-
tual environment. Therefore, this study examines the factors related to the im-
portance that police officers attribute to cybercrime control, As well, the know-
ledge and technical skills they have .

According to the Federal Bureau of Investigation (FBI), a total of 467,361 com-
plaints with an estimated $3.5 billion losses were filed to the Internet Crime
Complaint Center (IC3) in 2019 [30]. Considering the volume of unreported cy-
bercrimes [31], the actual number of offenses committed in cyberspace is ex-
pected to be much higher. Based on the trend over the last five years, the number
of crimes committed in cyberspace and the resulting financial losses will contin-
ue to rise.

Due to the nature of the cybercrimes and role of police officers, as the primary

responders to crimes, law enforcement is expected to control illicit activities in
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cyberspace. Because security governance in the virtual environment requires
specialized knowledge and investigative skills [32], issues that make policing cy-
bercrime challenging have been noted in the policing and cybercrime literature,
including officers’ lack of awareness and interest [25] [33]. Building on the ex-
isting evidence, we explore the factors that predict the importance that police of-
ficers attribute to cybercrime control. Since officers who acknowledge the prob-
lem’s magnitude are more likely to be interested in resolving it [34], the results
of this research can inform the practice of preventing and responding to cyber-

crimes.

9. Challenges Facing Cybercrime Policing

These days, we can observe that the number of Internet users continues to rise
worldwide, with an estimated digital population of 4.6 billion in 2020 [35], con-
stituting nearly 60% of the global population. Cybercrime investigators face nu-
merous challenges when policing online crimes. In order to provide adequate
support for cybercrime investigators, there needs to be a better understanding of
the challenges they face at both technical and sociotechnical levels. Below we will
discuss the most important of these challenges:

- The level of IT infrastructure available to police agencies and the cyber skills
of investigators are major challenges in investigating cybercrime.

- The disparity between the rate at which cybercrime evolves and the speed of
investigation in this type of crime.

- According to the Routine Activities Theory [36], Motivated criminals will find
tempting chances in cyberspace because it allows them to conduct crimes
without the necessity for spatiotemporal convergence with possible victims
[37] [38]. This makes it more difficult for law enforcement to track down
culprits, especially when they can remain anonymous [39].

- Furthermore, emerging offenses aimed against IoT devices that utilize ad-
vanced technology, such as driverless cars [40], have made identifying cyber-
crime more difficult.

- Another significant hindrance to successful cybercrime fighting is lack of
available resources [41]. This is due to a lack of training and awareness about
these growing crimes, as well as an inability to keep up with technology
changes and criminals who have adapted to them [42] [43].

- Inadequate resources and competence have a negative impact on officers’
willingness to participate in cybercrime control. Evidence reveals that cops
are not skilled or experienced enough to conduct cybercrime investigations
[44], and they are hesitant to participate in them [25].

- To tackle cybercrime, multi-agency cooperation comprising business and pub-
lic sector entities are required [45]. To ensure the success of such programs,
each element must provide a unique contribution [46].

- Businesses are unwilling to report incidences of victimization in order to sa-
feguard brand values and shareholder assets [47]. The police cannot play a

central role in combating cybercrime without active participation from the
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private sector and businesses involved.

- According to many studies, police officers do not believe they should be the
primary contact authority for cybercrime [25] [48]. This might be attributed
to a lack of attention on cybercrime at the organizational level, or to a reduc-
tion of self-confidence and preparation to respond to cybercrime incidents
[49] [50].

- It goes without saying that investigating “invisible” cybercrime is more diffi-
cult than traditional crime.

The challenges of cybercrime policing provide a collection of elements that
contribute to the capacity to construct a checklist. For example, police officers’
knowledge level with the tools and tactics used to perpetrate cybercrime, degree
of awareness of various facets of cybercrime, understanding of cybercrime and
the characteristics that distinguish each. Additionally, level of familiarity with
some programs and tools used in the investigation of cybercrimes.

In this article, we propose a checklist for evaluating police officers’ skill, know-
ledge and response to cybercrime, and experience related to how law enforce-
ment officers perceive the importance of cybercrime control. Understanding of-
ficers’ attitudes is an essential step for planning, establishing, and implementing
programs to combat cybercrime.

10. Checklist to Identify the Technical Knowledge and Skills
That Police Officers Must Have to Investigate
Cybercrimes

Overall, it should be noted that the primary goal of this checklist (see Table 3)
is to identify and assess the knowledge and technical skills that police officers
must possess in order to investigate cybercrime. As a result, in simple terms,
we can use the suggested “checklist” tool to determine the availability of tech-
nical criminal investigation skills in cybercrime among police officers and se-
curity agencies.

Furthermore, this checklist is intended to assist the security organization in
determining whether the technical security team possesses the necessary skills to
protect the organization from cyber-attacks, by measuring the main study va-
riables represented in the study axes, and to identify the differences in the res-
ponses of the study community members according to personal variables.

Five-point Likert Scale was used for the of the responses of the study members
to the statements of the basic study variables “axes”, and its corresponding in the
current study (excellent, very good, poor, very poor) respectively, and the values

were given to them respectively (5, 4, 3, 2, 1).

11. Recommendations

In simple words, we can say that the proposed procedures will eventually assist
the police in participate in cyberspace security governance and cybercrime con-
trol, even so, a more pressing issue that must be addressed is how officers view

cybercrime. We can note that, considering the nature of the virtual environment
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Table 3. Checklist for this study.

*Personal data

Please read each of the paragraphs carefully and select only one of the available options, by check one box.

Age:

O under 30 years old 0 30 - less than 40 O 40 - less than 50 O 50 years and over
Gender:

0O Male O Female

Marital status:

O Married O Unmarried O Absolute O Widower

Educational level:

O High School O Bachelor O Master 0O PhD

City: -

Police Rank:

O Lieutenant O First Lieutenant O Captain O Major O Lieutenant-Colonel
O Colonel 0O Brigadier General O Other ..........

Service length in years:

O Less than five years O 5 - less than 10 0 10 - less than 15

O 15 - less than 20 0 20 years and over

Nature of the current job:
O Administrative O Field O Investigation

Investigate cyberspace issues:
O Did not investigate O A case - less than five cases

The period of the training course on cybercrime per week:
O None 0 Less than 5 weeks 5 - Less than 10

Do you read print and electronic publications (cybercrime):
O Yes O No

English reading proficiency:
O Yes O No

Years computer use:
0 None [ Less than 3 03 - Less than 6
[ 6 - less than 10 [J 10 or more

Computer hours using per week:
O None (0 Less than 5 05 - Less than 10

O Other .................

O Five or more cases

[J 10 or more weeks

[J 10 - less than 15 [ 15 - less than 20 [ 20 or more hours

Years of internet use:

O None O Less than one year O One year - less than three years

O Three years - less than four years O years or more

Average weekly internet usage hours:

(0 None O Less than 5 5 - Less than 10
[ 10 - less than 15 [0 15 - less than 20 [ 20 or more hours
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Continued

*Checklist axes

Responses (knowledge score)

Cyber crime
Excellent (5)

Very Good (4)

Good (3)  Poor (2) Very Poor (1)

First axis: the level of familiarity with the tools and methods used in committing cybercrime

1

2
3
4

w

o o NN

11

12

Second axis: level of awareness of some aspects related to cybercrime.

1

Computer virus
Trajan Hoarse
Password Crackers
Network Scanners
Email Flooders
Key Loggers
Packet Sniffers

IP Spoofing

War dialers

Credit Card Numbers Generators
Anonymity

Social Engineering

Some of the famous cases of these

crimes.
Current reality of these crimes.

Categories of perpetrators of these
crimes and the distinguishing
characteristics of each category.

Future trends of these crimes.

On-line sources of information on
these crimes.

Dimensions of international
prosecution and joint cooperation
to combat these crimes.

Legislation and laws relating to
these crimes

Third axis: level of knowledge of cybercrime and the characteristics that distinguish each crime.

Responses (knowledge score)

Cyber crime
Excellent (5)

Very Good (4)

Good (3)  Poor (2) Very Poor (1)

Spreading Computer Viruses and
Trojans

Denial of Service
Distributed Denial of Service

E-mail Hacking
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Continued

5 E-mail Flooding

6 E-mail Forgery

; Unauthorized use of devices and
networks

8 Hacking devices, networks and
websites

9 Computer data sabotage

10 Publishing information that
violates laws and regulations

11 Data Theft

12 Software Piracy

13 Intercepting and eavesdrop on
computer communications

14 Fraud and Embezzlement
Manipulation of

15 telecommunications
network systems

16 Online Gambling

17 Cyber-Laundering

18 Identity Theft

19 Cyber Espionage

20 Cyber Terrorism

Fourth axis: level of familiarity with some programs and tools used in the investigation of cybercrimes.

File compression/decoding
applications include: (WinZip,
WinRAR).

Video and image processing and
analysis software

Digital forensic software such as:
ProDiscover and CAINE
(Computer Aided INvestigative
Environment)

Command line forensic tools
Digital forensic hardware tools

Tasks performed by Digital
forensic tools such as:

- Acquisition

- Validation and verification
- Extraction

- Reconstruction

- Reporting

Evaluating digital forensic tool
needs
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Continued
Responses (knowledge score)
s. Cyber crime
Excellent (5) Very Good (4) Good (3)  Poor (2) Very Poor (1)
8 Digital forensic software tools
9 Mobile device forensics

10 Desktop forensics

11 Email forensics

12 Smartphone analysis

13 Cloud analysis

14 IoT forensics

15 Triage and visualization
16 File analysis tools

17 Registry analysis tools

18 Internet analysis tools

19 Email analysis tools
20 Mobile devices analysis tools
21 Network forensics tools

22 Database forensics tools

Computer Forensics

23
Methodology

24 Applications of Computer
Forensics

that defies spatiotemporal limitations, solving cybercrime cases often necessi-
tates interagency cooperation and involves officers performing varying duties at
different levels.

As a result, all officers must be informed about the importance of controlling
cybercrime in all sectors of society. This means that organizations must work to
raise officers’ awareness of cybercrime and prepare them to deal with it effec-
tively by developing clear guidelines and providing adequate training [49] [50].
To suggest remedial measures to ensure effective prevention and control of the
cybercrimes based on the study following suggestions are recommended:

1) Distributing of the checklist proposed in this study to police stations in or-
der to check the current state of police officers’ qualifications, skills, and expe-
rience in investigating cybercrime.

2) Front-line police officers as well as combating cybercrime specialists are
carefully chosen, based on technical and scientific criteria, as well as the skills
and expertise necessary to complete the required tasks professionally and ef-
fectively.

3) To combat cybercrime, local education authorities must have the resources

to work with international partners.
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4) The knowledge and technical skills’ capabilities of cybercrime-fighting teams
should be developed, as should effective and ongoing training.

5) The importance of training officials who investigate cybercrime on the most
recent techniques for combating cybercrime.

6) Public education on cybercrime cases.

7) Raising cybercrime awareness and incorporating cyber law into high school
curricula.

8) Every governorate should have a cybercrime research and development
center.

9) Making it easier for victims of cybercrime to file complaints.

10) Legislative responses to cybercrime combat police are being reviewed and
developed, which lack adequate tools to identify offenders or deploy technical
capability to remove malicious software.

11) Support research beneficial to the fight against cybercrime.

12. Conclusions

This study contributes to a better understanding of police preparedness to inves-
tigate cybercrime. In the current scenario, with the exponential growth and
spread of the usage of internet services, use of the cyberspace plays a very im-
portant role in the economic, social, political and various sectors of society. As a
result of all of these changes, cybercrime has evolved and caused significant
damage to all sectors of society.

On one hand, this study discussed definition of cybercrime, cybercrime cate-
gories as well as comparison between traditional criminal techniques and cyber-
crime. The study also focused on the abilities and skills required for detectives to
investigate cybercrime. Additionally, literature review and related work, was ad-
dressed challenges role of the police in combating cybercrime and facing cyber-
crime policing.

On the other hand, it was proposed the main tool in the study which is
“Checklist of essential skills for a digital forensics investigator”, which includes
two parts, first part cover personal data, second part addressed four axes: where
first axis handle the level of familiarity with the tools and methods used in com-
mitting cybercrime. While second axis addressed level of awareness of some as-
pects related to cybercrime, whereas third axis processed level of knowledge of
cybercrime and the characteristics that distinguish each crime. Finally, fourth
axis treated level of familiarity with some programs and tools used in the inves-
tigation of cybercrimes.

Thus, the ability to identify technical and practical requirements in terms of
skills, programs, and equipment to achieve effective and professional results in
fight cybercrimes.

Suggested future studies

We propose the following topics for future research on cybercrime:

- Do the police officers recognize the impact of cybercrime on different society

sectors?
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- How the police should effectively respond to the needs of cybercrime vic-
tims?

- Do the police provide adequate support and advice to victims cybercrime?

- Are public aware of the threat of cybercrime?

- The level of knowledge and technical skills possessed by senior officers, as
well as their impact on combating cybercrime.

- Frontline officers’ level of knowledge and technical skills, as well as their im-
pact on combating cybercrime.

- Investigating the university student community’s awareness of cybercrime’s

dangers and students’ role in combating it.
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