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Abstract 
Cybercrime is projected to cost a whopping $23.8 Trillion by 2027. This is es-
sentially because there’s no computer network that’s not vulnerable. Fool-proof 
cybersecurity of personal data in a connected computer is considered practi-
cally impossible. The advent of quantum computers (QC) will worsen cyber-
security. QC will be a boon for data-intensive industries by drastically reduc-
ing the computing time from years to minutes. But QC will render our cur-
rent cryptography vulnerable to quantum attacks, breaking nearly all modern 
cryptographic systems. Before QCs with sufficient qubits arrive, we must be 
ready with quantum-safe strategies to protect our ICT infrastructures. Post- 
quantum cryptography (PQC) is being aggressively pursued worldwide as a 
defence from the potential Q-day threat. NIST (National Institute of Stan-
dards and Technology), in a rigorous process, tested 82 PQC schemes, 80 of 
which failed after the final round in 2022. Recently the remaining two PQCs 
were also cracked by a Swedish and a French team of cryptographers, placing 
NIST’s PQC standardization process in serious jeopardy. With all the NIST- 
evaluated PQCs failing, there’s an urgent need to explore alternate strategies. 
Although cybersecurity heavily relies on cryptography, recent evidence indi-
cates that it can indeed transcend beyond encryption using Zero Vulnerabili-
ty Computing (ZVC) technology. ZVC is an encryption-agnostic absolute 
zero trust (AZT) approach that can potentially render computers quantum 
resistant by banning all third-party permissions, a root cause of most vulne-
rabilities. Unachievable in legacy systems, AZT is pursued by an experienced 
consortium of European partners to build compact, solid-state devices that 
are robust, resilient, energy-efficient, and with zero attack surface, rendering 
them resistant to malware and future Q-Day threats. 

How to cite this paper: Raheman, F. 
(2024) From Standard Policy-Based Zero 
Trust to Absolute Zero Trust (AZT): A 
Quantum Leap to Q-Day Security. Journal 
of Computer and Communications, 12, 
252-282. 
https://doi.org/10.4236/jcc.2024.123016 
 
Received: January 23, 2024 
Accepted: March 26, 2024 
Published: March 29, 2024 
 
Copyright © 2024 by author(s) and  
Scientific Research Publishing Inc. 
This work is licensed under the Creative 
Commons Attribution International  
License (CC BY 4.0). 
http://creativecommons.org/licenses/by/4.0/   

  
Open Access

https://www.scirp.org/journal/jcc
https://doi.org/10.4236/jcc.2024.123016
https://www.scirp.org/
https://doi.org/10.4236/jcc.2024.123016
http://creativecommons.org/licenses/by/4.0/


F. Raheman 
 

 

DOI: 10.4236/jcc.2024.123016 253 Journal of Computer and Communications 
 

Keywords 
Cybersecurity, Quantum Computers, Post Quantum Cryptography, Q-Day, 
Zero Trust 

 

1. Introduction 

Cybercrime is predicted to skyrocket to become over $23.8 Trillion industry by 
2027 [1]. A hack attack occurs every 39 seconds, and about 300,000 new mal-
wares are created daily [2]. By 2025, ~75 billion devices will be connected to the 
Internet [3]. If the state-of-the-art had a perfect solution, cybercrime would not 
have shown a persistent upward trajectory with exponential growth doubling in 
5 years from $8.44 trillion in 2022 to $23.84 trillion by 2027 (Figure 1) [1]. 
These estimates do not even consider the catastrophe Q-Day may unleash upon 
our daily lives when Internet-breaking Quantum Computers (QC) become a re-
ality. With the exponential proliferation of IoT devices and the ever-growing 
vulnerabilities of connected devices, the cybercrime industry is poised for un-
stoppable growth.  

Experts unanimously agree that fool-proof cybersecurity is “practically im-
possible” essentially because our legacy computer architecture mandates third- 
party permissions that third-party applications need to run, but which bad ac-
tors often exploit to attack with malware [4]. Experts unanimously agree that 
data within a connected device can never be entirely secure because network 
exposure can never be risk-free. A World Economic Forum report warns that a 
“catastrophic cyber event” is coming (Figure 2). It claims that “93% of cyber 
leaders, and 86% of cyber business leaders, believe that the geopolitical instabili-
ty makes a catastrophic cyber event likely in the next two years.” [5]  

The situation will worsen when quantum computers (QC) with sufficient qu-
bits arrive to break current encryption algorithms, and 6G communication de-
vices will premiere in 2030 to reach a connection density of 10 million devices 
per square kilometer [6] (Figure 3).  

6G is targeted as a global communication facility with approximately 1 Tb/s 
user bit rate with less than 1 microsecond latency [7]. Zhang et al. argue in their 
article that 1000 times price reduction from the customer’s viewpoint is the key 
to the success of 6G [8]. Post Quantum Cryptography (PQC) is being aggres-
sively developed to secure our cryptography-dependent digital infrastructure in 
a Zero Trust (ZT) cloud computing architecture recommended by NIST (Na-
tional Institute of Standards and Technology) [9]. However, with over 90% of 
PQC candidates failing after the final round of NIST’s PQC standardization 
process, QC appears more detrimental to human interests than the benefits it 
delivers [10]. 

PQC deployment will make the 6G goals almost unachievable as most prom-
ising PQC algorithms rely on keys much larger than those in classical algorithms  
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Figure 1. Exponential growth of cybercrimes. Image Source: Statista.com [1]. 
 

 

Figure 2. Possibility of catastrophic cyber event in by 2025. Credit: WEF 
Global Cybersecurity 2023 Report [5]. 

 

 

Figure 3. Connection density of 4G, 5G, and 6G mobile broadband technologies (in mil-
lions of devices per kilometre². Image credit: Statista.com [6] 
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and will likely have a higher computational cost than the current RSA methods. 
These large keys consume more storage space and processing power, increasing 
the time and costs. Not counting its operational cost or its energy efficiency, a 
recent high-performance implementation of CRYSTALS-Dilithium achieved the 
best-known latency as low as 16.8 microseconds on an Artix-7 at 142 MHz chip 
[11]. This is manifold higher than the 1-microsecond target set for 6G. There are 
substantial storage and computational costs and latency implications of PQC 
depending on the length of the keys ciphertext and signature size, the computa-
tional efficiency of their encryption, encapsulation, signature verification and 
private key decryption, decapsulation, and signing operations.  

Even if PQC succeeds in NIST’s standardization process, the critical challenge 
of latency looms large over 6G networks as these networks demand ultra-low la-
tency (beyond current PQC capabilities) to power real-time applications seam-
lessly. Therefore, the necessity for cybersecurity solutions that offer blazing-fast, 
low-latency performance is undeniable. Regardless of the fate of PQC algo-
rithms, the urgency for such solutions remains paramount in fortifying future 
6G networks against quantum threats.  

A solution is therefore urgently needed. This research explores & and extends 
the initial promising results of the H2020-funded ZVC experiments [4] and 
builds on the findings to create a robust quantum-resilient 3SoC (Solid-State 
Software-on-a-Chip) framework. Pursued by an experienced consortium of 9 
European partners [12], this solid state Absolute Zero Trust (AZT) by design 
approach can potentially render computers quantum-resistant by banning all 
third-party permissions, which remains the root cause of most computer vulne-
rabilities.  

Section 2 articulates a problem statement that the state-of-the-art needs to 
resolve to stop the worsening state of cybersecurity. Section 3 describes the 
purpose of this research in the form of 3 research questions that this paper at-
tempts to answer and briefly presents a concise summary of the related work. In 
Section 4, the state-of-the-art is challenged with each of the 3 research questions 
that set the backdrop for this paper. Section 5 reviews the Zero Vulnerability 
Computing (ZVC) approach and its impact on a computer’s operating system. 
Section 6 discusses from a historical perspective and projects the possible future 
if our research agenda meets its goal. Section 5 details the proposed solution 
that eliminates the complexities ingrained in legacy systems to build support for 
the quantum-safe hypothesis on the future of cybersecurity. Section 6 demon-
strates that ZVC/3SoC architecture is “Absolute Zero Trust” by Design, while 
the legacy system’s “Zero Trust” strategies are policy-based and cannot be auto-
nomous and seamless. Section 7 compares the ZVC/3SoC architecture with 
other operating systems and bare machine systems (BMS). Section 8 lays down 
the limitations of the study. Section 9 concludes that future computers may be 
rendered more robust, resilient, and secure if they get rid of the complexities 
that their vulnerability-prone operating systems introduce. 
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2. Problem Statement 

“Complexity is the worst enemy of security, and this is especially true for com-
puters & and the Internet” [13]. Complexity opens the door to vulnerabilities. 
Unfortunately, computer advancements have always been associated with in-
creased complexities. With the proliferation of IoT devices predicted to reach 75 
billion by 2025 [14], the attack surface will exponentially grow, sharing a signifi-
cant common attack surface and increasing security vulnerabilities across the 
board [15]. The time frame for vulnerability exploitation has also compressed. 
Now it is only 15 minutes before a vulnerability is exploited, compared to days 
in the past [16]. Zero-day cyber-attacks are predicted to rise from one per week 
to one per day [17]. Such extraordinary growth of cybercrime will get worse 
when the Q-day arrives. Q-Day is when quantum computers, with computing 
speeds millions of times faster than the fastest classical computer, will break the 
Internet [18].  

State-of-the-art cybersecurity techniques are limited to strategies that reduce 
the attack surface and encrypt data stored in online devices to counter the vul-
nerabilities. These approaches, however, have known limitations and are often 
complex, making cybersecurity experts conclude that “perfect cybersecurity is 
impossible” [4] [19]. 

In 2016, NIST (National Institute of Standards and Technology) published a 
report on the rising threat to the encrypted Internet data by quantum computers 
and the catastrophic impact that would have on the integrity of the global IT in-
frastructure [20]. Traditional computers store data in binary “bits” (like ones 
and zeroes) and function by creating and storing long strings of these bits. 
However, quantum computers (QC) “qubits” (quantum bits) can do both si-
multaneously. This enables them to do millions of trial-and-error calculations at 
once. A QC could do what might have taken an ordinary computer week or even 
years in seconds. Thus, a QC can decrypt standard encryption instantly, exacer-
bating serious cybersecurity issues across the Internet. Following the NIST re-
port, experts have been warning of the apocalyptic Q-Day when QC will have 
enough power to break the Internet [18]. The non-linear exponential growth in 
QC has opened up the possibility of performing attacks based on Shor’s and 
Grover’s algorithms that threaten the PKI and hash functions in the near future 
[21]. Therefore, it has become necessary for the development of post-quantum 
secure signature schemes. The nightmare scenario of a QC falling into rogue 
hands for hacking government systems, shutting down power grids, clearing 
bank accounts and crypto wallets, and triggering financial chaos has been played 
out umpteen times by experts [22]. Q-Day, the day when quantum computers 
will be able to render all current encryption methods meaningless, is predicted 
to arrive sooner than one thinks [23]. Some believe quantum networks can be 
expected to be operational before 2030 [24]. In fact, at least 6 companies have 
already started offering their current quantum computing capabilities as a com-
mercial cloud service [25].  
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In April 2021, the Ransomware Task Force, a group of industry experts, sub-
mitted a report entitled “Combatting Ransomware - A Comprehensive Frame-
work for Action” to the US government [26]. On May 12, 2021, in response to 
this report from the Ransomware Task Force, President Biden issued an Execu-
tive Order entitled “Improving the Nation’s Cybersecurity” [27], which requires 
that the US advance towards a “Zero Trust Architecture”, as described by the 
NIST [23].  

Post-Covid ubiquity of work-from-home and bring-your-own-device (BYOD) 
strategies have driven the European Commission to upgrade its NIS2 Directive 
for cybersecurity to move workloads from client devices to the cloud [28]. This 
has accelerated the adoption of the Zero Trust Architecture in Europe and rede-
fined the approach to cybersecurity [29]. In a recent RSA2023 event, experts 
suggested that PQC will become a core part of IT infrastructure with the goal of 
extending zero trust to future quantum computing [30]. Last year, the Cloud 
Security Alliance launched a countdown to Y2Q (years to quantum) that pre-
dicts just under seven years until quantum computing is able to crack current 
encryption [31]. They arbitrarily specify April 14, 2030, as the deadline by which 
the world must upgrade its IT infrastructure to meet the Y2Q threat (Figure 4). 
Even NATO and the White House recognize the threat and are preparing for 
Y2Q [32]. If we don’t do anything, the Internet as we know it now may simply 
cease to exist.  

The EuroQCI (European Quantum Communication Infrastructure) initiative 
was launched in 2019. The EuroQCI Declaration was initially signed by seven 
Member States, and all EU Member States subsequently joined the initiative 
[29]. The US Congress passed the Quantum Computing Cybersecurity Prepa-
redness Act (H.R. 7535) in July 2022 [30], and on December 21, 2022, President 
Biden signed it into law [31]. The Act encourages “federal government agencies 
to adopt technology that will protect against quantum computing attacks.” This 
marks a major milestone in the global effort to develop and deploy quan-
tum-resilient cybersecurity. These legislations made the world move quickly 
against the coming QC threat since upgrading existing governmental and com-
mercial cryptography infrastructure takes significant effort and years.  

Post-quantum cryptography (PQC) is being aggressively pursued worldwide 
as a defense from potential quantum threats to the Internet. In 2017, NIST in-
itiated its long journey to standardize a defense against this impending catas-
trophe and, in 2019, published the results of its first round of 82 PQC candidates  

 

 

Figure 4. Countdown to Q-Day (Y2Q). Credit: Cloud Security Alliance [31]. 
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entering the standardization process [32]. In 2022, 2 of the 4 finalist PQC can-
didates were decimated by ethical hackers using standard computing devices, 
sending a shockwave within the cybersecurity community [33] [34] [35]. Last 
year, a Swedish group also cracked the remaining finalist PQCs (CRYSTALS-Kyber 
and CRYSTALS-Dilithium) [36] and a French team of cryptographers [37].  

3. Research Purpose and Related Works 

The principal objective of this research is to address the perpetually worsening 
cybersecurity landscape, which is further aggravated by the looming catastrophic 
threats from QC. Two major NIST (National Institute of Standards & Technol-
ogy) initiatives taken in recent years aimed at mitigating the cybersecurity crisis 
include:  

1) Post Quantum Cryptography Standardization Project [20].  
2) Zero Trust Architecture (ZTA) [26] [27] [28] [29]. 
These initiatives are also supported by the ENISA (EU cybersecurity agency) 

in its revised EU directive on the security of network and information systems 
(NIS2) [38]. Both these initiatives are facing implementational challenges. This 
paper examines these initiatives de novo in the light of a new encryp-
tion-agnostic cybersecurity approach [4] by formulating the following research 
questions (RQ): 

3.1. RQ1: Why Are Computers Inherently Vulnerable, and Why  
Foolproof Cybersecurity Is Impossible? 

Cybersecurity experts unanimously agree that 100% cybersecurity is impossible 
[4] [19]. Although logically obvious, peer-reviewed literature lacks an explicit, 
technologically pertinent answer to this question. This research articulates an 
explicitly defined answer to this question.  

3.2. RQ2: Is PQC the Ideal Solution to Secure 75 Billion Connected  
Devices in the Near Future? 

Today’s Internet security is almost entirely cryptography-dependent [39], and 
therefore it remains vulnerable to the impending threats from the enormous 
computing power of the future QC. PQC is obviously the logical defense against 
the Q-Day threat. However, PQC algorithms are expensive and consume rela-
tively more computing resources than legacy cryptography schemes. A good 
majority of IoT devices are low-cost with low computational power. Running 
PQC algorithms may not be techno-economically feasible on the majority of IoT 
devices. An answer to RQ2 will help us explore alternate possibilities. 

3.3. RQ3: Is Absolute Zero Trust (AZT) Achievable in Prior Art?  

AZT is not achievable [40] [41]. Nevertheless, several research reports claim to 
implement ZT by design, although all of them are policy-based models (see sec-
tion 4.3) that cannot run without continuously monitoring and maintaining ze-
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ro-trust policy-based rules defined by the organization running the ZT system. 
An affirmative answer to this question will make real build-time AZT possible 
and make implementing ZT seamless and autonomous. 

Answers to these research questions may help researchers target cybersecurity 
solutions to the root cause of computer vulnerabilities, better prepare our digital 
infrastructure to deal with the Q-Day threat and make the implementation of ZT 
more robust, resilient, autonomous, and seamless. 

PQC is the only defence currently explored by researchers and regulatory au-
thorities to secure the Internet from the Q-Day threat. A recent report discloses 
a novel way to deal with the impending Q-Day threat by segregating all quantum 
computing activities from mainstream Internet instead of deploying re-
source-intensive PQC on every Internet device [42]. It deployed a new Zero 
Vulnerability Computing (ZVC) paradigm that proposed a new computer ar-
chitecture banning all third-party permissions to reduce the computer’s attack 
surface to zero and achieve zero vulnerability [4]. This approach delivers QC 
services to customers in a Quantum-as-as-Service (QaaS) business model [42] 
[43]. Although computer security heavily relies on cryptography, recent evi-
dence indicates that it can indeed transcend beyond encryption by deploying 
ZVC technology. ZVC is an encryption-agnostic approach that can potentially 
render computers quantum-resistant by banning all third-party permissions, a 
root cause of most vulnerabilities [4] [42]. Recently, 9 European organizations, 
including four universities, three SMEs, a research organization, and a 
non-profit, built a consortium to develop a quantum-resistant computing infra-
structure, further deploying this new ZVC paradigm [44]. This paper expounds 
on the principle objective of the consortium to design a ZVC computing envi-
ronment that eliminates the complexities of the traditional multi-layered archi-
tecture of legacy computers and builds a minimalist, compact Solid-State Soft-
ware on a Chip (3SoC) device that’s robust, resilient, energy efficient, and with 
zero attack surface, rendering it resistant to malware, as well as future Q-Day 
threats [4] [42] [43]. 

4. State-of-the-Art 

With the advent of IoT and the proliferation of connected devices, attack surfac-
es, and vulnerabilities have exponentially grown. Over the past decade, malware 
has grown from about 100 million in 2012 to 1.33 billion in 2021 [45]. In the 
current state-of-the-art, the approach to improving the security of a computer 
system is to measure the attack surface [46] and minimize it with the following 
strategies:  

1) reducing the amount of code running,  
2) reducing entry points available to untrusted users, &,  
3) eliminating services requested by relatively few users [47].  
The Zero Trust architecture by NIST suggests a similar strategy [48]. Al-

though attack surface reduction helps prevent many security failures, it does not 
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mitigate the damage an attacker could inflict once a software vulnerability is 
found [49].  

Computer encryption is vital for protecting users, data, and infrastructure in 
the digital age [50]. Using traditional computing, even common desktop encryp-
tion could take decades for specialized “crackers” to break, and government and 
infrastructure-grade encryption would take billions of times longer. In light of 
these facts, it may seem that today’s computer cryptography is a rock-solid way 
to safeguard everything from online passwords to the backbone of the entire in-
ternet. Unfortunately, many current cryptographic methods will soon be obso-
lete when the Q-Day arrives [51].  

This paper reviews and challenges the state-of-the-art de novo with three 
grassroots-level questions. The first question targets the very design and archi-
tecture of computers that render them vulnerable in the first place. The second 
question challenges the techno-economic feasibility of current approaches to 
counter the impending Q-Day threat. The third and final question investigates 
whether the legacy systems permit the much-desired ZTA by Design implemen-
tation possible. The answers may unveil a solution to the intractable cybersecur-
ity problem that appears to be so far unassailable.  

4.1. Why Are Computers Inherently Vulnerable, and Why Is  
Foolproof Cybersecurity Impossible? 

All modern computing devices follow at least two mandatory design rules to 
make them usable [4] [42] [43] 

1) All computer hardware and software are designed to grant third-party 
permissions that third-party applications need to run.  

2) The inherent vulnerability of in-computer data storage. 
In prior art, no hardware or software is devoid of third-party permissions, and 

these permissions are mandated for a good reason—allowing vendors to supply 
a diverse range of applications. Without third-party applications, a computer 
will be useless. Although permissions allow computers to run applications, most, 
if not all, computer vulnerabilities originate from those inherent permissions, 
creating an attack surface that hackers use to deploy attack vectors [4] [42] [43]. 
In legacy computing systems, the attack surface cannot be eliminated. It can only 
be reduced by deploying policy-based measures. Consequently, third-party per-
missions and the resulting attack surface are necessary evils legacy computing 
systems must live with. This situation compels cybersecurity experts to conclude 
that fool-proof cybersecurity is practically impossible [4] [19] [39]. Those rules, 
although perfect for the pre-Internet era, have failed to stop cybercrimes in the 
age of the Internet and, in fact, allowed the exponential growth of cybercrimes 
[47]. Without unlearning that deeply ingrained knowledge about the “necessary 
evil,” it is difficult to comprehend the new ZVC (Zero Vulnerability Computing) 
paradigm that the proposed solution builds on to solve the cybersecurity quag-
mire [4] [8] [42] [43]. 
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4.2. Is PQC the Ideal Solution to Secure 75 Billion Connected  
Devices in the Near Future? 

All the evidence suggests that QC is experiencing an inflection point. compelling 
us to get ready for this new computing paradigm [30]-[36]. More importantly, 
because companies like IBM, Amazon, et al. have already commenced offering 
their QC capabilities to their qualified clients as cloud services [25], the need to 
secure the Internet from Q-Day threats is greater than ever. Experts believe the 
transition of the billions of old and new devices to PQC will be a multidecade 
transition process that has to account for aspects such as security, algorithm 
performance, ease of secure implementation, compliance, etc. [50]. By 2025, 
there will be ~75 billion devices connected to the Internet [10], a good majority 
of which will be IoT devices with minimal resources posing significant computa-
tional restrictions on their hardware and software. The communication between 
these devices, their limited energy resources, and their limited processing power 
make running any cryptographic algorithm with longer keys challenging. 95% of 
current Internet security is cryptography-based [52], bearing significant resource 
and cost consequences on these devices connected to the Internet. The IoT de-
vices with limited resources are impacted the most. The advent of QC will make 
the cybersecurity situation worse. There is a race among countries to get supre-
macy in QC because QC will drastically reduce the computing time from years 
to minutes. Although the power of QC will be a boon for data-intensive indus-
tries, it raises serious threats to the cybersecurity of connected devices. Theoret-
ically, all cryptographic algorithms are vulnerable to quantum attacks. The 
availability of a practical QC with millions of qubits capacity will be able to break 
nearly all modern public-key cryptographic systems, threatening an impending 
Quantum apocalypse [53]. Before the QCs arrive with sufficient qubits, we must 
be ready with quantum-safe cryptographic algorithms, tools, techniques, & and 
deployment strategies to protect our ICT infrastructure. 

In 2016, the National Institute of Standards and Technology (NIST) predicted 
that QCs would soon be able to break the most popular forms of public key 
cryptography. The encryption technologies we rely on every day—HTTPS, TLS, 
WIFI protection, VPNs, cryptocurrencies, PKI, digital certificates, smartcards, 
etc. will be virtually useless. In 2022, after a rigorous 5-year process, four finalists 
out of 82 PQC candidates for standardization were announced, two of whom got 
cracked within months [36] [37] [38]. Subsequently, the remaining PQC were 
also breached by a Swedish and a French team of cryptographers [39] [54], plac-
ing the PQC standardization process in serious jeopardy [42] [43]. Moreover, en-
cryption algorithms, in general, are neither resource-efficient nor cost-effective 
because of the high cost of encryption and decryption of data [55]. A recent re-
port estimates the current cost of quantum cryptography for connecting two 
computers at a whopping $50,000 [56]. Notwithstanding the cost and failing 
state of PQCs, most IoT devices with limited resources will be unable to support 
the implementation of PQC algorithms computationally. Implementing PQC on 
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75 billion devices is a techno-economic futility that PQC advocates often ignore. 
These circumstances warrant an urgent need to explore alternate strategies. Al-
though state-of-the-art security heavily relies on cryptography, recent evidence 
indicates it can indeed transcend beyond encryption using Zero Vulnerability 
Computing (ZVC) technology [4] [42] [43]. ZVC is an encryption-agnostic ap-
proach that can potentially render devices quantum-resistant by banning all 
third-party permissions, a root cause of most computer vulnerabilities [4]. ZVC 
eliminates the complexities of the multi-layered architecture of legacy devices 
and builds a minimalist, compact Solid-State Software on a Chip (3SoC) device 
that’s robust, resilient, energy-efficient, and with zero attack surface rendering it 
resistant to malware as well as future quantum threats [42] [43]. 

Recent setbacks may jeopardize the original NIST timeline for PQC standar-
dization, estimated at 15 years for a full transition to Quantum-safe Internet [43] 
[53]. Global PQC implementation is a massive undertaking impacting each of 
the billions of computing devices in the entire Internet ecosystem. It is not just a 
time-consuming but resource-intensive undertaking. However, the alternate ap-
proach for quantum resilience that this proposal proposes limits its implementa-
tion to QC service providers offering discerning QaaS (Quantum-as-a-Service) 
subscription exclusively to highly selective special needs clients, warranting no 
Internet-wide implementation of QC [42] [43]. Thus, keeping the QC exploiting 
bad actors at bay, the proposed 3SoC architecture can accelerate the process of 
securing the Internet from the Q-Day threat [42] [43]. 

4.3. Is Absolute Zero Trust (AZT) by Design Possible in Prior Art? 

In legacy computing environments, trust itself is a vulnerability and, like all vul-
nerabilities, should be eliminated [57]. Zero Trust was created because tradition-
al security models operate on the outdated assumption that everything inside an 
organization’s network should be implicitly trusted. This implicit trust means 
that all users, including threat actors and malicious insiders, can access sensitive 
data once on the network due to a lack of lateral security controls [57]. First 
proposed by John Kindervag in 2010 [58], zero trust is a systemic approach to 
information security that trusts no user, transaction, or network traffic unless 
verified. In 2020, NIST defined it as “a term for an evolving set of cybersecurity 
paradigms that move defenses from traditional static, network-based perimeters 
to focus on users, assets, and resources.” [59] It lays out a user-centric security 
vision as compared to its perimeter-focused predecessors. It is a strategic ap-
proach to cybersecurity that secures an organization by eliminating implicit trust 
and continuously validating every stage of digital interaction. Rooted in the 
principle of “never trust, always verify,” Zero Trust (ZT) is designed to protect 
modern environments and enable digital transformation by using strong au-
thentication methods, leveraging network segmentation, preventing lateral 
movement, providing threat prevention, and simplifying granular, “least access” 
policies. However, at the end of the day, zero trust remains just a vision, not a 
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recipe, a strategy, not a toolset, a policy-based protocol implemented by humans, 
not an autonomously implemented algorithm that runs seamlessly by default.  

A zero-trust architecture (ZTA) uses zero-trust principles to plan industrial 
and enterprise infrastructure and workflows. ZT assumes there is no implicit 
trust granted to assets or user accounts based solely on their physical or network 
location (i.e., local area networks versus the internet), or based on asset owner-
ship (enterprise or personally owned) [58] [59]. Authentication and authoriza-
tion (both subject and device) are discrete functions performed before a session 
to an enterprise resource is established. Zero trust is a response to enterprise 
network trends that include remote users, bring-your-own-device (BYOD) im-
plementations, and cloud-based assets that are not located within an enter-
prise-owned network boundary. ZTA focuses on protecting resources (assets, 
services, workflows, network accounts, etc.), not network segments, as the net-
work location is no longer seen as the prime component of the security posture 
of the resource [57] [58] [59].  

NIST’s Zero Trust Architecture (ZTA) defines three policy-related core com-
ponents (Figure 5):  

1) Policy Engine: The policy engine is the core of ZTA. The policy engine 
decides whether to grant access to any resource within the network. It relies on 
policies designed and managed by the enterprise’s security team and data from 
external sources like threat intelligence to verify and determine context. Access 
is then granted, denied, or revoked based on the parameters defined by the en-
terprise. The policy engine communicates with a policy administrator compo-
nent that executes the decision.  

2) Policy Administrator: The policy administrator component is responsible 
for executing access decisions determined by the policy engine. It can allow or 
deny the communication path between a subject and a resource. Once the policy 
engine makes an access decision, the policy administrator kicks in to allow or 
deny a session by communicating a third logical component called the policy 
enforcement point.  

3) Policy Enforcement Point: The policy enforcement point is responsible 
for enabling, monitoring, and terminating connections between a subject and an  
 

 

Figure 5. Simplified anatomy of NIST’s policy-based zero trust ar-
chitecture. 
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enterprise resource. In theory, this is treated as a single component of ZTA, but 
in practice, it has a client-side agent on a PC or a server and the resource-side 
access control gateway.  

Simply put, ZTA is a policy-based system that authenticates the user many 
times during the user’s online activity, but these are done behind the scenes so as 
not to bother the user at every step of the process. 

5. Zero Vulnerability Computing: A New Cybersecurity  
Paradigm 

Zero Vulnerability Computing is a new encryption-agnostic cybersecurity ap-
proach that bans all third-party permissions that all legacy hardware and soft-
ware inherently grant to allow running diverse applications that third-party 
vendors offer [4] [42] [43]. These permissions are the principal cause of almost 
all computer vulnerabilities. Because only native applications are allowed access 
to the zVC resources and all non-native codes are outright rejected by default, 
there is no need for deploying complex cryptographic keys for authenticating an 
authorized user. 

5.1. How Does ZVC Become a Security Strategy for Resistance to  
Quantum Computers (QC) 

As discussed in Section 2, traditional computers store data in binary “bits” (like 
ones and zeroes) and function by creating and storing long strings of these bits. 
However, quantum computers (QC) “qubits” (quantum bits) can do both si-
multaneously. This enables them to do millions of calculations at once. A QC 
could do what might have taken an ordinary computer week or years in seconds. 
Thus, a QC can decrypt standard encryption instantly, exacerbating serious cy-
bersecurity issues across the Internet. Q-Day, the day when quantum computers 
will be able to render all current encryption methods meaningless, is predicted 
to arrive soon [23]. 

Our previous reports on ZVC [4] [42] [43] provided experimental validation 
of the ZVC hypothesis. This novel approach to cybersecurity does not depend on 
user-facing cryptographic schemes; therefore, it is encryption agnostic and in-
herently resistant to the cryptography-breaking power of future quantum com-
puters [4] [42] [43].  

5.2. The Quantum-Safe Zero Vulnerability Computing (ZVC)  
Hypothesis and Its Impact on Operating System 

However, the ZVC approach drastically changes our current IT practices at the 
grassroots level, imposing certain significant limitations on the traditional OS 
and installable applications as supported by the 3SoC hypotheses [42]. As a con-
sequence of banning all third-party permissions, all the traditional computing 
layers are merged, resulting in zero attack surface, introducing the revolutionary 
“zero moving parts” concept of traditional solid-state electronics to the comput-
er’s software framework. Because of its solid-state nature that does not rely on 
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user-facing cryptography for its security, 3SoC turns out to be a novel approach 
to developing, storing, and running any software in a computing environment 
that’s inherently bequeathed with robustness, resilience, energy efficiency, and 
resistance to any malware and future quantum threats. Such a ZVC/3SoC frame-
work achieved security without the policy-based ZTA and hence serendipitously 
resulted in absolute zero trust (AZT) architecture by design.  

To overcome the legacy computing environments’ disadvantages in terms of 
permissions for the storage of data & and execution of programs, the 3SoC 
computing environment demands a new protocol that discriminates non-native 
data from the data generated by native applications [42]. Such file management 
protocol essentially builds a gateway to authorize access to the nonvolatile 
memory for data privileges. As illustrated in Figure 6, the Soft Gate works at the 
firmware level, filtering all data with permission to store and execute data files in 
two steps. The 1st step only allows the data files with the .3SoC extension, and 
the 2nd step checks for the private key before authorizing any storage rights to 
the data file. The Hardware Gate is a tiny controller that assigns memory registry 
addresses only to the native 3SoC file format (Figure 6). All non-native, non-3SoC 
data are denied access. To pass the 3SoC gateway, a natively generated file in-
grains at least two unique attributes. The first attribute assigns a .3SoC file ex-
tension to all the native files, and the second deploys public key cryptography in 
the file compilation algorithm for encapsulating a private key within the file. The 
gateway permitting access to the memory thus passes through two checks before 
granting access, denying all files not recognized by the gateway (Figure 6). 

In comparing 3SoC architecture with the multi-layered architecture of tradi-
tional computing systems, as illustrated in Figure 7, it is amply clear that the 
concept is heading toward a minimalist computing system that is devoid of a 
full-featured Operating System (OS). Discussed in more detail subsequently in 
Sections 6.3 and 7, ZVC/3SoC takes another well-researched concept of BMS 
 

 

Figure 6. Hardware level banning of non-native data by 3SoC. Adapted: Future Internet, 
14(11), 33 (2022). 
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Figure 7. Layered legacy system vs compact 3SoC. 
 

(Bare Machine Systems) [60] to the next level. BMS is a minimalist computing 
environment devoid of a proper OS designed to improve computer security. Un-
like the BMS, 3SoC is not limited to running a single custom application but in-
tegrates a user interface that can run any traditional web application (Figure 8). 
3SoC remains an active subject of research pursued by our consortium, having 
far-reaching insinuations on our understanding of solid-state electronics and 
computer hardware/software [8] [42] [43]. It delivers a fully functional compu-
ting device without a classical OS and zero installable applications but with 
web-delivered features and user experience on par with the legacy computing 
systems running legacy operating systems, such as Windows, Android, Linux, 
MacOS or iOS. 

6. How Does the Zero Trust Strategy Playout in the  
ZVC/3SoC Framework? 

Hype surrounds any new concept or phenomenon, as with “Zero Trust Archi-
tecture” (ZTA). Michael, et al claim that the concept of ZTA is currently a mov-
ing target, and developing and sustaining ZTA is essentially impossible [61]. 
Some experts consider Zero Trust as a misnomer [62]. When a good majority of 
cybersecurity experts believe ZTA itself is impossible or illusive [63], the legiti-
macy of research reports claiming ZTAbD (Zero Trust Architecture by Design) 
is at best questionable. An in-depth review of these reports will deliver a fair 
answer to the question of ZTAbD or absolute zero trust (AZT) feasibility in the 
real world. 

In legacy systems, security is often an afterthought and an overlay on the 
original network, mostly placing the traditional security controls at the perime-
ter of the network [64]. Acknowledging that full lifecycle security of software 
and systems is more successful than when it is treated as an afterthought, Dwight 
& Nair argued that the benefits of the ZT strategy cannot be fully realized with-
out extending the notion of ZT beyond the network architecture to include ZT 
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Figure 8. Graphic illustration of a 3SoC hardware 
without OS. 

 
protocol design and full lifecycle ZT software engineering [65]. However, their 
proposed ten foundational principles of the ZT by Design architecture are also 
policy-based. Since policy-based protocols are human-configured, implemented, 
and supervised, they cannot be fully autonomous, self-governing, and universal-
ly relevant by design, at least not at build time. This essentially means that a 
rule-based or policy-dependent ZTA that introduces application-specific trust 
rules during each runtime execution cannot integrate universal trust rules dur-
ing build-time.  

A typical ZT architecture implements different pillars of zero-trust as different 
functions, with each function providing functionality for a different zero-trust 
principle pertaining to data, device, application, user identity, infrastructure, and 
network [66]. Each of these pillars is layered in legacy computing systems man-
dating third-party permissions, which are governed by a policy engine, policy 
administration, and policy enforcement process defined by the system’s varying 
operational circumstances (Figure 9). Although several reports [62]-[67] claim 
the merit of ZT by Design or absolute zero trust (AZT), technically all those 
proposed ZT implementations in the prior art are policy based [61]-[69], and 
therefore strictly speaking cannot be ZTbD or AZT. Embedding full, seamless, 
and autonomous ZT in any legacy computing system is wishful thinking that can 
only be desired but not achieved. This is because if third-party permissions exist 
in any build-time computing environment, there will always be policies to go-
vern those permissions that third-parties deploy in diverse computing scenarios 
[4] [8] [42] [43]. Therefore, in all legacy systems, true universal AZT is a myth 
that can only be desired but never achieved. However, as illustrated in Figure 8, 
the AZT framework powered by ZVC/3SoC devices, governance does not in-
volve any layering or third-party permissions (Figure 6, Figure 7 & Figure 9) 
and, therefore, can be built into the architecture of the 3SoC computing envi-
ronment for seamless autonomous operation without having to design, imple-
ment and monitor ZT policies. 
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Figure 9. Pillars of zero trust governance: legacy (policy based) vs 3S0C’s absolute zero trust (AZT) by design. 

6.1. Absolute Zero Trust (AZT) Architecture by Design Extends ZT  
to “Trust No Application” & “Trust No Code” 

Implementing the Zero Trust strategy is a multi-step process that entails defin-
ing the protection surface, mapping the transaction flows, defining the relevant 
architecture, creating the zero trust policy, and monitoring and maintaining the 
zero trust environment (Figure 10). Integrating all of these steps into ZT by de-
sign at the build-time is impossible as these conditions change during the run-
time according to the prevailing circumstances and require continuous moni-
toring by a dedicated team. Therefore, “Absolute Zero Trust” (AZT) is not 
achievable because its complex policy implementation cannot run autonomously 
24/7 without human intervention [61]-[70]. However, by banning all third-party 
permissions, the principle cause of all vulnerabilities and resulting attack surface, 
ZVC’s 3SoC architecture, whether at build-time or runtime, is inherently “Zero 
Trust” by design. This means no attack surface needs to be defined, and no 
strategy, rules, or policy must be designed, planned, created, or monitored. For 
the reasons explained here and in the previous subsection, legacy zero trust sys-
tems will always be policy-based, and as such, the elements of zero trust cannot 
be coded into their architecture at build-time. In other words, self-implementing 
AZT by design is an impossibility in legacy computing systems.  

In essence, prior art ZT is built on the principle of “trust no one, trust no de-
vice, and trust no network.”, whereas the AZT by Design framework described 
in this paper extends the concept of ZT and ZTA beyond “trust no one, trust no 
device and trust no network,” to “trust no application and trust no code” 
(Figure 9). The legacy ZT implementation remains a policy-based strategy or 
model and not a product, while ZVC/3SoC’s AZT is a product that delivers AZT 
by design coded into the program at build-time. In ZVC/3SoC-based architecture,  
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Figure 10. 5-Step zero trust process vs autonomous absolute zero trust (AZT) 
by design of 3SoC. 

 
AZT implementation is automatic by default without defining or continuously 
monitoring policies. 

6.2. AZT: A Cloud Continuum 

AZT should be designed as a cloud continuum to maximize its impact, not just a 
vaulted computer terminus operating in a sequestrated environment. Cloud 
computing is one of the fastest-growing markets in the software industry pre-
dicted to hit $791.48 Billion by 2028 [71]. This is despite cloud computing facing 
the triple whammy of privacy breaches, security threats, and interoperability 
flaws [72]. Notwithstanding these shortcomings, the “-as-a-Service” cloud 
computing model has grown exponentially because of its advantages over legacy 
systems. The cloud computing environment is quickly evolving from an entirely 
centralized architecture to a more distributed continuum.  

6.2.1. Four-Layered AZT Cloud Continuum 
The cloud-computing continuum continues to shift. Shifts, not only in terms of 
distribution of services but also in terms of distribution of resources. In terms of 
services, that continuum has evolved from basic software, platform, or infra-
structure as-a-Service to Everything-as-a-Service (XaaS). In terms of the distri-
bution of resources, it has evolved from isolated remote servers in the cloud to 
the Cloud-Fog-Edge computing continuum. Recently, Moreschini, et al, ana-
lyzed 36 studies [73] to formulate the definition of cloud continuum as “an ex-
tension of the traditional Cloud towards multiple entities (e.g., Edge, Fog, IoT) 
that provide analysis, processing, storage, and data generation capabilities.” 
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The AZT by Design framework proposed in this study can significantly con-
tribute to the evolving cloud continuum by taking the traditional 3-layered 
Cloud-Fog-Edge continuum to a novel 4-layered Cloud-Fog-Edge-EN (End 
Node) continuum. Thus, extending the redistribution of computing resources of 
the cloud continuum beyond traditional fat, fog, and edge devices to the EN, 
placing users in full control of their personal data stored in personal online data 
stores (PODs) within the EN [74], and decentralizing the continuum to bring 
the resources closer to the EN client device (Figure 11). In legacy systems, EN is 
considered no more than a user interface with plenty of EN Problems that in-
troduce vulnerabilities into the network [75], warranting its exclusion from the 
cloud continuum. However, in the proposed AZT framework, EN plays a key 
role in not only boosting processing speeds and minimizing latency but also en-
suring the privacy, security, and interoperability of users’ personally identifiable 
information (PII) (Figure 10). Most importantly, in the proposed AZT archi-
tecture the only change warranted is in the EN client devices. The rest of the in-
frastructure (edge, fog, fat server) can remain the same, requiring no hard-
ware-level changes to those devices. This is because, as illustrated in Figure 11, 
the only way to access the edge, fog, or server devices is via the EN or client de-
vice, and a bad actor would not be able to access any of the continuum resources 
using a legacy client device. Only the 3SoC client devices have authorized access 
rights to the continuum resources, and none of the legacy devices can be authen-
ticated to the AZT cloud continuum infrastructure layers (Figure 11). It is like 
enabling 2-factor authentication at each layer of the AZT continuum the second 
factor being the special 3SoC identity of the authorized EN client device. Thus, 
access to any data space on the continuum mandates 3SoC authentication at 
every step by default without the need for any policy or exclusion/inclusion rule. 
Additionally, in the most computation-intensive artificial intelligence use cases, 
the PII data is secured in the PODs stored at the EN as the machine learning 

 

 

Figure 11. Four-layered AZT by design cloud continuum with 3SoC End-Node vs. Legacy De-
vices. 
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models running on edge, fog, and cloud servers can efficiently operate on ano-
nymized data. Hence, because of the efficient use of computing resources and 
sequestering of the private PII data in user-controlled PODs, the proposed AZT 
framework is private, secured, interoperable, fast, energy-efficient, and deployed 
with low capital and operational costs. 

6.2.2. Absolute Zero Trust (AZT) Framework for Futureproof Cloud  
Continuum  

AI is fast becoming an essential constituent of our cloud infrastructure [76]. 
Therefore, designing any cloud ecosystem cannot ignore AI or at least make 
provisions for securely integrating ML modules as part of the continuum 
(Figure 12).  

6.3. Other Ways AZT Potentially Changes Legacy Security Models 
6.3.1. Zero Touch Security 
As seen in Section 4.3, Zero Trust systems are always policy-based and not 
self-implementing. A concept of Zero Touch is fast emerging that deploys com-
putationally efficient and trustable AI-driven autonomous network management 
operations [77]. AZT changes that and renders the network operation auto-
nomous without any extra AI tools. 

6.3.2. Operating Systems: A Historical Perspective from “No OS” to “OS”  
and Beyond  

The first digital computers, developed after World War II had no operating sys-
tems (OS). They ran one program at a time, which had command of the entire 
system (Figure 13). The programs were often entered into the computer one bit  

 

 

Figure 12. Achieving absolute zero trust (AZT) to secure an AI-powered cloud infrastructure. 
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Figure 13. History of OS & its potential role in future computers. 
 

at a time on rows of mechanical switches. Eventually, machine languages (con-
sisting of strings of the binary digits 0 and 1) were introduced, accelerating the 
programming process [78]. The systems of the 1950s generally ran only one job 
at a time. It allowed only a single person at a time to use the machine, placing all 
the machine’s resources at the user’s disposal. There was no such thing as Oper-
ating System (OS) resources. A human operator would provide all the special 
resources needed to operate the computer. The concept of OS started evolving in 
the mid-1950s, and with it emerged the rise of systems software and the software 
industry [79]. In the 1960s, the turn from user-driven software to manufacturer’s 
software made the concept of an OS viable, gradually making OS a part of the 
computer’s system structure as the actual hardware. Most computers were de-
signed to be rented or sold with an OS so that customers would be able to write 
their own applications or contract vendors to develop according to their needs, 
giving birth to a whole new software industry [80]. Today, we cannot imagine 
using a computer without an OS. It shapes and frames how we access the com-
puter and its peripherals and supports our interaction with it throughout. Dur-
ing the mid-1960s, IBM’s OS/360 for the IBM machines or Multics for an inte-
grated time-sharing system premiered, laying the foundation of a more syste-
matic framework that defined our modern view of the OS [81]. 

An OS manages resources and interfaces between the users and the hardware 
in a layered architecture. The layers of hardware, firmware, middleware, drivers, 
OS, and application are all designed and built with mandatory third-party per-
missions at each level. OS serves as the core that binds all the layers together. As 
much as OS is the heart of a computer, it is also directly or indirectly responsible 
for almost all the reported vulnerabilities [72]. Can we make the OS more relia-
ble and secure? Tanenbaum et al. tried answering that question by reviewing 
four different attempts to improve operating system reliability, focusing on pre-
venting buggy code and device drivers [82]. One of the first reports on multiple 
problems originating from OS came from MIT as early as 1995, contending that 
OS abstractions are the root of all OS problems, which can be minimized by the 
systematic extermination of OS abstractions [83]. The authors claimed this 
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would result in lowering the interface enforced by the OS to a level close to the 
raw hardware to improve the OS performance. Taking the cue from this MIT 
report, various groups have tried designing bare machine systems (BMS) by eli-
minating the OS altogether to improve the performance and security of the sys-
tem in specific use case scenarios, such as running SQL [84], USB Storage [85], 
VOIP [86], etc. All these BMS initiatives, however, fall short of delivering a fully 
functional computing device with features and user experience on par with leg-
acy computing devices running legacy operating systems, such as Windows, 
Android, Linux, MacOS, or iOS.  

7. Comparing 3SoC with Legacy Operating Systems (OS) &  
Bare Machine Systems (BMS) 

The legacy OS and BMS (Bare Machine System) computing environments of 
prior art discussed in detail in the preceding section have certain disadvantages 
that the proposed 3SoC computing environment overcomes. Most importantly, 
such shortcomings are attributed to the mandatory third-party permissions to 
universally allow any data, program, or code to access the computing resources 
for storage or execution [4] [42] [43]. Consequently, access to such permissions 
exclusively relies on cryptographic protocols, which in turn are governed by the 
rules and policies that determine the zero-trust strategy. As explained earlier, 
this makes absolute zero trust or AZT impossible, as policies cannot be coded 
into any software architecture at build-time. Moreover, eliminating the depen-
dency on encryption for preventing third-party intrusion renders the proposed 
system resistant to threats from future QC. Getting rid of the complexities of 
legacy systems also improves the user experience of the proposed AZT frame-
work.  

Beyond security and improved user experience, the 3SoC ecosystem is much 
more resilient to the obsolescence risk that legacy systems are vulnerable to in 
terms of losing the competitive edge with time. In the words of Bill Gates, “In 
three years, every product my company makes will be obsolete. The only ques-
tion is whether we will make them obsolete or somebody else will” [87]. Table 1 
highlights key differences between the 3SoC computing environment and the 
prior art operating systems and bare machine systems (BMS). 

 
Table 1. Comparison between OS, BMS and 3SoC. 

Attributes 
Legacy OS Windows,  

MacOS, Android, Linux, iOS 
Bare Machine Computing 3SoC 

Layered Yes No No 

Applications Environment sensitive Application-driven Web-driven 

third-party permissions Yes Limited None 

Complexity Too complex Simple Very simple 

Size of code Large Much smaller Much smaller 

User Experience Normal With Limitations Improved in speed & performance 
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Continued 

Open ports Many None Optional 

Inter-OS compatibility None None Switchable within multiple OSs 

Vulnerabilities Many Limited None 

Frequent patching Not required Not required None 

Zero-day vulnerability High Limited None 

Zero Trust Approach Policy based implementation Application-driven policy Built-in by design 

AZT Cloud Continuum Impossible Not possible By default 

End Node Highly vulnerable Vulnerable Highly secure 

Resilience Fragile Robust Very robust 

Thread/process creation User-driven Application Driven Pre-defined 

System Calls Many Application Calls Predefined 

Local IoT Portability Extensive None Within 3SoC ecosystem 

Universal Portability Extensive Limited Extensive via WiFi only 

Hardware Rapid changes Less often Lot Less 

Software Rapid changes Less often Less often 

Software Upgrades Frequent Rare Rare 

Heterogeneity More None None 

External code dependencies Substantial None None 

People skills Diverse App-centric Diverse 

Hardware Life Less Lot More Lot more 

Software Life Less Extensible Extensible 

Global/Local Centric Global Centric Local Centric Local & Global 

App developers’  
development time 

Faster due to existing tools Slower due to non-existing tools Faster as all apps are web based 

Malware Susceptible Less susceptible Resistant 

Attack surface Large Not totally obliterated Totally obliterated 

Quantum threat Vulnerable Vulnerable Resistant 

Obsolescence High Low Low 

Learning curve More due to complexities Less due to App focus Less due to simplicity 

8. Limitations of the Study 

The proposed ZVC /3S0C framework has the potential to not only afford protec-
tion against future quantum threats but also secure the current computing infra-
structure in a way that is less resource-intensive and more cost-effective than the 
cryptographic approaches. This novel approach to cybersecurity does not de-
pend on user-facing cryptographic schemes; therefore, it is encryption agnostic 
and inherently resistant to the cryptography-breaking power of future quantum 
computers [4] [42] [43]. However, it drastically changes our current IT practices 
at the grassroots level, imposing certain significant limitations on the traditional 
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OS and installable applications. How that pans out in real-world practice cannot 
be precisely predicted. This research on banning third-party permissions to 
achieve quantum-resistant zero vulnerability computing (ZVC) is ongoing [4] 
[42] [43]; all observations and results are interim and cannot be considered con-
clusive until replicated and established by peer researchers in diverse real-world 
settings. It must be clearly understood that non-deployment of user-facing 
cryptography in ZVC does not imply that cryptography is not used for file man-
agement protocols at the firmware and hardware level (see Section 5) [42]. 
However, cryptographic deployments remain oblivious to adversarial confronta-
tions as they are not user-facing. Although several use case scenarios are cur-
rently being explored in several research projects that may have far-reaching im-
plications on our understanding of computer hardware/software and their secu-
rity and resilience, the principal objective of this study was to address the fol-
lowing two major cybersecurity strategies that our regulatory regimes have in-
itiated to defend our computing infrastructure against the perpetually worsening 
cybersecurity landscape:  

1) Post Quantum Cryptography Standardization Project [20] 
2) Zero Trust Architecture Initiative [26] [27] [28] [29] 
These initiatives aimed at mitigating the cybersecurity crisis need to be care-

fully reviewed, considering the new possibilities that this paper presents in terms 
of keeping our ICT infrastructure sanitized with banned third-party permis-
sions, resulting in zero attack surface in an AZT cloud ecosystem. The answers 
to the three research questions presented in this paper provide theoretical sup-
port to the proposed new cybersecurity paradigms and need further research to 
validate their role in eliminating the complexities present in the legacy systems 
to render the Internet more secure, resilient, energy efficient, and sustainable.  

9. Conclusions and Future Prospects 

“Today, we run billions of computer programs on globally connected machines 
without any formal guarantee of their absolute safety. We cannot prove that 
when we launch an application on our smartphones, we would not trigger a 
chain reaction that leads to the transmission of missile launch codes that start a 
nuclear war.”—Alfonseca, et al., Journal of Artificial Intelligence [88]. 

Although Alfonseca et al. made comment about the unstoppable superintelli-
gence, it also holds in the context of cybersecurity.  

Life without computers is unimaginable, and so is a computer without third- 
party permissions or an OS. Moving from “OS” to “No OS” will indeed be a rad-
ical departure from the legacy computing systems that may also sound like going 
back to the ancient times when computers premiered without a proper OS. A 
computer with no third-party permissions would also mean no installable 
third-party applications and, consequently, no marketplace for installable apps. 
Moving from OS to No OS, from installable to no installable apps, will be quite a 
Quantum Leap from the prevailing norms. It will be too drastic a challenge to 
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the status quo. A departure from our current comfort zone is always extremely 
difficult and challenging. But “necessity is the mother of invention,” they say. 
With the speed at which quantum technology is progressing, Q-Day may not be 
too far off. The need to prepare for the Q-Day is now more than ever. “The 
pending upgrade to post quantum-resilient cybersecurity will be the largest up-
grade in information technology history” [19]. Universal PQC deployment, par-
ticularly in low-cost, low-resource IoT devices, appears techno-economically 
impracticable to protect the entire Internet within a reasonable time and budget, 
even if the recent PQC setbacks are overcome. The timeline for the launch of 6G 
is more or less in sync with the timeline for the availability of quantum comput-
ers [6] [31]. Not taking into account the Q-Day threat when designing 6G net-
works will be disastrous. With the existing PQC performance standards on la-
tency [11] and cost [55] [56], meeting the 6G goals for one-microsecond latency 
[7] and 1000 times cost reduction [8] seems impossibly difficult. These circums-
tances may create a dire necessity to justify mothering as radical an invention as 
the AZT framework of this research. Research efforts will be more productive if 
the initial focus of the AZT research remains low-cost, low-resource IoT devices 
with low computational power.  

Fear has the power to trump the status quo and rekindle hope. In the given 
circumstances, the AZT strategy offers the best hope of averting the perils of the 
impending Q-Day. Time will tell if the Q-Day fear delivers the quantum leap 
computers need to take to save the Internet from QC threats. There are, howev-
er, plenty of unanswered questions about how to build and integrate these sys-
tems into the mainstream, but significant progress can be made by pursuing the 
ideas laid out in this report. The earlier this work begins, the more opportunity 
there will be for unforeseen difficulties to surface and get resolved to tackle the 
cybersecurity challenges of a post-quantum future. 
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