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Abstract 
Energy demand will continue to rise as a result of predicted population 
growth. In this work, a user-friendly home energy monitoring system based 
on IoT is described, which is capable of collecting, analyzing, and displaying 
data. Users register their sensors and devices on the monitoring platform. 
PostgreSQL and Elasticsearch databases are used to store the resulting mea-
surements. In a smart home, the wireless sensor ACS712 was used to monitor 
the flow of electricity (current and voltage) for a household device. The user 
can share data about electricity consumption and costs with a third party via 
the private IPFS (InterPlanetary File System) network. A third party can 
download all the energy consumption data for a device or many devices from 
the platform for 1 day, 3 months, 6 months, and 1 year. The studies on the 
development of energy-efficient technology for home devices benefit greatly 
from the gathered data. For security in the system, it is preferred to run Key-
rock Idm, Wilma Pep Proxy, and Orion Context Broker in HTTPS mode, and 
MQTTS is used to retrieve sensor data. The experimental results showed that 
the energy monitoring system accurately records voltage, current, active 
power, and the total amount of power used and offers low-cost solutions to 
the users using household devices in a day.  
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1. Introduction 

Many nations around the world are becoming more interested in and giving 
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importance to the development of energy efficiency and renewable energy tech-
nology [1] [2] [3] [4]. Two of the main objectives of European policies in the 
area of research and innovation are energy conservation and the advancement of 
information and communication technologies (ICT) [5]. These goals aim to 
both accelerate the adoption of cutting-edge technological solutions and to mi-
tigate climate change by lowering CO2 emissions [6] [7]. According to Eurostat, 
as much as 39.2% of Europe’s 2016 final energy consumption came from the 
residential sector, which accounted for 25.7% of total consumption. This puts 
buildings firmly in the spotlight when it comes to energy use [8]. Certain steps 
must be taken in order to reduce the consumption of electrical energy. The 
amount of electricity used by an appliance is measured in order to determine 
how it is being used. It is easier to reduce a home’s electricity consumption if 
this practice is learned. The Internet of Things (IoT) is a network of physical 
items that are integrated with specific types of electronics, allowing them to 
connect and exchange data with one another [9] [10] [11] [12]. Technologies 
from IoT have played a significant role in managing energy utilization, enabling 
residents to better manage their resources [13]. As a result, electricity theft is al-
so prevented. Sensors are used to track consumption in real time [14]. The In-
terPlanetary File System (IPFS) network is used by our monitoring platform to 
share data in a private way. IPFS is a peer-to-peer distributed file system that 
connects all computers to the same file system. IPFS is like the Web, but it’s a 
BitTorrent swarm. IPFS supports content-addressed block storage with hyper 
connections [15] [16]. The study demonstrates the automation of the energy 
meter used to assess the energy spent by appliances and the total energy con-
sumption over a period of days, months, and years. The following are the main 
contributions of this paper:  
 An IoT-based energy monitoring system was designed to track the energy 

and power use of home appliances in real time. 
 In our platform, users register their sensors and devices, and then Post-

greSQL and Elasticsearch databases are used to store the resulting measure-
ments. The ACS712 wireless sensor is used to measure the flow of electricity 
to a household device. 

 The user can share the data on electricity consumption and costs with a third 
party using the private IPFS network. This information is gathered from 
household devices that are registered to the monitoring system.  

The rest of the paper is structured as follows. Relevant studies on smart home 
energy monitoring and/or management systems are presented in Section 2. In 
Section 3, a design of an IoT energy monitoring system is presented to monitor 
the energy and power consumption of household devices in real time. Several 
experimental results of the energy monitoring platform are given in Section 4. 
Section 5 details the conclusion and future works. 

2. Related Work 

A high quality of life is currently being influenced by smart home networks. IoT 
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will soon be able to connect even the most basic household appliances to the in-
ternet. In the near future, a smart home will be able to work well because it will 
have a standard infrastructure that allows multiple wireless protocols to work 
together [17] [18] [19] [20]. Fletcher et al. have developed a user-friendly, 
low-cost home energy monitoring and recording system. The system allows us-
ers to monitor power usage and remotely control and replace their electronic 
devices using any web-enabled device. The system collects information about 
how people use energy and shows this information to make people more aware 
of how much energy they use [21]. The system can be improved in terms of data 
security and sharing. In our monitoring platform, from sensors to the Orion 
Context Broker, all data transmission will be secured. MQTT also supports user 
and password authentication. To prevent a user from listening to another user’s 
topics, Access Control Lists (ACLs) are created in MQTT. Users can only listen 
to their own topics and cannot publish or subscribe to topics created by other 
users. For security in the system, it is preferred to run Keyrock Idm, Wilma Pep 
Proxy, and Orion Context Broker in HTTPS mode, and MQTTS is used to re-
trieve sensor data. Tran et al. provide a multi-dimensional hybrid strategy that 
combines multi-interactions between simulation-based and observation-based 
data using energy modeling’s graphical interface software. Energy modeling and 
monitoring simplifies the estimation of energy use with the addition of residen-
tial occupancy and other key residential information and informs residents with 
energy performance reports [22]. Al-Kuwari et al. designed an IoT-based sensing 
and monitoring system for smart home automation, which uses the EmonCMS 
platform for collecting and visualizing monitored data and remote controlling of 
home appliances. The sensing of different variables inside the house is con-
ducted using the NodeMCU-ESP8266 microcontroller board. The Smart Solar 
House’s planned design looks to be flexible. It is said that it is easy to grow by 
adding more sensors, controllers, and measurement parameters, and that it can 
be used in bigger buildings [23]. In another study, Srinivasan et al. established a 
smart and sustainable technology based on IoT, utilizing Smart Plugs for data 
capture, which is then communicated through the wireless-gateway to the cen-
tral database. Different strategies are designed to recognize consumer behavior 
and take the appropriate actions to reduce overall energy consumption using the 
data collected from the smart plug [24].  

The monitoring platform developed in this study uses a private IPFS network 
for data sharing. The system should store data in IPFS and securely share data 
using blockchain technology. IPFS will provide a publicly accessible database, 
while blockchain makes it publicly verifiable. So it would be much better to take 
the best parts of each protocol and use them. Also, their solutions take the most 
basic security requirements into account (confidentiality, integrity, privacy, and 
access control). From this point of view, blockchain technology should be added 
to our system to make it more secure. Multiple factors guarantee the security of 
the blockchain: cryptography, consensus algorithms, immutability, traceability, 
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and the replication of data across all nodes.  

3. Monitoring System Architecture 

The monitoring system collects several sets of data from distinct sources in order 
to provide software applications to automatically compute and present a set of 
KPIs. The proposed system was designed to consist of four components: a device 
layer (end device), a communication layer (the gateway), a data layer (applica-
tion server and databases), and an information layer (dashboard and analysis). 
The Bluetooth 5 protocol has been used to establish a connection between the 
end-devices and the gateway. The 6LowPAN protocol has also been performed 
for communication [25] [26]. The IPv6 over Low Power Wireless Personal Net-
works protocol works in accordance with IEEE’s 802.15.4 standards and pro-
vides multiple devices to communicate with devices (sensors, triggers, etc.) in 
the physical world and also uses lots of different data types with less energy. So-
lutions for Smart Homes have been improved by using Fiware, which performs a 
universal set of standards for context data management. The Fiware Context 
Broker is the core component of our platform, making it possible for the system 
to perform updates and access the current state of context. IoT platforms with 
wireless communication have become more popular in recent years for fast and 
efficient data transfer and analysis. Thus, smart systems are of great importance 
for IoT technologies. In this study, the monitoring system was developed in or-
der to build a system for sharing, storing, visualizing, and analyzing data. The 
system was broken up into three parts: data transfer (fiware), the user interface 
(front end), and the backend. In the next sections, these groups are discussed in 
detail. 

3.1. Fiware Architecture  

Fiware is architecture for creating communication systems between sensors and 
databases [27]. Fiware architecture was presented in compact form for simplicity 
in the block diagram in Figure 1. This architecture can be divided into 3 sub-
groups containing data storing, security, and data sharing. These groups are ex-
plained in detail in the following sections. 

3.1.1. Data Storing and Data Flow 
In our platform, users register their sensors and devices, and the measurements 
coming from these sensors are stored in PostgreSQL and Elasticsearch databases. 
Platform adapters, IoT agents, PEP Proxy, Orion Context Broker, MongoDB, 
Draco, and PostgreSQL components are included in the data storage section [28] 
[29] [30] [31].  

Platform adapters are the communication protocols that are responsible for 
transferring data from sensors to the database. The adapters consist of HTTP, 
MQTT, or other protocols. The MQTT protocol is used for transferring data. 
IoT agents are responsible for users registering their sensors and devices. Devic-
es are registered in the IoT Agent. The user provisions a sensor group of a device  
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Figure 1. Fiware architecture. 
 
for a specific fiware-service and fiware-service path and assigns a security key to 
this sensor group to be used for authentication. Then, the user defines the devic-
es under the specific group by giving them sensor ids. The security key for the 
group and the sensor ids have been used for the flow of the sensor data in the 
system. From that point on, the measurement data from the specific sensor 
group is published to an MQTT topic in “securitykey/sensorid/attrs” form. Since 
device registrations are performed here, the IoT Agent knows what this format 
indicates and is able to subscribe to and listen for traffic coming from the sen-
sors. It also maps the data coming from this channel to related attributes in the 
context broker. This way provides a secure data sending channel and serves as a 
private way of sending sensor data. Therefore, the security key should be kept 
secret by the user. In the process of provisioning a sensor group, the user’s login 
credentials and a trust token from Keyrock are also added to the sensor group, 
which are then used to identify the sensor group when communicating with 
Wilma PEP Proxy. This trust token will be added as a header to all sensor data 
traffic, and sensor authentication will take place in the Wilma Pep Proxy before 
reaching the Orion Context Broker. Wilma Pep Proxy is combined with Keyrock 
to provide access control to Orion Context Broker. In the event of this trust to-
ken not being valid, sensor measurement data will not be accepted. Orion and 
IoT agents use MongoDB databases to hold persistent information they need to 
operate. As a result of the subscription of Draco and Logstash to Orion Context 
Broker, Draco and Logstash will be informed of all the context data changes, and 
the persisting historic context data will be stored in the PostgreSQL and Elastic-
search databases. Orion Context Broker is responsible for managing information 
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in terms of updates, queries, registrations, and subscriptions. As shown in Fig-
ure 2, the NGSI data model is made up of three main parts: context entities, 
attributes, and metadata. 

MongoDB is an open source NoSQL document-store database, which is de-
signed to handle JSON documents. In the Fiware architecture, MongoDB holds 
the entity and subscription for data coming into the Orion context broker. To 
store the data, Draco was used in this study. Draco is a simple-to-use, powerful 
and reliable data processing and distribution system. Internally, Draco is built on 
Apache NiFi, a data flow system based on flow-based programming ideas. It of-
fers directed graphs of data routing, transformation, and system mediation logic 
that are both powerful and scalable. It was created to automate data transfer 
across systems. The integrated data logistics platform, Apache NiFi, was pre-
sented in Figure 3. In this content, the word “dataflow” is used to refer to the 
automated and regulated flow of data across systems.  
 

 

Figure 2. Orion context broker. 
 

 

Figure 3. Apache NiFi screen. 
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PostgreSQL is an open source relational database system, which is also called a 
SQL database. In this study, the main purpose of this database is to save the spe-
cified fiware-service and fiware-service path from the data that comes to Orion 
Context Broker. 

3.1.2. Data Sharing  
In our platform, data sharing is done via a private IPFS network. A third party 
can download data from the platform, which has organizations that allow the 
data to be shared. Then, the third parties select the domain and subdomain of 
the organization and specify the time range of the data. You have four different 
options to choose from: 1 month, 3 months, 6 months, and 1 year. For example, 
if the 6 month option is selected, data from 6 months ago to date will be sent to 
this organization’s domain. After the selections are made, the query corres-
ponding to these selections is created in the backend and the data is extracted 
from the PostgreSQL database in csv format. Then this csv is added to the pri-
vate IPFS network via the API port of the IPFS nodes. The hash obtained from 
IPFS is passed to react in order to be used in the IPFS interface to let users 
download data [32]. Data sharing stages are given in Figure 4.  

When a third party wants data from our platform, this is the first screen they 
will see (Figure 5(a)). The screen shows information on how we get data. Then 
they specify the organization, domain, subdomain and time range of data (Figure 
5(b)). After selections are made by clicking on the IPFS icon, the user can re-
quest the data (Figure 5(c)). In the last screen (Figure 5(d)), the hash in the red 
block is passed to the React front-end and the user can download the data in 
CSV format from the IPFS interface. Figure 5(d) presents the IPFS Interface. 
Exposing the API port is not recommended as it provides admin-level access 
to the node, so the API port is kept local and only accessible through our Node.js 
backend. A gateway is exposed to the public internet to let users download con-
tent from our private network via an IPFS interface designed for browsers.  
 

 

Figure 4. Data sharing stages. 
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Figure 5. (a) Information on how we get data (b) selecting the data (c) confirming the selection (d) downloading data from IPFS 
Interface. 

 
On the public network, everyone can access the content added by at least one 

of the nodes in the global network. Nowadays, approximately 800 nodes are on-
line in public IPFS. In a private network, nodes that share the same swarm key 
are connected to each other. The content added to the private IPFS network is 
only reachable by the nodes inside the private IPFS network. If a node in the 
network knows the hash of a specific file, it can request the file from the net-
work. We currently have 2 nodes. The count of nodes can be scaled according to 
the availability needs of the information. 

IPFS uses Content Addressing to access data. Also, IPFS takes any size or type 
of data and gives a fixed-length, 46-byte hash. IPFS hashes have some important 
characteristics. These are given in Table 1. 

3.1.3. Security  
In the development environment, the MQTT protocol is used for getting sensor 
measurement data and HTTP is used for communication between micro servic-
es. But in a production environment, HTTP and MQTT protocols are not secure 
as their traffic is not encrypted and can be intercepted by third parties. As a  
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Table 1. Some important characteristics for IPFS hashes.  

Explanations  

Deterministic even in 
different private networks 

IPFS gives the same hash if the the same file is added to 
IPFS 

Uncorrelated 
Even a small change in a file means a completely 
different hash 

Unique 
It’s impossible to obtain the same hash from two 
different files 

One-way 
It’s impossible to guess or calculate the input message 
from its hash 

 
result, running Keyrock Idm, Wilma Pep Proxy, and Orion Context Broker in 
HTTPS mode is preferred, and MQTTS is used to retrieve sensor data. All data 
traffic from sensors to the Orion Context Broker will be encrypted. User and 
password authentication is also used in MQTT. Another problem to take into 
consideration is that users can publish and subscribe to all topics in MQTT if 
they have a valid username and password and the client certificate created by us. 
In order to prevent a user from listening to another user’s topics, we create 
Access Control Lists in MQTT. This way, users can only listen to their own top-
ics and can’t publish or subscribe to other users’ topics. After adding a user and 
password to MQTT and adding new things to the Access Control List, we need 
to restart MQTT for these updates to happen. Doing these updates in real time 
via a dynamic plugin is still under development. 

3.2. Sensor and Device Registrations  

A device is added to the system from the API testing tool Postman. For example, 
a device named “PositionMeasuringDevice” is added in smart_home and moni-
toring_system named fiware-service and fiware-servicepaths. Then, “mykey” is 
given as a security key to this device and a sensor named “dx_position” is added 
to PositionMeasuringDevice. This step is adding a sensor to previously regis-
tered devices. A trust token is taken from Keyrock Idm by supplying the user’s 
login credentials, which is getting a trust token from keyrock added to the de-
vice, and the address of PEP Proxy is defined. Now with each sensor data com-
ing to Orion Context Broker, the device will be authenticated at Pep Proxy using 
this trust token. Giving devices a specific time limit that they can send data and 
denying the access afterwards is still under development. From now on, the data 
coming from this sensor will be published to “/mykey/dx_position/attrs” topic 
by the user. In Figure 6, value 250 is published to this topic using MQTT.  

It is seen that the IoT Agent carried this measurement to a related part of the 
sensor in the MongoDB database by subscribing the topics according to the se-
curity keys of the devices, and the latest sensor measurement is obtained. Python 
3.6, JavaScript, and SQL are among the project programming languages. 
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Figure 6. Publishing a value in /securitykey/sensorid/attrs format. 

3.3. Identity Management 

In our monitoring system, Keyrock Generic Enabler is responsible for identity 
management. Keyrock provides OAuth2-based authentication and authorization 
security to the system. Keyrock uses a MySQL database to store user identities, 
roles, and permissions. To ensure that only registered users are served, we deny 
access to data sent from unregistered sources. Users have no direct communica-
tion with the context broker due to the Wilma Pep proxy being in the middle of 
the user and the context broker. Therefore, security is reinforced by adding one 
more layer of authentication and authorization. Wilma Pep proxy uses the stan-
dard OAuth2 protocol. When a request is sent, it is checked whether the access 
token in the request header is valid. According to the validation result, the re-
quest is either allowed or denied.  

3.4. Back End 
3.4.1. NodeJS 
NodeJS is used to communicate with React and Python easily [33]. With React 
UI, the information received from the user is transferred to the route specified 
on the Express service on NodeJS. Then, this information is converted into json 
data and sent as an http request by adding the dynamic fiware-service name to 
the end of the specific route on the flask using the axios module. This informa-
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tion includes: sensor name, fiware-service and fiware-service-path, the time in-
terval, and duration (h). 

3.4.2. Flask 
In the system, the purpose of configuring flask [34] is to communicate with the 
routes configured on flask and express routes on NodeJS, and also to gather data 
from the PostgreSQL database where Fiware collects its data. A dynamic URL 
structure works in both Node.js and Flask. The fiware-service selected by the us-
er is added to the end of the URL. In this way, if two processes are triggered at 
the same time in the python ecosystem, the flask creates parallel routes with the 
multiprocessing methodology.  

3.5. Energy Consumption Calculation 

The electrical energy used by the electrical device is the product of the electrical 
power (P) and the time elapsed (t) (3). 

E P t= ×                             (1) 

Kilowatts (kW) and kilowatt-hours (kWh) are calculated according to the 
formula below (4). This product is divided by 1000 to get the result in kilo-
watt-hours.  

( )kWh Watt time hours 1000= ×                   (2) 

For example, if we use a washing machine that requires power consumption 
of 303 watts (0.303 kW) and the washing machine runs for 1 hour, it will con-
sume 0.30 kWh of electrical energy. If we use it for 2 hours per day, then this 
washing machine will consume electricity per day at 0.60 kWh, or 18 kWh per 
month. The energy consumption is automatically stored and calculated in a da-
tabase on the server performing the calculation in Equations (1) and (2). To cal-
culate how many Euros the electricity consumption will be equal to, the total 
electricity consumption of a device (kWh) is multiplied by the specific unit price 
of electrical energy (€). The user can share the electricity consumption and re-
lated cost data with a third party via IPFS. This data is collected from the 
household devices registered to the monitoring system for 1 month, 3 months, 6 
months, and 1 year and stored in the PostgreSQL database in .csv format. Ener-
gy-related data can be used by an institution in AI research and development 
studies, such as a smart home energy management system. 

3.6. Sensors 

The ACS712 wireless sensor, which operates on the Hall Effect principle, is used 
in the proposed monitoring system to measure the flow of electricity (current 
and voltage) to a smart home household device. They are highly effective sensors 
for metering and measuring the overall power consumption of systems [35]. The 
sensor can read and control a maximum current of up to 5 amps. All the data 
that is being measured can be transmitted to a remote monitoring system. The 
sensors were bought commercially. With the wireless sensor, we measure and 

https://doi.org/10.4236/jcc.2023.1110005


A. Onay et al. 
 

 

DOI: 10.4236/jcc.2023.1110005 75 Journal of Computer and Communications 
 

record the energy consumption of a household device and determine the total 
energy consumption. The sensor can communicate with the IoT platform during 
the sending of energy consumption data and provide a low-cost solution. The 
main disadvantage of the sensor is that calibration is required for more accuracy 
because of its low cost. The most important feature is that it can function be-
tween −40˚C and 85˚C and give accurate current measurement for both AC and 
DC signals. The data coming from the sensor is published to the MQTT Broker 
(ACD Server). After that, the broker publishes a second time for subscribers to 
the project. The client is an ACD database, receiving data on a specific topic. 
Home appliances all operate in distinct ways. Dishwashers, vacuum cleaners, 
televisions, washing machines, hair dryers, cookers, irons, etc. have two statuses 
(open and closed). For appliances with two statuses, the running time can be 
changed (time-shift load).  

3.7. Load Tests  

In the load tests, a total of 1000 http requests were published on Orion CB over 2 
fiware-services and 17 fiware-service paths. These requests are in the NGSI-v2 
format accepted by Orion, and the Batch update or Create entity method was 
used while publishing the request. The published sensor values were set to be 
random. Python (a programming language) was used to generate synthetic data, 
and Newman CLI, supported by Postman, was used for load testing. Figure 7 
shows the results of the load tests performed.  

4. Experimental Results and Discussion  

The user interface facilitates the usage of the IoT platform without requiring 
software knowledge. In this study, ReactJS was used to design such an interface 
that can be divided into two tasks. The former is user-prompted specifications 
such as electricity costs per hour for a specific country, a usage time of the de-
vice, sensor data, fiware-service and fiware-service path information. The latter 
is a dashboard for providing information to the user after processes are done. In 
Figure 8, at the timestamps between 00:00 and 08:00, the cost is 0.139 € with a 
unit of kW/h. 
 

 

Figure 7. Load test results. 
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Figure 8. Electricity costs per hour for a specific country.   
 

The user can add any number of devices to the home energy monitoring sys-
tem. The system shows the energy consumption of each sensor (kWh), total 
energy consumption of all sensors (kWh), unit electricity cost per hour (€), the 
electricity cost of each sensor (€), and the total electricity cost of all sensors (€). 
The energy sensor node takes the energy consumption and sends it to the server. 
Sensors reflect their own ID and send data every hour (frequency) throughout 
the day. 

4.1. Energy and Cost Monitoring 

In the energy monitoring system, the data on energy consumption collected 
from the sensors (per 5 min) is displayed on the dashboard to the user. The sys-
tem shows the energy consumption (kWh) for household devices over a given 
time period. In the dataset, the electricity cost is determined as three tariffs in a 
day, and the unit is Euro (€). The organization name (energy_monitoring), do-
main name (smart_home), and sub-domain name (energy) can be selected from 
the general menu to monitor energy and cost data. The general menu also has 
“Graphs Type Selection”, including area, table (raw data), and chart graphs. The 
data collected from the sensors is directly reflected on the screen.  

Figure 9 shows the cost change (€) on users’ electricity consumption in a day. 
The user selects “chart” and “cost values” obtained “cost change” from the gen-
eral menu. The user also can get the minimum (min), maximum (max) and av-
erage (avg) values of energy consumption in a day by choosing “area graph”. 
Figure 10 also shows the total energy (kWh = kW * hour) consumed by each 
device and all devices. 
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Figure 9. The cost change (€) on users’ electricity consumption for each sensor. 
 

 

Figure 10. The total energy consumed by each sensor and all sensors. 

4.2. Discussion  

A private IPFS network is used in the energy monitoring platform to increase 
system security. The energy consumption and total cost data for household de-
vices are measured and recorded using wireless sensors. A third party requesting 
data is able to download from the organizations that permit data sharing. This 
data leads to greater quality and R & D in energy efficiency technologies for 
home devices.  

Comparison with the Existing Works 
In this section, we compare the proposed work with the existing works. Gunturi 
and Reddy [9] developed a device to measure the kWh readings of specific ap-
pliance and integrated this energy metering into IoT. The user can view his or 
her app’s energy consumption readings. The app downloads data from the cloud 
and shows it in the desired format—lists or graphs. In our study, data sharing on 
our platform takes place over a secure IPFS network. A third party can down-
load all the energy consumption and cost data for each device from the platform 
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for 1 day, 3 months, 6 months, and 1 year. Kumaresan et al. [35] used a smart 
energy meter to measure and analyze the power consumption for smart home 
appliances. The hardware components used to measure the electrical current in-
clude the Arduino UNO, ESP8266, 4 relay modules, and an ACS712 hall sensor. 
Similarly, the ACS712 hall sensor was used to measure the flow of electricity to a 
device (see Section 3.7) in our monitoring system. Compared to their work, our 
system based on IoT can be expanded to larger homes by expanding the number 
of sensors and measuring parameters.  

5. Conclusions and Future Work 

The research project presents a home energy monitoring system that shows the 
energy consumption and excess consumption of household devices. The analysis 
quickly identifies the home appliance usage pattern. This pattern discovery can 
control the unnecessary operation of the device, and then the user can take ap-
propriate action on it. The resident can conveniently monitor kWh measure-
ments. Every home may save energy to limit the amount of electricity that is 
wasted. Any number of devices can be added to the monitoring platform. In this 
study, data sharing on the platform flows over a secure IPFS network. Over this 
secure network, a third party can download all energy consumption and cost 
data from the platform for each device. It also helps manufacturers make their 
products more efficient.  

There has been a significant increase in the amount of electricity used by 
household equipment. To meet demand, the monitoring system will be changed 
into a home energy management system in the future, taking into account what 
users want. We also plan to extend this platform by putting our solution on an 
open-source blockchain platform like Ethereum or the Hyperledger Blockchain.  
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