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Abstract

The rapid development and globalization of modern tourism have brought
more and more tourists and tourist attractions, bringing opportunities to the
tourism industry. However, challenges also come with it, including the cost of
travelers’ trust, the satisfaction of personalized tourism needs, and the super-
vision and management of tourist attractions. In order to solve these prob-
lems and improve the tourism experience, this paper designs a blockchain-based
smart tourism platform. First, by adopting blockchain technology, a decen-
tralized database is established to reduce the cost of trust for travelers. Se-
condly, through the blockchain-based smart tourism platform, travelers can
customize personalized travel routes and itineraries according to their prefe-
rences and needs. The platform uses the data interaction function of block-
chain to visually display various resources and services of tourist attractions,
and travelers can choose according to their own preferences to enhance the
personalized experience of tourism. Third, the smart tourism platform based
on the blockchain can provide the reliability and transparency of data infor-
mation, and through the decentralized nature of blockchain, the relevant data
of tourist attractions can be recorded and stored, and cannot be tampered
with, ensuring the authenticity and credibility of the data. Regulatory author-
ities can easily access and review these data, and more effectively control and
supervise scenic spots. Finally, this paper combines DPOS (Delegated Proof
of Stake) and PBFT (Practical Byzantine Fault Tolerance) consensus algorithms
to improve the on-chain consensus efficiency of blockchain-based smart tour-
ism platforms. The consensus algorithm is the core mechanism to ensure the
normal operation and consistency of the blockchain system, and improve the
throughput and performance of the system by introducing DPOS and PBFT
algorithms.
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1. Introduction

Smart tourism is an important tool for comprehensively improving the level of
tourism development, promoting the transformation and upgrading of the tour-
ism industry, and enhancing tourist satisfaction. It is of great significance to
build the tourism industry into a modern service industry that is more satisfac-
tory to the people [1]. Scenic area units should be responsible for the authentici-
ty and accuracy of scenic area data in collaboration with relevant regulatory au-
thorities, and should not tamper with or forge data, to ensure the effective guar-
antee of the development of the tourism industry in the new era.

However, scenic area units are unable to guarantee the authenticity and accu-
racy of the data they supervise, which has created a trust gap between tourists
and scenic areas [2]. At the same time, problems have also arisen for tourists pre-
paring for “scenic spot check-ins” and regulatory authorities overseeing scenic
areas. For example, when people travel, they usually need to consult third-party
software platforms for advanced understanding and reservations. However, high
intermediary commissions and handling fees have caused high travel costs, false
advertising, difficulties in consumer rights protection, lack of protection for per-
sonal interests, privacy issues caused by illegal use of personal information, be-
ing told there are no rooms available after booking, and temporary malicious price
increases and other issues abound in Online Travel Agencies (OTAs), which make
it difficult for tourists to judge the authenticity of information and plan their tra-
vels accordingly [3].

The diverse and scattered data types in the supervision process of scenic areas
and regulatory authorities result in low efficiency in evidence recognition during
law enforcement, leading to shortages of law enforcement and judicial resources.
In addition, the inability to share data among different businesses creates infor-
mation silos, and the contradiction between data sharing and data security is dif-
ficult to reconcile. The low efficiency of data integration and unified supervision
also exist [4]. The data generated by scenic area departments have shortcomings,
such as easy loss, forgery, and tampering without a trace, which results in low
credibility when used as evidence for law enforcement by tourism management
departments, and lack of authority when used as analytical samples for travel
and tourism.

Blockchain is seen as the key to unlocking the future of the tourism industry.
It is a culmination of various computer technologies, such as P2P networks, dis-
tributed databases, Merkle trees, hash functions, asymmetric encryption algo-
rithms, consensus mechanisms, and smart contracts [5]. Transaction informa-
tion and digital signatures are stored in blocks, which were proposed by Satoshi
Nakamoto in 2008. Encryption algorithms, such as hash functions, ensure the
security of data on the chain, while decentralized storage ensures the authentici-
ty of information on the chain [6]. Transparency, equality, and decentralization
are the hallmarks of blockchain. Due to these features, blockchain can become

the “guarantor” of data authenticity in the tourism industry.
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In summary, this article aims to improve the quality of monitoring and sur-
veillance data in tourism scenic areas, reduce user trust costs, and facilitate big
data analysis by using blockchain technology to develop a trusted ecosystem among
regulatory agencies, scenic areas, and tourists. The article proposes the establish-
ment of a blockchain-based smart tourism platform, which ensures the real-time
blockchain-based certification of critical information in scenic areas, guarantee-
ing the authenticity and accuracy of data sources. The platform also builds a
multi-level collaborative management ledger, turning regulatory data such as
scenic area information and commodity details into reliable legal evidence, effec-
tively enhancing the credibility of tourism scenic areas. Furthermore, the platform
enables both horizontal and vertical data communication and sharing, ensuring
the safety and immutability of data at the storage level and promoting the im-
provement of a trusted evidence chain throughout the entire lifecycle of tourist
travel. The contributions of this article are as follows:

The design of a blockchain platform architecture to ensure the secure and au-
thentic storage of tourism data on the chain, addressing issues of data security
and authenticity.

The design of a consensus algorithm that combines Practical Byzantine Fault
Tolerance (PBFT) and Delegated Proof of Stake (DPOS) to improve consensus
efficiency and reduce communication costs, enabling consensus among nodes
on the chain.

The implementation of a blockchain-based smart tourism platform that presents
accurate and authentic information about tourist attractions to travelers.

A forward-looking vision and prediction for the future of smart tourism to
drive the development of the tourism industry.

The rest of this paper is structured as follows. Section 2 discusses related work.
Section 3 proposes the conceptual framework design of the platform and the
consensus algorithm of PBFT combined with DPOS. Section 4 presents the de-
velopment, implementation, and algorithm evaluation of the prototype system.

Section 5 Section gives the conclusion.

2. Related Work

In this section, we discuss related work on smart tourism and blockchain.

2.1. Information Technology for Smart Tourism

There are two main perspectives for applying information technology to smart
tourism, namely the Internet of Things and big data analysis [7].

Wang et al provided an overview of IoT systems empowered by 5G and Al
for intelligent tourism from the perspective of the IoT. They applied the advan-
tages of 5G technology in efficient data transmission and Al-based intelligent
data processing to optimize the data processing capability of smart tourism [8].
Peng et al integrated the IoT into tourism projects to maximize information

communication and proposed a human-guided machine-learning classification
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method based on tourist selection behavior to effectively help tourists make de-
cisions when choosing a tourism destination [9].

Zubiaga et al. conducted research in the field of big data analysis for smart
tourism and proposed a method for managing tourist flow based on the analysis
of data collected from monitoring devices, which generates information for ana-
lyzing passenger flow. This ensures that city managers can make management
decisions when tourism capacity is exceeded and overtourism occurs in the cur-
rent context of big data [10]. Xia pointed out the obvious deficiencies in internet
information loading and user experience, and improved collaborative filtering
algorithms based on tourist data to develop a stable intelligent travel recommen-
dation system that aims to recommend travel-related information to users in a
targeted manner, improving the user experience [11].

In summary, most of the previous research has focused on the use of informa-
tion technology to guide tourists (such as AI communication and tourism rec-
ommendations). However, there has been a lack of consideration on how to en-
sure the authenticity of tourism-related information. Typically, the obtained da-
ta is stored in a centralized database (such as the scenic spot organization), and
from the perspective of interests, a centralized database may have the disadvan-
tage of being tampered with and containing false information. If tourists are
guided by false information, they may incur unnecessary financial, physical, and
human losses. Therefore, research on how to use information technology to en-

sure the authenticity of tourism information is necessary.

2.2. Blockchain and Its Application in the Field of Smart Tourism

The blockchain is essentially a blockchain-style data structure that processes trans-
actions through transparent and credible rules, builds unforgeable, tamper-proof,
and traceable blockchain data structures [12]. Among them, the blocks on the
blockchain are generated according to their respective. The time sequence is
linked, and the security of data transmission and access is guaranteed through
cryptography. The smart contract code and the data on the chain form an auto-
mated script code, and the blockchain is stored in all servers. Using the distri-
buted characteristics, as long as there is one server in the system that can run
normally, and its entire blockchain can be guaranteed to be safe [13]. The dis-
tributed network nodes of the blockchain maintain their own blockchain ledg-
ers, and the transaction information in the block is verified by the respective
blockchain nodes to reach a consensus through a consensus algorithm. The saved
data cannot be tampered with, and the changes to the data on the chain are tra-
ceable to ensure that the data on the chain cannot be tampered with.

In terms of the application of blockchain in smart tourism, Elnaz Irannezhad
and Renuka Mahadevan proposed that blockchain is a disruptive technology that
enables P2P transactions to be decentralized, encrypted, intelligent, and secure,
making it suitable for application in smart tourism. The dispersed nature of the

tourism industry, with frequent contracts and transactions among various groups,
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creates security risks, disputes, and delays, all of which can be addressed by us-
ing blockchain technology [14]. Tyan et al developed a blockchain-based medi-
cal tourism review system that requires multi-party authentication for data
processing, consensus, and publication, preventing environmental data forgery,
and ensuring secure data sharing and privacy through cryptocurrency payments
[15]. Luo et al pointed out that the traditional tourism industry can be reformed
and innovated through blockchain technology, connecting travel companies and
tourists through a reliable platform to lower travel costs and improve efficiency
[16]. Zhou et al. suggested that tourism platforms can use blockchain technology
to disclose product information, enhancing their core competitiveness [17].

To sum up, blockchain applications mainly rely on the following three func-
tions: 1) Decentralized recording of relevant information to ensure information
security, transparency and traceability; 2) Chained storage structure of block-
chain Making the on-chain information non-tamperable ensures its authenticity;
3) Automatic execution of business transactions; these functions make the
blockchain a trustworthy platform, while reducing interest disputes among plat-
form users. When key tourism information is stored on the chain, the block-
chain will record it, and all participants on the chain can see it. Once an interest
dispute is discovered, the information recorded on the chain can be used as judi-

cial evidence for accountability.

3. Design of Smart Tourism Platform Based on Block Chain

In this section, we propose a conceptual framework for a blockchain-based
smart tourism platform. Specifically, we introduce the architecture of the block-
chain system, the on-chain information flow, and study its main framework,
on-chain information flow, and the design and technical advantages of the

platform.

3.1. Overall Conceptual Framework

Ensuring the authenticity of data in tourist attractions is an effective way to re-
duce the cost of user trust. The conceptual framework proposed in this paper is
shown in Figure 1, which includes the scenic spot, blockchain network, and end
users. Through the integration of sensors and wireless processing protocols at
each site (ticket gate, merchant scanning window, parking station entrance), and
manual management of scenic spots, the collected data is uploaded to the decen-
tralized blockchain network storage. In a blockchain network, data can be ac-
cessed by every node and cannot be tampered with. In the following chapters,
this article mainly focuses on the blockchain network, and discusses in detail the
technical advantages of the blockchain to ensure the authenticity of information

in tourist attractions.

3.2. Information Flow on the Chain

In this study, the open-source system HLF (Hyperledger Fabric) was used as the
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Figure 1. Conceptual framework of smart tourism platform based on blockchain.
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platform architecture for deploying and operating permissioned blockchains.
Compared to permissionless blockchain architectures, it can guarantee the pri-
vacy requirements and data authenticity in tourism industry, and is more ener-
gy-efficient and easy to implement.

Fabric is a permissioned blockchain that implements the concept of Member-
ship Service Provider (MSP) and Fabric Certificate Authority (Fabric-CA) for
authorization. MSP is a modular part of HLF that provides identity for all nodes
participating in the blockchain network [18]. Fabric-CA manages membership
by registering, adding, and revoking member certificates. In a blockchain-based
smart tourism platform, all participants need to send a registration request
through the client to join the blockchain network. Once registered, participants
can access and process information on the blockchain within the allowed scope.

Tourist organizations and merchants submit tourism and merchandise data to
the client, which converts the information into transactions. The client then
submits the signed transaction to the endorsing peers. The endorsing nodes op-
erate a simulation to check the validity of the proposed transaction. If the fol-
lowing are verified, the endorsing node produces a transaction result, including
a response value, read set, and write set: 1) correct information format, 2) not
previously submitted (replay attack protection), 3) validity of the signature using
MSP, and 4) appropriate authorization for the submitter (client) to execute the
proposed operation on that channel. Channels can be used to partition the state
of the blockchain network [19].
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When the client collects enough responses from the endorsing nodes, the or-
dering node will distribute the transaction blocks to all nodes in chronological
order. Each peer in the channel will verify each transaction in the block to en-
sure that signatures, endorsements, and endorsement policies are compliant.

Inside the blockchain, there are mainly the following four transactions:

Business information (Type = 1, idT, S, T, P). When the status of a merchant
in a scenic spot is updated, the merchant itself will issue a transaction to change
the information. Each merchant transaction has the following four fields:

e Merchant ID (idT): A unique identifier for the merchant.

o Status (S): The latest status of the merchant, which can be “Open” or “Closed”.

e Time (T): The time of the merchant’s latest status.

o Signature (P): The signature of the merchant in the scenic spot that can be
publicly verified.

Such a transaction means that at time T, the status of merchant idT is updated
toS.

Commodity information (Type = 2, idT, idV, V, T, P1, P2). When a merchant
in a scenic spot enters new products, the merchant will release a transaction with
changed product information. Transactions for each listing have the following
four fields:

e Item ID (idT): A unique identifier for the item.

e Merchant ID (idV): A unique identifier for the merchant.

e Price (V): The price of the item.

e Time (T): The time when the product information is on the shelf.

e Signature (P1): The signature of the merchant in the scenic spot that can be
publicly verified.

o Signature (P2): The signature of the scenic institution that can be publicly
verified.

Such a transaction means that at time T, the merchant idV prices the product
idT at V and puts it on the shelves for sale after being verified by the scenic spot
organization.

Access records (Type = 3, idT, idV, idY, T, PV, PT). When a traveler con-
sumes in a merchant store, there will be a visit record transaction published by
the traveler. Each access record transaction has the following five fields:

e Merchant ID (idT): Unique identifier of the merchant being visited.

e Passenger ID (idV): Unique identifier for the traveler.

e Item ID (idY): Unique identifier for the item

e Time (T): Access time.

e Passenger Signature (PV): The signature of the traveler that can be publicly
verifiable.

o Travel Signature (PT): The signature of the scenic spot merchant that can be
publicly verified.

Such a transaction means that at time T, tourist idV consumes commodity
idY at merchant idT.
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Token transfer (Type = 4, idl, id2, v, T, P1). Tourists and merchants may
transfer tokens to each other, resulting in token transfer transactions. Each
transaction of token transfer has the following four fields:

e Sender ID (id1): The unique identifier of the sender, which can be a traveler
or a merchant in a scenic spot.

¢ Recipient ID (id2): The unique identifier of the recipient, which can be a tour-
ist or a merchant in a scenic spot.

e Amount (v): The amount of tokens to transfer.

e Time (T): The time when the transfer behavior occurred.

e Sender’s Signature (P1): The publicly verifiable signature of the sender.

Such a transaction means that at time T, the amount of v tokens is transferred
from id1 to id2.

3.3. Related Technical Advantages

3.3.1. Distributed Storage of Tourism Data Based on P2P Network

The decentralized database can effectively guarantee the data security of the
tourism platform. The platform uses the distributed storage technology of the
peer-to-peer (Peer-to-Peer, P2P) network structure through the blockchain to
organize all network nodes. Each node stores a copy of the complete data. In the
field of tourism, a centralized attraction management agency is indispensable, so
a hybrid P2P network is used to ensure the controllability of the platform, as
shown in Figure 2. Regulatory departments, scenic spots agencies and scenic

User User User

User 8 8 8 User

NV

- é
Spot egulatory
Authorities

-n
—.—
/I\;erc antv\
User User User

Figure 2. P2P-based network architecture.
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spot merchants form a distributed network as super nodes. Each super node and
several common nodes form a local centralized network. Data is shared globally
except for user privacy data, and only supernodes have the authority to read and
write overall user data.

The P2P structure can effectively utilize the vast and decentralized storage re-
sources in the network to achieve distributed storage of credit data. Each node
maintains a complete database, which means that all scenic area data is public,
transparent, and completely consistent, reducing the cost of trust between nodes
[20]. Data is transmitted directly between nodes without going through a third
party, reducing the risk of data leakage. This ensures a relatively good reliability
of the system, and the damage to a single node database will not affect the nor-

mal operation of the entire blockchain [21].

3.3.2. Consensus Algorithm

The consensus mechanism establishes trust between decentralized nodes through
mathematical algorithms, ensuring the consistency of data on the blockchain
without centralized control [22]. This platform uses a combination of PBFT and
DPOS to achieve consensus between nodes, optimizing node selection and reduc-
ing the number of consensus nodes to reduce communication consumption.

The PBFT (Practical Byzantine Fault Tolerance) consensus mechanism was
proposed by Miguel Castro and Barbara Liskov in 1999, which reduces the ex-
ponential complexity to polynomial level based on BFT algorithm [23]. It estab-
lishes trust among decentralized nodes through mathematical algorithms to en-
sure the consistency of data on the blockchain. In this platform, PBFT is com-
bined with DPOS to optimize node selection and reduce the number of consen-
sus nodes for lower communication costs. When a node sends a request to the
broadcast network, the main node decides the processing order, and the other
nodes execute the request in this order. After more than two-thirds of the nodes
in the network reach a consensus on the received information data, the informa-
tion data is stored on the chain to ensure the consistency of the information data
[24].

The consensus process of DPOS (Delegated Proof of Stake) is achieved by
electing nodes to allow users in the network to delegate their stake to other users
to represent them in the consensus process [25]. In the DPOS algorithm, users
can choose nodes they trust as representatives to generate new blocks. They are
granted the right to generate new blocks and prove their stake by performing
proof of work. Producers generate new blocks and broadcast them to the net-
work, and other nodes verify whether the new blocks comply with the network’s
rules. When they comply with the network rules, other nodes add the blocks to
their respective databases to ensure the consistency of information data [26].

DPOS is used in combination with PBFT to select validators in the consensus
network, with a limited number of validators to ensure fast consensus. PBFT is
used to handle the actual consensus process. During the consensus process, va-

lidators use the PBFT algorithm to go through multi-stage protocols to deter-
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mine consensus. DPOS provides PBFT with an efficient consensus selection
mechanism, while PBFT provides DPOS with stronger fault tolerance. The com-
bination of DPOS and PBFT enables the algorithm to have a mechanism for up-
grading and downgrading, simplifying the consensus status, reducing network
overhead, and improving consensus efficiency. The process includes initializa-
tion, voting, block generation, and consensus.

Initialization: DPOS committee member list and voting weight

When the network starts, all nodes need to initialize the DPOS validator mem-
ber list and the voting weight of each node. The list of validator members is
voted by the network consensus rules, and the voting weight is calculated based
on the number of tokens they hold. In DPOS, all nodes have the right to vote,
but with different weights. The voting weight calculation formula is as follows:

d =sx p/sum (1)

where drepresents the voting weight, s represents the number of tokens held by
the node, p is the adjustment coefficient, and sum is the sum of the tokens held
by all nodes.

Voting: Each node distributes votes to candidate validator members

At the beginning of each block cycle, all nodes can participate in voting and
election. A node can assign all of its voting weight to one candidate node, or as-
sign it to multiple candidate nodes. After the voting is completed, DPOS calcu-
lates the validator member list based on the voting weight of each node. The
number of validators is set to n, and n is currently set to one-third of the total
nodes.

Uplink: The node sends a data uplink request

The node sends a data uplink request to the master node and sends the origi-
nal message m, and the master node sends a message m1 to each verifier node
for verification (m1 can only be received by the verifier node).

Consensus: All validator members confirm new blocks through the PBFT
consensus algorithm

All validator members confirm messages through a three-phase consensus pro-
tocol. When the validator members reach a consensus, the master node broadcasts
the message m2 to the network (m2 can only be received by non-validating
nodes), and the rest of the nodes add new blocks through the broadcast informa-
tion and become part of the blockchain. The algorithm flowchart is shown in
Figure 3.

The flow chart of the three-stage consensus protocol in the PBFT consensus
process is shown in Figure 4, which includes three broadcast communication
processes and five state stages [27].

Among them, the Request stage: data uplink request, the node sends an uplink
request to the master node.

Pre-prepare stage: The master node receives the chain request and sends the
original message m, so that each verification node can obtain the original mes-

sage.
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Figure 3. PBFT combined with DPOS algorithm flowchart.

Prepare phase: Use m to send, if a node receives 2f + 1 prepare messages, it is
considered “prepared”, indicating that most nodes have already agreed with this
m. fis the number of faulty nodes, and the value of f needs to satisfy n > 3f + 1.

Commit: Use m to send. If a node receives 2f + 1 commits, it can be consi-
dered that most nodes have “executed” this m.

Reply: All verification nodes enter the Reply stage after receiving the Commit
message. Each node performs identity verification of the message sending node,
then performs view verification, and then performs hash digest calculation to

verify the message m, and finally counts whether the received message exceeds
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2f + 1, if it exceeds 2f + 1, it proves that a consensus has been reached, if it is less
than 2f + 1, it will be resent.

PBFT combined with DPOS to vote out the candidate node algorithm pseu-
do-code is shown in Table 1.

PBFT combined with DPOS consensus process candidate master node RO

pseudocode is shown in Table 2.

3.3.3. Smart Contracts

With the smart contract as the core, the scenic spot specialty commodity trading
module and the information sharing module are built for data query. Smart con-
tracts are automated contracts based on blockchain technology, which can auto-

matically execute transactions negotiated by both parties, reduce intermediary links

Request ' Pre-prepare Prepare Commit Reply

RO

R1

R

R3

Figure 4. PBFT consensus schematic.

Table 1. PBFT combined with DPOS voting to select candidate nodes.

Require: Nodes participating in the campaign exist
Ensure: Select the candidate node
1: Initialize the number of participating node votes

2: For delegation in delegations do

3: If delegate a representative online then
4: If the delegation is valid for the duration of the authorization then
5: The total number of votes received by the delegate plus the number

of votes authorized by that delegate;

6: End if
7: End if
8: End for

9: Sorts nodes in descending order of total votes

10: Return n nodes with the most votes
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and transaction costs, and improve transaction efficiency and credibility [28]. At
the same time, the transaction status and historical records of specialty products
in scenic spots executed by smart contracts will be open and transparent on the
chain. The transaction records of specialty products in scenic spots that users
inquire on the travel platform can be used as judicial evidence for offline rights
protection, ensuring the user’s personal rights and interests. Moreover, when the
flow of people, vehicles and other information in the scenic spot reaches a cer-
tain threshold, the smart contract will automatically execute the early warning
procedure to ensure that the scenic spot generates additional risks. The smart

contract of the blockchain-based smart tourism platform is shown in Figure 5.

3.3.4. Product Traceability
Detailed commodity information can make consumers in scenic spots more as-
sured to buy favorite specialty products. With the blockchain as the core, a

commodity traceability module is established, and each specialty commodity in

Table 2. PBFT combined with DPOS operates at candidate node RO.

Require: Data is sent from candidate node R1
Ensure: PRE-PREPARE message

1: Generate the sequence number M of REQUEST
2: Generate the PRE-PREPARE message from REQUEST

3: Fori=1to3ndo

-~

N

4: Send PRE-PREPARE message to Ri
5: End for
Smart Contract Ledger \
Scenic souvenirs Scenic information /( \\
sharing
-Create Product -Query Data | Blocko | b'°°k1| block2 | |
Ledger update
-Query Product ‘Product Blockchain
N J
-Set Product Value Vehicle é )
¢ Resuitretun |
-Create Order -People flow ———
...... State Database
- J
strategic contrl contract \ /

Blockchain Network J

Figure 5. Smart contracts for smart tourism platforms based on blockchain.
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the scenic spot will generate a corresponding traceability code, from production,
processing, transportation, sales The entire information is recorded on the block-
chain, and at the same time, the time stamp of the product information on the
chain is saved to provide proof of existence for the data, ensuring that the data
can be checked, cannot be tampered with, and is authentic [29]. The traceability
code of the blockchain is in one-to-one correspondence with the physical com-
modity, which can be used as a circulation or as an exchange voucher [30]. Its

traceability model diagram is shown in Figure 6.

3.4. Prototype Development

The functions and connections of the prototype system are shown in Figure 7.
The developed prototype is divided into application layer, interface layer, service
layer and blockchain layer. Among them, build the blockchain layer in the Linux
server, complete the construction of the blockchain platform, create the confi-
gure ration files required by the client and other multi-nodes during use, start
the alliance chain, and allow other nodes such as regulators to join, complete the
construction of tourism blockchain.

The main function of the application layer is to call smart contracts through
the interface layer, use smart contracts to realize authorization management and
data access control, and provide users with various services and applications.
Provide users with login, registration, product traceability and other operations,
and grant data certificates to registered users, complete identity confirmation,
and perform data interaction with the server through RESTful API. In addition,
this layer includes system management, which mainly manages blockchain
nodes, organizations, channels, etc.

The interface layer mainly connects the web server and the Fabric blockchain
through Fabric SDK and RESTful API. Build smart contracts and application

layer interfaces, and call smart contracts. Provide users with login, registration,
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Figure 6. Product traceability data model.
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Figure 7. Functions and connections of each layer of the prototype system.

product traceability and other services through the application layer interface.

The service layer mainly provides business services of the smart tourism plat-
form, and specifically implements user management, tourism services and back-
ground management functions. Among them, user management uses the trust
mechanism of the blockchain to provide functions such as identity verification,
product query, and capital transactions. Passengers can query the details of the
product through product information to ensure the credibility of the product.
Travel service merchants use the non-tamperable feature of the chain informa-
tion on the blockchain to upload product information, including the holder,
place of production, production information, logistics transactions, etc., and the
background will review it so that all product information and transaction infor-
mation on the platform can be verified trace back.

The blockchain layer includes data storage, incentive mechanism, consensus
mechanism, P2P communication, etc. Store the key information and smart con-
tracts of the tourism platform to achieve information transparency and ensure

its security.

4. Implementation and Evaluation of Smart Tourism
Platform Based on Blockchain

This section discusses the platform development environment, the performance
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evaluation of the platform, verifies the feasibility of the proposed blockchain-based
conceptual framework through case studies, and develops a blockchain proto-

type system in a laboratory environment.

4.1. Development Environment

The blockchain platform studied in this paper uses VMware virtual machines to
build local linux servers and build networks through Shell scripts. Smart con-
tracts are implemented in Go language. Develop and implement the Restful in-
terface for resource calls. The front end uses the Vue framework, and the back
end uses the Spring Boot framework. This system includes four types of partici-
pants: government departments acting as inspectors, scenic spots agencies par-
ticipating in the review, tourists, and merchants. The prototype system compo-

nents are shown in Table 3.

4.2. Prototype Implementation

In this case study, we use the example of vehicle information, crowd density, lo-
cal specialties, and general information about the scenic spot to validate the
proposed conceptual framework. The study takes the Shunan Bamboo Sea Scen-
ic Area in Yibin, Sichuan Province, as a reference model and collects part of the
scenic area data through field investigations as the experimental basis. The focus
is on exploring the potential of blockchain in data recording and monitoring on
smart tourism platforms to ensure data authenticity. Therefore, several assump-
tions were made in this case study: 1) the production process of goods for mer-
chants is roughly the same; 2) the number of vehicles currently passing through
the scenic area roads is calculated by the difference between vehicles entering the
scenic area and occupying parking spaces; 3) vehicle information is uploaded to
display the remaining parking spaces in the scenic area parking lot through
parking lot sensors.

The information display on the big screen is shown in Figure 8. The parking
lot sensors collect vehicle information data, while the ticket-checking sensors in
various areas collect people flow data information. The collected data, including
sensor IDs, checkpoint IDs, and specific vehicle and people flow data informa-

tion, is integrated with the cloud platform, uploaded to the blockchain system,

Table 3. The prototype system components.

System Components Description
Hyperledger Fabric Hyperledger Fabric v2.2
Operating System Ubuntu 20.04
Memory 2GB
Hard Disk 100 GB
Storage Mysql
Browser Google Chrome
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Figure 8. Large-screen information display.

and displayed on the smart tourism big screen. Travelers can use the web client to
get real-time information on the status of the scenic spot and make reasonable
travel arrangements to avoid congestion and insufficient parking spaces. After en-
tering the scenic spot, travelers can observe the scenic spot details based on the big
screen route guidance and choose their favorite areas for a fun-filled experience.

In addition to the sharing of scenic spot information, the platform also enables
the purchase of specialty products in the scenic spots, and recommends specific
products based on users’ personal attributes. Tourists can purchase products
through the merchants’ shelves and trace the source of the products through the
product traceability code to obtain information such as place of origin, produc-
tion date, and on-shelf date. In case of product defects, chain records can be
used as legal evidence to protect the rights and interests of consumers. The func-
tional implementation of the traceability system is shown in Figure 9. To reduce
repetition, the translation emphasizes the functionalities of the platform, which
include purchasing of products, product traceability, and using chain records as
legal evidence.

The research case proves that the blockchain-based smart tourism platform
has front-end and back-end programs, which can ensure the authenticity of scenic

spot information and provide convenience for scenic spot data supervision.

4.3. Performance Evaluation

The throughput and latency of the blockchain will be affected by the number of
nodes, and this paper will take the number of blockchain nodes as a parameter,
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when the researchers specify the same amount of access data but different num-
ber of nodes, the platform’s delay and data throughput changes.

TPS (Transaction per Second) in blockchain refers to the total number of
transactions that are initiated and confirmed by the blockchain within a unit of
time. TPS measures the blockchain’s ability to process consensus transaction
requests, and the higher the TPS, the faster the system runs. Its formula is ex-

pressed as:

TPS = Transtions,, /At (2)

The experiments in this article fixed the number of requests for PBFT con-
sensus algorithm and the improved PBFT combined with DPOS consensus algo-
rithm to 500. Different numbers of nodes were set in the same time for 10 tests,
and the average value was taken as the experimental result. The number of nodes
was set to 5, 10, 15, 20, 25, and 30 in the experiments. The throughput test re-
sults are shown in Figure 10.

From the above experiments, it can be seen that with the increase in the
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Figure 9. Traceability interface.
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Figure 10. Comparison of PBFT and improved PBFT throughput.
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number of nodes, the consumption of system communication resources increas-
es, and the throughput shows a downward trend. However, by sacrificing part of
the decentralization feature in the improved algorithm, the number of nodes
participating in consensus verification is reduced, thereby reducing system com-
munication consumption.

The consensus delay index in the blockchain refers to the time required from
initiating a data on-chain request to the data being confirmed on-chain by the
entire network. It is a standard for testing the consensus efficiency of the block-
chain network. The lower the delay, the lower the consensus algorithm. Better
performance. Its formula expression is:

T, Tonsure — T,

elay — !ensure request (3)

Among them, Tj,,, represents the consensus delay of the blockchain, T,
represents the confirmation time of the quantity on the chain, and T, represents
the request time of the data on the chain.

In this paper, the number of requests is fixed to 500 by combining the PBFT
consensus algorithm with the improved PBFT consensus algorithm and the DPOS
consensus algorithm. Set different numbers of nodes at the same time for 10 tests,
and take the average value as the experimental result of this experiment. The
number of nodes set in this experiment is 5, 10, 15, 20, 25, and 30 respectively.
The delay test results are shown in Figure 11.

According to the experimental results mentioned above, it can be observed
that when the number of nodes is small, there is not much difference in latency
between the traditional PBFT algorithm and the improved algorithm. Reducing
the number of consensus nodes can reduce a certain amount of latency, but the
DPOS election of validators requires additional time delay, resulting in a similar
latency. However, as the total number of nodes increases, the improved consensus

algorithm has lower latency due to the reduced number of validation nodes, and
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Figure 11. Comparison of PBFT and improved PBFT delay test.
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the time taken for the main node to send broadcast verification messages is short-
er. Therefore, it can be concluded that when there are many nodes, the improved

consensus algorithm outperforms the traditional PBFT consensus algorithm.

5. Conclusion

In this paper, we first proposed a blockchain-based smart tourism platform that
brings together tourists, scenic institutions, and merchants to make the data of
scenic spots transparent, reduce the trust cost of tourists, and improve the qual-
ity of monitoring data for tourism spots. Secondly, a consensus algorithm com-
bining PBFT and DPOS was proposed in the smart tourism platform, which
broadcasts among a small number of delegated nodes to achieve consensus on
the entire blockchain data and improve the efficiency of consensus. At the same
time, a conceptual framework was developed for the application of blockchain in
smart tourism. Finally, the smart tourism platform was implemented and exten-
sively tested. The experimental results show that the blockchain-based smart
tourism platform can effectively ensure the authenticity and accuracy of data re-
cording. In the future, there are more possibilities for information technology
applied to smart tourism platforms, such as introducing VR to smart tourism for
users to experience scenic spots in real-time. Additionally, the platform’s func-
tionality can be enriched by utilizing the features of smart contracts for auto-

mated execution.
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