4

Journal of Computer and Communications, 2023, 11, 177-193

"“ Scientific https://www.scirp.org/journal/jcc
0 " Research :
94% Publishing ISSN Online: 2327-5227

@,

ISSN Print: 2327-5219

Secure Wireless Multicasting through
Nakagami-m Fading Channels with Multi-Hop
Relaying

Md. Mizanur Rahman, Md. Zahurul Islam Sarkar, Mohammad Mahmud Hasan

Department of Electrical and Electronic Engineering, RUET, Rajshahi, Bangladesh

Email: mizan.eee07@gmail.com, islam89118@gmail.com, mmh_mahmudhasan@yahoo.com

How to cite this paper: Rahman, M.M,,
Sarkar, M.Z.I. and Hasan, M.M. (2023)
Secure Wireless Multicasting through Na-
kagami-m Fading Channels with Mul-
ti-Hop Relaying. Journal of Computer and
Communications, 11, 177-193.
https://doi.org/10.4236/jcc.2023.115013

Received: April 6, 2023
Accepted: May 28, 2023
Published: May 31, 2023

Copyright © 2023 by author(s) and
Scientific Research Publishing Inc.

This work is licensed under the Creative
Commons Attribution International
License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0/

(OMOMMY e Acces:

Abstract

The additional diversity gain provided by the relays improves the secrecy ca-
pacity of communications system significantly. The multiple hops in the re-
laying system is an important technique to improve this diversity gain. The
development of an analytical mathematical model of ensuring security in
multicasting through fading channels incorporating this benefit of multi-hop
relaying is still an open problem. Motivated by this issue, this paper considers
a secure wireless multicasting scenario employing multi-hop relaying tech-
nique over frequency selective Nakagami-m fading channel and develops an
analytical mathematical model to ensure the security against multiple eave-
sdroppers. This mathematical model has been developed based on the closed-
form analytical expressions of the probability of non-zero secrecy multicast
capacity (PNSMC) and the secure outage probability for multicasting (SOPM)
to ensure the security in the presence of multiple eavesdroppers. Moreover,
the effects of the fading parameter of multicast channel, the number of hops
and eavesdropper are investigated. The results show that the security in mul-
ticasting through Nakagami-m fading channel with multi-hop relaying sys-
tem is more sensitive to the number of hops and eavesdroppers. The fading of
multicast channel helps to improve the secrecy multicast capacity and is not
the enemy of security in multicasting.

Keywords

Frequency Selective Fading, Multi-Hop Relaying, Probability of Non-Zero
Secrecy Multicast Capacity, Secure Outage Probability for Multicasting

1. Introduction

The multi-hop technique enhances the system performance significantly over
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Nakagami-m Fading channel [1]. On the other hand, multicasting is an efficient
wireless communication technique for group-oriented and personal communi-
cation such as video-conferencing, e-learning etc. Due to the increase of applica-
tion areas and the mobility of users with network components, the security is a
crucial aspect in wireless multicasting systems because of the fact that the medium

of wireless multicasting is open and susceptible to eavesdropping and fraud.

1.1. Related Works

Recently, Srinivas et al [2] studied multicast capacity of wireless ad-hoc net-
works over Nakagami-m fading channel. In [3], G. C. Alexandropoulos et al.
analyzed decode-and-forward dual-hop networks over Nakagami-m fading
channel and showed that the relaying is always beneficial for system perfor-
mance. Chun.et al. [4], studied the multicast transmission capacity (MTC) and
multicast outage probability of multi-hop wireless network and showed that an
appropriate number of retransmission can significantly enhances the MTC. In
[5], Y. Zou et al studied the relay selection for improving physical layer security
in cooperative wireless network. Nguyen et al [6], analyzed the performance of
wireless energy harvest cluster based multi-hop networks. The technique of en-
hancing security using partial relay selection strategy was studied in [7]. In [8],
authors studied multicasting through multicellular networks and showed how
the loss of security due to the effects of interference power can be compensated
using the opportunistic relaying technique. The diversity order provided by the
asymmetric cooperative relays was used in [9] to enhance the security of multi-
cast networks. In [10], A. S. M. Badrudduza et al. studied the effects of correla-
tion on the security in multicasting and showed how the effects of correlated can
be compensated by using the opportunistic relaying technique. In [11], D. K.
Sarkar ef al developed a mathematical model to enhance the security of wireless
multicasting using the additional diversity provided by the best relay among a
number of amplify-and-forward cooperative relays. A. P. Shrestha et al [12] devel-
oped a mathematical model for the physical layer security of cooperative multi-hop
routing wireless network. Toan et al [13] studied the end-to-end performance of
multi-hop wireless-powered relaying networks cognitively operating with primary
networks over Nakagami-m fading channels. In [14], A. K. Kamboj et al developed
the machine learning algorithms for relay selection to improve the physical layer
security of a dual-hop non-regenerative wireless cooperative network.

However, to the best of authors knowledge, the aforementioned works did not
develop an analytical mathematical model to ensure the security in multicasting
considering the diversity order provided by the multi-hop relaying technique.
This research gap is fulfilled in this paper considering a multicasting scenario

through Nakagami-m fading channel with multi-hop relaying technique.

1.2. Contributions

Based on the aforementioned scenario available in the literature and motivated
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by the benefits of multi-hop technique. This paper considers a secure wireless

multicasting scenario over frequency selective Nakagami-m fading channel and

develops an analytical mathematical model to ensure the security of the pro-
posed model incorporating the benefits of the multi-hop relaying technique. The
major contributions of this paper can be summarized as follows.

e At first, based on the probability density function (PDF) of multi-hop relay-
ing technique over frequency selective Nakagami-m fading channels, the ex-
pressions for the PDFs of the minimum signal-to-noise ratio (SNR) of mul-
ticast channels and the maximum SNR of eavesdropper’s channels, and de-
note them by fy ( My, ) and f, ( Ve, ), respectively are derived.

e Secondly, using the analytical expressions of f; ( on ) and f; ( Ve, ), the
closed-form analytical expressions for the PNSMC and the SOPM are derived.

¢ Finally, the effects of the fading parameter of multicast channel, the SNR of
eavesdropper’s channel, and the number of hops and eavesdroppers on the
the PNSMC and SOPM have been investigated. Also the concept of enhanc-
ing the level of security of the proposed model minimizing the loss of securi-
ty due to the effects of eavesdroppers and the SNR of eavesdropper’s channel
has been explained in this work.

The remainder of this paper is organized as follows. Sections II and III de-
scribe the system model and problem formulation, respectively. The expressions
for the PNSMC and the SOPM are derived, respectively in Section IV and V.
Numerical results are presented in Section VI. Finally, Section VII draws the

conclusions of this work.

2. System Model

A secure wireless multicasting scenario as shown in Figure 1 is considered
through multi-hop Nakagami-m fading channel in the presence of P eavesdrop-
pers. A transmitter equipped with 22, antennas sends a common stream of infor-
mation to the A/ multicast users and P eavesdroppers observe the communica-
tion between transmitter and multicast users. The key objective of this research
is to protect this information from eavesdropping. Each multicast user and ea-
vesdropper are equipped with n, and 1z, antennas, respectively. The channel be-
tween transmitter and multicast user is known as multicast channel and the
channel between transmitter and eavesdropper is known as eavesdropper’s
channel. Both the multicast and eavesdropper’s channels are assumed to be Na-
kagami-m fading channels. m, is the fading parameter of the each multicast
channel and m, is the fading parameter of each eavesdropper’s channel. 7, and
7n, are the average SNR of the multicast channels and eavesdropper’s channel

respectively. There are N hops between transmitter and multicast users.

3. Problem Formulation

In this section, this paper explores the PDFs of the multicast channels and eave-

sdropper’s channels from the PDFs of their sub-channels.
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Nakagami-m Fading Channel

Hop1l Hop2

l— oo > HopN

Eavesdropper 1

Eavesdropper 2

Eavesdropper P

Figure 1. System model.

Let y denotes the SNR of ith hop of multi-hop Nakagami-m fading channel.
Then, the PDF of y,, denoted by f}’i (}/i) is given by [1]:
_Mizi
m )"y e 7
(o)=L E
(7)" T (m)
where m; Nakagami-m fading parameter of tth hop and i=1---,N.Let y,,
denotes the end-to-end SNR Ze. SNR at the destination user, then y,, = Z|N:1 Vi

mi -1

: (1

3.1. PDF and CDF of Each Sub-Channel of Multicast Channels

Let VM denotes the SNR of n,th multicast channel. Then, following equation (i),
the PDF of Yw, over multi-hop Nakagami-m fading channel is given by [15]

7mn17Mn1
m My mnlfle Tm )
(1) ()y )fo”}m A @)
m ny
m)
where A =—r""——, B=— and n =1---,M . The CDF of nth
(%) r(m,) 7

multicast channel denoted by F y ( on ) is defined as [15]
m

i

Py (70 )= 10" F (70 )07, 3)

Substituting the value of fyMnl ( M ) from Equation (2) and performing in-
tegration by using identity 3.381(8) of [16]
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r{wp)
ng'

u n
IO X"e ¥ dx =

and identity 8.354(1) of [16]

0 _1 Xa+n
}/(X'a)_é nl(a+n)

it can be found,
P, (7, )= AR, @)
(_1)411 Blod

where A =>" —~— 7 = .
e ql!(mnl +q1)

3.2. PDF and CDF of Each Sub-Channel of Eavesdropper’s Channels

Let Ve, denotes the SNR of mth eavesdropper’s channel. Then, the PDF of
Ve, over multi-hop Nakagami-m fading channel is given by [15]

(mnz) ’ 21"271e " my, -1 _—Barg,
f _ n — na " (5)
- (}/Enz ) (77n2 )mnz F(mnz ) AQyEnZ e
Mny
where A, :(mL, B, =¥ and n,=1---,P. The CDF of nth
(7”2) N F(m“Z) e
eavesdropper’s channel denoted by FyEnz ( Ve, ) is defined as [15]
F (7’5”2 ) = [ . (7En2 )dyEnz : (6)

Substituting the value of nynz ( Ve, ) from Equation (5) and performing in-
tegration,using identity 3.381(8) and 8.354(1) of [16] it can be found
o (-1)" B e
)= A Y ——=

& a(m, ;) 7

3.3. PDF of Minimum SNR of Multicast Channels

Let d, =miny, Yw, - Then, the PDF of d;, denoted by f, (;/Mnl) can
be defined as [15]

fdmin (7Mn1): Mfmnl (me)X{l_ FVMnl (7/Mnl )}M_l (8)

Substituting the values of f, (7/M ) and F (;/M ) from Equations (2)
Mpy m }’Mnl m
and (4), respectively and performing integration and simplifying by the use of
identity 1.110 of [16] it is found

fu (70, ) = MAZ 627 —(M -1 MA,

2, w1 3 -1
Ay (M-2)MA'Ay ©)
eBmAi 2 !
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where v, =2m, +0, and v, =3m, +20,.

3.4. PDF of Maximum SNR of Eavesdropper’s Channels

Let d,, = MaXy.y, <p Ve, - Then, the PDF of d,, denoted by fdmax (7En2 ) can
be defined as [15]

foo (76, ) =Phe, (76, ){Fe, (7%, )}H (10)

Substituting the values of f,_ (75 2) and F_ (75 2) from equations (5)
ny n ny n;
and (7), respectively and performing integration and simplifying by the use of
identity 0.314 of [16] it can be found

Pmp, -1

-B, My, +V3-1 _—Baye,
fop (76, ) = CoPAAZET e ™ +CPAAyE ™ e 5 (1)

P-1
where v;=Pm,_-m, +1, A, :(AZ)P_l, C, :[_J and
m

C :(mnz )Z’P (P_l)(m:Bj_l]'

4. Probability of Non-Zero Secrecy Multicast Capacity

The probability of non-zero secrecy multicast capacity denoted by
PF(C > O) can be defined as [17]

smcast
P (Canea >0)= [, fo,, (7, ) {Lf "y (76, )76, }dmm (12)

(7En2) in Equation (12)
and performing integration, the closed-form analytical expression for the
Pr(C

in max

Substituting the values of f; (7/Mn1) and f;

amcast > 0) s givenin,

C,Al'w, CATw
Pr(csmcast > O) = MPAAZAlt |:{ OBW1 - + 1BW2 2}
1 1
CoAl'w, C,AT'w
-(M-1 L S k 13
R 0
1 C,Al'w,  CAT'w,
_ = M _1 M _2 2 a2 0 5 + 1 6
L -2y [ SAD, SAT ]
. -1)% B® " 1% g%
where A = qu:o()—z, A =Zq4:0 ()" B >
q3!( PMy, +q3) q4!(mn2 +v3+q4)
W, =m, +pm, +0;, W, =m, +pm, +1+0q,, W, =2m, +pm, +0 +0;,
w, =2m, +pm, +¢ +d,+1 wy=3m, +pm, +20,+0; and
W, =3m, + pm, +20, +0,.
5. Secure Outage Probability for Multicasting
The secure outage probability for multicasting denoted by P, (R ) can be

defined as [18]
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Pout smcast =1- I ( ) {wa dmin (7M )d7Mn1}d7En2’ (14)

where x = g*fomeas (1+ Y, )—1 and R, denotes the target secrecy multicast
) and fy (7En2) in Equation (14)

and performing integration, the closed-form analytical expression for the

rate. Substituting the values of f, (mm

Pout (Rsmcast ) is given in,
M -1 r
Pout (Rsmcast):]-_ MPA1A2A4A13|:CO{A7AOFUJ' _( )AA3ABA11 u2
B:l Bzz
M =2} (M =1) A2A2
+( )2( - Asggufﬁzrus}JrCl{A“o‘lo rBuf (15)
4 4
M -2)(M -1 2 p2
(M -1 AAAA, L(M-2)(M-1) AAAATY H
u5 2 st
Fm —1B FV v FV v B
e A7=Bl:11 w0 g1 A =g L 181 A =g Lo B
k(g5 —k,)!
_ U5 1 5 1 ~
AIO - k; =0 (eZRs _1>k1 (eZRs )—CI5+k1 > B4 = B2 + B3’
qﬁ! 2R ka
Mt (@R _q
N kz!(qe—kz)!( ) o
'Ail - , B3 — Ble s

ko =0 (GZRS )*% +ka

q,! 2R k3

— L (e _l
_\'W k3!(q7_k3)!( )

A12 T Likg=0 (GZRS )*Q#kz

u, :pmn2+q6—k » U =pm, +0, —k;,
=pm,, +2m, +0;—k, +1 and U; = pm, +2m, +q7—k +1.

. Ay =e (e 1),

u, = pm, +QS_k1’

u, = pm,, +2m, +0d; -k +1,

6. Numerical Results

In this section, some analytical results are shown from the closed-form analytical
expressions of the PNSMC and the SOPM. The analytical results are verified via
Monte-Carlo simulation. In order to generate the simulation results, at first, the
Nakagami-m fading channel is modeled using MATLAB code. Then, by using
this channel, PNSMC and the SOPM are calculated considering multi-hop re-
laying from transmitter to receivers and eavesdroppers. More than 110,000 rea-
lizations for the PNSMC and the SOPM are taken and averaged to find the final
simulation results of PNSMC and the SOPM.

The PNSMC, Pr(C
age SNR of the multicast channel, y, , for selected values of 2. This figure de-
scribes the effects of Pon the Pr(Cg,, >0) for selected values of system pa-
rameters. It is observed that the Pr(C,, >0) decreases with 2. This is be-

ancast > 0) is shown in Figure 2 as a function of the aver-

cause, the probability of eavesdropping increasing with 2 which causes a reduction
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® P- 2 (Simulation) Fixed Parameters

0.9 . mi =2
P= 2 (Analytical) Mz = 0.1
08 - «P=3 (Analytlcal) M= 1
Ye=30dB

= .« P=4 (Analytical)
0.7 eeeeeP=5 (Analytical)

N=2

Pr (Csmcast >0)

o
O T T T T T T T T T
1 5 9 13 17 21 25 29 33 37

Average SNR of Multicast Channel (dB)

Figure 2. The effects of the number of eavesdropper, 7 on the Pr(C,_, >0) with
m,=m=2, m =m,=01, M=1, y, =%=30dB and N=2.

in the secrecy multicast capacity.

Figure 3 shows the Pr(C
of m, with the system parameters mentioned on the figure. It is observed that
Pr(C
create a protection against eavesdropping which causes an improvement in the

smeast > 0) as a function of ]7,)1 , for selected values

ancast > 0) increases with m,. Because, fading in the multicast channels
secrecy capacity.

The Pr(C
values of the number of hops, . This figure describes the effects of N on the
Pr(C
Pr(C
vided by the relays increases with N which causes an improvement in the secrecy
capacity. Figure 5 shows the effects of N on the Pr(C,,., >0) for different
values of m, (denoted by m,). It is observed that the Pr(Cypeas > 0) in-
creases when the value of m; increases from 2 to 4 with N =2. But the
Pr(Cypeas > 0) increases with keeping the value of m, =2, as one expects.

The Pr(Cqpea
values of Nand P. This figure describes the effects of N for different values of P
onthe Pr(C >0). It is observed that,at N =2, Pr(Cg, . >0) decreases

ancast > 0) is shown in Figure 4 as a function of 7y for selected

ancast > 0) for selected values of system parameters. It is found that the

ancast > 0) increases with V. This is because, the cooperative diversity pro-

>0) is shown in Figure 6 as a function of 7y for selected

smcast
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0.8 A

Pr (Csmcast >O)

® mi1=0.5 (Simulation)

mi= 0.5 (Analytical)
— = mi=1 (Analytical)
— -m1=3 (Analytical)

------ m1= 10 (Analytical)

Fixed Parameters

Figure 3. The effects of fading parameter of multicast channel, m

Pr(C

smcast

5 9 13

17 21 25 29

Average SNR of Multicast Channel (dB)

N (denoted by m, ), on the

>0) for m_=m,=01, M=1, P=2, 7, =7,=20dB and N=1.

0.9 A

0.8 A

0.7 A

Pr (Cancast >0)

e N= 1 (Simulation)

N= 1 (Analytical)
— = N= 2 (Analytical)
— -N= 3 (Analytical)
...... N= 5 (Analytical)

Fixed Parameters

my; =3
m, = 0.1
M= 1

P=2

Y.= 30 dB

Figure 4. The effects of the number of hop, N, on the Pr(C
m,=m, =01, M=1, P=2 and 7, =7 =300dB.

n;

5 9 13 17

21 25 29 33

Average SNR of Multicast Channel (dB)

>0) for m =m =3,

smcast
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Fixed Parameters

09 | ® mi1=2, N=2 (Simulation) maz = 0.1

— — m1=2, N=2 (Analytical) M= 1
08 4 ceeee- mi=4, N=2 (Analytical) P=2

) Ye= 30 dB

—m1=2, N=6 (Analytical)
0.7 4
0.6

Pr (Csmcast >0)

1 5 9 13 17 21 25 29 33 37
Average SNR of Multicast Channel (dB)

Figure 5. The effects of number of hop, N, for selected values of m, (denoted as m,)

onthe Pr(C,.,>0) with m =m,=01, M=1, P=2 and 7, =7% =30dB.
1
. . Fixed Parameters

e P=4, N=6 (Simulation)

0.9 - _o
== =P=3, N=2 (Analytical) m1 P

os | °cce-P=4, N=2 (Analytical) Mo 1
e P=4, N=6 (Analytical) Y.=30dB

Pr (Csmcasl >O)

4 7 10 13 16 19

T T T T T T

22 25 28 31 34 37

Average SNR of Multicast Channel (dB)

Figure 6. The effects of number of hop, M, for selected values of Pon the Pr(Cg,,, > 0)

with m =m =2, m =m,=01, M=1 and y, =7, =30dB.
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Fixed Parameters
09 1| mi =1
mz2 = 0.1
0.8 {| M=1
Ym=10dB
Ye= 30 dB
0.7 1
0.6 1

Pr (Csmcast >O)

Vg
7
/7 /7 . ® P=2 (Simulation)
0.2 ,'.-" P=2 (Analytical)
- — - -P=3 (Analytical)
0.1 = = P=4 (Analytical)

ceceeP=5 (Analytical)

0 + T T T T T T T T T T T T T

1 6 11 16 21 26 31 36 41 46 51 56 61 66

Number of Hop (N)

Figure 7. The effects of the number of eavesdropper, P, on the Pr (C > O) as a func-

smcast

tion of Nwhen m, =m =1, m =m,=0.1, M =1, 7, =7,=10dB and
Vo, =7.=20dB.

with 2. But this reduction of Pr(C, . >0) can be compensated by increasing
the value of V.

Figure 7 shows the Pr(Cg .
P. This figure describes the effects of Pon the Pr(C
ues of system parameters. It is observed that the Pr(C

> O) as a function of N for selected values of
>0) for selected val-

smcast
ancast > 0) decreases with
P. This is because, the probability of eavesdropping increases with Pand causes a
reduction in the secrecy capacity.

The Pr(C,,.q >0) is shown in Figure 8 as a function of N, for selected
values of fading parameter of multicast channel, m, (denoted by m, on the
>0) for se-
smeast ~ O) in-
creases with Nand m, . But the effects of both Nand m, decreases at the high-

figure). This figure describes the effects of m, on the Pr(C

smcast

lected values of system parameters. Clearly it is found that Pr(C

er values of Nand m,.

The secure outage probability for multicasting denoted by P,

aa (R
shown in Figure 9 as a function of 7, for selected values of 7. It is observed
that the P, (R
multicast capacity.

Figure 10 shows the P,

out

smcast )

mcast ) iNCreases with P which causes the reduction in the secrecy

(Rsmcast )
number of hop M. it is found that the P

out

as a function of y, for selected values of
(R decreases with N. This is

smcast )
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Fixed Parameters
0.9 1 m, = 0.1
M= 1
08 4 P=3
Yn,=10dB
Y.=20dB
0.7 A
0.6 A
=)
2 0.5 1
&
QS 04 -
a
0.3 A e mi1=5 (Simulation)
0z | S N N Rpeve m1=0.5 (Analytical)
8 = - -mi1=1 (Analytical)
o1 4 — = m1=2 (Analytical)
——m1=5 (Analytical)
1 5 9 13 17 21 25 29 33 37 41 45

Number of Hop (N)

Figure 8. The effects of fading parameter of multicast channel, m, (denotedas m,), on
the Pr(C,. >0) asa function of Nfor m =m,=0.1, M =1, P=3, 7 =7,=10
and 7, =7,=20dB.

e N\
0.9 RN
'..\
0.8 4 : °\
N “\
A XY
0.7 {r— -
Fixed \
Parameters :
0.6 A
= mi =2
é mz2=0.5
é 0.5 A M= 1
‘g Ye: 20 dB
0 94 4| Rs=0.5
0.3 {1 ® P=1 (Simulation)
—P=1 (Analytical)
0.2 ~ :
— - -P=2 (Analytical) A
01 4 ®°**P=3 (Analytical) \ Y
— = P=4 (Analytical) VLN
0 . . . . . . . — 3
1 4 7 10 13 16 19 22 25 28 31

Average SNR of Multicast Channel (dB)

Figure 9. The effects of the number of eavesdropper, 7 on the P, (Rj.q) with

m,=m=2, m =m,=05, M=1, y, =7=20dB, R =05 and N=2.
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‘\_ -\.:.... Fixed
NG T, Parameters
0.9 - N \ .,
\ N ... m1 = 2
0.8 e ﬂif
| P=1
0.7 Ny Ye= 30 dB
\ '\ | Re =05
06
‘Y %
~ | W
¥ 054 Vo
# \Loe
= LI
3 04 - u:
o | SN
031 e N=1 (Simulation) \\‘
——N=1 (Analytical) v
02 | L
<eeeeN=2 (Analytical) vV
044 = ::N=4 (Analytical) VY
— =N=6 (Analytical) DD
0 — S S I GO~
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Figure 10. The effects of number of hop, N, on the P
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(Rypast) with m_=m =2,

n;

because, the cooperative diversity provided by the relays increases the secrecy
capacity. Moreover, the cooperative diversity increases with the number of hops
which enhances the level of security.

Figure 11 shows the effects of Non the P,
It is observed that, when N =2, P, (R ) increases with 2. It means that
the security degrades with 2. On the other hand, when P =3, Pr(C >0)

decreases with NV which means that the security enhances with NV. Therefore, the

(R for selected values of 2.

smcast )

smcast

loss of security due to the effects of P can be compensated by increasing the
number of hops, N.
Figure 12 shows the effects of N on the P,

ot for selected values of

(R
with m,. It means that the security enhances with m, . On the other hand, when
m, =15, Pr(C

hances with . Fading parameter is the property of wireless medium, the manual

( Rsmcast )
m, (denoted as m,). It is observed that, when N =2, P

) it decreases

smcast )

ancast > 0) decreases with N which means that the security en-
change of which is not possible. But the improvement of security by increasing
the number of hops is a practical case.

The Py (Ryncast )
of m, (denoted as m ) and 2. This figure describes the effects of m, and P
on the P, (R
Pyt (Ryneast ) increases with P which indicates that the security degrades with 2.
on the other hand, P, (Ry,.q) decreases with m, which indicates that the

[o]

is shown in Figure 13 as a function of N for selected values

mcast ) for selected values of system parameters. We see that the
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with m, =m =2, m =m,=03, M=1, 7, =7 =200B and R =05.
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(denoted as m, ) with mn2:m2=0.5, M =1, P=2, R, =05 and

for selected values of

7, =7, =20dB.
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security enhances with m,. In the above figures, the matching between the si-

mulation and analytical results justifies the validity of derived analytical expres-

sions for the PNSMC and SOPM.
Based on the observations of above numerical results, the main findings of
this paper can be summarized as follows:

e The mathematical model developed in this paper to ensure the security in
multicasting through Nakagami-m fading channels employing multi-hop re-
laying is a valid model and this model can be further extended to enhance the
security level employing opportunistic relaying technique.

e The degradation of security levels in multicasting through Nakagami-m fad-
ing channels due to the effects of the number of eavesdroppers [19] and the
SNR of eavesdropper’s channel can be compensated by increasing the num-
ber of hops. The optimum number of hops can also be determined for a par-
ticular number of eavesdroppers.

e The fading of multicast channel enhances the security level and is not the
enemy of secrecy multicast capacity [19]. Like jamming against the eave-
sdroppers, the fading of multicast channel protects the eavesdroppers to de-

code any information from the multicast channels.

7. Conclusion

This paper focuses on the development of an analytical mathematical model to
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ensure the security in wireless multicasting through Nakagami-m fading chan-
nels employing multi-hop relaying. The validity of developed analytical model is
verified via Monte-Carlo simulation. This model is helpful to realize the insight
of the effects of system parameters such as fading parameter of multicast chan-
nel, the number of eavesdroppers and the number of hops on the security in
wireless multicasting through multi-hop Nakagami-m fading channels. The ob-
servation of numerical results concludes that the loss of security due to the ef-
fects of the number of eavesdroppers and the SNR of eavesdropper’s channel can
be compensated by increasing the number of hops and without increasing the
transmit signal power. This work has been carried out in a multicasting scenario
with multiple hop system, but this research pave the way of employing different
relaying techniques such as opportunistic relaying, asymmetric relaying, mul-
tiple cooperative relaying to enhance the security of wireless multicasting with-

out changing the transmit signal power.
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