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Abstract 
The additional diversity gain provided by the relays improves the secrecy ca-
pacity of communications system significantly. The multiple hops in the re-
laying system is an important technique to improve this diversity gain. The 
development of an analytical mathematical model of ensuring security in 
multicasting through fading channels incorporating this benefit of multi-hop 
relaying is still an open problem. Motivated by this issue, this paper considers 
a secure wireless multicasting scenario employing multi-hop relaying tech-
nique over frequency selective Nakagami-m fading channel and develops an 
analytical mathematical model to ensure the security against multiple eave-
sdroppers. This mathematical model has been developed based on the closed- 
form analytical expressions of the probability of non-zero secrecy multicast 
capacity (PNSMC) and the secure outage probability for multicasting (SOPM) 
to ensure the security in the presence of multiple eavesdroppers. Moreover, 
the effects of the fading parameter of multicast channel, the number of hops 
and eavesdropper are investigated. The results show that the security in mul-
ticasting through Nakagami-m fading channel with multi-hop relaying sys-
tem is more sensitive to the number of hops and eavesdroppers. The fading of 
multicast channel helps to improve the secrecy multicast capacity and is not 
the enemy of security in multicasting. 
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1. Introduction 

The multi-hop technique enhances the system performance significantly over 
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Nakagami-m Fading channel [1]. On the other hand, multicasting is an efficient 
wireless communication technique for group-oriented and personal communi-
cation such as video-conferencing, e-learning etc. Due to the increase of applica-
tion areas and the mobility of users with network components, the security is a 
crucial aspect in wireless multicasting systems because of the fact that the medium 
of wireless multicasting is open and susceptible to eavesdropping and fraud. 

1.1. Related Works 

Recently, Srinivas et al. [2] studied multicast capacity of wireless ad-hoc net-
works over Nakagami-m fading channel. In [3], G. C. Alexandropoulos et al. 
analyzed decode-and-forward dual-hop networks over Nakagami-m fading 
channel and showed that the relaying is always beneficial for system perfor-
mance. Chun.et al. [4], studied the multicast transmission capacity (MTC) and 
multicast outage probability of multi-hop wireless network and showed that an 
appropriate number of retransmission can significantly enhances the MTC. In 
[5], Y. Zou et al. studied the relay selection for improving physical layer security 
in cooperative wireless network. Nguyen et al. [6], analyzed the performance of 
wireless energy harvest cluster based multi-hop networks. The technique of en-
hancing security using partial relay selection strategy was studied in [7]. In [8], 
authors studied multicasting through multicellular networks and showed how 
the loss of security due to the effects of interference power can be compensated 
using the opportunistic relaying technique. The diversity order provided by the 
asymmetric cooperative relays was used in [9] to enhance the security of multi-
cast networks. In [10], A. S. M. Badrudduza et al. studied the effects of correla-
tion on the security in multicasting and showed how the effects of correlated can 
be compensated by using the opportunistic relaying technique. In [11], D. K. 
Sarkar et al. developed a mathematical model to enhance the security of wireless 
multicasting using the additional diversity provided by the best relay among a 
number of amplify-and-forward cooperative relays. A. P. Shrestha et al. [12] devel-
oped a mathematical model for the physical layer security of cooperative multi-hop 
routing wireless network. Toan et al. [13] studied the end-to-end performance of 
multi-hop wireless-powered relaying networks cognitively operating with primary 
networks over Nakagami-m fading channels. In [14], A. K. Kamboj et al. developed 
the machine learning algorithms for relay selection to improve the physical layer 
security of a dual-hop non-regenerative wireless cooperative network. 

However, to the best of authors knowledge, the aforementioned works did not 
develop an analytical mathematical model to ensure the security in multicasting 
considering the diversity order provided by the multi-hop relaying technique. 
This research gap is fulfilled in this paper considering a multicasting scenario 
through Nakagami-m fading channel with multi-hop relaying technique. 

1.2. Contributions 

Based on the aforementioned scenario available in the literature and motivated 
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by the benefits of multi-hop technique. This paper considers a secure wireless 
multicasting scenario over frequency selective Nakagami-m fading channel and 
develops an analytical mathematical model to ensure the security of the pro-
posed model incorporating the benefits of the multi-hop relaying technique. The 
major contributions of this paper can be summarized as follows. 
• At first, based on the probability density function (PDF) of multi-hop relay-

ing technique over frequency selective Nakagami-m fading channels, the ex-
pressions for the PDFs of the minimum signal-to-noise ratio (SNR) of mul-
ticast channels and the maximum SNR of eavesdropper’s channels, and de-
note them by ( )min 1nd Mf γ  and ( )max 2nd Ef γ , respectively are derived. 

• Secondly, using the analytical expressions of ( )min 1nd Mf γ  and ( )max 2nd Ef γ , the 
closed-form analytical expressions for the PNSMC and the SOPM are derived. 

• Finally, the effects of the fading parameter of multicast channel, the SNR of 
eavesdropper’s channel, and the number of hops and eavesdroppers on the 
the PNSMC and SOPM have been investigated. Also the concept of enhanc-
ing the level of security of the proposed model minimizing the loss of securi-
ty due to the effects of eavesdroppers and the SNR of eavesdropper’s channel 
has been explained in this work. 

The remainder of this paper is organized as follows. Sections II and III de-
scribe the system model and problem formulation, respectively. The expressions 
for the PNSMC and the SOPM are derived, respectively in Section IV and V. 
Numerical results are presented in Section VI. Finally, Section VII draws the 
conclusions of this work. 

2. System Model 

A secure wireless multicasting scenario as shown in Figure 1 is considered 
through multi-hop Nakagami-m fading channel in the presence of P eavesdrop-
pers. A transmitter equipped with nt antennas sends a common stream of infor-
mation to the M multicast users and P eavesdroppers observe the communica-
tion between transmitter and multicast users. The key objective of this research 
is to protect this information from eavesdropping. Each multicast user and ea-
vesdropper are equipped with nr and ne antennas, respectively. The channel be-
tween transmitter and multicast user is known as multicast channel and the 
channel between transmitter and eavesdropper is known as eavesdropper’s 
channel. Both the multicast and eavesdropper’s channels are assumed to be Na-
kagami-m fading channels. m1 is the fading parameter of the each multicast 
channel and m2 is the fading parameter of each eavesdropper’s channel. 

1nγ  and 

2nγ  are the average SNR of the multicast channels and eavesdropper’s channel 
respectively. There are N hops between transmitter and multicast users. 

3. Problem Formulation 

In this section, this paper explores the PDFs of the multicast channels and eave-
sdropper’s channels from the PDFs of their sub-channels. 
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Figure 1. System model. 

 
Let iγ  denotes the SNR of ith hop of multi-hop Nakagami-m fading channel. 

Then, the PDF of iγ , denoted by ( )
i ifγ γ  is given by [1]: 
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3.1. PDF and CDF of Each Sub-Channel of Multicast Channels 

Let 
1nMγ  denotes the SNR of n1th multicast channel. Then, following equation (i), 

the PDF of 
1nMγ  over multi-hop Nakagami-m fading channel is given by [15] 
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multicast channel denoted by ( )11M nn MFγ γ  is defined as [15] 
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Substituting the value of ( )11M nn Mfγ γ  from Equation (2) and performing in-
tegration by using identity 3.381(8) of [16] 
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3.2. PDF and CDF of Each Sub-Channel of Eavesdropper’s Channels 

Let 
2nEγ  denotes the SNR of n2th eavesdropper’s channel. Then, the PDF of 

2nEγ  over multi-hop Nakagami-m fading channel is given by [15] 

( ) ( )
( ) ( )

2 2

2 2 2
22 2 2 2

2 222

2 2

1
1

2

e
e ,

n En

n n n
En n n

E n nnn

m
m m

Bn E m
E Em

n n

m
f A

m

γ

γ
γ

γ

γ
γ γ

γ

−
−

−−= =
Γ

        (5) 

where 
( )

( ) ( )

2

2

2

2 2

2

n

n

m

n

m

n n

m
A

mγ
=

Γ
, 2

2

2
n

n

m
B

γ
=  and 2 1, ,n P=  . The CDF of n2th 

eavesdropper’s channel denoted by ( )22E nn EFγ γ  is defined as [15] 

( ) ( )2

2 2 22 20
d .En

E n E n nn nE E EF f
γ

γ γγ γ γ= ∫                 (6) 

Substituting the value of ( )22E nn Efγ γ  from Equation (5) and performing in-
tegration,using identity 3.381(8) and 8.354(1) of [16] it can be found 
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3.3. PDF of Minimum SNR of Multicast Channels 

Let 
1 1min 1min

nn M Md γ≤ ≤= . Then, the PDF of mind  denoted by ( )min 1nd Mf γ  can 
be defined as [15] 
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Substituting the values of ( )11M nn Mfγ γ  and ( )11M nn MFγ γ  from Equations (2) 
and (4), respectively and performing integration and simplifying by the use of 
identity 1.110 of [16] it is found 

( ) ( )

( )

11
min 1

1 2

1

1
1 3

1 12 3
1 1 3

e 1

2
,

2e

n Mi
n i

i i

Mi

m B
d M M

v v
M M

B

f MA M MA

A M MA A

γ

γ

γ γ

γ γ

− −

− −

= − −

 −
× − 
  

           (9) 

https://doi.org/10.4236/jcc.2023.115013


M. M. Rahman et al. 
 

 

DOI: 10.4236/jcc.2023.115013 182 Journal of Computer and Communications 
 

where 
11 12 nv m q= +  and 

12 13 2nv m q= + . 

3.4. PDF of Maximum SNR of Eavesdropper’s Channels 

Let 
2 2max 1max

nn P Ed γ≤ ≤= . Then, the PDF of maxd  denoted by ( )max 2nd Ef γ  can 
be defined as [15] 
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Substituting the values of ( )22E nn Efγ γ  and ( )22E nn EFγ γ  from equations (5) 
and (7), respectively and performing integration and simplifying by the use of 
identity 0.314 of [16] it can be found 
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4. Probability of Non-Zero Secrecy Multicast Capacity 

The probability of non-zero secrecy multicast capacity denoted by  
( )> 0smcastPr C  can be defined as [17] 
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Substituting the values of ( )min 1nd Mf γ  and ( )max 2nd Ef γ  in Equation (12) 
and performing integration, the closed-form analytical expression for the 

( )0smcastPr C >  is given in, 
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5. Secure Outage Probability for Multicasting 

The secure outage probability for multicasting denoted by ( )out smcastP R  can be 
defined as [18] 
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6. Numerical Results 

In this section, some analytical results are shown from the closed-form analytical 
expressions of the PNSMC and the SOPM. The analytical results are verified via 
Monte-Carlo simulation. In order to generate the simulation results, at first, the 
Nakagami-m fading channel is modeled using MATLAB code. Then, by using 
this channel, PNSMC and the SOPM are calculated considering multi-hop re-
laying from transmitter to receivers and eavesdroppers. More than 110,000 rea-
lizations for the PNSMC and the SOPM are taken and averaged to find the final 
simulation results of PNSMC and the SOPM. 

The PNSMC, ( )0smcastPr C >  is shown in Figure 2 as a function of the aver-
age SNR of the multicast channel, 

1nγ , for selected values of P. This figure de-
scribes the effects of P on the ( )0smcastPr C >  for selected values of system pa-
rameters. It is observed that the ( )0smcastPr C >  decreases with P. This is be-
cause, the probability of eavesdropping increasing with P which causes a reduction  
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Figure 2. The effects of the number of eavesdropper, P, on the ( )0smcastPr C >  with 

1 1 2nm m= = , 
2 2 0.1nm m= = , 1M = , 

2
30 dBn eγ γ= =  and 2N = . 

 
in the secrecy multicast capacity. 

Figure 3 shows the ( )0smcastPr C >  as a function of 
1nγ , for selected values 

of 
1nm  with the system parameters mentioned on the figure. It is observed that 

( )0smcastPr C >  increases with 1m . Because, fading in the multicast channels 
create a protection against eavesdropping which causes an improvement in the 
secrecy capacity. 

The ( )0smcastPr C >  is shown in Figure 4 as a function of 
1nγ  for selected 

values of the number of hops, N. This figure describes the effects of N on the 
( )0smcastPr C >  for selected values of system parameters. It is found that the 
( )0smcastPr C >  increases with N. This is because, the cooperative diversity pro-

vided by the relays increases with N which causes an improvement in the secrecy 
capacity. Figure 5 shows the effects of N on the ( )0smcastPr C >  for different 
values of 

1nm  (denoted by 1m ). It is observed that the ( )0smcastPr C >  in-
creases when the value of 1m  increases from 2 to 4 with 2N = . But the 

( )0smcastPr C >  increases with keeping the value of 1 2m = , as one expects. 
The ( )0smcastPr C >  is shown in Figure 6 as a function of 

1nγ  for selected 
values of N and P. This figure describes the effects of N for different values of P 
on the ( )0smcastPr C > . It is observed that, at 2N = , ( )0smcastPr C >  decreases  
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Figure 3. The effects of fading parameter of multicast channel, 

1nm  (denoted by 1m ), on the 

( )0smcastPr C >  for 
2 2 0.1nm m= = , 1M = , 2P = , 

2
20 dBn eγ γ= =  and 1N = . 

 

 

Figure 4. The effects of the number of hop, N, on the ( )0smcastPr C >  for 
1 1 3nm m= = , 

2 2 0.1nm m= = , 1M = , 2P =  and 
2

30 dBn eγ γ= = . 
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Figure 5. The effects of number of hop, N, for selected values of 

1nm  (denoted as 1m ) 

on the ( )0smcastPr C >  with 
2 2 0.1nm m= = , 1M = , 2P =  and 

2
30 dBn eγ γ= = . 

 

 

Figure 6. The effects of number of hop, N, for selected values of P on the ( )0smcastPr C >  

with 
1 1 2nm m= = , 

2 2 0.1nm m= = , 1M =  and 
2

30 dBn eγ γ= = . 

https://doi.org/10.4236/jcc.2023.115013


M. M. Rahman et al. 
 

 

DOI: 10.4236/jcc.2023.115013 187 Journal of Computer and Communications 
 

 

Figure 7. The effects of the number of eavesdropper, P, on the ( )0smcastPr C >  as a func-

tion of N when 
1 1 1nm m= = , 

2 2 0.1nm m= = , 1M = , 
1

10 dBn mγ γ= =  and  

2
20 dBn eγ γ= = . 

 
with P. But this reduction of ( )0smcastPr C >  can be compensated by increasing 
the value of N. 

Figure 7 shows the ( )0smcastPr C >  as a function of N for selected values of 
P. This figure describes the effects of P on the ( )0smcastPr C >  for selected val-
ues of system parameters. It is observed that the ( )0smcastPr C >  decreases with 
P. This is because, the probability of eavesdropping increases with P and causes a 
reduction in the secrecy capacity. 

The ( )0smcastPr C >  is shown in Figure 8 as a function of N, for selected 
values of fading parameter of multicast channel, 

1nm  (denoted by 1m  on the 
figure). This figure describes the effects of 1m  on the ( )0smcastPr C >  for se-
lected values of system parameters. Clearly it is found that ( )0smcastPr C >  in-
creases with N and 1m . But the effects of both N and 1m  decreases at the high-
er values of N and 1m . 

The secure outage probability for multicasting denoted by ( )out smcastP R  
shown in Figure 9 as a function of 

1nγ  for selected values of P. It is observed 
that the ( )out smcastP R  increases with P which causes the reduction in the secrecy 
multicast capacity. 

Figure 10 shows the ( )out smcastP R  as a function of 
1nγ  for selected values of 

number of hop N. it is found that the ( )out smcastP R  decreases with N. This is  
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Figure 8. The effects of fading parameter of multicast channel, 

1nm  (denoted as 1m ), on 

the ( )0smcastPr C >  as a function of N for 
2 2 0.1nm m= = , 1M = , 3P = , 

1
10n mγ γ= =  

and 
2

20 dBn eγ γ= = . 

 

 

Figure 9. The effects of the number of eavesdropper, P, on the ( )out smcastP R  with 

1 1 2nm m= = , 
2 2 0.5nm m= = , 1M = , 

2
20 dBn eγ γ= = , 0.5sR =  and 2N = . 
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Figure 10. The effects of number of hop, N, on the ( )out smcastP R  with 
1 1 2nm m= = , 

2 2 1nm m= = , 1M = , 1P = , 
2

30 dBn eγ γ= =  and 0.5sR = . 

 
because, the cooperative diversity provided by the relays increases the secrecy 
capacity. Moreover, the cooperative diversity increases with the number of hops 
which enhances the level of security. 

Figure 11 shows the effects of N on the ( )out smcastP R  for selected values of P. 
It is observed that, when 2N = , ( )out smcastP R  increases with P. It means that 
the security degrades with P. On the other hand, when 3P = , ( )0smcastPr C >  
decreases with N which means that the security enhances with N. Therefore, the 
loss of security due to the effects of P can be compensated by increasing the 
number of hops, N. 

Figure 12 shows the effects of N on the ( )out smcastP R  for selected values of 

1nm  (denoted as 1m ). It is observed that, when 2N = , ( )out smcastP R  decreases 
with 1m . It means that the security enhances with 1m . On the other hand, when 

1 1.5m = , ( )0smcastPr C >  decreases with N which means that the security en-
hances with N. Fading parameter is the property of wireless medium, the manual 
change of which is not possible. But the improvement of security by increasing 
the number of hops is a practical case. 

The ( )out smcastP R  is shown in Figure 13 as a function of N for selected values 
of 

1nm  (denoted as 1m ) and P. This figure describes the effects of 1m  and P 
on the ( )out smcastP R  for selected values of system parameters. We see that the 

( )out smcastP R  increases with P which indicates that the security degrades with P. 
on the other hand, ( )out smcastP R  decreases with 1m  which indicates that the  
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Figure 11. The effects of number of hop, N, on the ( )out smcastP R  for selected values of P 

with 
1 1 2nm m= = , 

2 2 0.3nm m= = , 1M = , 
2

20 dBn eγ γ= =  and 0.5sR = . 
 

 

Figure 12. The effect of number of hop, N, on the ( )out smcastP R  for selected values of 

1nm  (denoted as 1m ) with 
2 2 0.5nm m= = , 1M = , 2P = , 0.5sR =  and  

2
20 dBn eγ γ= = . 
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Figure 13. The effect of number of eavesdropper, P, on the ( )out smcastP R  for selected 

values of 
1nm  (denoted as 1m ) with 

2 2 0.5nm m= = , 1M = , 2N = , 0.5sR =  and  

2
20 dBn eγ γ= = . 

 
security enhances with 1m . In the above figures, the matching between the si-
mulation and analytical results justifies the validity of derived analytical expres-
sions for the PNSMC and SOPM. 

Based on the observations of above numerical results, the main findings of 
this paper can be summarized as follows: 
• The mathematical model developed in this paper to ensure the security in 

multicasting through Nakagami-m fading channels employing multi-hop re-
laying is a valid model and this model can be further extended to enhance the 
security level employing opportunistic relaying technique. 

• The degradation of security levels in multicasting through Nakagami-m fad-
ing channels due to the effects of the number of eavesdroppers [19] and the 
SNR of eavesdropper’s channel can be compensated by increasing the num-
ber of hops. The optimum number of hops can also be determined for a par-
ticular number of eavesdroppers. 

• The fading of multicast channel enhances the security level and is not the 
enemy of secrecy multicast capacity [19]. Like jamming against the eave-
sdroppers, the fading of multicast channel protects the eavesdroppers to de-
code any information from the multicast channels. 

7. Conclusion 

This paper focuses on the development of an analytical mathematical model to 
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ensure the security in wireless multicasting through Nakagami-m fading chan-
nels employing multi-hop relaying. The validity of developed analytical model is 
verified via Monte-Carlo simulation. This model is helpful to realize the insight 
of the effects of system parameters such as fading parameter of multicast chan-
nel, the number of eavesdroppers and the number of hops on the security in 
wireless multicasting through multi-hop Nakagami-m fading channels. The ob-
servation of numerical results concludes that the loss of security due to the ef-
fects of the number of eavesdroppers and the SNR of eavesdropper’s channel can 
be compensated by increasing the number of hops and without increasing the 
transmit signal power. This work has been carried out in a multicasting scenario 
with multiple hop system, but this research pave the way of employing different 
relaying techniques such as opportunistic relaying, asymmetric relaying, mul-
tiple cooperative relaying to enhance the security of wireless multicasting with-
out changing the transmit signal power. 
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