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Abstract 
This study pursues the objective of analyzing and verifying the knowledge of 
the agents of the Institut Supérieur Pédagogique/ISP-Bukavu (TTC = Teach-
ers’ training College) in relation to the practical flaws resulting from the lack 
of knowledge of the observable rules in information system security. In a 
clearer way, it aims to verify the level of knowledge of the vulnerabilities, to 
verify the level of use of the antivirus software, to analyze the frequency of use 
of Windows update, the use of an anti-spyware software as well as a firewall 
software on the computer. Through a survey conducted on a sample of 100 
agents of the Institut Supérieur Pédagogique/ISP-Bukavu (TTC = Teachers’ 
training College), the results revealed that 48% of the sample has no know-
ledge on computer vulnerabilities; for the use of antivirus software: 47% do 
not use the antivirus; for Windows update: 29% never update the Windows 
operating system; for anti-spyware: 48% never use; for the firewall: 50% are 
not informed. In fine, our results proposed a protection model VMAUSP 
(Vulnerability Measurability Measures Antivirus, Update, Spyware and Fire-
wall) to users based on the behavioral approach, learning how the model 
works. 
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1. General Introduction 

In the current context, the generalized opening and interconnection of computer 
networks facilitates the sharing of internal information between customers, sup-
pliers and other partners [1]. With the advent of the digital era, several theories 
and techniques have been created, resulting in new forms of crime involving in-
formation systems. Malware unconditionally represents a real threat to the secu-
rity of computer systems. Therefore, it seems vital for nations and institutions to 
have an updated legal system capable of effectively protecting users against any 
criminal behavior typical of this technological environment [2]. In the literature 
review, a study showed that the exploitation of a single basic computer vulnera-
bility can damage the operational activities of an organization. Then, it deteri-
orates its image, it leads to a loss of trust towards partners, it decreases its value 
and eventually leads to its disappearance [3]. The development of information 
and communication technology has brought countless benefits to humanity. With 
the current technological changes, the Information and Communication Tech-
nologies (ICT) with the support of the Internet are transforming humanity from 
a traditional society into a modern society evolving through time [4]. However, 
despite these contributions, concerns persist to some degree and at different le-
vels. Let us add that, besides the obvious advantages of the development of In-
formation and Communication Technologies (ICT), several serious disadvan-
tages have emerged. First of all, it was estimated that there are 4.77 billion active 
internet users, 4.17 billion unique holders of cell phones connected to the inter-
net and 3.96 billion unique users of social networks [5]. This interconnection to 
the internet, which has become an essential place to consume, exchange and in-
crease one’s knowledge, could be one of the reasons for vulnerability. This trend 
is limited to Asia, Europe and North America, although there has been a strong 
progression in Africa and the Middle East in recent years. 

As a result of these consequences, nations and information system researchers 
have engaged in computer crimes of different importance and impact. These of-
fences are analyzed through the exploitation of system vulnerabilities, the dis-
tribution of malicious software, the theft of data and funds. This is the origin of 
the concept “hacker” [6].  

International literature and reports are full of information about the security 
of information systems around the world. One study shows that there are more 
than 1,500,000 CVEs (Common Vulnerabilities and Exposures) created in the 
National Vulnerability Database (NVD) since the 1990s until today [7]. In France, 
a study shows that threats to information systems affect administrations, com-
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panies and citizens [8]. The results of this study suggested the improvement of 
the protection of information systems and data entrusted to the administration, 
companies and individuals by improving awareness and conducting training on 
cybercrime. 

Therefore, several studies have focused on the variables that influence the se-
curity of information systems. By focusing on users’ compliance with ICT poli-
cies, researchers clarify [9], the notion of cybercrime and place it in a crimino-
logical framework where it could be useful for understanding the process of cri-
minalizing new conduct and organizing the organizational and individual re-
sponse to crime. Through this clarification, they develop technical applications 
of machine learning for malware detection due to their ability to track the evolu-
tion of malware [10]. On the other hand [11], another study analyzed cyber-physical 
systems widely used in critical infrastructure and presented a methodology to 
determine the most secure configuration of the cyber-physical system through a 
public database of cyber vulnerabilities to identify the most secure components of 
the cyber-physical system. The study also compared cyber risk scores for differ-
ent cyber-physical system configurations showing that the Windows 10 build 
20H2 operating system is more secure than Linux Ubuntu 20.04, while Red Hat 
Enterprise Linux is the most secure in certain system configurations.  

However, in another study [12], experimental results show that threat hunting 
via adversary emulation has offsetting effects on advanced threat hunting. The 
results of this study propose the approach of developing the security conscious 
offensive environment for organizations to discover advanced attack mechan-
isms and test their ability to detect attacks by adopting simple techniques such as 
using antivirus software, anti-spyware, operating system update. In this context, 
it is clear that there is no exact knowledge about the vulnerabilities that threaten 
computer systems. In order to identify the aspects affecting the security of in-
formation systems, this study looks at such an analysis in a public institution of 
higher education in the Democratic Republic of Congo, specifically at the Insti-
tut Supérieur Pédagogique/ISP-Bukavu (TTC = Teachers’ training College). In 
doing so, it has been demonstrated that quality education promotes sustainable 
human development, learning to know, learning to be, learning to live together, 
learning to do, and learning to transform oneself and society [13]. 

Through the specialized literature, interesting works are constantly accumu-
lating in the Democratic Republic of Congo. This is the case of a study [14], in 
which a response is proposed that is based on cyberspace considered as a place 
without walls in the concrete sense of the term, or even physical dimensions. 
The study was oriented much more on the legal level than proposing practical 
computer and cyber security techniques to arm Congolese users of Information 
and Communication Technologies. However, the rapid development of the In-
ternet has brought convenience and pleasure to life, but with it, many threats 
and risks have appeared in the network environment [15]. It states that imitation 
defense is an original integrated defense technology in cyberspace. Although the 
principle of imitation defense has universal applicability, it still needs to be 
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adapted to the local conditions of different domains. However, it should be 
noted according to these studies [16] and [17] that Africa is currently expe-
riencing a huge growth of digital technology modifying the behavior of agents in 
all sectors of activity and this growth has generated a real transformation of so-
ciety. From these studies [17], shows that the rate of access of the African popu-
lation to the Internet has recorded an exponential advance as of June 30, 2019, 
this rate reached 39.8% while it was only 5% in 2007, the world average being 
57.3%.  

Moreover, [18] shows that Africa, in its multi-faceted environment and whose 
digitalization is clearly expanding, is trying to gain a foothold without being 
prepared either in terms of human resources judiciously trained, or on the reg-
ister of physical and computer infrastructure necessary. So the continent also 
remains handicapped by the lack of tools and instruments necessary to face the 
threats and risks generated by the development of cyberspace and its conse-
quences on the national security of its member states. 

Furthermore, [18] shows that Africa, in its multi-faceted environment and 
whose digitalization is clearly expanding, is trying to gain a foothold without 
being prepared either in terms of well-trained human resources or in terms of 
the necessary physical and computer infrastructure. So the continent is also han-
dicapped by the lack of tools and instruments necessary to face the threats and 
risks generated by the development of cyberspace and its consequences on the 
national security of its member states.  

As the daily traffic on the Internet increases dramatically, the digital ecosys-
tem becomes very vulnerable to attacks by digital criminals that endanger the 
security of users.  

Therefore, it is vital for each nation to have an updated legal system capable of 
effectively protecting users from any criminal behavior typical of this technolo-
gical environment [19]. Furthermore, [14] states in his study that there has been 
a significant improvement in telecoms services which today favors the ease of 
internet connection in the Democratic Republic of Congo. In spite of this evolu-
tion, the DRC in turn presents handicaps due to the lack of tools and instru-
ments necessary to face the threats and risks generated by the development of 
cyberspace and its consequences on national security throughout its territory 
and in various sectors of activity.  

Today, with the proliferation of attack systems and threats that continue to 
grow, hackers or cyber-attacks change and evolve strategies and methods to at-
tack and threaten Computer Systems. Therefore, it becomes interesting to con-
duct a study on “The knowledge of cyber security vulnerabilities in an educa-
tional institution at the Institut Supérieur Pédagogique/ISP-Bukavu (TTC = 
Teachers’ training College)”. 

The Institut Supérieur Pédagogique/ISP-Bukavu (TTC = Teachers’ training 
College) is a public institution of higher and university education, operating in 
the city of Bukavu, in the province of South Kivu in the Democratic Republic of 
Congo, which is the population concerned by this study. We have focused this 
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study on an institution of higher and university education because, in the em-
pirical literature, studies of this type have been carried out mostly in Europe, 
Asia and America and very few in Africa. This is the case of the work of [20], 
will address the issue of governance of European cybersecurity and in particular 
to the protection [21] noted that the rapid development of the Internet has 
brought convenience and pleasure to life, but with it, many threats and risks 
have emerged in the network environment, so the authors consider that with the 
presence of the Internet in cyberspace, knowledge about the vulnerabilities that 
would arise from this development is conceivable and of paramount importance, 
this is the reason for our study. However, we will focus on the knowledge and 
mastery of cyber security vulnerabilities in an educational institution at the In-
stitut Supérieur Pédagogique/ISP-Bukavu (TTC = Teachers’ training College) in 
Congo Kinshasa that has an impact with African realities. In view of the gaps 
identified in previous studies and in order to cover these gaps, our study pro-
poses to answer the question of how well the agents of the Institut Supérieur 
Pédagogique/ISP-Bukavu (TTC = Teachers’ training College) have mastered 
computer vulnerabilities. It is clearly a question of knowing: 
- What is the level of knowledge about computer vulnerabilities? 
- What is the level of use of anti-virus, Windows update, anti-spyware and 

firewall software? 
- What is the frequency of use of the internet connection by the agents of the 

Institut Supérieur Pédagogique/ISP-Bukavu (TTC = Teachers’ training Col-
lege)?  

To answer these questions, our study aims to analyze the level of knowledge of 
vulnerability and the nature of the computer park of the Institut Supérieur 
Pédagogique/ISP-Bukavu (TTC = Teachers’ training College). In other words, 
this study seeks to verify the level of knowledge of computer vulnerabilities at 
the Institut Supérieur Pédagogique/ISP-Bukavu (TTC = Teachers’ training Col-
lege) (1); to analyze the level of mastery and use of security software for com-
puter equipment (2); to detect the frequency of connection to the Internet (3). 

2. Concepts Presentations  
2.1. Vulnerability 

The achievement of these objectives requires the formulation of hypotheses. In 
response to the research questions posed above, our study assumes that the level 
of knowledge about computer vulnerabilities at the Institut Supérieur Pédagogi-
que/ISP-Bukavu (TTC = Teachers’ training College) is still critical, the level of 
use of anti-virus, Windows update, anti-spyware and firewall software is still 
low, and the frequency of access to the internet by agents at Institut Supérieur 
Pédagogique/ISP-Bukavu (TTC = Teachers’ training College) is still high. 

After this introduction, our article proceeds with a review of the literature (1), 
followed by the materials and methods (2) and, finally, the results (3). 

Vulnerability as a flaw created during the development of the system, or dur-
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ing its operation, or during its operation [22], which could be exploited to create 
an intrusion. During the operation of a system, several errors of lack of informa-
tion can also be added, such as not updating a system, not using software such as 
antivirus, anti-spyware, firewall, although regularly connected to the Internet. 
For [23], vulnerability includes measures ranging from semi-formal and formal 
specification, rigorous design and system management procedures, including 
user education (e.g., password selection). Vulnerabilities” [24] refers to all weak-
nesses in computer resources that can be exploited by threats in order to com-
promise them. Such exploitation can cause significant losses. New vulnerabilities 
are discovered daily and can affect any IT resource. He detailed three main fami-
lies of vulnerabilities: Vulnerabilities at the organizational level (Management) 
which for example study the lack of information of users, vulnerabilities at the 
physical level the lack of access control to physical elements as for example 
the access to computer rooms, connectivity or other must be limited to avoid 
(in)voluntary manipulations, but can cause the global loss of the computer room 
or connectivity of a part of the users and vulnerabilities at the technological level 
the case of complexity of rules on firewalls and routers: the implementation of 
filtering and access rules, on demand, makes it almost impossible to have an 
overview. The vulnerability scheme according to consists of an autonomous 
vulnerability assessment approach for individual machines (illustrated in Figure 
1). 

2.2. Life Cycle of a Vulnerability 

The life cycle of a vulnerability starts with its discovery (illustrated in Figure 2). 
In case a malicious person discovers it, he will try to exploit it by developing a  
 

 
Figure 1. Autonomous vulnerability assessment approach by Martin BARRERE CAMBRUN in the summary of his thesis. 
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Figure 2. Cycle vulnerability by B. Ere. 

 
specific code called exploit (zero-day) while waiting for this vulnerability to be-
come public, to be qualified and finally to be fixed [3]. 

The diagram on the right illustrates the life cycle of a vulnerability in terms of 
the degree of importance of the threat. The organization remains exposed during 
the entire life cycle, making it necessary to identify the vulnerability as soon as 
possible and to take it into account quickly. 

Causes of Vulnerabilities1  
Vulnerabilities can be caused by: 
- Misconfiguration 
- Default installations 
- Buffer overflows 
- Unpatched flaws on servers 
- Operating system vulnerabilities 
- Application vulnerabilities 
- Default passwords 

2.3. Vulnerability Assessment  

This is the process of examining the ability of a system or application to with-
stand attacks. It identifies security flaws in a computer system and communica-
tion channels such as open ports, services, misconfigurations, etc., so that im-
provements can be made. 

2.4. Type of Assessment  

There are different types of assessment2: 

 

 

1https://www2.dijon.inrae.fr/didactepic/Topaze/co/grain_echant-ale-simple.html  
2https://techno-skills.com/securite/cyber-securite-ethical-hacking/analyse-de-vulnerabilite/ 
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1) Active evaluation: this evaluation acts directly on hosts, services, etc.  
2) Passive assessment: this is done by sniffing the network to look for possible 

vulnerabilities. 
3) External assessment: this is an assessment that is done from the outside. 
4) Internal evaluation: this is an evaluation from the inside.  
5) Host-based evaluation: this type of evaluation is done on a specific host 

(web server, database server, etc.)  
6) Network assessment: this is the direct analysis of the security of a network 

to identify vulnerabilities.  
7) Application assessment: this is the process of assessing the vulnerabilities of 

an application on a server for example.  
8) Wireless network assessment: the assessment is done on the wireless net-

work. 

2.5. Computer Risks  

There are three factors in determining risk: the nature of the threat, the vulnera-
bility of the system and the size of the asset that could be damaged or rendered 
unavailable. Risk can therefore be defined as follows:  

Risk = Threat * Vulnerability * Asset 

Asset: An asset is sensitive data or what allows access to that data.  
Threat: A threat is, for example, a malicious hacker, a criminal or an insider 

who steals information. A threat can also take the form of an accident, technical 
failure or user error that may put data (an “asset”) at risk.  

Vulnerability: A vulnerability is a flaw that can destroy, damage or endanger 
data.  

3. Materials and Methods 

In this section, we will present the methodology used to collect the information, 
the study population and the sample selected, the survey process and the analysis 
tools. 

3.1. The Methodology Used 

The data used was collected through a survey conducted among the agents of the 
ISP Bukavu. The survey was based on the attitudes of the agents of Institut 
Supérieur Pédagogique/ISP-Bukavu (TTC = Teachers’ training College) Bukavu 
towards computer vulnerability. Given the research objectives, we opted for a 
quantitative approach based on individual interviews. The choice of a metho-
dology is primarily dictated by the research object or problem [25]. 

3.2. The Selected Sample and the Study Population 

The population of this study is made up of 250 employees of Institut Supérieur 
Pédagogique/ISP-Bukavu (TTC = Teachers’ training College) Bukavu. As men-
tioned earlier, we used the quantitative method as a guide. From this population, 
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we drew a simple random sample; a representative sample [26]. We obtained 
this sample using the following formula [27]: 

n = N/1 + N(e) 

From this formula, we obtain a sample of 100 agents with a confidence level of 
90% and a margin of error of 6% and a proportion of 60% of the study popula-
tion. Referring to the study of [28], the questionnaire was given to the respon-
dents, followed by an interview on acceptance of each respondent. The ques-
tionnaire concerned the knowledge of computer security vulnerabilities, use of 
antivirus and anti-spyware software, updating of systems, and the frequency 
with which agents connect to the Internet. The survey questionnaire consisted of 
10 questions. The 100 copies given were correctly answered and were deployed 
and analyzed. The distribution of the questionnaire was done in the interval of 
December 2021 until February 2022. The deployment and analysis took place 
from March to May 2022. The analyses were carried out using the SPSS version 
26 software, which facilitated the encoding, the constitution of the database and 
the descriptive statistics of the variables (illustrated in Figure 3).  

4. Results 

Before presenting the analysis on cyber security, we proceed with descriptive sta-
tistics by presenting the socio-demographic characteristics of our respondents. 
The table above presents the characteristics of the respondents (illustrated in 
Table 1). 

4.1. Presentation of The results Obtained  
4.1.1. The Gender Agents of ISP-Bukavu 
The results of the descriptive statistics show that the majority of ICT (Informa-
tion and Communication Technologies) users at the Institut Supérieur Pédago-
gique/ISP-Bukavu (TTC = Teachers’ training College) Bukavu are men. Indeed, 
67% of the employees are men and 33% are women (illustrated in Figure 4). 
These results seem to be true insofar as, in most cases, men have a higher access 
to employment in the university sector than women.  

4.1.2. The Age Range of Our Respondents (Illustrated in Figure 5) 
Similarly, we can see that the age of respondents varies between 35 - 45 years for 
the majority. This category represents 41%, while the others represent 23% for 
the over 50 s, 13% for the 25 - 35 s and 45 - 55 s and 10% for the 18 - 25 s. These 
results are true because most of our respondents are young and through these  
 

 
Figure 3. Illustration of the data collection process. 
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Table 1. Characteristics of the sample. 

Characteristics of sample Frequency 
Percentage  

Participant (N = 250) 

Gender 

Male 67 67.0 

Female 33 33.0 

Age range 

18 - 25 years 10 10.0 

25 - 35 years 13 13.0 

35 - 45 years 41 41.0 

45 - 55 years 13 13.0 

55 years and over 23 23.0 

Vulnerability 

Yes. I am informed 31 31.0 

No. I am not 48 48.0 

It is the first time I have heard 21 21.0 

Yes. I am informed 31 31.0 

Maintenance 

Employees (myself) 16 16.0 

IT administrators 58 58.0 

External IT person from the institution 26 26.0 

Employees (myself) 16 16.0 

IT administrators 58 58.0 

Windows version 

Windows 11 3 3.0 

Windows 10 59 59.0 

Windows 8.1 7 7.0 

Windows 8 6 6.0 

Windows 7 25 25.0 

Windows Update 

It is set to update automatically 28 28.0 

At least twice a week 3 3.0 

At least once a month 3 3.0 

Sometimes. when I remember 19 19.0 

Never 29 29.0 

I don’t know what Windows Upadate is 18 18.0 

Antivirus 

Yes 35 35.0 

No 47 47.0 

Don’t know 18 18.0 
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Continued 

Anti-Spyware 

This is done automatically 33 33.0 

At least twice a week 1 1.0 

At least once a week 3 3.0 

At least once a month 15 15.0 

Never 48 48.0 

Internet Connection 

Regularly during all service hours 55 55.0 

Rarely when dealing with the internet 37 37.0 

Never 8 8.0 

Firewell 

Yes 15 15 

No 50 50 

No idea 35 35 

 

 
Figure 4. Gender of respondents.  

 

 
Figure 5. Representation by age group.  

 
results we confirm that it is the youth today who are using ICT (Information and 
Communication Technologies) in this institution. 

4.1.3. Respondents’ Knowledge of Computer Vulnerability 
With regard to the level of knowledge about computer vulnerability, the level of 
respondents is as follows: 48% of the sample has no knowledge about computer 
vulnerabilities, 31% is informed and 21% has no idea (illustrated in Figure 6). 
These results coincide with the reality at the Institut Supérieur Pédagogique/ISP- 
Bukavu (TTC = Teachers’ training College) Bukavu. It was noted that the majority  
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10 13
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Figure 6. Knowledge about computer vulnerability. 
 
of the agents of this institution remain uninformed about vulnerability due to 
lack of information, training and popularisation in the face of this scourge. 
Computer users remain unaware of the dangers of cyber security by working 
without respecting the basic rules of computer security, which would increase 
the ease of becoming victims of cyber threats.  

4.1.4. Software Installation and Maintenance  
Furthermore, it was observed that the majority of software installation and 
maintenance on office computers is done by computer engineer technician, i.e. 
58%. Apart from the administrators, 26% of external staff carry out this task. 
The remaining 16% of our sample is done by the employees themselves (illu-
strated in Figure 7). 

4.1.5. The Version of the Operating System (Illustrated in Figure 8) 
Regarding the version of operating system used by respondents, 59% of our 
sample has installed Windows 10, which in most things that matter such as 
speed, security, ease of interface, compatibility and software tools, Windows 10 
is a considerable improvement over its predecessors. 25% still use Windows 7%, 
for the Windows 8.1 system, 6%, Windows 8 and 3% Windows 11. 25% still use 
Windows 7%, for the Windows 8.1 system, 6%, Windows 8 and 3% Windows 
11. It appears that the majority of respondents are comfortable with the Win-
dows 10 version. The Windows 10 operating system remains the most widely 
used today because of its performance and ease of use by users.  

4.1.6. Frequency with Which Agents Use Windows Update 
With regard to the frequency of use of Windows update, the results show that it 
varies considerably from one user to another. Users who have never used Win-
dows update 29% of the sample (illustrated in Figure 9). Others on the other 
hand, the frequency varies from 28% for automatic update, 19% sometimes 
when they remember, 18% do not know what Windows update is, 3% for once a 
month and 3% at least twice a week. The results show that this operation is not 
on the agenda. Indeed, 29% of our sample stated that they never use Windows 
update due to lack of information and awareness, yet this operation is so impor-
tant to protect systems against malicious attacks, but also to be on the safe side 
in terms of security holes discovered in obsolete programs. The operating system  

31.0

48.0

21.0

Yes, I am informed No, I am not It is the first time I have heard
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Figure 7. Software installation and maintenance. 
 

 
Figure 8. Version of operating system used. 
 

 
Figure 9. Frequency of use of windows update. 
 
update alone is full of 3 reasons why the latest Windows patches and security 
updates should be run. These are: Protecting the system from malware, Fixing 
general Windows problems and bugs and Accessing new Windows and software 
features. With this 28% increase in frequency for automatic Windows Update 
essentially allows Windows to do the work for you. This Windows Update fea-
ture downloads a security related database to keep the system more up to date 
with the ever increasing virus vulnerability, will update different types of updates 
that can increase the security of the system. In this regard, it is highly recom-
mended to keep Windows Update active as well as to update it regularly to avoid 
vulnerability to various things. Thus, Windows Update will ensure the protec-
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tion or security of Windows devices. 

4.1.7. Installing Antivirus Software on Users’ Computers (Illustrated in  
Figure 10) 

After analysis and study, we found that 47% of our respondents do not use or 
install antivirus software on their computers, although it has several advantages 
and its main purpose is to detect, neutralise or eradicate malicious software from 
infected computers and other IT devices. It also plays a preventive role in pre-
venting viruses from infecting and harming computer systems as it will act as a 
closed door, with a security guard, protecting your system from all kinds of at-
tacks. It protects against several types of malware such as viruses, worms and 
malware. 35% of our respondents install anti-virus software on their computers 
against 18% of respondents who do not know anything about anti-virus soft-
ware, this kind of practice leads to inconveniences such as infection of a com-
puter system with consequences such as: reformatting of the hard disk, loss of 
data by deleting them, corruption of files, slowing down of the computer, inabil-
ity of users to work but also spreading of viruses to relatives (illustrated in Fig-
ure 10). 

4.1.8. The Frequency with Which Anti-Spyware Is Updated  
With regard to the frequency with which anti-spyware is updated, 48% of res-
pondents confirm that they never update anti-spyware because they are not in-
formed about security issues at the Institut Supérieur Pédagogique/ISP-Bukavu 
(TTC = Teachers’ training College) Bukavu. Updating anti-spyware offers the 
benefits of greater security to users, with the aim of being able to protect a ma-
chine against spyware and other malicious software that can be installed on the 
PC or smartphone at any time without wanting to (illustrated in Figure 11). This 
type of program helps to reduce the malicious effects caused by spyware, which 
result in poor computer performance, pop-up windows with warnings, unwanted 
changes to your PC configuration and unauthorised access to private informa-
tion. Anti-spyware allows users to protect themselves against software that in-
tends to steal information such as passwords and damage the machine. 33% of 
respondents confirm that they update automatically to take advantage of all its 
benefits, 15% at least once a month, 3% at least once a week and 1% at least twice 
a week.  

 

 
Figure 10. Installation of antivirus software.  
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Figure 11. Frequency of anti-spyware updates. 

4.1.9. Frequency of Internet Connection by Agents 
With regard to the frequency of connection to the Internet, the results show that 
the frequency is high and important. Agents who regularly connect during all 
working hours represent 55% of the sample (illustrated in Figure 12). For the 
other two frequencies, agents with the rare frequency and only logging on when 
they have something to do on the internet represent about 37% of our sample. 
Others, on the other hand, never log on (8% of the sample).  

4.1.10. The Use of Firewall Software on Agents’ Computers 
After analyzing the data, it can be seen that respondents do not use firewall soft-
ware 50% because they are not informed, the same is true for respondents who 
have no idea 35% and only 15% of respondents confirmed that they use firewall 
software (illustrated in Figure 13). 

4.2. Discussion of the Results and Empirical Verification 

Based on our results, we confirm that these results verify the hypotheses as-
signed at the outset: 

By analyzing these results, we note that the majority of users of Information and 
Communication Technology at the Institut Supérieur Pédagogique/ISP-Bukavu 
(TTC = Teachers’ training College) Bukavu are men 67% employees and whose 
majority of age varies between 35 to 45 years and constitutes 41% of our res-
pondents. The choice of cybersecurity is made in accordance with the strategy of 
the entity and the risks to which it is exposed [29]. Taking note of the technical 
aspects of informatic security. Regarding the level of knowledge about computer 
vulnerabilities, the level of respondents is as follows, 48% of the sample has no 
knowledge about computer vulnerabilities, 31% is informed and 21% has no 
idea. These results coincide with the reality of the Institut Supérieur Pédagogi-
que/ISP-Bukavu (TTC = Teachers’ training College) Bukavu. It has been noted 
that the majority of the agents of this institution remain under informed about 
the vulnerability due to lack of training and popularization in the face of this 
scourge. Computer users are not aware of the dangers of cybersecurity by work-
ing without respecting the basic rules of computer security. Moreover, it was 
observed that the majority of installations and maintenance of software on office 
computers is done by computer administrators, that is 58%. Apart from the  
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Figure 12. Frequency of internet connection.  

 

 
Figure 13. Use of firewall. 

 
administrators, 26% of external personnel perform this task. The remaining 16% 
of our sample is done by the employees themselves. 

Finally, our results showed that the lack of knowledge about computer vulne-
rabilities which is according to reference [30] an accidental or intentional fault, 
malicious or not, in the specifications, design or configuration of the system, or 
in the way it is used, we found that the vulnerabilities are the result of a misuse 
of the system which is at the root of a low use of computer security measures at 
the Institut Supérieur Pédagogique/ISP-Bukavu (TTC = Teachers’ training Col-
lege) Bukavu. These vulnerabilities are therefore timeless and can only be cor-
rected by the users themselves. These results are in agreement with those of [28] 
who identified: the life cycle of the vulnerability, the behavior of the attacker 
population and the behavior of the system administrator as the three factors that 
have an important influence on the state of the system. Thus, the knowledge of 
vulnerabilities favors the taking of the necessary precautions for the protection 
of Information Systems through training and awareness. The strategy to fight 
against cybercrime relies on the sensitization of this study population or the 
agents of Institut Supérieur Pédagogique/ISP-Bukavu (TTC = Teachers’ training 
College) Bukavu. Vulnerabilities are the receptors of threats to which all users of 
computer systems are subject. Indeed, the exploitation [24] of a vulnerability by 
a threat can cause significant losses: direct financial losses, loss of reputation and 
loss of time. 

Yet 29% of our sample said they had never used Windows update due to lack 
of information and awareness and yet this is such an important operation on the 
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use of a computer system to protect systems against malicious attacks, but also 
to be on the safe side in terms of security holes discovered in outdated programs. 
The operating system update alone is full of 3 reasons why the latest Windows 
patches and security updates should be run. These are: Protecting the system 
from malware, Fixing general Windows problems and bugs and Accessing new 
Windows and software features. With this 28% increase in frequency for auto-
matic Windows Update essentially allows Windows to do the work for you. This 
Windows Update feature downloads a security-related database to keep the sys-
tem more up to date with the ever-growing virus vulnerability, will update dif-
ferent types of updates that can increase system security. In this regard, it is 
highly recommended to keep Windows Update active as well as to update it reg-
ularly to avoid vulnerability to various things. Thus, Windows Update will en-
sure the protection or security of Windows devices. 

To summarize, we say that 48% of the sample has no knowledge about com-
puter vulnerabilities against 31% informed and 21% has no idea; for the use of 
antivirus software: 47% does not use against 35% who uses and 18% has no idea; 
for Windows update: 29% never against 28% automatic, 18% no idea, 19% 
sometimes when he remembers, 3% once a month and 3% other for once a week; 
for anti spyware: 48% never use against 33% is done automatically, 15% once a 
month, 3% once a week and 1% twice a week; for the firewall: 50% are not in-
formed against 35% no idea, only 15% informed. This is the consolidation of our 
study hypotheses.  

4.3. Limitations and Future Prospects 

Although the results of our study are satisfactory, they are not without limita-
tions. The first methodological limitation of our study concerns the choice of 
our sample size, which is almost below the average or half of the study popula-
tion. As the Institut Supérieur Pédagogique/ISP-Bukavu (TTC = Teachers’ 
training College) Bukavu has 250 staff members, it was difficult to survey all 355 
in order to capture the opinions of each individual. In order to do so, we would 
have had to reach all 250 staff. 

Consequently, given the size of the sample, which was smaller than the aver-
age for the study population, we could not generalise our results to all staff at the 
Institut Supérieur Pédagogique/ISP-Bukavu (TTC = Teachers’ training College) 
Bukavu. Furthermore, the choice of respondents was dictated by the availability 
of the agents we met to provide us with answers, yet through random sampling, 
each sample has an equal chance of being selected.  

However, these limitations do not diminish the scientific value of this study, 
as our results remain scientifically valid. Therefore, to address these limitations, 
we are planning a future study on the identification of cyber security vulnerabili-
ties in a higher education and university institution at the Institut Supérieur 
Pédagogique/ISP-Bukavu (TTC = Teachers’ training College) Bukavu by expand-
ing the number of respondents and increasing the equal chance for each sample 
to be selected, so that this study will be able to propose protection solutions to  
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Figure 14. VMAUSP model. 
 
agents. Finally, it will allow us to set up a training platform in the field of cyber-
security.  

4.4. State of Play 

This part presents the solution, method or model that we have just put in place 
to help these agents exposed to vulnerability to be able to limit the damage or 
protect themselves against the threats and vulnerabilities (illustrated in Figure 
14). In view of our results, we have proposed a VMAUSP model (Vulnerability, 
Measures, Antivirus, Update, Spyware and Firewall) represented by the follow-
ing algorithm 

This model shows that after a good knowledge of the vulnerabilities the fol-
lowing measures are taken and implemented: the installation of an antivirus in a 
computer, the update of the installed operating system, the installation of spy-
ware and the activation of the firewall to put a barrier between the computer and 
the internet because the results of our investigations proved that these agents 
most often connect to the internet without considering all these parameters. This 
was tested by the fact that a training platform on the vulnerabilities of the sys-
tems, the measures adopted, the use of licensed antivirus software, the updating 
of the installed system whenever necessary, the installation of spyware as well as 
the installation and activation of the firewall for interception between the com-
puter and the Internet is in operation in this institution of higher education and 
university. According to the study cited in reference [27], when information sys-
tem policies are not implemented correctly, they become useless documents that 
make the system more vulnerable, which led us to the creation of this platform 
for the training of agents of this institution on cyber security matters. 

5. Conclusions 

Information and communication technologies are experiencing a vertiginous 
growth almost everywhere in the world, especially in recent years thanks to the 
development of the Internet. The aim of this study was to verify the level of in-
formation of the agents of Institut Supérieur Pédagogique/ISP-Bukavu (TTC = 
Teachers’ training College) Bukavu, users of computer systems, their level of 
knowledge on the vulnerability to cybersecurity of computer systems in relation 
to the computer equipment they use, in order to propose a model that would 
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involve the installation of the operating system, maintenance by competent per-
sonnel, the frequency of use of anti-virus software, firewall, anti-spyware, up-
dates as well as the frequency with which these agents connect to the internet 
called VMAUSP (Vulnerability, Measures, Antivirus, Update, Spyware and Fire-
wall). The results showed that the agents are not sufficiently informed about 
computer vulnerabilities, and the software used to protect themselves is not 
available, although the frequency of access to the Internet remains high. These 
results are presented as follows: 48% of the sample has no knowledge of com-
puter vulnerabilities compared to 31% who are informed and 21% who have no 
idea; for the use of antivirus software: 47% do not use compared to 35% who use 
and 18% who have no idea; for Windows update: 29% never against 28% auto-
matic, 18% no idea, 19% sometimes when he remembers, 3% once a month and 
3% other for once a week; for anti spyware: 48% never use against 33% is done 
automatically, 15% once a month, 3% once a week and 1% twice a week; for the 
firewall: 50% are not informed against 35% no idea, only 15% informed. This is 
the consolidation of our study hypotheses. In order to achieve the expected re-
sults, we opted for a qualitative approach based on individual semi-directive in-
terviews, the interview accompanied by a questionnaire. The interview, the di-
rect questionnaire, the observation and the documentary technique served us for 
the implementation of our research.  

However, we do not believe that we have grasped all the contours of this 
theme, particularly in terms of the methodological choice of our sample size, 
which is almost below the average or half of the study population. Despite this, it 
does not diminish the quality of the results obtained. We therefore propose to 
return to this theme of identifying cyber security vulnerabilities by expanding 
the number of respondents by increasing the equal chance for each sample to be 
selected. This will also allow us to integrate other elements and aspects of analy-
sis not taken into account as well as the implementation of a training platform in 
the field of cyber security.  
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