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Abstract

The IEC60870-5-104 protocol lacks an integrated authentication mechanism
during plaintext transmission, and is vulnerable to security threats, monitor-
ing, tampering, or cutting off communication connections. In order to verify
the security problems of 104 protocol, the 104 master-slave communication
implemented DoS attacks, ARP spoofing and Ettercap packet filtering and
other man-in-the-middle attacks. DoS attacks may damage the network func-
tions of the 104 communication host, resulting in communication interrup-
tion. ARP spoofing damaged the data privacy of the 104 protocol, and Etter-
cap packet filtering cut off the communication connection between the mas-
ter and the slave. In order to resist the man-in-the-middle attack, the AES
and RSA hybrid encryption signature algorithm and the national secret SM2
elliptic curve algorithm are proposed. AES and RSA hybrid encryption in-
creases the security strength of communication data and realizes identity au-
thentication. The digital signature implemented by the SM2 algorithm can
realize identity verification, ensure that the data has not been tampered with,
and can ensure the integrity of the data. Both of them improve the commu-
nication security of the 104 protocol.

Keywords

104 Protocol, Man in the Middle Attack, AES and RSA Hybrid Encryption
Signature, National Secret SM2 Algorithm

1. Overview

IEC 60870-5-104 (ie., IEC 104) protocol [1] is a communication protocol for
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Ethernet in the IEC60870-5 series, which specifies the combination of the appli-
cation layer of the IEC 101 protocol and the transmission function provided by
TCP/IP. When transmitting messages between the master station and the slave
station of the SCADA system, the 104 protocol transmits the real-time data from
the slave station to the master station and sends the upper command to the slave
station [2]. Since 104 protocol is based on TCP/IP protocol, it has conflict detec-
tion of Internet network protocol and error retransmission mechanism is more
stable and reliable than the IEC 101 protocol. The 104 protocol has been widely
used in power systems. Since 104 protocol does not integrate encryption authen-
tication and identity authentication, messages are easily tampered with. Wang
Yong and Wang Xiang [3] constructed the communication system between FTU
and master station, and verified the 104 protocol data intercepted by man in the
middle attack. In order to enhance the protocol security, an improved method
based on identity authentication (bm-rap) is proposed. The effectiveness of an-
ti-man in the middle attack is verified through experiments, It provides a more
secure and reliable environment for 104 protocol communication. Liu Yuanyuan
[4] designed and implemented a secure communication protocol with message
encryption and access authentication in response to the problem that the mes-
sage content of the 104 protocol may be tampered with, and developed a remote
control terminal application software based on the security mechanism. It im-
proves the security of message transmission. Jiang Zexin [5] proposed three at-
tack methods against the insecurity of the 104 protocol remote control process:
ARP spoofing, transparent proxy attack, and bridge filtering, and proposed the
use of secure sockets such as SSL for TCP connection protection, in order to
realize the mutual identity authentication and the establishment of shared key
between the front-end computer and the distribution terminal based on 104
protocol. Ma Jun [6] proposed a security protocol based on one-way digital sig-
nature and one-way hash authentication code algorithm. The security analysis of
the protocol proves that the protocol can resist external attacks, replay attacks
and impersonation attacks, and has higher security and efficiency.

To some extent, the above method solves the security transmission threat of
104 protocol due to the lack of integrated authentication mechanism in plaintext
transmission, and realizes the encryption of the protocol. However, for example,
in [4], DES encryption algorithm and hamc-md5 authentication algorithm are
used to realize the security protection of IEC60870-5-104 protocol. The two al-
gorithms are used for data encryption and verification respectively, and the two
algorithms are not combined. In this paper, AES and RSA hybrid encryption
signature algorithm is used to combine data encryption and signature verifica-
tion, which makes message transmission more convenient, safe and reliable, and
can resist man in the middle attack to a certain extent. We focus on the security
of the IEC104 protocol [7] and propose a defense algorithm. The TCP/IP proto-
col uses clear text for data exchange and transmission, and telemetry, remote
signaling and remote control information are all transmitted in clear text, with-

out any authentication mechanism [8]. This means that communication data is
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easy to be eavesdropped or tampered with. The non-authentication mechanism
of 104 protocol control commands may also cause replay attacks, ARP spoofing
and Denial of Service (DoS) attacks [9]. DoS attacks may disrupt network func-
tions, leading to consequences such as power outages and blackouts. Replay at-
tacks may cause physical damage to the power system, such as Stuxnet attacks.
Man-in-the-middle attacks can compromise data privacy. The importance of
power system information security has also promoted Research and application
of national secret algorithm. The national secret algorithm is applied to the field
of electric power system and can complete functions such as identity authentica-
tion and data encryption and decryption. This article did the following:

1) Use the PMA communication protocol analysis tool to build a 104 protocol
master station and slave station, get the communication message of master and
slave station;

2) In view of the security vulnerabilities in the 104 protocol, use DoS attacks
and ARP spoofing methods to conduct attack tests, and analyze the communica-
tion between the master and slave stations after the attack;

3) In order to improve the communication security of 104 protocol, AES and
RSA hybrid encryption signature algorithm and national secret SM2 elliptic
curve algorithm are proposed.

This article used the IEC 104 protocol security detection as the background to
study the attack technology in the 104 protocol communication environment, as
well as the defense technology based on the data encryption and signature of the
communicating parties to achieve more secure communication environment.

The structure of the paper is as follows: The first chapter is the introduction.
Chapter two elaborates on the security problems of 104 Statute. The third chap-
ter is the security test of 104 protocol, including DoS attack, ARP spoofing and
Ettercap packet filtering experiment. Chapter four proposes a hybrid encryption
signature algorithm based on 104 protocol AES and RSA and a digital signature
based on 104 protocol SM2 algorithm. Chapter five analyzes the experimental

results of the two algorithms. Chapter six is the conclusion.

2. Safety Issues of IEC 60870-5-104 Protocol

The function of IEC-104 is based on the TCP/IP protocol, so the 104 protocol
has the security issues of the TCP/IP protocol [10]. Although the solutions and
guidelines provided by the IEC62351 [11] standard enhance the security of the
IEC104 protocol, the industrial nature of the SCADA system that uses the 104
protocol hinders the upgrade of the protocol.

1) TCP data verification: In order to ensure the integrity of data transmission,
an end-to-end checksum is used. The sender calculates the data, and the receiver
uses the same arithmetic method to check. If the calculated value at both ends is
the same, it proves that the data transmission is complete. However, such calcu-
lations can only ensure the complete transmission of the data. If the data is tam-

pered with, the data security of the application layer 104 protocol cannot be
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guaranteed.

2) Plain text transmission: When the application layer transmits data, there is
no integrated encryption and identity authentication mechanism, that is, 104
data is transmitted in plain text, and it is easy for attackers to implement MiTM
on 104 protocol communication [3]. If MiTM succeeds, data tampering, moni-
toring or discarding may occur. PMA can directly obtain the communication
message of 104 protocol master-slave station, as shown in Figure 1.

In order to verify that the 104 protocol communication data is transmitted in
plain text, the data packet sent from the master station is marked in Figure 1,
and the data packet captured by WireShark shows that the data packet is in-
cluded. The verification result is shown in Figure 2.

3) Accept the problem of discontinuous serial numbers: There are three mes-
sage formats in the IEC 104 protocol, namely the I format for effective data
transmission, the S format for number confirmation, and the U format for con-
nection maintenance. I frame is divided into two parts, APCI and ASDU, collec-
tively referred to as APDU [12], while S frame and U message have only APCI
part.

When receiving an I format data frame, compare the sending sequence num-
ber with the local receiving sequence number, if they are the same, then receive
it, otherwise decide whether to discard it according to the situation. This guar-
antees data to a certain extent. However, when the network delay is large, the
application layer data packets may arrive out of order. When a data packet is
discarded due to out of order, subsequent messages will be out of order. The way
to solve the problem of serial number discontinuity is to adopt the window re-
ceiving method, as shown in Figure 3.

4) The problem of data retransmission: The 104 protocol provides a mechan-
ism to prevent message loss and retransmission. According to the received se-
quence number of the message, confirm the correct number of messages trans-
mitted to the other party, and confirm whether there is any message loss ac-
cording to the comparison of the sent message counter. If the sequence number

is correct, the message transmission is normal, otherwise it is confirmed that the

Master station sending

Start byte= 68 Data unit length(ARDU)=14 I Format fiame Send serial number(NS)=2

Recerve senal number(NR)=2 TI=45 V8Q=01 5Q=0 INFONUM=1 COT=06 T=0 PN=0 CAUSE=6 COA=1

Figure 1. 104 protocol communication message.

B0 58 56 cB 28 B3 680 8c 29 8b 55 f7 B3 60 45 e PV ).U...E.
B0 38 63 d3 40 B0 80 @6 d5 18 c@ a8 20 82 O ad Bo@e.. el an
20 81 c2 1b 89 64 c1 81 62 d4 2b 4c Be 7a 58 18 R -
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Figure 2. WireShark packet capture results.
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message is lost, and the connection needs to be disconnected to continue the
transmission. Therefore, if the attacker predicts the confirmation sequence
number by monitoring the message, the attacker is likely to forge the message
for transmission, thereby posing a threat to the system. If 104 protocol commu-
nication continuously receives 12 out-of-sequence data packets, the master sta-
tion will close the connection and reconnect. After the new network connection is
established, the slave station re-uploads all real-time data, and the real-time data
before the disconnection can be directly discarded as appropriate in Figure 4.

The disconnection retransmission mechanism can solve the problem of in-
termittent data transmission after accidental connection disconnection to a cer-
tain extent, and improve the communication capacity of the 104 protocol net-
work. 104 Protocol sending and receiving sequence numbers can resist replay
attacks to a certain extent, but the replay resistance is relatively weak.

104 Protocol is based on TCP/IP protocol to establish network communica-

tion, lack of integrated encryption and identity authentication mechanism, and

Receiving Window

Packets not arriving in
41 42 43 44 45 order

Range of packets allowed to be received

Figure 3. Schematic diagram of window receiving mode.
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Figure 4. Schematic diagram of the retransmission process after disconnection.
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TCP checksum cannot guarantee the security of application layer protocols, etc.,
which can easily lead to 104 protocol being eavesdropped, forged or tampered

with by middlemen.

3. Security Test and Analysis

In this experiment, we use the PMA tool to simulate the communication be-
tween the 104 protocol master station and the slave station, and attack the target
host, DoS attacks and ARP spoofing. The host computer is used as the 104 pro-
tocol slave station, virtual machine 1 is used as the master station, while the
master station is the victim, and Kali Linux is used as the attacker to carry out
the attack. The test environment of this experiment is shown in Table 1.

PMA can send commands such as single-point remote control (C_SC_NA_1),
dual-point remote control (C_DC_NA_1) and total call (C_IC_NA_1) when si-
mulating master station communication, and it can send single-point remote
signal displacement (M_SP_NA_1) and dual-point remote signal when simulat-
ing slave stations. Displacement (M_DP_NA_1) and other information, you can
manually test various remote control types. After the master-slave connection is
successful, the communication message information of IEC 104 protocol data
transmission will be displayed.

3.1. DoS Attack

The TCP SYN flood attack is a common DoS attack. The TCP SYN flood attack
is where the attacker sends a large number of SYN request packets to the TCP
port of the target host, but does not complete the TCP “three-way handshake”
process. This attack uses the TCP protocol Defect, sending a large number of
forged TCP connection requests, thereby exhausting the resources of the at-
tacked party. In this experiment, the attacker will continuously send a large
number of concurrent cyclic SYN packets to the attacked (IP: 192.168.32.130)
without retaining the corresponding answer (SYN + ACK). When simulating the
SYN flood attack, we use the program of syn_flood.py and the scapy module to
send a large number of cyclic SYN packets to the target host port. This attack did
not interrupt the communication between the slave and the master. However, it

should be noted that this attack may be more successful in an actual environment

Table 1. Experimental test environment.

Equipment System/Software IP, MAC address

1P:192.168.32.1

Host ti t Windows 10
ost operating system mndows MAC: 00:50:56:c0:00:08

1P:192.168.32.130

Virtual machine 1 Windows Server 2008
MAC:00:0c¢:29:8b:55:£7
. . L 1P:192.168.32.133
Virtual machine 2 Kali Linux
00:0¢:29:75:29:30
1P:192.168.32.2
Gateway

MAC:00:50:56:e1:4e:bc
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where the target host has the characteristics of limited computing resources. In
addition, if there are more network attackers, the effect of the attack will be dif-
ferent. When multiple hosts perform an SYN flood attack on a server at the same
time, the running speed of the server will become very slow.
The main code:
def synflood (target,port):
while 0==0:
x = random.randint(0,65535)
send (IP(dst=target) /
TCP(dport=port,sport=x), verbose=0)
for x in range (0,threads): thread.start_new_thread(synflood,(target,port))
The TCP SYN flood attack occupies a large number of TCP ports, although
the communication between the slave station and the master station was not in-
terrupted. However, it should be noted that this attack may be more successful
in an actual environment where the target host has the characteristics of limited
computing resources. In addition, if there are more network attackers, the effect
of the attack will be different. When multiple hosts carry out an SYN attack on a
server at the same time, the server’s operating speed will become very slow.

3.2. ARP Spoofing

In this experiment, ARP spoofing is performed on the target host and gateway in
the local area network [13], and the ARP cache table of the target host and gate-
way is changed. Through ARP spoofing, the entire network can be deceived. The
experiment uses the Ettercap tool to carry out ARP spoofing attacks on the tar-
get host.

In ARP Spoofing experiment, the client, server and attacker are all in the same
LAN, The topology of the experiment is as follows in Figure 5.

The attack result is shown in Figure 5.

Compare the IP-MAC addresses before and after ARP spoofing, and get the
ARP table of the IP-MAC relationship between the attacker (IP: 192.168.32.133)
and the gateway (IP: 192.168.32.2) in the LAN before ARP spoofing, as shown in
Figure 6.

N

Client: \\\ , Internet
IP: 192.168.32.1

MAC: ~
00:50:56:¢0:00:08 - \
/// Router ™
K

Server: IP: Attacker: IP:
192.168.32.130 192.168.32.133
MAC: 00:0c:29:8b:55:17 MAC: 00:0c:29:75:29:30

Figure 5. Experimental topology diagram.
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Scan the hosts in the local area network, select the target host address, add it to
target 1, deceive the target host “I am a gateway”. Select the gateway address in the
host list and add it to target 2, deceiving the gateway “I am the target host”.

Turn on the ARP poisoning function and launch an attack on the target host.
Looking at the ARP table, we can find that the MAC address of the gateway has
been changed from 00:50:56:el:4e:bc before the attack to the attacker’s MAC
address 00:0c:29:75:29:30, that is, the attacker successfully implemented ARP
spoofing and acted as a middleman in the communication between the target
host and the gateway. All communication data traffic between the target host
and the gateway will be sent to the attacker’s host. tapping. After the successful
ARP spoofing attack, the ARP of the gateway address is shown in Figure 7.

In order to verify whether the ARP spoofing is successful, the attacker uses the
packet capture tool WireShark to capture data packets with the command
ip.addr = =192.168.32.130&&104asdu. The filtered data packets contain a large
amount of data information of 104asdu from the target host. The result of
WireShark packet capture is shown in Figure 8.

After the implementation of ARP spoofing, because 104 communication data

C:slUsers“Administratorrarp —a

[d: 192.168.32.138 —— Bxb
nternet i&i&
122.168.32.1
H92.168.32.2
[12?2.168.32.133
192.168.32 255
224.8.8.22
224.9.8.252
255255255255

AB-50-56—cA-AB-A8
A8-50-56—el—4e—hc
B8-Bc-29-75-22-36)
FE—fEf-Ff—fE—FF—FF
A1-00-5e—AA-AB-16
A1-80-5e-00-88—fc
FE—fFF-FF—fE—FF—FF

Figure 6. Experimental topology diagram.

C=“Users*Administrator>arp —a

d: 192.168.32.138 —— Bxh

Internet HOIF # EHhht
192.168.32.1 AB-50-56-cA—BE-B8
H92_168_32.2

192.168.32.133
192.168.32.255
224.8.8.22
224.9.8.252
255.255.255.255

b e e 3 ¥ e 33
Bi-88-5e-08-B0-16
B1-88-5e-98-80-fc
b e 3 e 3 o 3 g 33

Figure 7. ARP table of target host after successful attack.

*ethO e
XHE) WEE) AEY) BREG WRO KA KRG BEY) EREW) ITRO WEIH)

] ® o X Q «» Je S =@ ai

[WTip.addr==192.168.32.13088104asdu| -] miA. +

No. Time Source Destination Protocol  Length Info

n 21 12.486263190 _192.168.32.130 192.168.32.1 1) ASDU=1 C_SC_NA 1 Act TOA=0
22 12.491348482 192.168.32.1 192.168.32.130 ledasdu 70 -> I (11,12) ASDU=1 C_SC_NA_1 ActTerm I0A=9
33 16.204647565 192.168.32.130 192.168.32.1 1edasdu  70<- I (12,12) ASDU=1 C_SC_NA 1 Act 10A=0
34 16.211459492 192.168.32.1 192.168.32.130 ledasdu 70 -> I (12,13) ASDU=1 C_SC_NA_1 ActTerm I0A=9
39 19.671964830 192.168.32.130 192.168.32.1 1edasdu 70 <- I (13,13) ASDU=1 C_SC_NA 1 Act 10A=0
40 19.680035188 192.168.32.1 192.168.32.130 ledasdu 70 -> I (13,14) ASDU=1 C_SC_NA_1 ActTerm I0A=9
45 23.742738940 192.168.32.130 192.168.32.1 164asdu 70 <- I (14,14) ASDU=1 C_SC_NA 1 Act 10A=6
46 23.751095362 192.168.32.1 192.168.32.130 ledasdu 70 -> I (14,15) ASDU=1 C_SC_NA_1 ActTerm I0A=9
47 23.942639504 192.168.32.130 192.168.32.1 1edasdu 70 <- I (15,15) ASDU=1 C_SC_NA 1 Act T0A=0
48 23.950993171 192.168.32.1 192.168.32.130 1e4asdu 70 -> I (15,16) ASDU=1 C_SC_NA_1 ActTerm I0A=9
49 24.132405246 192.168.32.130 192.168.32.1 1edasdu 70 <- I (16,16) ASDU=1 C_SC_NA 1 Act T0A=0
50 24.140928245 192.168.32.1 192.168.32.130 ledasdu 70 -> I (16,17) ASDU=1 C_SC_NA_1 ActTerm I0A=9
54 28.975284619 192.168.32.130 192.168.32.1 ledasdu 70 <- I (17,17) ASDU=1 C_SC_NA 1 Act T0A=0
55 28.979640942 192.168.32.1 192.168.32.130 ledasdu 70 -> I (17,18) ASDU=1 C_SC_NA_1 ActTerm I0A=9
66 33.623966056 192.168.32.130 192.168.32.1 ledasdu 70 <- I (18,18) ASDU=1 C_SC_NA 1 Act T0A=0
67 33.629265457 192.168.32.1 192.168.32.130 1edasdu 70 -> I (18,19) ASDU=1 C_SC_NA_1 ActTerm I0A=9

Figure 8. Wireshark packet capture results after ARP spoofing.
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packets are transmitted in plaintext, it is easy for an attacker to monitor the in-

tercepted data to obtain the communication content of both parties.

3.3. Ettercap Packet Filtering

Etterfilter is a very powerful man-in-the-middle attack tool. KaliLinux puts itself
between the master station and the slave station to control the communication
process of the system, tampering with communication or deleting communica-
tion by filtering data packets. This article uses Etterfilter packet filtering to delete
master-slave communication. This article aims to use Ettercap filter in Kali Li-
nux to use Etterfilter to compile the filter and load it into Ettercap to process
network requests. First, create the filter script drop.filter, and then use the com-
mand etterfilterdrop.filter -o drop.ef to compile the filter script drop.filter into a
binary file drop.ef that Ettercap can recognize. Compile the filter and finally use
the Ettercap command to load the filter script: ettercap -i ethO -T -F drop.ef.
Realize the discarding of 104 master-slave system data packets and cut off their
connection. The filter script drop.filter is designed to filter 104 protocol packets
of the master and slave stations, and then set ettercap not to forward the 104
packets, and cut off the communication connection between the 104 master sta-
tion and the slave station, and the execution effect can be seen when the connec-
tion is cut off “Disconnection” will be displayed.

The codes for shutting off 104 master and slave stations are as follows.

if (ip.proto == TCP) {

if (tcp.src == 2404 || tep.dst == 2404) {

drop();

kill ();
msg(“disconnection”);

}

}

After the attacker executes drop.ef, it will cut off the communication connec-
tion between the target host and the slave. The attack result is shown in Figure
9. At this time, the connection failure will be displayed on the master station and

the slave station. Figure 10 shows the connection result of the master station.

Sun Jun 14 20:56:59 2020 [57317]
TCP 192.168.32.130:49750 --> 192.168.32.1:2404 | S (0)
disconnection

nnection
connection
disconnection

Figure 9. Data drop attack results.

68 04 01 00 02 00
Start byte= 68 Data unit length(ARDIU)=4 § Format ftame Receive senial number{NR)=1
Recerving failure, Re-link!:10054

Figure 10. Connection result of the master station.
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4. AES RSA-SM2 Algorithm
Based on 104 Protocol

In view of the threat of 104 protocol lacking encryption and identity authentica-
tion, this paper proposes two algorithms, namely AES and RSA hybrid encryp-
tion signature and national secret SM2 elliptic curve algorithm. The hybrid en-
cryption algorithm is used to encrypt transmitted 104 protocol messages to pre-
vent middlemen from seeing. The transmission of plaintext results in informa-
tion leakage. The signature is to prevent the middleman from impersonating
himself or being tampered with. The data received by the receiver through algo-

rithm identification is sent by the sender and has not been tampered with.

4.1. Hybrid Encryption Signature
Algorithm of AES and RSA

AES is a symmetric encryption algorithm with high encryption and decryption
processing efficiency, RSA is an asymmetric encryption algorithm [14], and RSA
algorithm encryption and decryption processing efficiency is low. If the AES
symmetric cryptographic system is used to encrypt the transmitted data, and the
RSA asymmetric cryptographic system is used to transmit the AES key, the ad-
vantages of AES and RSA can be comprehensively utilized and the client can
authenticate the server at the same time. As shown in Figure 11 [15], it is the
mixed encryption signature algorithm flow of AES and RSA.

Take the example of sending data from the slave to the master, the specific
process is as follows:

1) The master station generates its own RSA key pair, and provides an inter-
face for the slave station to obtain the RSA public key, and the RSA private key is
stored at the master station;

2) The random function of the slave station generates the AES key;

3) Use the RSA private key of the slave station to sign the original data to get
the Sign;

4) The slave uses its own AES key to encrypt the requested plaintext data (da-
ta) to obtain the encrypted request data encryptData;

5) The slave uses the RSA public key to encrypt the AES key, and obtains the
encrypted AES key encryptAesKey;

6) The slave station transmits encryptAesKey and encryptData to the master
station together through the Internet;

7) After receiving the data, the master station uses its own RSA private key to
decrypt the encryptAesKey to obtain the aesKey. If the decryption succeeds, it
can be determined that it is the data sent from the slave station and the data has
not been tampered with;

8) The master station uses the decrypted aesKey to AES decrypt the encrypted
request data encryptData to obtain the decrypted data;

9) Sign and encryptData are verified by the RSA public key of the slave sta-
tion. If the verification succeeds, it means that the data is not forged.
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Figure 11. AES and RSA hybrid encryption and signature process. (a) Hybrid encryption and decryption

process; (b) Signing and verification process.

4.2. National Secret SM2 Algorithm

The national secret algorithm is a series of data encryption processing algorithms
with independent intellectual property rights in my country. The SM1-SM4 algo-
rithms implement symmetric, asymmetric, and abstract algorithm functions. The
national secret algorithm is used in the power system industry to realize identity
authentication and data encryption and decryption function. The SM2 digital
signature algorithm uses the private key of the signature side to sign the original
data, and the verifier uses the public key of the signature side to verify whether
the signature is correct. The signature has a public key and a private key.

The curve equation of SM2 is as follows:
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y2=x}+ax+b (1)

SM2’s signature and verification algorithm flow steps are as follows:

M is the message to be signed, the digital signature result is (r,s), and the
user key pairis (d,P), where dis the private key and Pis the public key;

The signer side implements the following steps:

1) Get the message hash value:
e=hash(M) ()

Convert the data type of eto an integer;
2) Generate random numbers Kk e [1, n —1];

3) Use random number 4 to calculate elliptic curve points
(%, y1)=[KIG 3)
Convert the data type of x; to an integer;
4) Calculation
r=(e+x)modn (4)

If r=0o0r r+k=n, continue to step (2);
5) Calculation

s=((1+d)" #(k-r=d))modn (5)

If s= 0, continue to step (2);

6) The signature of message Mis (r,s).

The steps at the verifier end are as follows:

a) Check whether r e [1, n —1] is valid, if not, the verification cannot be passed;

b) Check whether s e [1, n- 1] is valid, if not, the verification cannot be passed;

¢) Apply formula (2) to obtain the message hash value and convert the data
type of eto an integer;

d) Calculation

t=(r+s)modn (6)

If t=0, the verification fails;

e) Calculate elliptic curve points
(X, y;)=[sIG+[t]P (7)

Convert the data type of x; to an integer;
f) Calculation

R=(e+x)modn (8)

If R = r, the verification is passed, otherwise the verification cannot be passed.

5. Experiment Analysis

5.1. Experimental Analysis of AES-RSA Algorithm

The hybrid encryption algorithm based on AES and RSA realizes the identity
authentication of the slave station and the encryption of data. Even if the en-
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crypted message sent by the master station is intercepted, it will not cause lea-
kage, because only the RSA private key of the master station can decrypt the AES
Key to perform AES operation on encrypt Data to obtain the decrypted plaintext
data. Using this encryption algorithm to encrypt the transmission data between
the master and slave can prevent monitoring and tampering, thereby ensuring
the security of the system transmission data, ensuring the integrity of the data,
and verifying the identity of the slave, for example, when the master and slave
During data communication, the slave station transmits encrypt Aes Key and
encrypt Data to the master station through the network. At this time, the data is
transmitted in the form of cipher text, and the AES key is encrypted with the
RSA public key. After encryption, it will be stored safely or through a secure
channel. During transmission, it is difficult for an attacker to monitor or tamper
with the data.

Figure 12 shows the cipher text and decrypted data of the AES and RSA
mixed encryption used to sign 104 data.

5.2. Experimental Analysis of SM2 Algorithm

In this experiment, we apply the national secret SM2 algorithm to 104 protocol
data communication. If the master station wants to send a single point remote
control signal data M “680e040004002d0106000100000000df” to the slave sta-
tion, the master station uses the private key as the signature end “00B9AB0B828
FF68872F21A837FC303668428 DEA11DCD1B24429D0C99E24EED83D5” to sign
the data M to get (r,S), and the slave station acts as the verification end Use the
public key “B9CIA6E04E9C91F7BA880429273747D7EF5DDEBOBB2FF6317EB
00BEF331A83081A6994B8993F3F5D6EADDDB81872266C87C018FB4162F5AF
347B483E24620207” to calculate the elliptic curve points (X1 Y1) and RIfR=r
means that the verification is established, the data integrity and non-repudiation
are guaranteed. We adopt the national secret SM2 elliptic curve algorithm,
which can improve the autonomy of information security in our country. The
SM2 algorithm is a secure communication protocol based on an asymmetric key.

It can prevent DoS attacks through pre-authentication and can improve data

qmdm7d0B3TnNM

18 b0 ==

: f/y1pERPmMbU4hFkuI3j6])ZVPWK20 \ - 21ELLAUL

Ml R B EEZR .

129 15 : 680=040004002d0106000100000000dT

Figure 12. AES and RSA hybrid encryption for 104 data signature.
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security when applied to 104 protocol communications. We adopt the national
secret SM2 elliptic curve algorithm, which can improve the autonomy of infor-
mation security in our country. The SM2 algorithm is a secure communication
protocol based on an asymmetric key. It can prevent DoS attacks through
pre-authentication and can improve data security when applied to 104 protocol

communications.

6. Conclusion

This paper firstly studies and analyzes the communication security of the 104
protocol, using the characteristics of man-in-the-middle attacks to carry out DoS
attacks, ARP spoofing and Ettercap tools on the target host to cut off the com-
munication between the master and slave stations. In a DoS attack, the attacker
sends a large number of TCP connection requests to the target host. If a large
number of hosts are used to make SYN requests to the server, it will cause ser-
vice device to run slowly or even interrupt. When ARP spoofs the target host, it
pretends to be the communication gateway between the master and the slave.
After the attack is successful, the data packets passing through the target host will
be intercepted by the attacker to obtain all the communication information. Etter-
cap compiles the filter and loads it to Ettercap; you can control the communication
at both ends to change the target’s communication. For man-in-the-middle at-
tacks, the AES and RSA hybrid encryption signature and the national secret SM2
algorithm are proposed. The advantages of the AES and RSA hybrid encryption
collection of the two parties’ keys implement double protection for the commu-
nication data. At this time, it is difficult for the attacker to monitor or tamper
with the data. Digital signature can realize the authentication of both sides of
communication. The SM2 algorithm of the state secrets mainly replaces the RSA
algorithm. The SM2 digital signature algorithm implemented in this paper ensures
the integrity and non-repudiation of the message, and resists man-in-the-middle

attacks to a certain extent.
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