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Abstract

The capacity of wireless networks is fundamentally limited by interference. A
few research has focused on the study of the simultaneous effect of interfe-
rence and correlation, and less attention has been paid to the topic of cance-
ling simultaneous effect of interference and correlation until recently. This
paper considers a secure wireless multicasting scenario through multicellular
networks over spatially correlated Nakagami-m fading channel in the pres-
ence of multiple eavesdroppers. Authors are interested to protect the desired
signals from eavesdropping considering the impact of perfect channel estima-
tion (PCE) with interference and correlation. The protection of eavesdrop-
ping is also made strong reducing the simultaneous impact of interference
and correlation on the secrecy multicast capacity employing opportunistic
relaying technique. In terms of the signal-to-interference plus noise ratio
(SINR), fading parameter, correlation coefficient, the number of multicast
users and eavesdroppers and the number of antennas at the multicast users
and eavesdroppers, the closed-form analytical expressions are derived for the
probability of non-zero secrecy multicast capacity and the secure outage
probability for multicasting to understand the insight of the effects of afore-
mentioned parameters. The results show that the simultaneous effects of cor-
relation and interference at the multicast users degrade security in multicast-
ing. Moreover, the security in multicasting degrades with the intensity of
fading and the number of multicast users, eavesdroppers and antennas at the
eavesdroppers. The effects of these parameters on the security in multicasting
can be significantly reduced by using opportunistic relaying technique with
PCE. Finally, the analytical results are verified via Monte-Carlo simulation to
justify the validity of derived closed-form analytical expressions.
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1. Introduction

An important limitation to the capacity of wireless communication systems is
interference, which depends upon a number of factors including the locations of
interfering transmitters. Although, the issue of interference has been studied ex-
tensively in the literature; however, much less attention has been paid to the
topic of canceling simultaneous effect of the interference and correlation. The
simultaneous effect of interference and correlation generally captures the fact
that the interference created by interfering transmitters is a correlated stochastic
process both spatially and temporally. It is well recognized that correlated fading
reduces the performance gain in multi-antenna communications [1]. Likewise, it
has recently been also proved that the simultaneous effect of interference and
correlation decreases the diversity gain [2]. The simultaneous effect of interfe-
rence and correlation partially comes from correlated channel attenuation, like
correlated fading and shadowing.

Because of the randomness of the mobile propagation channels and limited
radio spectrum, co-channel interference (CCI) and inter-symbol interference
(ISI) are major impediments to high-capacity transmission in power and
bandwidth-limited wireless communication systems. In cellular networks, CCI
occurs from neighboring cells using the same radio channels. As the frequency
reuse factor decreases from seven to three, then to one, CCI is unavoidable due
to the channel reuse in adjacent cells. Given perfect knowledge of the channel
coefficients of all co-channel signals, linear filter type receivers suppress CCI
by controlling the filter coefficients in the sense of maximizing the signal-
to-interference-plus-noise ratio (SINR). In typical wireless mobile communica-
tion systems, CCI and ISI often arise together. Hence, the receiver designs for
mitigating these impairments in joint fashions are quite common. In mul-
tiple-input multiple-output (MIMO) systems, large spectral efficiency can be
achieved if the spatially multiplexed data streams, which manifest themselves as
CCI to each other, are properly separated. Accordingly, CCI mitigation tech-
niques developed for single antenna systems have been applied in decoding of
multi-channel data streams. For the receivers with multiple antennas, diversity
combining techniques broaden the freedom in interference mitigation receiver
designs.

However, the impairments from CCI and ISI are the major obstacles to relia-
ble communication in long-range cellular networks and in short-range wireless

local and personal area networks. At present, linear filtering, equalization, and
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diversity combining techniques have been traditional means to combat the im-
pairments in separate or joint fashions. Also, the interference canceling tech-
niques designed for decoding of multiple single-user signals have been applied in
decoding of spatially multiplexed data streams in MIMO systems. The impair-
ments from high-power CCI and ISI in time-varying channels still impose severe
constraints in the design of practical interference resilient receivers.

On the other hand, multicasting is an efficient wireless communication tech-
nique for group-oriented and personal communication such as video-conferencing,
e-learning etc. Due to the increase of application areas and the mobility of users
with network components, the security is a crucial aspect in wireless multicast-
ing systems because of the fact that the medium of wireless multicasting is sus-

ceptible to eavesdropping and fraud [3].

1.1. Related Works

Recently, Shrestha et al. [4] studied secure wireless multicasting scenario through
quasi-static Rayleigh fading channel in the presence of multiple eavesdroppers
where each eavesdropper is equipped with multiple antennas. They showed that
the physical layer security can be achieved even in the presence of multiple mul-
ti-antenna eavesdroppers. But they did not consider the effect of correlation and
interference on the security in multicasting. In [5] [6], Giti et al respectively
used selective precoding and phase alignment precoding to enhance the security
in multicasting by elimination interference power. But they did not consider the
effect of correlation and the method that can be used to reduce the simultaneous
effect of correlation and interference. Sayed et al [7] studied secure wireless multi-
casting scenario through multi-cellular multiple-input multiple-output (MIMO)
networks with linear equalization and investigated the effect of interference on
the distributed and co-located MIMO channels. But they did not consider the
effect of correlation and the method that can be used to reduce the effect of cor-
relation and interference. An iterative algorithm was used by Nguyen et al. [8] to
enhance the security in cooperative cognitive radio multicast networks. Oppor-
tunistic relaying technique was also used by Nguyen et al. [9] to study the secu-
rity in half-duplex cognitive radio network. But they did not consider the effects
of interference and correlation on the security analysis of multicasting. Kundu et
al. [10] studied secure wireless multicasting through Generalized-K fading
channels and derived the closed-form analytical expressions for the probability
of non-zero secrecy multicast capacity and the secure outage probability for
multicasting without considering the effects of interference and correlation.
Borshon et al [11] investigated the effects of Weibull fading parameter on the
security in multicasting. In [12], A. S. M. Badrudduza and M. K. Kundu investi-
gated the effects of x—u fading parameters on the security in multicasting
scenario. Atallah and Kaddoum [13] used partial cooperation to enhance the
security in wireless networks in the presence of passive eavesdroppers. Sultana et

al. [14] enhanced the security in cognitive radio multicast network using inter-
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ference power. But they did not consider the simultaneous effects of interference
and correlation on the security of multicasting and did not use any technique to
eliminate these effects. In [15], the opportunistic relaying technique was used by
Kibria et al to enhance the security in multicasting without considering the ef-
fects of interference and correlation. Sun ef al [16] investigated the impact of
antenna correlation on the security of single-input multiple-output (SIMO)
channel in the presence of multiple eavesdroppers. But they used an unicasting
scenario to investigate that effect and did not consider the effect of interference
on the multicasting network. In [17], Badrudduza et al used opportunistic re-
laying technique to reduce the effect of correlation on the security in multicast-
ing over Nakagami-m fading channels. They did not consider the effect of inter-
ference and the method that can be used to reduce that effect. Moreover, the
mathematical modeling of a system considering the simultaneous effect of cor-
relation and interference is different than that of a system considering the effect
of correlation and interference separately. Shahriyer ef al [18] used the same
opportunistic relaying technique in enhancing security in multicasting over ge-
neralized fading channels. They considered the effect of shadowing but did not

consider the effects of correlation and interference.

1.2. Contributions

Based on the aforementioned scenario available in the literature and motivated
by the importance of security in practical multicasting, in this paper, authors
studied a multicasting scenario through multi-cellular network and developed
the mathematical model to ensure its security considering the simultaneous ef-
fect of correlation and interference. The major contributions of this paper can be
summarized as follows.

e Based on the PDFs of SINRs of the source-to-relay, relay-to-destination and
relay-to-eavesdropper links, at first, we derive the expressions for the PDFs of
SINRs of the best relay for the multicast and eavesdropper channels in terms
of the simultaneous effects of correlation and interference for Cell-1 and
Cell-2.

e Secondly, using these PDFs of SINRs, we derive the analytical expressions for
the probability of non-zero secrecy multicast capacity and the secure outage
probability for multicasting to analyze the secure outage performance of the
proposed model.

e Thirdly, we investigate the effect of correlation in the presence of interference
and the effect of interference in the presence of correlation, and show how
these effects can be reduced using opportunistic relaying technique.

e Finally, the derived analytical expressions have been justified via Monte-Carlo
simulations.

The remainder of this paper is organized as follows. Sections II and III de-
scribe the system model and problem formulation, respectively. The expressions

for the probability of non-zero secrecy multicast capacity and the secure outage
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probability for multicasting are derived respectively in Section IV and V. Nu-
merical results are presented in Section VI. Finally, Section VII draws the con-

clusions of this work.

2. System Model

A secure wireless multicasting scenario shown in Figure 1 is considered through
multicellular network over spatially correlated Nakagami-m fading in the pres-
ence of multiple eavesdroppers. Two adjacent cells named “Cell-1” and “Cell-2”
are considered to realize the effect of interferences. In Cell-1, base station-1
(BS-1) transmits a common stream of information to M destination users via a
group of Krelays R, (k=1,2,---,K ) in the presence of N eavesdroppers. Simi-
larly, in Cell-2, base station-2 (BS-2) transmits a common stream of information
to L destination users via a group of Wrelays R, (w=12,---,W) in the pres-
ence of Q eavesdroppers. All the relays, BS-1 and BS-2 and are equipped with
single antenna. Each destination user and eavesdropper of Cell-1 are equipped
with n, and n, antennas, respectively. While each multicast user and eave-
sdropper of Cell-2 are equipped with n, and 7, antennas, respectively. The
propagation channels are considered correlated and to be affected by the inter-
ference and Nakagami-m fading. The correlation coefficients between two an-
tennas of destination users and between two antennas of eavesdroppers of Cell-1
are denoted by p, and p, , respectively. Similarly, the correlation coefficients
between two antennas of destination users and between two antennas of eave-
sdroppers of Cell-2 are denoted by p,, and p, , respectively. Interferences at
the destination users and eavesdroppers of Cell-1 are denoted by 7, and 1, ,
respectively. Similarly, interferences at the destination users and eavesdroppers

of Cell-2 are denoted by I, and I, , respectively.
2 2

Base Station -2

N Eavesdroppers Q Eavesdroppers

Cell-1 Cell-2

Figure 1. System model.
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It is assumed that there are no direct paths from base stations to destina-
tions and eavesdroppers in Cell-1 and Cell-2, and communication occurs only
through the relays. In the case of Cell-1, BS-1 transmits x, symbol to K relays
in the first-hop. Therefore, received signal at the kth relay denoted by r, is
given by,

ne=h X+, (1)

where h , denotes the channel coefficient between BS-1 and kth relay and
o ~ N (0,4,) denotes the additive white Gaussian noise at the kth relay with
zero and variance 4, . In the second hop, at first, the selection of the best relay
(ie. the relay with the highest SNR) is performed using order statistics, so that
only the best relay, R, forwards message to the A/ destination users. During the
transmission of information from BS-1 to destination user via relays, NV eave-
sdroppers try to decode the transmitted information.

Let y, and Ye, denote the received signals at the #th destination and jth
eavesdropper, respectively. The channel gains from the best relay of Cell-1 to ith
(i=1,---,M ) destination user and best relay of Cell-1 to jth ( j=1,---,N ) eave-
sdropper are denoted by h,; eC™ and u, e C"", respectively. Without

considering interference from Cell-2, we have

Yo = Ah, no+w,, =4h,; (hy,kxl + Hy ) W,

(2)
= A, b ox+ Ay g W, o= A v,
Ye, = AN, ;1 + W, = AU, (hs,kxl +:uk)+we,i (3)
= A,(ub,jhs,kx1 + Akub,j,uk +w,, =4u; +a,,
1 . . .
where 4, = s the scaling factor at the 4th relay. E_ is the
Es hs,k +ﬂ'l

average power per symbol. h, £h, 4, and u ; Zu, ;h,, are the channel coeffi-
cients from the best relay of Cell-1 to #th destination and jth eavesdropper,
respectively. a, = Ahy e +w, o and a 2 Ay, g, +w,,, where
W, ~ CN (0,6,) and w,, ~ CN (0,6,) denote the complex additive white
Gaussian noises with zero mean and variances ¢, and 6, imposed on the re-
ceiver at the jth destination and jth eavesdropper, respectively.

In the case of Cell-2, BS-2 transmits x, symbol to W relays in the first-hop.
Therefore, received signal at the wth relay denoted by r, is given by,

rw = hs,w'x2 + Vw’ (4)

where £, denotes the channel coefficient between BS-2 and wth relay and
p, ~ N (0,4,) denotes the additive white Gaussian noise at the wth relay with
zero and variance A,.In the second hop, at first, the selection of the best relay is
performed using order statistics, so that only the best relay, R, forwards mes-
sage to the L destination users. During the transmission of information from
BS-2 to destination user via relays, Q eavesdroppers try to decode the transmit-

ted information.
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Let z, and z, denote the received signals at the Ah destination and gth
eavesdropper, respectively. The channel gains from the best relay of Cell-2 to th
(/=1,---,L) destination user and best relay of Cell-2 to gth (g =1,---,0 ) eave-
sdropper are denoted by g,, eC™" and A\ e C"', respectively. Without

considering interference from Cell-1, we have

Zd[ = ngh,lrw + Wm,l = ngh,l (hs.w'x2 + Vw ) + wm,l

(5)
= ngb,lhs,w'XZ + ngb,lvw + wm,l = ng/ + am,l >

Ze = Bwvb qrw + we q = Bwvb q (hs wx2 + Vw)+ We q ( )

‘ ’ ’ A ’ 6
= Bwvh,qhs,wa + Bwvb,qvw + we,q = Bqu + am,q H

1 . . A
where B, = I the scaling factor at the wth relay. g, =g, 4, ,
Ex hs,w| + ﬂ?

and v, = v, h,,, are the channel coefficients from the best relay of Cell-2 to £h
destination and gth eavesdropper, respectively. a,, 2 B.g,v,+tw,, and

a, =BV, v, +wW, , where w, ~CN(0,x,) and w, ~CN(0,x,) de-
note the complex additive white Gaussian noises with zero mean and variances
k, and x, imposed on the receiver at the th destination and gth eavesdrop-
per, respectively.

Let, g,, €C™ and v, €C'" channel gain from the best relay of Cell-2
to ith user and to jth eavesdropper of Cell-1. h,, € C™" and u,, € C"
channel gain from the best relay of Cell-1 to /h user and to gth eavesdropper of
Cell-2. Then, considering interference from Cell-2, received signal at the ith user

and the jth eavesdropper of Cell-1 are given by,
yzci[ =4h, + g, ta,,; = Ah; + b (h

s, W

X, +vw)+am!i =A4h, +¥, (7)

c —_— —_— —_—
Yo, =AU, +V, ;1 42, = Au;+v, (h X, +vw)+a6,l. =4u, +0, (8)

s,w

where W, £g, (h

noise vector at the zth user of Cell-1 with zero mean and variance /,, . Similarly,

S,W

X, +vw)+am,,. eCN (O,ImI ) denotes the interference plus

D, 2 v, (hs’wx2 +vw)+a€![ eCN (0, I, ) denotes the interference plus noise
vector at the jth eavesdropper of Cell-1 with zero mean and variance /, . Simi-
larly, considering interference from Cell-1, received signal at the £h user and the

gth eavesdropper of Cell-2 are given by,
z, =B.g +h,n+a, =Bg +h, (hs,kx2 T )+ a, =Bg+Y, (9)

Z:,, = Bqu +u, nta,, = Bqu +u,, (hs’kx2 + 4, )+ae’q = Bqu +5q’ (10)
where Y, 2h,, (hs’,{x2 +y,()+am’, € Cj\?’(O, [mz) denotes the interference plus
noise vector at the h user of Cell-2 with zero mean and variance /,, . Similarly,
E, 2u,, (hs’kx2 + f ) +a,, € CN (0, 1, ) denotes the interference plus noise vec-
tor at the gth eavesdropper of Cell-2 with zero mean and variance I, .

In the case of Cell-1, the instantaneous SINRs at the 4th relay, the th destina-
tion and jth eavesdropper can be expressed as
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2

ys,k = 701 hs,k >
2
P
kot 2 2 2’
|gb,ihs,w +|gb,i| +|am,i|
2
v = |“f|
k. 2 2 2’
|Vbqjhs’w +|Vbﬁj| +la,;

where 7, denotes the average SNR of the first hop for Cell-1. Similarly, in the
case of Cell-2, the instantaneous SINRs at the wth relay, the £h destination and

gth eavesdropper can be expressed as

— 2
ys,w = 7/02 hs,w| >
2
_ |g,|
yw,l - 2 2 2 i
\/|hb,1hs,k +|hb,l| +|am,/|
2
_ [vil
Vg = 2 2 2’
Vs [ 4o

where y,, denotes the average SNR of the first hop for Cell-2.

3. Problem Formulation

Since the communication is performed via best relay, therefore its selection is an
important issue to develop the mathematical model which ensures the security
of proposed model. The selection of the best relay is performed in two steps by
order statistics. In the first step, for each relay node, the weaker links between
the first hop and the second hop are searched for applying order statistics. In the
second step, the relay having largest equivalent end-to-end SINRs are selected as
the candidate relay to perform detection, amplification and forward the message.
Therefore, in the case of Cell-1, based on the links strength, the equivalent
end-to-end SINRs at the kth relay for the destination links, y,, ~and for the ea-
vesdropper links, ﬂeqk are ordered as follows [19] [20]:

Ve =min{y, 7} (11)
ﬂeqk = min{ys,k’yk,j} (12)

The instantaneous SINRs at the output of the relay selection combiner for #th

destination and jth eavesdropper can be expressed, respectively as

7Zd. = Max é‘eq. (13)

k=1,2,-,K v

Py, = max [ (14)

¢ k=12,K

The probability density function (PDF) of SINRs, y,,, 7, and y,, for

correlated Nakagami-m fading channel are respectively given by [21].
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Yk
}/'7}(/: o 7,'7’}{/( -1
s, _ s,
f(yx,k)N — 7 _al o, ? }/s,kzo
o) 1k 157;,/:
W r(my,) e
my
MY
7/?1_1'—16 Qy; 7,[?1_1'—1
ot _ 5L
f(}/k,i)z — < =a,—5-—, 7,20
9 m Milk,i
TU 1"(,711[_) e
m;
7’711';//\'.]
iy ;-1 o iy ;=1
Vg © Vi
~ 2 = 2 >
f(}/k,j) ﬁ my a3 7% ’ 7k,] = O
27y r(n—,ll.) e O
’%U !

where m denotes the Nakagami-m fading parameter. ¢y =——

-k, -k,
2
a; = o ,ﬂlt > ﬁ]/ g(:elni );
A ey
1j
g(nq,zmz):n“f_’f;zz ( _%] Rpo=pl and 0, =Bffu [}

In the case of Cell-2, based on the links strength, the equivalent end-to-end
SINRs at the wth relay for the destination links, J,, and for the eavesdropper
links, &, are ordered as follows [19] [20]:

ey
O,y :min{;{yﬂw,ywﬂl} (15)

€qyy
&, =min{y, .7, (16)

The instantaneous SINRs at the output of the relay selection combiner for h

destination and gth eavesdropper can be expressed, respectively as

zdl = W:III:IZ??EW 7eqk (17)
&, = max &, (18)

e w=l,2, W

The PDFs of SINRs, 7, ., 7,, and 7,  for correlated Nakagami-m fading

channel are respectively given by [21].
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MY
}/’ﬁlw’le Qpy 7’ﬁ]w71
S,W _ S,
f(ys,w) ~ — iy - bl Ty saw ys,w = 0
Q ws,
y — Q
B
mlw
Mg
e B
1) =\ = 17 A=
f(]lwl) 7 2 m > j/wl
Q 11 Ilyw,l
“r(my) e ™
o
MigYwg
g —1 Qy g =1
w,q w,q
=~ = >
f(yw,q) — iy b3 gV ’ 7W,q - O
1 — Q
— F(mlq) e
mlq
1 _ m
where b, = _ , M >
1 N 1w —
I ¢(LK,,)
1w — m2
— 1—‘(lnlw)
mlw
2K 1-x _ 2
= m2 m2 —
C(Li,,)=1+—= 1—1 =% |5 Ko =P, and QIW—E{ h., }
T Rm2 T Rm2
2
1 _ n, m
b, = T

2% -85 ) .
O =y R L ]
2
1 _ n, m
by = 5 V' > My g(nq = )
BRI
mlq

¢(ng.icn)=n, + 2Ky [nez _ﬁJ K,=p, and Q = E{||vq||2}.

Best Relay Selection for Secure Multicasting

In order to derive the analytical expressions for the probability of non-zero
secrecy multicast capacity and the secure outage probability for multicasting, we
need the PDF of the SINRs for the best relay, multicast as well as eavesdropper
channels, the formulation of which are illustrated as follows [22]:

1) The PDF of SINR for the Best Relay: In the case of Cell-1, let K, (7)

denotes the cumulative distribution function of y,, , then we have

DOI: 10.4236/jcc.2022.101001
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Using the following identity of [23] stated in equation (3.351.2),

.[:O xneiﬂ)cdx = ei”u Z( n‘:l k+1 j (21)

klu
we have
myy —1 _ﬂ
Pr(ys,k > 7/1) al Z Blyklﬂ Qlk (22)
k
(77111( _1)! s .
where B, = — Similarly,
k! mlk]
1k
;1 _
P’”(yk,i >7/i):a2 Z 17/zk2+1 Q”’ (23)
53
m,; —1
where D, = (7, -1)! . Substituting the values of Pr()/s P> 7,) and

|
— \mi~k
m
k' _lz
’ [Q”j

Pr(;/,w. > 7/1.) in Equation (19), we have

iy =1 imy; 1 7,"1*"2

F, (7,)=1-aa, ) Z BD, = (24)
‘o k=0 k=0 é:
e Qi

where i, =i, +im, and Q, =Q, +Q, . Differentiating Equation (24), the
PDFof y, can be obtained as follows;

o ()= A, ()

iy —1 g1 — _Myiti _ My (25)
=-a,a, Z ZBD k1+k2{ _iJe U 4o (k Y ky+ky =1
=0 ky=0 Q,
Therefore, the PDF of y, is defined as
K-1
fyzdi (}/i):KfVeq,( (71)[ eqk (7t)j| (26)

Substituting Equations (24) and (25) into (26), and using the following iden-
tity of [23] stated in equation (1.111),

n

(a+x)n = Z[’?ina”i, 27)

i=0\ !

the PDF of y;  isgiven by

f ( )_KQ R 77lkl~ 7,'al _(k y ) a—(ky+ky ) (28)
reg )T B S | E ) Tt RN TE e ()
L I T GT

where 0, =aa,> "' > " 'BD,,

A k-1 | | ) (i = |
Rm,=2f:_o‘[ e ) S D) e = (k) 4.
1
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Following the similar procedure of f

S5, ( ) can be derived as

i A A=K+ )
My )Y Yi

fﬁz(,/ ( ) KQ, R, Q.| Ay, —(k+k) my ()7, [ | (29)

i Qy Oy
e e
where O =a a3zm”‘ IR G,
h (i —1) ! — —
oo (BG)' s iy =iy + iy

—Z“{ oot )
(m,, ~1)!

k +Q ﬂ'l (kl +k3)(ll +1) and G, = iy j—k3
k {TUJ
’ Ql./

Q=
In the case of Cell-2, let f, 5, (}/1) and féz ( ) respectively denote the
PDFs of &, —and 52 Followmg the similar pqrocedure of f, ( .)» the ex-
pressions of f(sz ( ,) and fg ()/q) can be derived as
m a > -(1+ )7
_ m,, n’ Vi
f72d, (7/[)_ WQ”’Z Rm2 ﬁ_ iy (1 +1)71 (t + ) iy (71+1) 77 ’ (30)
e S e Ow
where O, =bb, et Z‘:' B,D,,
o [ 4 -1 7y (g, —1) (’ITIIW _1)'
Rw=z;{f]<>wb>21‘<BD>,&= e
] 1! et
Qlw
(’7‘11 _1)'
Dy=———— and a,=(4+5,)(7, +1)
t l[m”J
LI =
Q,
— 7 I=(h+t5)7
qu yq
f;fEe ( ) WQeZRez (_2 mm](rlﬂ (t +t ) Mg 11+1);/ ? (31)
0 B B
e e
where O, =bb, DAY Ne
71{myy— )(Bsz )Tl , n_/lwq zmlw +m1q)

f;ﬂ<>@b>zw
S_llq, A :(t]+t3)(rl+l) and G, = (Wilq _il)qt}
t{@q

_wq = ﬁlw +
2) The PDF of SINR for Multicast Channels: In the case of Cell-1, let
d =min__, 7, ,thenthe PDFof d . can be defined as [24] [25]
M—1 M-1
- Fyid (}/’):| _Mf}’zd |: .[ szd 71)d71:| (32)

fo () =M1, ()]
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(7,) in Equation (32) and using the identity

Substituting the values of f
of Equation (27), we have l
. rﬁk‘ 7,%*/’1 a=(ki+hoh) i
fdmin (}/l) MKQ’"I ny ml g_z ) mk,(l] +M);/,- _(kl +k2) )ﬁk,-(IIJrM)yi ? (33)
le S e
where S, =(v,+v,)(M -1) and 7, =(aa,)"" Z(vfw e Z(M Vg
Similarly, defining b, =min,_,_, Vs, for Cell-2, the PDF of b_.  can be de-
fined as
L-1
fmm ( ) = Lf;/Zd[ (}/1 )|:1_F7241 (7/[ ):|
L (34)
=1f,, ( [ I S, 7;)%}
Substituting the values of f, (y,) in Equation (34) and using the identity
of Equation (27), we have
m , 7Ia2+ﬂz lllr(/"l +koly) B
e S e R
O e Qu

2

fmm (71 ) LWsz Rm2 Tmz ﬁ
wi e o,
(bb )L lz(L 1)(my,,—1) z (L- 1) iy —

where f, =(u, +u,)(L~1) and T,
3) The PDF of SINR for Eavesdropper Channels: In the case of Cell-1, let
can be defined as [3] [24]
N-1
(36)

2 max,_ .y /s, »then the PDF of d
N-1 P
o (1) =80, () 0] =0 |1 5, ()|

dmax
Vi) =N,
Substituting the values of y.) in Equation (36) and using the identit
8 f q g y
of Equation (27), we have
— A+B3 11—(k1+/c3ll)ﬂ3
My )7 Y
fmx (}/J) NKQel Rel Cl ﬁ ) i (h+N)y _(kl +k3) i (h+N)y ; ’ (37)
Y Qy Oy
e e
N-1 N-1) (7 -1 N1 (i ;-1
=(aay) Z(Vl:o)( ' )Z(v3:o( 1 )BIG,.
. Can be

where B, =(v,+v;)(N-1) and T,
Similarly, defining b __ = max,.,., 7y~ for Cell-2, the PDF of b,
“q
0-1
(38)

defined as
e (2)=00, ()] E, ()] =2, G0, )7,

Substituting the values of f, ()/q) in Equation (38) and using the identity

of Equation (27), we have
i 712 +fs Ao —(t1+t371 ) By
wq q
fbmax ( ) QWQ@'Z 16‘5'27:2 ﬁ )ﬁwq(flJrQ)yq (t +t ) nzw(r]JrQ) ’ (39)
s e Qyy e Q,y
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where f, =(d, +d,)(0-1) and T, =(hp,)* ' Y™y g G,

4. Probability of Non-Zero Secrecy Multicast Capacity

The probability of non-zero secrecy multicast capacity for Cell-1 can be defined

as
Pr(Coas > Oy = J. fi ) fr (7,)dy,d, (40)

Substituting the values of f, () and f, (7/.) in Equation (40) and
performing integration, the closed-form analytical expression for the probability

of non-zero secrecy multicast capacity is given by

myAny! k,An,
Pr(Csmcast > O)Celll = K le le ny Q"l Rﬁ’lT MN ‘ n 31 = n, 1+14
Q (3 ) (4 )
]a/'l2 2 (41)
_ mG¢)! N k,,6, ¢3'+ my;60,0,! _k1292¢74!}
Q™ e Qe
mny! N\ Kyt
where 9 qu OW’ 92 _Z W,
myn k122
A== (n+1)  (m+) My =+ 1y ky =k +ky, @ =g,+ny,
Q4 Hy
_ m¥
0, =q,+n;, @;=q,+n,, @, =¢q,+n,, /JzKN—K+Zl’ Hy :ﬁ_(ﬂ+1)’
ki
ki
m —
Hy =§_2_(M+11), n =k (,u+l), ny=o,+p and n, =(a, _llkIZ)'BT
ki

Similarly, the probability of non-zero secrecy multicast capacity for Cell-2 can
be defined as

Pr(Csmcast > O)CEHQ = J.: ﬁ’min (}/l )-“07/ ﬁ’max (}/q )d}/qdj/l (42)

Substituting the values of f, (7)) and f, ( 7q) in Equation (42) and
performing integration, the closed-form analytical expression for the probability

of non-zero secrecy multicast capacity is given by

_w? m,, Gl 1,Gon,
Pr(cé‘mwsf > O)Cellz w sz Rmz Tmz Qez R‘?ZT LQ|: V(’is+l) B V('I4+1)
- wl” 2 2 (43)
_ m,, 8! +t12191(p3!+ My S s %9,
Qe Vet Qe 7 vl(é”“”)
_ _ m w1771 2
where v, =v,+v,, § _ZGIZO—QW,O'I!VF‘ e 4, = 202—00. 'thz az+1 ,
A= i Ly =t +t =g, + =q,+ =g, +
275 ,Vl(mH) V1(”2+1) s Ip =hths @ =q T O =4, T35 @3 =G, T4
qu mwl
Oy =y +1,, V=WO-W+1, vi==—(V+1), v, ==—(L+1,),
qu le
ny=4+p; and 7, :(ﬂ’l _Tltlz)ﬂ4‘
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5. Secure Outage Probability for Multicasting

In the case of Cell-1, the secure outage probability for multicasting can be de-

fined as
1=[) S (7)) {I S (71 d7,}d7,, (44)

where x = e ("7 ang R, st
Substituting the values of f, (7,) and f; (7/].) in Equation (44) and per-

forming the integration the closed-form analytical expression for P, (R,).,,

out (Rsmcast Cell-1 =

denotes the target secrecy multicast rate.

is given by

my,my;ky, ¢el ku”m,!

F, ﬁ Q Ty +1
ki Skj Hy,

2
out (Rsmmst )Cell-l = K le le Tml Qel Rel T;I ¢’”l

(45)
Ir !
e rml sz ° ¢m1 rm3 °
Ty Fimy +2 Ty +1 ’
my my

R'i ol n, ]ez'lemLavt

_ 2Romeast
where ,um[ =H +,Uze 4 ml Z ZYI—O( JT and
n-Hy
ng—ry+l1

Al (] nl

r, =h+n, and R =-1+ 22 Rsmeast

my

RVZ \‘zn'lezRS
—, Ly =h+n, I, =n+n, r, =n+n,

my m m

Similarly, in the case of Cell-2, the secure outage probability for multicasting

can be defined as

P, (R

out smcast Cell 2

=], o () {I S (71) dy,}dyq, (46)

Substituting the values of f, (7,) and f, (}/q) in Equation (46) and
performing integration, the closed-form analytical expression for the secure

outage probability for multicasting is given by

t
. w ¢ez 12 mz
Pw” (Rxmwst )Cell-Z - Q sz Rmz T:nz Q€2 R€2 T€2¢ m ﬁ ﬁ o+l
wi= Zwq e,
(47)
¢e2 rel !rez ! ¢m2 4’
+—=—2 )
Ty Hrey +2 +1
e e,
e YR 4ple 2&1Rgmeast
_ 2Rgmcast = 3 é ! 77—
Where ’u"t - V] + VQe > ¢m2 - £ =0 ZEI —O(SIJ 8 | V’73 &+l and

R“:Z —& 774[62€2Rsmm:1
4 ° — —
T —gl“r‘nl, r2—82+771,

—&y+1 e e

&
_ 4 & 2

¢52 - £,=0 ZXZ—O[S j
2

n,=&+n, and 1, =& +11,.

e e,

11,74
&'

6. Numerical Results

In the case of Cell-1, Figure 2 shows the probability of non-zero secrecy multi-
cast capacity, Pr(C >0), as a function of the average SINR of the multicast

smcast
channel for selected values of M and N. This figure describes the effects
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Pr ( Cs mcast > 0)

0.5 - .
04 y; /- —_ M=4 (Alnalytlc.al)
R —o— M =4 (Simulation)
0.3 / . / — = M =5 (Analytical)
0.2 / — .« N =3 (Analytical)
0.1 . = * N =6 (Analytical)
o LL
7 12 17 22 27

Average SINR of Multicast Channel (dB)

Figure 2. Effect of the number of multicast user, A4 and eavesdropper, N, for Cell-1 on
the Pr(C > 0) for N=2 and M =5, respectively, with K =4, n,o=n, = 6,
m=15, p,=p,=05, [, =1 watt, [, =3 wattand w,=-5dB.

smeast

of Mand Non the Pr (mes,
see that the Pr(C

smcast

cated by the solid line) to 5 (indicated by the dash line) keeping the value of N
equal to 2. Similarly, the Pr(C

smcast

>0) for selected values of system parameters. We

> O) decreases, if the values of M increases from 4 (indi-

> O) also decreases, if the values of N in-
creases from 3 (indicated by the long dash dot-dot line) to 6 (indicated by the
long dash dot line) keeping the value of M equal to 6. Hence, it can be concluded
that the Pr(C

smcast

>0) decreases with A and N. This is because, the increasing
in M, the bandwidth of each user decreases which causes decreasing in the
secrecy multicast capacity. Moreover, the increasing in N, the probability of ea-
>0). Finally,

matching between the simulation and analytical results justifies the validity of

vesdropping increases which causes the decreasing in Pr(C

smcast

derived expression.
The Pr(C

smcast

>0) is shown in Figure 3 as a function of the average SINR
of the multicast channel for selected values of m and K. This figure describes the
effects of mand Kon the Pr(C,,.,,
ters. We see that the Pr(C,,.,,

1.8 (indicated by the dash line) to 2.5 (indicated by the solid line) keeping the
value of Kequal to 2. Pr(C,,..,
4 (indicated by the long dash dot line) to 6 (indicated by the long dash dot-dot
line) keeping the value of m equal to 1.8. Hence, it can be concluded that the
Pr(C

smcast

>0) for selected values of system parame-

> 0) decreases if the values of m increases from

> O) increases if the values of K increases from

>0) increases with K and but decreases with m. This is because, the
increasing in K provides additional diversity which enhances the secrecy multi-
cast capacity and the increasing in m reduces the SINR which degrades the
secrecy multicast capacity.

Figure 4 shows Pr(C

smcast

>0) as a function of the average SINR of the mul-
ticast channel for selected values of p,, , n, and n, . This figure describes the

effects of p, , n, and n, on the Pr(C >0) for selected values of

smcast
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1
-
0.9 ya
- /
08 / /, , Effect of m
: . /
: Effect of K
0.7 / ./ //
. / /
© 0.6 / ; /I
A / / !
;05 S /
: ]
e / / !
o 04 : ]
I !
0.3 : | !
/ . I — m=25 (Analytical)
0.2 i / ,' -~ m =25 (Simulation)
_/ I. h - — m=1.8(Analytical)
0.1 . . 'l =+ K =4 (Analytical)
| | k — ++ K =6 (Analytical)
0 .
7 22 27

12 17
Average SINR of Multicast Channel (dB)

Figure 3. Effect of the fading parameter, m, and the number of relays, K; for Cell-1 on the
Pr(C >0) for K=2 and m=1.8, respectively, with M =5, N=4,
n.=n,=6, p, =p, =05, [ =1 watt, [, =3 wattand w,=-5dB.

smcast

1
0.9
0.8
0.7
)
A 0.6
7]
3
g 05
8
Z 04
o Effect of n,; and ng,
0.3 Effect of p; )
= = = ng=3,p=0.55 n,= 10 (Analytical)
. — = = Ng=2, p=0.55, ny=10(Analytical)
0.2 . &/Effect of n,y,ng; and pyy, p,,:, =0.65,n,,= na11=10 (Analytical)
/' / ; —— Pr1 =055 ,n,y=ngy= 10 (Analytical)
0.1 ) « X Pm1 = 0.55,n,y=Ngy= 10 (Simulation)
) N . Ny=12,p,,=0.55,n,,=10(Analytical)
5 / / — . = Ny=14, p,;=0.55,n,,=10(Analytical)
10 15 20 25 30 35

Average SINR of Multicast Channel (dB)

Figure 4. Effect of the correlation coefficient, p,

m

, and the number of receiving antennas
>0)
for n =n, =10 and P =0.55, respectively, with M =5, N=4, K=2, m=1.5,
Im| =1 watt, 181 =1 wattand w,=-5dB.

at the multicast users, n, and the eavesdropper, n, for Cell-1 on the Pr(C

smeast
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system parameters. It is observed that the Pr(C. >0) decreases if the values

smcast

of p, increases from 0.55 (indicated by the solid with asterisk line) to 0.65
(indicated by the solid line) with n, =n, =10.The Pr(C

smcast

>0) increases if
the values of 7, increases from 12 (indicated by the long dash dot line) to 14
(indicated by the long dash dot-dot line) with p=0.55. The Pr(C,,., >0)
decreases if the values of n, increases from 2 (indicated by the dash line) to 3

(indicated by the dash-dot line) with p, =0.55 and n, =10. In conclusion,

Pr(C, >0) increases with n, and decreases with p, and 7, as one
expects.
The Pr(C,,., >0) is shown in Figure 5 as a function of the average SINR

of the multicast channel for selected values of ®,, I, ,and I, . This figure il-
lustrates the effects of w,, I, , and I, on the Pr(C >0) for selected

smcast
values of system parameters. It is observed that the Pr(C >0) increases, if

smcast
the values of /, increases from 2 watt (indicated by the long dash dot line) to 3
watt (indicated by the long dash dot-dot line) keeping the value of 7/, and @,
>0) also de-

creases, if the values of /, increases from 4 watt (indicated by the dash dot

equal to 1 watt and -5 dB, respectively. Similarly, the Pr(C,,.,,
line) to 6 watt (indicated by the dash line) keeping the value of @, and Iel

equal to —5 dB and 1 watt, respectively. Moreover, the Pr(C > O) decreas-

smcast
es, if the values of @, increases from —10 dB (indicated by the solid line) to =7
dB (indicated by the solid line with asterisk) keeping the value of 7, and I,

equal to 1 watt and 3 watt, respectively. Hence, it can be concluded that the

1
0.9
0.8 Effect of I,
0.7
Effect of w,
S 06
A
% 05 Effect of I
o /
— 04 =6 (Analytical)
o -y == Im1 =4 (Analytical)
03 ! | —— we=-10 dB (Analytical)
0.2 / I I —— we=-7 dB (Analytical)
' . A We =-7 dB (Simulation)
0.1 / ; — .. let =2 (Analytical)
- le1 =3 (Analytical)
0 ] L
5 10 30 35

15 20 25
Average SINR of Multicast Channel (dB)

Figure 5. Effect of the SINR of evesdropper channel, ®,, and the effect of interference at

the multicast users, ]m1 , and the effect of interference at the eavesdropper, I o created

e

from Cell-2 on the Pr(C,,,, >0) for I, =1 wattand I, =3 watt, ®,=-5dB and

1@1 =3 watt, and o, = -5dB and Im1 =1 watt, respectively, with M =5, N=4,
P =05, K=2, n =n, =10 and m=1.5.
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Pr(C, s >0) increases with I, and decreases with @, and [, . This is

because, the interference at the eavesdropper channel and the degradation of
SINR in the eavesdropper channel degrades the capacity of eavesdropper chan-
nel which causes the improvement in the secrecy capacity for multicasting and
interference at the multicast channel also degrades the capacity of multicast

channels which degrades the secrecy capacity for multicasting.

out smcast ) >

Figure 6 shows the secure outage probability for multicasting, P, (R
as a function of the average SINR of the multicast channel for selected values of
M and N. This figure describes the effects of A/ and Non the P, (R

out

smeast ) for

selected values of system parameters. We see that the P, (R, ) increases, if

out smcast
the values of M increases from 4 (indicated by the solid line) to 8 (indicated by
(R

the dash line) keeping the value of Nequal to 2. Similarly, the P, (R, ) also

out
increases, if the values of Nincreases from 3 (indicated by the long dash dot-dot
line) to 4 (indicated by the long dash dot line) keeping the value of M equal to 6.
Hence, it can be concluded that the P, (R, ) increases with A/ and N. This
is because, the increasing in A, the bandwidth of each user decreases and the in-
creasing in N, the probability of eavesdropping increases which increases the
probability of outage.

The R)ut (Rsmcast)
the multicast channel for selected values of m and K. This figure describes the
effects of mand Kon the P, (R
We see that the P, (R, ) increases if the values of m increases from 1.8 (in-
dicated by the solid line) to 2.5 (indicated by the dash line) keeping the value of
Kequal to 2. P, (R, ..

cated by the long dash dot-dot line) to 6 (indicated by the long dash dot line)

is shown in Figure 7 as a function of the average SINR of

meast ) fOT selected values of system parameters.

) decreases if the values of K increases from 4 (indi-

keeping the value of m equal to 1.8. Hence, it can be concluded that the

1
0.9
0.8

0.5 —— M=4 (Analytical)
5 0.4 —o— M =4 (Simulation)
203 - = M =28 (Analytical)
0.2 — - - N =3 (Analytical)
0.1 — - N =4 (Analytical)
0
0 20

5 10 15
Average SINR of Multicast Channel (dB)

Figure 6. Effect of the number of multicast user, M, and eavesdropper, N, for Cell-1 on
the P (R,.,) for N=2 and M =6, respectively, with K =2, n.=n, =2,

out

m=1, p

m

=p, =05, [, =1 watt, [, =3 wattand w,=-5dB.
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Effects of K

’% 0.6
g Effects of m
o 0.5
304 A
03 ‘\ \\ — m=1.8 (Analytical)
' v\ =+~ m = 1.8 (Simulation)
0.2 ‘o \ — — m=25(Analytical)
\- — - K =6 (Analytical)
O:d — .+ K =4 (Analytical)
0
2 17

7 12
Average SINR of Multicast Channel (dB)

Figure 7. Effect of the fading parameter, m, and the number of relays, X; for Cell-1 on the
P, (R,..) for K=2 and m=1.8, respectively, with M =5, N=2, n,=n, =2,
Pn=p,=05, I, =1 watt, [, =3 wattand w,=-5dB.

Pout (R

Smm) decreases with K'and increases with 2 as one expects.
Figure 8 shows P, (R

out smcast )

as a function of the average SINR of the multi-
cast channel for selected values of p, , n, and n, . This figure describes the

effects of p, , n, and n, onthe P, (R

out smcast )

for selected values of system
parameters. It is observed that the P, (R

out

Smmt) increases if the values of p,,

increases from 0.50 (indicated by the solid with square line) to 0.60 (indicated by
the solid line) with n, =n, =10. The P, (R

out smcast )

decreases if the values of
n, increases from 2 (indicated by the long dash dot line) to 3 (indicated by the
long dash dot-dot line) with p=0.50. The P, (R_Wm)

of n, increases from 2 (indicated by the dash line) to 3 (indicated by the dash-dot
line) with p, =0.50 and n, =2.In conclusion, F, (R

out

increases if the values

omeast ) decreases with

n, and increases with p, and n, .

i
The P (Rsmcast )

out

is shown in Figure 9 as a function of the average SINR of
the multicast channel for selected values of 7, ,and [, . This figure illustrates
the effects of /, , and I, on the P, (R pews ) - It is observed that the
P, (R

out

Smm) decreases, if the values of /, increases from 3 watt (indicated by

the long dash dot line) to 6 watt (indicated by the long dash dot-dot line) keep-
ing the value of /, =2 watt and @, =-5dB, respectively. Similarly, the
P, (R

out

Smm) also increases, if the values of /, increases from 4 watt (indi-

cated by the dash line) to 6 watt (indicated by the dash dot line) keeping the val-
ue of @, and I, equal to -5 dB and 1 watt, respectively. Moreover, the
P, (R

out smcast )

the solid line) to —7 dB (indicated by the solid line with asterisk) keeping the

increases, if the values of @, increases from —10 dB (indicated by

value of 7/, and [, equal to 2 watt and 1 watt, respectively. Hence, it can be
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Effect of p,,

Effect of n,

’T:é 0.6 _\_\"\ Effect of n, , ngy and py
- \\n

S 05 : -\‘\".

o’ -\ — = Ny =2,ng; =3, pn =0.50 (Analytical)
04 : _‘\'\. — = =n, =2,ny =2, Py =0.50 (Analytical)
05 AL — -+ ny =2 (Analytica)

.\‘\‘.\ — - n, =3 (Analytical)
0.2 "\ ——— P, =0.60,n, =N, =5 (Analytical)
o1 ) .— Pm1 =0.50, n,y =ng, =5 (Analytical)
Pm1 =0.50, n,; = ngy =5 (Simulation)
0
0 5 10 15 20 25 30

Average SINR of Multicast Channel (dB)

Figure 8. Effect of the correlation coefficient, p,, , and the number of receiving antennas

at the multicast users, », , and the eavesdropper, n, , for Cell-1 on the P, (R, ) for
n,=n, = 2 and Py = 0.55, respectively, with M =5, N=4, K=2, m=15,
I, =1 watt, [, =1 wattand w,=-5dB.
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Figure 9. Effect of the SINR of evesdropper channel, ®,, and the effect of interference at
the multicast users, /, , and the effect of interference at the eavesdropper, /, , created
from Cell-2 on the P, (R,,,,) for I, =1 wattand I, =3 watt, w,=-5dB and

I, =3 watt,and @, =-5dB and [, =1 watt, respectively, with M =5, N=4,

P, =05, K=2, n =n,=10 and m=15.
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out

concluded that the P, (R decreases with /, and increases with @,

smcast )

and [, asone expects.
The P, (R

out smcast )

for Cell-2 is shown in Figure 10 as a function of the aver-
age SINR of the multicast channel for selected values of @,, I, ,and I, . This
(R

smcust) fOr se-

figure illustrates the effects of ®,, I, , and [, on the F,,
lected values of system parameters. It is observed that the P, (R, ) de-
creases, if the values of /, increases from 3 watt (indicated by the long dash
dot line) to 10 watt (indicated by the long dash dot-dot line) keeping the value of

I, =2 wattand o, =-5dB, respectively. The P, (R
2 2

m out smcast )

increases, if the
values of Im2 increases from 2 watt (indicated by the dash line) to 10 watt (in-
dicated by the solid line) keeping the value of 7, equal to 1 watt. This is be-
cause, interference at the eavesdropper of Cell-2 increases the secrecy multicast
capacity and interference at the multicast users decreases the secrecy multicast
capacity, and the increase in secrecy multicast capacity causes a reduction in the
secure outage probability and decrease in secrecy multicast capacity causes an
improvement in the secure outage probability. Hence, it can be concluded that
the P, (R

out smcast )

The P (R

out smcast )

age SINR of the multicast channel for selected values of W, [, and L. This
figure shows that P, (R

out

decreases with /, and increases [, .

for Cell-2 is shown in Figure 11 as a function of the aver-

Smmt) increases with the number of multicast users, Z,

and interference at the multicast users, /, , which means, the secrecy multicast

m
capacity decreases with Z and 7, . But this reduction in secrecy multicast ca-
pacity can be minimized by increasing the number of relays which provides ad-

ditional diversity to the multicast users.

1 4

0.9

n°0.4
Ime =10,l,=1 (Analytical)
0.3 — = =2, l,=1 (Analytical)
02 —— |» =2, I,,=1(Simulation)
. — = :lep =10,1 . =2(Analytical)
o = = == 3, | o= 2(Analytical)
0 s
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Average SINR of Multicast Channel (dB)
Figure 10. Effect of the interference powers of multicast users of Cell-2, 7, , and the

&

interference powers of eavesdropper of Cell-2, /, , generated from Cell-1 on the

P, (R,..) with I, =1 watt, o, =-5dB, W=5, 0=4, p, =05, n_=n,_=10

out e

and m=1.5.
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0.9 Minimization of User Effect
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o 0.5 N —— L=4, W= 4(Analytical)
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Figure 11. Effect of the number of relays of Cell-2, W, on the P, (Rxmm) for selected
values of ]m2 and L with ]ez =1 watt, o, =-5dB, 0=4, P, = 0.5, n,=n, =10
and m=1.5.

Therefore, based on the closed-form analytical expressions for the probability
of non-zero secrecy multicast capacity and the secure outage probability for
multicasting, and from the observations of numerical results, the main findings
of this paper can be summarized as follows: the security in multicasting degrades
with the intensity of fading, the number of multicast users, eavesdroppers and
their antennas, and due to the antenna correlation and interferences at the mul-
ticast users. This problem can be solved by using opportunistic relaying tech-
nique in which K relays compete to transmit their received signals with high
signal-to-noise ratio (SNR) but only the best relay with the highest SNR is al-
lowed to transmit its received signal to the receivers. Although, the zero-forcing
precoding technique is used in the existing literature to mitigate the effect of in-
terference by canceling out the interference power, but the mathematical mod-
eling of this technique is more complex in the case of multi-user multiple-input
multiple-out (MIMO) channel and there is no chance to use the interference
power to enhance the security in multicasting. The opportunistic relaying is
more advantageous than the zero-forcing precoding technique in the sense that,
the mathematical modeling of opportunistic relaying is less complex than ze-
ro-forcing precoding technique and it reduces the effects of interferences pro-
viding additional cooperative diversity gain without canceling out the interfe-
rence power. Hence, there is a chance to use this interference power to enhance
the security in multicasting applying selective and phase-alignment precoding

techniques in the best relay.

7. Conclusion

This paper focuses on the development of an analytical mathematical model to
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ensure the security in wireless multicasting through multicellular network con-
sidering the simultaneous effect of interference and correlation. Based on the
mathematical model and the observations of numerical results, it can be con-
cluded that the degradation of security in multicasting occurs due to the severity
of fading, the effects of correlation and interference and increasing in the num-
ber of multicast users, eavesdroppers and their antennas. This problem of en-
suring perfect secrecy in multicasting can be successfully mitigated by using op-
portunistic relaying technique which is mathematically less complex than other
methods used for interference mitigation and easy to understand. Moreover, it
paves the way of using interference power to improve the security in multicast-
ing by applying selective and phase-alignment precoding techniques in the best

relay.
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