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Abstract 
Deep learning is an effective and useful technique that has been widely ap-
plied in a variety of fields, including computer vision, machine vision, and 
natural language processing. Deepfakes uses deep learning technology to ma-
nipulate images and videos of a person that humans cannot differentiate 
them from the real one. In recent years, many studies have been conducted to 
understand how deepfakes work and many approaches based on deep learn-
ing have been introduced to detect deepfakes videos or images. In this pa-
per, we conduct a comprehensive review of deepfakes creation and detection 
technologies using deep learning approaches. In addition, we give a thorough 
analysis of various technologies and their application in deepfakes detection. 
Our study will be beneficial for researchers in this field as it will cover the re-
cent state-of-art methods that discover deepfakes videos or images in social 
contents. In addition, it will help comparison with the existing works because 
of the detailed description of the latest methods and dataset used in this do-
main. 
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1. Introduction 

With the technology becoming accessible to any user, lots of deepfake videos 
have been spread through social media. Deepfake refers to manipulated digital 
media such as images of videos where the image or video of a person is replaced 
with another person’s likeness. In fact, deepfake is one of the increasingly serious 
issues in modern society. Deepfake has been frequently used to swipe faces of 
popular Hollywood celebrities over porn images videos deepfake was also used 
to produce misleading information and rumors for politicians [1] [2] [3]. In 
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2018, a fake video for Barack Obama was created to putting words he never ut-
tered [4]. In addition, In the US 2020 election, deepfakes have already been used 
to manipulate Joe Biden videos showing his tongue out. These harmful uses of 
deepfakes can have a serious impact on our society and can also result in 
spreading miss leading information, especially on social media. 

Generative adversarial networks (GANs) [5] are generative and sophisticated 
deep learning technologies that can be applied to generate fake images and vid-
eos that hard for a human to identify from the true ones. Those models are used 
to train on a data set and then create fake images and videos. This kind of deep-
fake model requires a large set of training data for those deepfake media. The 
larger data set, the more believable and realistic images and videos can be created 
by the model. In fact, the large availability of presidents and Hollywood celebri-
ty’s videos on social media can help individuals to produce realistic fake news 
and rumors that can bring a serious impact on our society. 

Recent studies show that deepfake video and images have become heavily cir-
culated through social channels. Detection of deepfake videos and images, there-
fore, has become increasingly critical and important. To encourage researchers, 
many organizations such as United States Defense Advanced Research Projects 
Agency (DARPA), Facebook Inc and Google launched a research initiative in 
attempting the detection and prevention of deepfake [6] [7]. As a result, many 
deep learning approaches such as long short-term memory (LSTM), recurrent 
neural network (RNN) and even the hybrid approaches has been proposed to in 
order to detect deepfakes images and videos and to bring up more research over 
this field [8] [9] [10] [11]. The current studies show that deep neural networks 
made a remarkable result in terms of detecting fake news and rumors in social 
media posts. 

This work primarily focuses on providing a comprehensive study for deepfake 
detection using deep-learning methods such as Recurrent Neural Network 
(RNN), Convolutional Neural Network (CNN), and Long short-term memory 
(LSTM). This survey will be useful and beneficial for researchers in this field as it 
will give: 1) details summary of the current research studies; 2) datasets used in 
this field; 3) the limitations of the current approaches and insights of future 
work. The contributions of our survey are summarized as follows. 
 This is the first review that covers the current deep learning methods for 

deepfake detection and discusses their limitations.  
 In this survey, we also cover all the challenges that are faced by the research-

ers in this area and provide an outlook of future directions. 
 In this review, we summarize and present available annotated datasets that 

are used in this field. 
The rest of the article is structured as follows: Section 2 summaries the related 

work, Section 3 contains deepfake Creation and deep learning Detection Tech-
niques, Section 4 contains the public available dataset used in the Deepfake field, 
the challenges and the open issues are discussed in Section 5, Section 6 concludes 
the research. 

https://doi.org/10.4236/jcc.2021.95003


A. M. Almars 
 

 

DOI: 10.4236/jcc.2021.95003 22 Journal of Computer and Communications 
 

2. Related Work 
2.1. Basics of Artificial Neural Networks (ANNs) 

The basic concept of Artificial Neural Networks (ANNs) is partially inspired by 
how the human brain functions. Figure 1 shows artificial neural networks ar-
chitecture. Neural networks are multi layers networks that consist of a single 
input layer, one or multi hidden layers and one output layers. The input to neur-
al networks is a set of input values [12]. The goal of neural networks is to predict 
and classify those values into predefined categories. 

The first layer in neural network is the input layers which takes input values 
and pass them to the next layer [13]. In our example, the input values are x1, x2, 
x3 and x4. The second layer is the Hidden layers which a set of connected unites 
called artificial neurons (nodes). The edges that connect the neurons represents 
how all the neurons are interconnected and how can receive and send signals 
through multi layers. Each connection has a weight associated with it which 
represents the connections between two units. In our network, the 1st hidden 
layer consists of 3 neurons and the 2nd layer contains 4 neurons. Each neuron 
receives number of inputs from previous layer and a bias value. A bias value is 
an extra value which equal to 1. If a neuron has n inputs, it should have n weight 
values which can be represented by the following learning formula (Equations 
(1) and (2)):  

1 1 2 2 3 3 1n nz x w x w x w x w b= + + + + + ∗�                 (1) 

1 n nnz x w b
=

= +∑                         (2) 

The third layer is the output layer which reads the output from previous layer 
and predicts the output values y1, y2 and y3. The goal of the learning and pre-
dicting process is to adjust the connection weights between those units to reduce 
the error and predict the output values. Activation functions are used in neural 
network to determine the output values 

1 n nnz x w b
=

= +∑  of the model. Acti-
vation function aims to normalize the values into a smaller range. Equations (3), 
(4) and (5) are the most common activation functions used in neural network. 
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Figure 1. Artificial neural networks architecture. 
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Sigmoid function Equation (3) is a widely used function that squashes values 
between a range [0, 1]. The tanh function Equation (4) is zero-centered which 
means it outputs values between [−1, 1] instead of [0, 1]. The rectified linear 
function (ReLU) Equation (5) is non-linear function that outputs the values di-
rectly if positives, otherwise, it will outputs zero. Compared with the other func-
tion’s methods, ReLU has become the defuel activation function for many ap-
plications of neural networks as it easy to compute and fast to train. 

To predict the input values of neural networks, the input values should be 
faded in a forward direction. This process of feeding inputs in this way is called 
Forward propagation. Thus, each hidden layer in neural network reads the in-
puts from previous layer, processes it thought the activation function and finally 
predicts the output values. Back propagation is a back forward process which 
aims at optimizing the weights to make sure that the neural network can cor-
rectly predict the outputs. To achieve this, stochastic gradient descent is used to 
reduce the error cost. 

2.2. Deep Learning 

Deep learning is a machine learning method based on the same idea of neural 
network [13] [14]. In deep learning, the word deep indicates the use of multiple 
hidden layers in the network. Inspired by artificial networks, the deep learning 
architecture uses an unbounded number of hidden layers of bounded size to ex-
tract higher information from raw input data. The number of hidden layers is 
determined based on the complexity of the training data [6]. More complex data 
requires more hidden layers to effectively produce the correct results. In recent 
years, deep learning has been used successfully in a variety of areas, including 
computer vision, audio processing, automatic translation, and natural language 
processing. Applying deep learning in these fields provides state-of-art results 
compared with the machine learning approaches. Deep learning also has shown 
promising results in deepfake detection. In literature, several techniques based 
on deep learning have been proposed including: 1) convolutional neural network 
(CNN); 2) recurrent neural network (RNN); 3) long short-term memory 
(LSTM). In the following sections, we briefly describe these techniques and then 
explain its implementation on deepfake discovery. 

2.2.1. Convolutional Neural Network (CNN) 
A convolutional neural network (CNN) is the most commonly used deep neural 
network model. CNN, like neural networks, has an input and output layer, as 
well as one or more hidden layers. In CNN [15], the hidden layers first read the 
inputs from the first layer and then apply a convolution mathematical operation 
on the input values. Here, convolution indicates a matrix multiplication or other 
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dot product. After applying matrix multiplication, CNN uses the nonlinearity 
activation function such as Rectified Linear Unit (RELU) followed by additional 
convolutions such as pooling layers. The main goal of pooling layers is to reduce 
the dimensionality of the data by computing the outputs utilizing functions such 
as maximum pooling or average pooling. 

2.2.2. Recurrent Neural Network (RNN) 
Recurrent Neural Network (RNN) is another application of artificial neural 
network which is capable to learn features from sequence data [16]. Similar to 
neural networks, RNN is made up of several invisible layers, each of which has a 
weight and a bias. In RNN, the relations between nodes in a direct cycle graph 
that run in sequential order. One advantage of RRN is that it allows discovering 
temporal dynamic behavior. Compared with feed forward networks (FFN), RNN 
use an internal memory to store the sequences information from previous in-
puts, which makes it useful in a variety of areas, including natural language analy-
sis and speech recognition. RNN can handle a temporal sequence by introducing 
a recurrent hidden state which captures dependencies of different time scales 
[17].  

2.2.3. Long Short-Term Memory (LSTM) 
LSTM [18] [19] is a type of artificial recurrent neural network (RNN) that han-
dles long-term dependencies. LSMT contains feedback connections to learn the 
entire sequence of data. LSTM has been applied to many fields that based on 
time series data such as classifying, processing and making predictions. The 
common architecture of LSTM consists of: 1) input gate; 2) forget gate; 3) and 
an output gate. The cell state is long-term memory that remembers values from 
previous intervals and stores them in the LSTM cell. First, the input gate is re-
sponsible of selecting the values that should enter the cell state. The forget gate is 
reasonable of determining which information is to forget by applying a sigmoid 
function, which has a range of [0, 1]. The output gate determines which infor-
mation in the current time should be considered in the next step. 

3. Deepfake Generation and Detection 

Deepfake is a technique that uses the Generative adversarial networks (GANs) 
methods to generate fictitious photographs and videos. In this section, we fist 
give an overview of the current applications and tools to create deepfake image 
and videos. Then, we discuss some deep learning detection techniques to over-
come this issue. 

3.1. Deepfake Generation 

Generative adversarial networks (GANs) are a form of deep neural network that 
has been commonly used to generate deep fake. One advantage of GNAs is that 
it capable to learn from a set of training data set and create a sample of data with 
the same features and characteristics. For example, GANs can be used to swipe a 
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“real” image or the video of a person with that of a “fake” one [1]. The architec-
ture of GANs consists of two neural networks components: an encoder and de-
coder. First, the model uses the encoder to train on a large data set to create fake 
data. Then, the decoder is used to learn the fake data from realistic data. How-
ever, this model requires a large amount data (images and videos) to generate 
realistic-looking faces. Figure 2 shows the GNA architecture. As illustrated in 
the figure, the encoder first receives random inputs seeds to generate a fake 
sample. Those fake samples are used to train the decoder. The decoder is simply 
a binary classifier, and it takes the real samples and fake samples as inputs and 
then, decoder applies a SoftMax function to distinguish the realistic data from 
the fake one.  

Many deepfake applications have already been around for quite a few years. 
FakeApp is the first method that has been used widely for deepfake creation. 
This FakeApp capable of swapping faces on videos using autoencoder-decoder 
pairing structure developed by a Reddit user [20] [21]. Similar to GANs, Fa-
keApp consists of the autoencoder which is used to construct latent features of 
the human face images and, the decoder which is used to re-extract the features 
for the human face images. This simple technique is powerful as it capable to 
produce extremely realistic fake videos that hard for people to differentiate from 
the real one. VGGFace is another is another popular deepfake technique based 
on the generative adversarial network (GAN). The architecture of VGGFace [22] 
is improved by adding two layers called adversarial loss and perceptual lost. 
Those layers is added to autoencoder-decoder capture latent features of face im-
ages such as eye movements in order to produce more believable and realistic 
fake images.  

CycleGAN [23] is a deepfake technique that extracts the characteristics of one 
image and produces another image with the same characteristics via the GAN 
architecture. This method applies cycle loss function that enables them to learn 
the latent features. Dissimilar from FakeApp, CycleGAN is unsupervised me-
thod that can perform image-to-image conversion without using paired exam-
ples. On other words, the model learns the features of a collection of images 
from the source and target that do not need to be related to each other’s. 
 

 

Figure 2. GNA architecture. 
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3.2. Deepfake Detection 

Deep learning has achieved great success in deepfake detection. In this subsec-
tion below, we first discuss the Image Detection models using deep learning 
technologies and then Video Detection models are presented. 

3.2.1. Image Detection Models 
Different methods have been proposed to detect the GAN generated images us-
ing deep networks. Tariq et al. [24] suggested neural network-based methods for 
detecting fake GAN videos. This method employs pre-processing techniques to 
analyses the statistical features of image and enhances the detection of fake face 
image created by humans [25]. Nhu et al. [26] also introduces another approach 
based on a deep convolutional neural network for detecting fake image generat-
ed by GANs. The model firsts use a deep learning network to extract face fea-
tures based on face recognition networks. Then, a fine-tuning step is used to 
make face features suitable for real/fake image detection. These methods pro-
duce good results from the contest validation data. 

However, the majority of previous research ignores the critical issue of the fo-
rensics model’s generalization capabilities. On other words, they use the same 
type of dataset to train and test their models. To tackle this problem, Xuan et al. 
[27] introduces a forensics convolutional neural network (CNN) that applies two 
image preprocessing steps to detect fake human images: Gaussian Blur and 
Gaussian Noise. The idea behind this model is to use preprocessing steps to neg-
lect low level high frequency clues artifact in GAN images and improve high 
frequency pixel noise in low level pixel statistics. This enables the forensic clas-
sifier to learn more meaningful characteristics of real and false images, allowing 
it to better distinguish between real and fake image faces. The findings of the 
experiment reveal that the model can detect false images.  

In addition to the traditional deepfake detection models, a hybrid approach 
was introduced to effectively detect the fake images [28] [29] [30]. Zhou et al. 
[29] for example proposed a two-stream network for detecting face tampering 
(see Figure 3). The face classification stream is used on GoogleNet [31] to train 
the model on tampered and authentic images. Then, the patch triplet stream is 
used to analysis features using steganalysis feature extractor and captures low  
 

 

Figure 3. Two-stream neural networks. 
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level camera characteristics and local noise residuals. The experimental results 
show that this approach can learn both fake and real images. Another hybrid 
approach was introduced which use a pairwise-learning for deepfake image de-
tection [30]. The approach first uses GANs to create and generate a fake image. 
Then, on the popular fake feature network (CFFN) generated by GANs, a pair-
wise-learning model is used to capture the discriminant information between the 
fake image and the real image. The evaluation results show that this approach 
can overcome the shortcomings of the existing state-of-the-art fake image de-
tectors. 

3.2.2. Video Detection Models 
For the last years, deep learning methods have been successfully applied for fake 
image detection. However, the current deep learning methods for image cannot 
be directly applied for fake videos detection due to the availability of significant 
loss of frame information after video compression [32] [33]. In the subsection 
below, we have divided the related work in deepfake video detection into two main 
categories: biological singles analysis and spatial and temporal features analysis. 

1) Biological Singles Analysis  
Yuezun Li [34] presented a new approach based on natural network to detect 

Fake Face Videos. Compared with the previous work, this method considers eye 
blinking to detect fake videos, which is an important physical feature that can be 
used to distinguish the fake videos. To achieve that, this method uses a convolu-
tional neural network (CNN) with a recursive neural network (RNN) to discover 
the physiological signals such eye movement and blinking. Then, the model uses 
a binary classifier to detect the close and open eyes state. This approach is tested 
with a dataset called eye-blinking crawled from the internet. The eye-blinking 
datasets is the first available dataset which specially designed for the eye-blinking 
detection. The experiment’s results demonstrate the efficacy of the suggested ap-
proach in detecting false images. 

Other biological signals such as heartbeat have been shown to be a reliable 
predictor for real video. Ciftci et al. [35] for example has designed a Generative 
Adversarial Network (GAN) based model that can detect the deepfake video 
source by analyzing the “heartbeat” of deep fakes. The proposed model starts by 
having several detector networks where the input to this model is the real video. 
Then, the pair of the realistic video and fake videos is assigned to another layer 
called registration, which extracts facial regions of interest (ROI) and the biolog-
ical signals to create PPG cells. Here, PPG cells are spatiotemporal windows 
which contains multiple faces extracted using a face detector. The last layer is 
responsible for classifying the video as fake or real. The authors used several 
publicly available datasets to test their model. The result shows the models ac-
tives an accuracy of 97.3% in deepfake detection.  

Prior research has shown that, in addition to biological signals, there is a close 
relationship between various audio-visual modalities of the same sample [36] 
[37] [38] [39] [40]. Mittal et al. [41] developed a deep learning framework for 

https://doi.org/10.4236/jcc.2021.95003


A. M. Almars 
 

 

DOI: 10.4236/jcc.2021.95003 28 Journal of Computer and Communications 
 

detecting deepfake in multimedia materials. The primary goal of this model is to 
comprehend and examine the interaction of the audio (speech) and video (visu-
al) modalities. To achieve that, the model uses a Siamese network-based archi-
tecture to simultaneously extract the speech and face modalities. To discriminate 
real and fake videos, the vectors representation for the video and audio of the 
sample are extracted using two modality embedding networks: OpenFace and 
pyAudioAnalysis respectively. Finally, a triplet loss function is used to calculate 
the similarity and identify the fake video and the real one. This approach is 
tested on two deepfake identification benchmark datasets, DeepfakeTIMIT da-
taset [42], and DFDC [43]. The models yield an accuracy of 96.6 percent on 
DF-TIMIT datasets and 84.4 percent on DFDC datasets, respectively. 

2) Spatial and Temporal Features Analysis 
Most current deepfake detection methods only use a single video frames [44]. 

In fact, video manipulation can be carried out on multiple frame-level features. 
Recently, many researches have shown that analyzing the temporal sequence be-
tween frames can successfully help to discriminate the real video or the fake one. 
In this paper [8], the authors introduced a temporally-aware model to detect 
deepfake videos. The model first employs a convolutional neural network (CNN) 
for frame features extraction. Afterwards, these features are passed to LSTM 
layer to analysis a temporal sequence for face manipulation between frames. Fi-
nally, a softmax function is used to classify the video as either real or fake. Fig-
ure 4 illustrates the architecture of the model. For the evaluation, a collection of 
600 videos was collected from multiple websites. The experimental results show 
the effectiveness of this model for deepfake video detection.  

Based on the previous version of Cycle-GAN [45], Bansal et al. [46] intro-
duced a new approach called, Recycle-GAN, which uses conditional generative 
adversarial networks to merge spatial and temporal data. The evaluation results 
show that combining the spatial and temporal constraints can produce an effec-
tive output. Furthermore, Sabir et al. [47] also propose a new approach based on 
recurrent convolutional network. The approach consists of two analysis stages: 
face processing stage followed by face manipulation detection. In the processing, 
face cropping and alignment is extracted using Spatial Transformer Network 
(STN). Then, the output from the previous stages is passed for face manipulation 
detection using the recurrent convolutional network, where the temporal infor-
mation across frames is analyzed. See Figure 5. The approach is evaluated in a  
 

 

Figure 4. Convolutional neural network for spatial and temporal features analysis. 
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Figure 5. The proposed method is a two-step process. The first step is for face detection, 
cropping and alignment. The second step is for manipulation detection. 
 
public available dataset FaceForensics++ [48]. The result shows state-of-the-art 
performance compared with the existing models. 

4. Available Public Dataset 

In this section, we present seven public datasets used for deepfake detection 
namely: 1) FFHQ; 2) 100K-Faces; 3) DFFD; 4) CASIA-WebFace; 5) VGGFace2 
and (6) The eye-blinking dataset; 7) DeepfakeTIMIT. Table 1 contains informa-
tion about these datasets, including download links. 

4.1. Flickr-Faces-HQ, FFHQ 

Karras et al. [49] introduced a dataset for human faces (Flickr-Faces-HQ, FFHQ). 
The dataset FFHQ contains a collection of 70,000 face images with a high-quality 
resolution generated by generative adversarial networks (GAN). The images were 
collected from Flicker platform and contain images with a variety of accessories 
such as eyeglasses, sunglasses, hats, etc. According to author, a pre-processing step 
was done in the dataset to prune the set, and remove noises from photos.  

4.2. 100K-Faces 

100K-Faces [50] is a well-known publicly available dataset which includes 100,000 
unique human images generated using StyleGAN [49]. StyleGAN was applied on 
a large dataset consists of more than 29,000 images gathered from 69 different 
models, generating photos with a flat background. 

4.3. Fake Face Dataset (DFFD) 

Recently, another dataset called Diverse Fake Face Dataset (DFFD) was intro-
duced by Dang et al. [51]. DFFD contains 100,000 and 200,000 fake images gen-
erated by adopting respective state-of-the-art methods (ProGAN and StyleGAN 
models). The dataset includes approximately 47.7 percent male photographs, 52.3 
percent female images, and most of the samples range in age from 21 to 50 years 
old. 

4.4. CASIA-WebFace 

Dong et al. [52] presented a database called CASIA-WebFace that includes about  
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Table 1. Available public dataset. 

Dataset Type Link 

FFHQ Images https://github.com/NVlabs/stylegan  

100K-Faces Images https://generated.photos/ 

DFFD Images https://github.com/NVlabs/ffhq-dataset  

CASIA-WebFace Images https://paperswithcode.com/dataset/casia-webface  

 VGGFace2 Videos https://www.tensorflow.org/datasets/catalog/vgg_face2  

The Eye-Blinking Videos http://www.cs.albany.edu/%E2%88%BClsw/downloads.html  

DeepfakeTIMIT Videos https://www.idiap.ch/en/dataset/deepfaketimit  

 
10,000 subjects and 500,000 images. This dataset was first crawled from IMDB 
website which contains 10,575 of a well-known actors and actresses of IMDB. 
Then the photos of those celebrities are extracted using clustering methods. 

4.5. VGGFace2 

A large-scale face dataset called VGGFace2 was introduced by Cao et al. [53]. 
This database contains over three million face photographs from over nine 
thousand different subjects, with an average of more than 300 images per sub-
ject. Images were gathered from the Google engine which has a wide range of 
information such as ethnicity, illumination, age, and occupation (e.g., actors, 
athletes, and politicians). 

4.6. The Eye-Blinking Dataset 

The current available dataset has not been designed to deal with the eye-blinking 
detection. Li et al. [34] released the eye-blinking datasets which specially de-
signed for this purpose. This dataset consists of 50 interviews and videos for 
each person for each person that lasts approximate thirty seconds with one eye 
blinking happened at least one time. Using their own tools, the author then tags 
the left and right eye states for each video clip. The details and description of the 
dataset is available at http://www.cs.albany.edu/%E2%88%BClsw/downloads.html  . 

4.7. DeepfakeTIMIT 

DeepfakeTIMIT is a dataset of videos released by Korshunov et al. [42] using 
the database contains a collection of swapped faces videos generated using the 
GAN-based approach. The dataset was produced with a lower quality model 
with 64 × 64 size and a higher quality model with 128 × 128 input/output size. 
Each non-real video collection contains 32 subjects. The author created ten ficti-
tious videos for each subject.  

5. Challenges and Open Issues 

The massive availability of applications and tools that create deepfake images 
and videos lead to large numbers of deepfake images and videos generated every 
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day. It has become a great challenge for academic researchers when studying and 
analyzing deepfake images and videos. One of the most important challenges 
facing the researchers is the lack of high-quality dataset. The current deep learning 
methods are facing a scalability issue. On other words, the deepfake methods 
uses fragmented data sets [32] to detect face swapping. However, applying their 
models in large scale datasets may produce unacceptable results. Another chal-
lenge the researchers should consider is the scalability issue. Second, the future 
studies require focusing on providing more robust and scalable models that can 
be applicable to any large and high-quality datasets. In addition to the previous 
challenges, it’s well-known that deep learning models often require large dataset 
for the training step in order to produce good results, which, regrettably, are not 
freely accessible or need permission from social media providers. Fourth, the 
rapid development of deepfake GAN models can also bring a new challenge 
where unseen types of generated images and video may not be discovered by the 
current deep learning models. Hence, all these challenges discussed above can 
show the great demand to develop robust and scalable deep learning models to 
detect the fake images and videos. 

6. Conclusion and Future Directions 

Deepfake had become popular due to the massive availability of images and 
videos in social contents. This is particularly important nowadays because the 
tools for making deepfakes are becoming more accessible, and social media sites 
will easily allowing people to distribute and share such fake contents. Deep learn-
ing methods have received a lot of interest in a variety of areas. Recently, various 
deep learning-based methods have been proposed to address this issue and suc-
cessfully detect fake images and videos. In this paper, we first discuss the current 
applications and tools that have been widely used to create fake images and vid-
eos. Then, we have reviewed current deepfake methods and divided them in this 
paper into two major techniques: image detection techniques and video detec-
tion techniques. We provided a detailed description of the current deepfake me-
thods in terms of architecture, tool and performance. We also highlighted the 
publicly accessible datasets used by the science community, categorizing them by 
dataset sort, source, and method. Finally, we have also discussed the current chal-
lenges and provide insights into future research on deepfake detection using deep 
learning. 

Although deep learning has shown a remarkable performance in deepfakes 
detection, the quality of deepfake has been increasing. Hence, the current deep 
learning methods need to improve as well to successfully identify fake videos 
and images. In addition, for the current deep learning methods, there is not a 
clear method to know the number of layers needed and which architecture is 
appropriate for deepfake detection. Another area of investigation is the incorpo-
ration of identification of deepfake detection methods into social media platform 
in order to improve their effectiveness in coping with the pervasive effects of 
deepfakes and reduce its impacts. 
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