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Abstract

Banks and other financial institutions handle sensitive records regarding
people, trusts, and corporations. Money, as a sensitive and useful commodity,
makes financial organizations valuable and prone to criminal elements.
Common criminal activities that target the banking sector include money
laundering, identity and personal records theft, and terrorism financing.
These are global issues that have garnered the attention of international bo-
dies and governments. One method proposed to deal with illicit finance and
money laundering is artificial intelligence (AI). Al implements various algo-
rithms and techniques to monitor customers, markets, and financial transac-
tions that help identify various banking habits. Understanding clients’ trans-
actions and the nature of bank transfers enables Al to prevent and combat
money laundering. This research offers an understanding of how artificial in-
telligence is used in the financial system to combat fraudulent activities such
as money laundering. It is organized into five chapters covering various as-
pects of artificial intelligence and money laundering.
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1. Introduction

In a digital world, we must use technology (appropriately) to help us better iden-
tify ML and TF activity. While there is much more data to sift through, tools like
machine learning and smarter screening can help both financial institutions and
government authorities become more effective in their AML/CFT efforts. In re-

lation to preventive measures, we are seeing faster and better screening tools and
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pooled KYC via hashing and information sharing. [1]

Technological innovations are essential economic drivers because they im-
prove productivity and efficiency. Artificial intelligence (AI) is an important
technology made possible by the growth of interconnected devices that collect
data that is transformed into automation. Al is manifested as machines that ex-
hibit certain aspects of human intelligence, like decision-making and cognition
[2]. This definition of Al includes machines that perform actions initially per-
formed by people without intervention. Al is commonly used in the service sec-
tor, such as in health care, and in homes, restaurants, and banks. Large volumes
of data make it easier for engineers to train computers to identify thinking pat-
terns used to mimic human behaviors [3]. AI has further transformed the global
financial sector. Automated teller machines are an example of the earliest form
of Al in banks [4]. However, the adoption of Al in the financial sector has in-
creased, especially in combating online fraud, terrorist financing, and money
laundering.

Financial institutions adhere to certain standards designed to ensure that all
sources of funds and transactions are legitimate. Illegal processes of transferring
money, including finances generated from criminal activities like funding ter-
rorism and human or drug trafficking, have specific legal implications. However,
unscrupulous individuals liaise with corrupt financial organizations to channel
money from illegitimate sources into the economy to appear legitimate. Crimi-
nals assisted by organizations find ways to deposit large amounts of cash to var-
ious accounts, which are later channeled into other sources to give the money
credibility. This process of cleaning dirty money is known as laundering, and it
is a common white-collar criminal offense.

Financial institutions have designed anti-money-laundering (AML) policies to
detect and prevent this criminal activity. The AML laws focus on a limited range
of transactions and behaviors, and they have substantial implications for curbing
money laundering. The recent development in technology has also facilitated the
detection and prevention of illegal financial transactions in businesses and fi-
nancial institutions. Specifically, Al is one of the current AML techniques aimed
at stopping money laundering. The AML program consists of four pillars: having
a compliance officer, ongoing training-independent audits, internal policies which
are (customer due diligence, transaction monitoring, and suspicious transaction
reporting.)

The money laundering process typically involves three steps. The first step is
placement, in which the launderer injects money obtained from illegal sources
into a legitimate business [5]. Layering is the second phase in money laundering,
which involves concealing dirty money through bookkeeping and transactions.
Finally, the integration step consists of withdrawing the laundered funds and
moving them to legitimate accounts identified by the criminals. This money
laundering process uses methods of varying complexity, as discussed in this paper.

This paper will define the concept of money laundering in general, as well as
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define AI and the methods of using it to protect the financial system and the

flow of financial integrity to combat money laundering and terrorist financing.

2. Literature Review

Law enforcement officers have been fighting against financial crimes and money
laundering for a long time. According to Jensen [6], the US Senate first estab-
lished a subcommittee to investigate the use of Al technologies to detect money
laundering in 1994. The investigations revealed that wire transfer technology is
used to transfer money made in the US illegally to other countries. As a result,
the subcommittee proposed using Al in three key areas: knowledge acquisition,
data exploration, and knowledge use [6]. The knowledge acquisition approach
calls for machine learning, statistical modeling, and knowledge discovery to
create money launderer profiles history. In doing so, the authorities and intelli-
gence agencies could distinguish between illicit and legitimate wire transfers.
After identifying illegal profiles, the subcommittee recommended using know-
ledge-based systems, which would track and update new profiles because money
launderers are known to adapt. Finally, data exploration facilitates visualization
and link analysis, including identifying and evaluating networks of people,
things to buy, and places of transferring [6]. This report forms the basis of how
AT systems are used in combating money laundering. One of the challenges
known in using technology to fight money laundering is high false-positive rates.
This means that investigations might pick up legitimate transactions as illegal,
making it difficult for crime units to investigate laundering cases. As a result,
Gao and Ye [7] propose a data-mining-based framework to use in money laun-
dering cases. In reality, gaining evidence from a single case does not help inves-
tigators apprehend many money launderers. Therefore, there is a need for a sys-
tem that links powerful people, connections, or sub-groups within a money
laundering scheme. Gao and Ye [7] argue that a data-mining-based approach is
essential in constructing and evaluating a suspicious transaction indicator sys-
tem, which could help identify and visualize a money-laundering network using
unsupervised techniques. Only a few proposed money laundering systems have
been tested in the real world. A study by Moustafa [8] proposes a two-phase
AML system that was tested using different case studies. The suggested system is
a planned-based framework for AML systems (PBAMLS), with the first phase as
a monitoring phase and STRIPS Stanford Research Institute Problem Solver
based planning as the second stage. The framework contains many supporting
modules, such as data collection, link analysis, and risk scoring. The data col-
lected for the system include customers’ profiles, historical transactions, and
sanction lists, which enables investigation. Link analysis helps identify powerful
people, organizations, and perpetrators of laundering money. The PBAMLS use
an association matrix algorithm and a cycle detection algorithm. Finally, the risk
scoring module assigns a specific score for suspected transactions to suspected

behaviors or violated rules [8]. The system utilizes KYC, rule-based monitoring,
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cycling detection, and suspected link monitoring using the planning phase’s au-
tomata approach. The case study reveals that PBAMLS are better because of
their reduced false alarms, which boosts the decision-making process. It inte-
grates web services that discover similar structured crimes that could occur in

the future.

3. Definitions of Money Laundering and Al

Money laundering is recognized as a global issue and a cross-border crime be-
cause it is linked to organized crime, terrorism, and human and drug traffick-
ing. Criminals involved in illicit business activities conceal their proceeds using
money laundering. Several activities constitute money laundering, including
transferring illicit cash/assets; possession, conversion, or use of illegal profits;
failure to report laundering acts; and consulting on, facilitating, and abetting
money laundering [9]. These criminal acts aim to conceal the origin of the
funds/property, and make them appear legal. Money laundering has negative ef-
fects on the economy as it contributes to the growth of illegal business and af-
fects the economy [10]. Covert activities include tax evasion, drug trafficking,
corruption, human smuggling, organized crime, and unreported businesses that
do not pay taxes. These criminal activities lead to the destabilization of the econ-
omy by spreading unemployment and economic inflation and its negative im-
pact on the ligament business especially the small ones. Several stages are in-
volved when moving illegally obtained funds through legitimate businesses or

people until they make their way back to the owner as clean money.

3.1. Money Laundering and Its Stages

Money laundering “is the processing of criminal proceeds to disguise their illegal
origin. This process is of critical importance, as it enables the criminal to enjoy
these profits without jeopardizing their source” [1]. There are three stages of
money laundering. The first stage, placement, is probably the most crucial and
challenging stage for money launderers and the easiest stage for law enforcement
to discover because it must eliminate plausible evidence indicating the money’s
origin [11]. Large sums of cash are injected into the financial system through
structured deposits or by combining them with legitimate business proceeds.
The most commonly used legitimate enterprises are entertainment shops, liquor
stores, casinos, and restaurants. Currency smuggling is another common ap-
proach to placing illegal cash into the system. It involves moving the currency
illegally in or out of a country using different transportation techniques that do
not leave an audit trail. Security brokers and currency exchanges also provide an
outlet for money launderers to move money. An asset purchase is another
common placement approach that enables criminals to change illegal bulk cash
into valuable assets.

The second stage of money laundering is concerned with hiding the trail and

making it difficult for auditors to follow laundering activity. This phase is known
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as layering, which involves moving the funds in a financial system through a se-
ries of complex transactions [12]. The cash injected into the stream is converted
into monetary instruments by involving banks and other entities. For instance,
money orders and banker drafts are drawn to help complete the transactions.
Additionally, the funds can be used to acquire material objects instead of hold-
ing cash. Materials bought using criminal money are then resold, making the
source of the funds difficult to trace. It is also challenging to seize assets com-
pared to unreported bulk cash.

The laundered money is eventually moved back into the economy as legal
funds in the final stage, referred to as integration. This phase involves incorpo-
rating funds into the legal economy, and successful laundering is completed so
that it is impossible for authorities to trace the origins of illicit funds [11]. Unlike
in the layering stage, the detection and identification of funds as laundered, in
the integration stage is when the money goes back to the financial system and
appears as legal business proceedings. Several known integration methods in-
clude property dealings, front companies, false loans, and false import and ex-
port invoices. For instance, money launderers lend themselves money from front
companies, making these seem like legitimate transactions. False invoices are al-
so effective approaches to integrating illegal funds into the economy. Companies
over-evaluate their funds, which helps them justify to authorities the source of

cash deposited in banks.

3.2. Money Laundering’s Impact

As noted earlier, money laundering is the process of making illegally obtained
money appear legal. Dirty money is pumped into the economy through a series
of transactions, many of which have negative effects. Money laundering injects
large amounts of uncontrolled, illegal funds into and out of circulation, leading
to the destruction of the national economy. Huge cash inflows in a country dis-
tort the demand for cash and interest rates, leading to inflation [13]. On the oth-
er hand, billions in cash outflow from an economy destabilizes and threatens the
development of that country and the international financial system. Deregulated
money means that capital and funds can move in and out of places within
seconds. Such cash often leads to increased demand and consumption of luxury
products, with a significant increase in imports, foreign payments deficits, and
exports. As a result, this consumption contributes to increases in inflation and
interest, leading to unemployment [13]. Those cases of instabilities caused by the
demand for black money significantly negatively affect monetary policy.

Money laundering’s primary source of illegal revenue in the shadow economy
is informal sectors, and underground activities [13]. Because unreported income
streams from the legal production of goods and services also contribute to un-
lawful activities, this does not necessarily mean that the entire source is illegal.
However, the bigger the shadow economy, the harder it is to separate legal from

illegal transactions [10]. The shadow economy involves fraud for financial gain
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used to fund international criminal activities. For instance, Hetemi [14] report
that in 2009, illegal funds generated from organized crime and drug trafficking
contributed to 3.6% of the global GDP. A significant percent of these funds
(2.7% or $1.6 trillion) was laundered and injected into the global economy.

Money laundering creates risks and vulnerabilities exploited by individuals
who conduct criminal activities at the geographic and business levels. Money
laundering threats include organized crime infiltration, illicit markets, tax eva-
sion, and underground economy (Savona & Riccardi, 2017). Unreported finan-
cial transactions give rise to drug trafficking activities, sex exploitation, counter-
feiting, and organized property crime, as Money laundering introduces vulnera-
bilities such as high use of money transfers, the presence of transit hubs, cash
intensiveness, and the opacity of business ownership. [15] analysis of the im-
pacts of money laundering in Europe reveals high levels of mafia-type infiltra-
tion, underground economy, and cash intensiveness in Italy in the Calabria
provinces, the UK, and the Netherlands. Such money laundering risks are sig-
nificantly linked to a high rate of suspicious transaction reports. The affected lo-
cations are exposed to serious organized crime.

Money laundering is a critical problem that significantly affects the so-
cio-economic structure of a society. In developing countries, especially in Afri-
can countries, about 80% of households do not use formal banking, which
creates a problem as informal economic activities are often unregulated [16].
Therefore, unregulated sources of income significantly affect indigenous entre-
preneurs. For instance, illegal funds are used to import products sold at margi-
nally low market prices, thereby driving genuine entrepreneurs out of business.
Money launderers are not interested in making profits but in cleaning dirty
money. As a result, they engage in unscrupulous activities that force genuine
companies that pay taxes to the government out of the system, Financial institu-
tions’ involvement in illicit money laundering activities deteriorates their relia-
bility, making it difficult for foreign investors to invest. For instance, in the
1980s and 1990s, many Nigerian banks were involved in money laundering,
which led to their disintegration and liquidation, and many people lost their
savings [16]. Foreign investors could not venture into Nigerian businesses be-
cause of liabilities created by money launderers.

Money laundering affects the economic development of the country at various
levels. First, it increases the shadow economy’s growth and illicit flows, tax
collection, and criminal activities [10]. The negative issues associated with
money laundering include concealing illegal funds in the importation and dis-
tribution of luxury goods, like automobiles, and drugs. People also use illicit
money to fund political insurgency, corruption, and organized crime, affecting

socio-economic development.

3.3. Definition of Al and the Use of It

John McCarthy, a math professor at Dartmouth College, coined the term “artifi-
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cial intelligence” in 1955 and organized the seminal conference on the subject

the following year [17]. Al is a computer science sub-set that encourages robots

to think or categorizes them as human beings. It works to create “intelligent”
machines that can think, communicate, and conduct themselves in some of the

same ways as humans [18].

Most of the studies have divided the levels of artificial intelligence into 3 levels

1) Artificial Narrow Intelligence (ANI)

These machines have a simple, narrow range of functions that they perform
like Speech-recognition machines that only respond to voice commands to carry
out specific tasks for example Google Assistant, Alexa, Siri in apple products.

2) Artificial General Intelligence (AGI)

Machines that have like human cognitive abilities. This type of Al is capable of
working alongside humans. Currently, example of it like machine learning and
robotics.

3) Artificial Super Intelligence (ASI)

Currently this type of Al does not exist yet but the idea of it that AI machines
will be able to perform tasks and things that only natural person is capable of in-
telligence [19].

In our study we will be focusing on the second type of Al in this paper.

AT has a lot of major subfields under it one of them is machine learning the
main focus in this study will be on the machine learning and the types of it
e One of the subfields of artificial intelligence is machine learning. Machines

take data and learn on their own. ML enables a system to learn to recognize
patterns and make predictions on its own. Machine learning systems can ap-
ply knowledge and training from large data sets quickly.

e The machine learning uses one of the AI languages which is python as there
are multiple languages in the Al data base but this type is more popular and
easy.

There are lots of types of machine learning algorithms we will mention the
common once:

1) Supervised learning

This is a technique in which we use labeled data to teach the machine. We
specify and identify the data that is fed to the device in this case. You'll get a la-
beled output from supervised learning. The most important aspect of supervised
learning is that the model is trained using a labeled data set such as age, salary,
time, locations etc. To accomplish this, we must first create a database of people
with all of the necessary information and then label it to obtain the desired out-
come for example it can be used to approve on credit card requests. [20]

2) Unsupervised learning

This technique based on Building a machine learning model without labeled
training data or human interaction, based entirely on the data provided, requires
an unsupervised learning algorithm to divide the given dataset into groups, al-

lowing the algorithm to act on that data without being guided. The machine will
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then generate an output based on the data's most prominent features, finding
meaningful patterns and groupings inherent in the information. It divides it into
two groups, one group that are very similar and another group that is very dif-
ferent [20], our focus will be on the supervised machine learning.

Technological innovations are recognized as principal economic drivers, and
Al is considered a powerful technology of this era. The biggest advances of Al
include perception and cognition, which help in a wide range of devices and
startups to augment human labor [17]. Recently, many technology companies
like Amazon, Google, and Apple have featured Al in their product launches, such
as Alexa, Google Assistant, and Siri, respectively. These Al help in day-to-day
operations, including searching, location identification, dictation, and prob-
lem-solving. The advancement of AI methods such as machine learning has faci-
litated AT’s integration in multiple business activities like manufacturing, trans-
portation, retailing, finance, education, and health care.

This section explores AI methods in the financial system, specifically looking
into their use in money laundering detection and prevention. Al is transforma-
tional, especially in the financial sector, where crime detection is a priority.

The growth in technology has diversified money transfer options, including
wire transfers, currency exchange, anonymous online payments, cryptocurrency,
and peer-to-peer transfers. Electronic money transfers have added to traditional
methods of money laundering. Therefore, AML needs to integrate technology to
catch up with cybercrime as it is used by money launderers. Researchers have
explored the viability of various Al and machine learning techniques in dealing
with money laundering.

Al is implemented using various algorithms that monitor, collect data, and
identify certain market patterns. The operating principle of Al techniques is al-
most the same because it includes exploring financial transactions that help to
note habits, behaviors, and other features of bank transfers. The algorithms clas-
sify financial transactions as normal or fraudulent. The classification is based on
training AI machines using past bank transactions that identify features that
make up suspicious transactions. The algorithms’ effectiveness and accuracy
vary based on various factors such as training, data quality, and length of opera-
tion.

To generate alerts based on pre-defined rules, AML systems and software
tools use a fuzzy logic system it is a method that doesn’t use true and false to
represent all logical shapes. Classical logic depends on 0 or 1 only, while there
are other relationships in which the position in which it can be considered partly
correct or partially false at the same time as it gives a percentage of the entered
data to describe the situations in which the data are vague or not clear. Because
fuzzy rules are not generated automatically, fuzzy logic captures specific statis-
tical models created through intensive programming by a human [21] [22]. An
expert-created set of conditional rules and knowledge is included in the fuzzifier.

These rules are based on raw financial transaction data that are used to deter-
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mine the strength of direct deposits and withdrawals. Each transaction is given a
suspicious number [21]. The amounts, frequencies, and times of transactions are
used to create rules.

ANTFIS is crucial for tracking financial transactions and money laundering
because it is used to map the relationship between input and output data. ANFIS
has five layers and a number of nodes, some of which are adjustable and others
of which are fixed, indicating the function of the node. This system analyzes and
passes financial data from customers to the knowledge system based on the pa-
rameters provided [23]. The number of exchanges, standard exchanges, and real
exchanges per week, for example, are among the parameters examined by
ANFIS. The money exchange risk for each customer is calculated based on the
client’s typical economic transactions. Changes in customer consumption habits,
such as increased online shopping and multiple deposits, would make abnormal
transactions easy to spot.

In the process of cleaning illegal money and returning the clean money to the
launderer, money laundering creates a path and a cycle. These trails are some-
times simple and sometimes complex, but they all form a network that can be
followed with software [24]. Customers and users’ transactions can be moni-
tored by AI, which can help identify unusual or suspicious activities. Financial
institutions provide operations consolidation, which keeps track of all the parties
involved in a transaction. When transactions/users violate certain rules and pa-
rameters, machine learning techniques are used to generate alarms. To identify
money laundering behaviors, the machine learning approach involves training a
sample of raw data, which is then modeled, tested, and evaluated before being
deployed. When a client meets or violates one or more conditions, an alert is
generated [24]. Before it can effectively combat money laundering on a global

scale, such an approach requires extensive training and evaluation.

4. The Use of Al in Financial Institutions and Performing
Actions and Policy Procedures

For a long time, money laundering has been a concern for the global economy.
Large sums of money are laundered every year, putting the global economy and
security at risk.

This chapter aims to examine machine learning algorithms and methods for
detecting suspicious transactions in depth and solutions for different types of
money laundering.

Financial institutions have implemented Al to detect and prevent crimes such
as insider trading, money laundering, fraud, and employee theft. These benefits
are acquired by constantly experimenting with modern technologies, such as Al,
in risk management to classify customers and transactions as either high or low
risk. The Al algorithms implement predictive and other pre-defined binary rules
to automatically analyze transactions’ input and output. This enables an AI sys-

tem to recognize any anomalies in the data provided, which flags and helps pre-
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vent financial fraud. Additionally, scientists continually find ways to improve
algorithms’ accuracy and reliability, reducing false alerts as they analyze records
more carefully.

AML solutions implemented in banks have a linear pipeline workflow that
links with the data source. Data analysts and programmers then add certain pa-
rameters that help identify risky transactions, customers, or communications
that might indicate fraudulent behavior. A typical AML system consists of four
layers: a data layer, a screening and monitoring layer, an alert and event layer,
and an operational layer [25]. The banking system relies on credible information
provided by customers to monitor legitimate and suspicious activities. There-
fore, the data layer is concerned with the collection, management, and storage of
data. Financial institutions with effective AML systems do not solely rely on in-
ternal and employee data because they also obtain information from fraud
watchlists and regulatory authorities. The data records are then analyzed using
different AI and machine learning techniques natural language processing, that
improves the capability of computers to read, understand, and derive meaning
from human languages. And insights that help link relationships between clients
and transactions [25].

The screening and monitoring layer analyzes clients and transactions for sus-
picious activities. This stage is automated, and it implements certain rule-based
techniques this technique is to capture the expert skills of a specialized human
and to incorporate them into a computer system. and risk analysis approaches.
Rule-based systems have pre-defined parameters and thresholds used to identify
launderers [25]. The Al systems need not be too strict, which could lead to mul-
tiple false alerts, or insufficiently strict, which could allow illicit transactions to
occur. This layer obtains user information stored in the data layer to screen cus-
tomers and transactions. Whenever suspicious activity is identified, the alert and
event layer raises the alarm, indicating the occurrence of a suspected transaction.
A human operator then reviews the raised issues and takes the appropriate ac-
tions, including allowing, rejecting, or blocking the transaction manually [25].
The manual operations of reviewing the transactions might overwhelm human
operators, especially when a system reveals too many false positives.

The issue of many false alerts is resolved using a combination of AI and data
mining techniques. One approach followed is outlier detection for fraud or
laundering identification [25]. In this approach, researchers define various pa-
rameters of a peer group by analyzing its transaction habits. Hundreds of thou-
sands of records spanning several months to years are needed to classify data
into different clusters or groups. Such data are effective because they capture the
similarities and differences in grouping transactions with the highest similarity
index to one cluster. The accounts or transactions in one cluster are similar, and
they are different from other clusters [26]. The benefit of this approach is that it
helps group riskier accounts and transactions together. Additionally, because

money laundering techniques evolve with time, Al can identify outliers and be-
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havioral pattern changes. Therefore, Al and machine learning techniques can
identify suspicious transactions or irregular networks of money transfers not de-
fined within the outlier parameters.

Despite the glowing reviews associated with Al for dealing with financial
fraud, certain limitations affect the technology’s reliability. Users with malicious
intent can exploit Al systems to threaten digital and physical security in financial
systems [27]. Al can threaten digital security through a wide range of activities
such as using machine and data analytics to social potential victims. Al can learn
certain habits of bank users and profile them by stealing their credentials, which
are later used in money laundering. Spear phishing attacks can be used to learn
critical details about people or to steal money or personal information by ap-
proaching clients pretending to be a government trustworthy or financial de-
partment.

Al relies on the accuracy of data sets to effectively identify money laundering
and illicit behaviors. Therefore, humans can alter AI-based AML systems’ effi-
ciency by conducting data poisoning attacks [27]. The data used in training Al
systems can be poisoned by providing fake records, making the program learn
mistakes that attackers later exploit. Since the process is automated, it would be
difficult for humans to identify certain flaws, allowing launderers to operate un-

interrupted.

4.1. Global Efforts Put in Place to Combat Money Laundering
Using Al

There exist numerous international, regional, and local rules, directives, and
regulations governing money laundering. The European Union, for instance, has
anti-money laundering/countering the financing of terrorism laws that define
some of the responsibilities of banks and insurers, such as KYC verification,
monitoring and detecting transactions to high-risk countries, identifying politi-
cally exposed individuals, and reporting suspicious clients or transactions to au-
thorities without giving notice to the customer [28]. There are special FIUs
around the world that are designed to help with handling money laundering and
financial fraud cases. FIUs handle suspicious activity reports from banks for
further analysis before deciding whether to alert tax authorities, customs, prose-
cutors, or criminal investigators.

As noted, money laundering is a global issue, which means that different gov-
ernments collaborate to resolve this problem. The Financial Action Task Force
(FATF) is an independent international body tasked with developing and pro-
moting policies that protect the global financial system against terrorist financ-
ing and money laundering [1]. This body has made several internationally rec-
ognized recommendations for global AML and counter-terrorist financing
standards. Each country is required to identify risks and design policies; pursue
perpetrators of money laundering, terrorist financing, and financing of prolife-

ration; apply preventive measures for the financial sector; establish various pow-
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ers and responsibilities for agencies tasked with AML; enhance transparency and
availability of beneficial ownership information; and facilitate international
coordination and cooperation [1]. There are 40 recommendations endorsed by
180 countries. FATF continually reviews these standards in collaboration with
the International Monetary Fund, the United Nations, regional bodies, and the
World Bank. Yearly reviews help FATF address emerging issues in money laun-
dering, clarify various unclear directives, and ensure that the standards are ri-
gorous for handling global financial fraud.

Regional principles and directives set for guiding particular areas also contain
some form of universality. For instance, the Japanese Society for Artificial Intel-
ligence Ethical Guidelines created a proposal for federal algorithmic auditing,
which was later adopted by the US Senate Intelligence Committee [29]. The
adoption of the report was aimed at guaranteeing unbiased decision-making.
Additionally, the European Union (EU) developed the General Data Protection
Regulation act to govern Al use in member states and all other entities han-
dling data for EU citizens. International bodies governing Al, such as the Or-
ganization for Economic Co-operation and Development (OECD), work with
regional organizations like the Artificial Intelligence High-Level Expert Group
(AI HLEG) to create principles focusing on AI’s ethics and trustworthiness. The
OECD created Al regulation principles that were later adopted by the members
of G20 [29]. The AI HLEG, under EU jurisdiction, created the Ethics Guidelines
for Trustworthy Al The principles from the two organizations focus on robust-
ness and safety, transparency, privacy and data governance, human agency and
oversight, accountability, and societal and environmental well-being [29].

Technologies dedicated to finance management have continued to grow. Cur-
rently, there are financial solution systems, both in practice and in development,
that facilitate cashless payments, virtual currencies, and crowdfunding platforms
that collect money from Fundraisers online. The main challenge is that millions
of dollars are spent on AML compliance programs, making such services expen-
sive. Therefore, financial analysts and developers are focusing on regulating the
costs associated with such developments. For instance, AML significantly relies
on KYC and CDD compliance, meaning banks should invest in effective data
collection methods. Regulatory technology (RegTech) companies are one of the
future elements aimed at enhancing the fight against money laundering [30].
RegTech focuses entirely on developing regulatory technology solutions such as
KYC and data analytics in line with financial crime compliance programs. It is
expected that with the increase in smuggling methods and sophisticated money
laundering techniques, RegTech will help in the identification of ultimate bene-
ficial owners and AML [30]. Therefore, RegTech will help meet financial regula-

tors’ recommendations and deal with money laundering problems effectively.

4.2. Using Al in Determining Mens Rea and Actus Reus

One of the obstacles for law enforcement officials is to define and determine
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mens rea and actus reus, as doing so requires proof of the act. The following sec-
tion will explore the possible ways to use Al to determine mens rea and actus
reus.

The basic definition of AI indicates machines that function with limited hu-
man oversight. AI-based AML systems utilize algorithms to monitor, collect, and
identify transaction patterns that are later categorized as normal or suspicious.
Depending on an algorithm’s accuracy, transactions flagged as laundering be-
come more common. This increase in identified laundering activities can, in
turn, give rise to apprehension of fraudulent financial activity. However, Al lacks
a legal personality because it does not behave in the same way as humans, which
creates a legal conundrum for criminal law professionals [31]. Nonetheless, hu-
man acts apprehended using AI techniques have a legal ground for trial and pu-
nishment.

In many countries, mens rea and actus reus must exist for someone to be held
liable for criminal activities. Actus reus indicates the guilty act or the external
elements of an unlawful act, whereas mens rea indicates mental elements [32].
For instance, actus reus is the action of laundering money, while mens rea is the
intent to launder money. Therefore, actus reus is the prohibited action, and
mens rea is the mental element that involves intention, recklessness, or know-
ledge of an individual committing a crime. According to Isong and Schellekens
[32], actus reus is the prescribed universal feature in criminal offenses, and it has
three common elements: conduct, or the defendant’s physical acts or omission
leading to liability; the circumstances that include facts surrounding the defen-
dant’s behavior; and results.

Under criminal law, money laundering involves transferring, conversion,
possession, and use of proceeds of crime. All of these acts involve the physical
element or actus reus of the money laundering crime. Participation in, attempts
to commit, association to commit, aiding, abetting, facilitating, and counseling
in the laundering process constitute liability for a criminal offense and smurfing
which is one of the methods used in the first stage of money laundering To de-
posit cash with the help of a large number of people [9]. Individuals working in
financial institutions who identify and fail to report money laundering activities
as defined by law and, also have liability as per actus reus. The physical elements
or actus reus are identifiable using AI because it tracks the sources and networks
money launderers follow. [10]. As a result, the Vienna Convention dictates that
knowledge, intent, or purpose, required as an element of the offense, may be in-
ferred from objective, factual circumstances. This indicates that criminal liability
is proven if it is proven that the perpetrator had the knowledge to commit this
crime [9]. Consequently, an individual can be punished for money laundering if
he knew or ought to have known that the funds were proceeds of illegal activity
or willful blindness. Furthermore, [33] It is noted that the prosecutions related
to money laundering are based on factual evidence, as it proves that the evidence

obtained is criminal evidence of criminal origin ,Therefore, a person or transac-
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tions identified as suspicious using AI are prosecuted based on how the defen-

dant received or handled the property.

4.3. Using Al in Customer Due Diligence and Knowing Your
Customer

Data management is critical in the banking sector because it helps facilitate the
delivery of financial services. Al is identified as a potential technology essential
in managing data while boosting the speed, efficiency, and accuracy of services
[4]. Understanding customers’ habits, such as frequency of transactions, amounts
transacted, and network use, can help create effective algorithms to detect and
prevent fraudulent activities. As shown, money laundering has negative social
and economic effects in society, which is why banks should be vigilant in dealing
with this criminal act. Technology such as Al, crucial in client management, can

help curb laundering through proper identification of customers.

4.4. Using Al in Customer Due Diligence

The first line of defense in identifying and preventing money laundering in-
volves knowing and understanding the client. CDD, as it is commonly called,
indicates that banks and financial institutions should do their part in obtaining
satisfactory evidence and records that ascertain the identity and legal existence
of a person applying to do business [34]. The bank officials registering a client
must ensure that a person’s claims are substantiated by valid and reliable docu-
ments. CDD ensures that banks fully know the person on whose behalf they
conduct transactions or hold funds/assets because it can help identify any poten-
tial risks they may pose. Therefore, some of the proof needed for verification in-
cludes official documentation such as passports or identity cards, birth certifi-
cates, proof of name and address, or other credentials required by the financial
institution [35]. CDD also enables the financial institutions to understand a
client’s nature of business and sources of wealth or funds. This facilitates easier
monitoring of client accounts, such as changes in transaction networks, fre-
quency, and amounts that would help flag risky activities.

These details are mainly useful in a traditional banking setup in which clients
visit financial institutions physically. However, the introduction of electronic
payment services and anonymous and irreversible transaction systems creates a
CDD challenge, making it difficult to detect money laundering activities. For in-
stance, criminals use cryptocurrencies to launder money because it conceals in-
dividuals’ true identities, and they can easily avoid arrest [34]. Crypto transac-
tions do not require a person to provide proof of source income, personally
identifiable information, or income declaration. As a result, criminals conduct-
ing illegal financial acts might evade law enforcement via cryptocurrency. Con-
sequently, more comprehensive AML approaches are needed to detect money
laundering activities.

FATF created new guidance that deals with virtual currencies to reduce mon-
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ey laundering and financing of terrorism activities. FATF recommends that
banks conduct CDD when clients establish a new business relationship or when
a customer transacts more than the designated threshold [34]. Renewing CDD
when a customer changes operations helps banks update clients’ profiles to moni-
tor risky habits. FATF recommends certain parameters that should be looked
into when conducting any transaction. These features include the legal transac-
tion limit, transaction frequency, numbers and amounts of transactions, cus-
tomer movements and destinations, and types of currency exchanges [36]. As a
result, an Al system programmed to raise red flags once such parameters are ex-
ceeded can help a bank maintain CDD. An AI program provides regular reports
indicating risk rating, location, direction of transactions (in or out), and percent
transaction by type [37]. Therefore, artificial intelligence methods, such as ma-

chine learning, are used to enhance CDD.

4.5. Using Al in Knowing Your Customer

Financial institutions collect data from potential clients with the intention of
boosting service delivery. Banks also use provided customer data to determine
loan risks, money laundering activities, and other fraudulent activities [38]. In
the case of money laundering, institutions are required to work with authori-
ties to provide information that might work as evidence in court proceedings.
Therefore, customer-focused data is critical in the banking sector, especially with
the growth in online banking and fraudulent activities. Al technology is imple-
mented in banks to help with customer identification, verification, and authori-
zation [4]. This process of verifying clients, KYC, works in the same manner as
CDD by allowing the banks to learn more about the people they work with.

Money laundering is a global problem, especially in the technological era
when people easily move funds from one country to another. KYC regulations
are designed to help financial institutions monitor and combat money launder-
ing. The main challenge of this approach is identifying what data are needed to
help AML assess risk effectively. Banks are mandated to collect data from local
and international clients, non-profit organizations, corporations, or government
institutions because such details are crucial during financial audits. However,
with millions of transactions every day, it becomes difficult for banks to monitor
such a large volume of data and identify all false positives/red flags regarding
suspicious transfers. The best approach to regularly monitor all data is through
autonomous Al systems that navigate millions of data points, analyze suspicious
transactions, and note the trends and patterns of such transactions that might
indicate malicious behavior [4].

The growth of online banking has introduced external threats, such as hack-
ing, identity theft, and phishing, that compromise the integrity of user accounts.
Stolen client credentials can be used to log into accounts and commit crimes
such as money laundering or illegal transactions without customers’” knowledge.

Therefore, financial corporations must comply with all KYC rules and authenti-
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cation approaches to ensure users control their accounts. Providing additional
internet security would also facilitate AML and easier tracking of illicit transac-
tions. Mondal [39] propose a KYC verification approach that uses a challenge
question (CQ) during user login as a way of bolstering the verification process.
This method is an example of AI that utilizes historical data collected from a
client to track users’ login activities and compare them with new login attempts.
The parameters analyzed in the (CQ) technique include failed login attempts,
new users, clients with no or few identity details, or changes in the nature of
transactions [39]. Risk factors are calculated using the defined parameters, and

users can be logged out if they raise one or more red flags.

4.6. Using Al in Knowing the Beneficial Owners

As noted earlier, money laundering networks can be simple or complex, and
they span across multiple countries. As criminals move money from one country
to another, laundered funds eventually find their way back to the economy by
mixing with legitimate businesses and corporations. Money launderers hide illi-
cit money from authorities using series of structured transactions that end up in
bank or offshore accounts whose beneficial owners are not clearly known [40].
For example, a legitimate business can have a network with millions of entities
in multiple countries and jurisdictions. Therefore, it is challenging to trace the
beneficial owner of laundered money as it is hidden beneath layers of data
records. Retrieving the records can also take a lot of time because of the differ-
ences in jurisdictions and regulations. Additionally, corporations and trusts can
name shareholders and boards of directors without disclosing beneficial owners
[40]. It may take weeks to months to determine the ultimate beneficial owner of
laundered money, which slows down legal proceedings.

Increased terrorist financing and money laundering has caused international
bodies to create standards to ease AML procedures. For instance, Canada fol-
lowed the EU in creating the Proceeds of Crime (Money Laundering) and Ter-
rorist Financing Act to make beneficial ownership more transparent [40]. A
beneficial owner is a natural person who controls or owns about 25% of a cor-
poration. An organization, including the executives found in violation of keep-
ing verifiable documentation about beneficial owners, becomes liable for failing
to comply. However, these data are often unstructured data or handwritten
notes that show the beneficial owners. Therefore, there is a need for technology
to improve the processes of checking through numerous data records to identify
beneficial owners.

Al is used to simplify the beneficial owner search and discovery process.
Money laundering agents and employees can handle multiple laundering and le-
gitimate transactions for similar clients. Therefore, it is possible to identify the
tacit link that factors in a relationship where debtors, launderers, and creditors
share the same beneficial owner using Al social network metric analyses. Such a

system was implemented by Colladon and Remondi [41], who identified 90
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connected nodes from a sample test by using centrality measures such as
in-degree and closeness. The authors analyzed the communication between dif-
ferent stakeholders and transaction networks, which helped determine the cen-
trality scores between different nodes that share the same beneficial owner. It is
also easier to identify the people involved in money laundering or other financial
crimes by following social network analyses the goal is not to focus only on the
individual attributes but focusing more on their network relationship.

People manage to commit financial crimes undetected because of corpora-
tions’ secrecy and ability to hide criminals’ identities. Many countries have
mandated that trusts and corporations digitize their registers to help in the fight
against money laundering. Beneficial owners are required to be registered, and
they must be publicly accessible with the right technology [42]. However, most
of these records are not digitized or exist as unstructured data sets that are diffi-
cult to read when attempting to trace a beneficial owner. Therefore, AI technol-
ogy, particularly optical character recognition (OCR) and machine learning ap-
proaches, help review the unstructured data records and achieve automation
[43]. OCR reads shareholder documents provided as PDF files and converts
them into machine-readable texts, analyzed using a machine learning engine.
This process results in digitized and searchable structured data records consist-

ing of shareholders and beneficial owners if provided in shareholder filings.

4.7. Using Al Monitoring in Preventive Measures

The risks associated with money transfers are high, making it prudent for banks
to be aggressive in identifying, analyzing, and preventing risks. Banks found in
violation of certain policies receive hefty penalties, [38]. Therefore, many banks,
local and international, have implemented various security and account moni-
toring techniques aimed at protecting against terrorist financing, financial fraud,
and money laundering. Risk detection methods used by banks include CDD and
KYC principles that involve obtaining customers’ personal details. The quality of
data received, the volume and speed of daily transactions, and varying money
laundering patterns might make it difficult for conventional methods to effec-
tively combat financial fraud.

Technology, specifically Al, is preferred because of its ability to handle large
volumes of data analysis at faster speeds and with more accuracy. Al technology
functions on the principle of differentiating between normal and abnormal
transactions, which helps in the easy identification of risky behaviors and pat-
terns. Complex algorithms and big data analytics are essential in classifying cus-
tomers, identifying suspicious transactions, and improving the quality of risk
analysis [38]. SVM support vector machine is an example of the Al and machine
learning techniques used to prevent financial risks. The SVM algorithm is a type
of supervised machine-learning algorithm. Unlike traditional machine learning,
which seeks to reduce empirical risks, SVM seeks to reduce structural risks. It is

used to solve classification problems and minimizes the risk of data errors [38].
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Certain parameters are defined to help analyze consumer data that determine
credit risk, transaction risks, behavioral risk, and location risk. Historical records
are used to train data sets, which are then evaluated using simulation to test the
viability of the SVM technique. Once fully tested, SVM is used to monitor and
identify suspicious financial transactions. An effective algorithm can understand
the money laundering patterns, and decision trees help with visualization. There-
fore, AI prevents money laundering by halting the transactions or blocking users
from violating the set parameters.

CDD and KYC, which emphasize customer recognition, are AML preventive
techniques based on Al technology. The data collected by financial institutions is
stored in a collective database system, which is then harnessed, cleaned, and
consolidated to create searchable information [39]. Al and machine learning
approaches enhance master data management that helps eliminate conflicting
records. For instance, AI helps implement a probabilistic methodology that al-
lows banks to integrate information from a single customer, thus enhancing
CDD/KYC. The consolidated data can also be modeled using pattern-based and
rule-based approaches to flagging transactions that signal money laundering ac-
tivity.

This paper aims to look at a cutting-edge anti-money laundering (AML) solu-
tion that offers data quality assurance, high detection accuracy, scalability, and
quick performance in suspicious transaction detection. According to the find-
ings, current methods, and algorithms in this chapter, it is essential to pay atten-
tion to data quality assurance. As it, known raw data obtained from financial in-
stitutions often results in massive volumes. Financial operations can change over

time. It’s essential to think about the need for ongoing reinforcement learning.

5. Conclusion and Recommendations
5.1. Conclusion

This paper has explored the use of Al in financial systems, specifically in an-
ti-money-laundering programs. This research indicates how Al is used alongside
techniques such as machine learning, and data analytics strategies to monitor
and identify potential market manipulation. Some of the Al techniques that deal
with money laundering include fuzzy rules, fuzzy logic, and SVM. All these sys-
tems contain pre-determined parameters created by humans. The efficiency of
AML relies on data quality collected through KYC and CDD approaches, which
are also used in training AML programs. AML systems identify patterns such as
the frequency of banking transactions, locations from which transactions oc-
curred, and types of transactions that help determine the risk level of such
transfers. AML systems mainly classify transactions as either normal or suspi-
cious based on parameters created when training transaction data records. A
suspicious transaction raises a red flag or alert that is attended to by a human

who confirms, blocks, or rejects the transfer request. In various countries, bank-
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ers must take an extra step and report suspicious transactions to FIUs, which
help with prosecution or criminal investigations. Various regulatory bodies and

rules have been created to enhance AI’s use in money laundering compliance.

5.2. Recommendations

1) The need to regulate further and lay down policies that control and define
the uses of technologies and create a pioneering and advanced environment for
the use of Al based of the report from world Government Summit in coopera-
tion with Deloitte The report asks the extent to which ethical or legislative
norms can govern these technologies, to ensure that artificial intelligence sys-
tems serve the public good rather than certain individuals.

2) AI can be used in financial systems to develop solutions to overcome the
future risks faced by clients, or institutions, or products; to track money laun-
dering operations; and to evaluate customers in terms of creditworthiness.

3) Governments must develop and update the regulatory environment in line
with the development of AI that causes rapid, radical changes, including man-
aging the risks of AI appropriately within the government to reach a sector that
promotes Al It is further important to develop policies to organize artificial in-
telligence in smart way and ensure that it benefits society and the economy.

4) International governments who are interested in developing the infrastruc-
ture of their financial system should ensure that they educate a generation in
matters of modern technology advancement, and focusing to prioritize and pay
attention on people who requires to enhance their expertise and skills that are

necessary to combat corruption in its various forms.
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