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Abstract 

In this paper, the concepts of topological space and differential manifold are 
introduced, and it is proved that the surface determined by function  

( )1 2, , , tF x x x  of class rC  in Euelidean tR  is a differential manifold. Us-

ing the intersection of the tangent plane and the hypernormal of the differen-
tial manifold to construct the shared master key of participants, an intuitive, 
secure and complete ( ),t n -threshold secret sharing scheme is designed. The 

paper is proved to be safe, and the probability of successful attack of attackers 
is only 11 tp − . When the prime number p is sufficiently large, the probability 
is almost 0. The results show that this scheme has the characteristics of sin-
gle-parameter representation of the master key in the geometric method, and 
is more practical and easy to implement than the Blakley threshold secret 
sharing scheme.  
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1. Introduction 

Secret sharing is an important research topic in key management and an impor-
tant research direction in cryptography. Especially with the rapid development 
of computer network technology, it has become more and more common to 
store important files and communications electronically, and then the manage-
ment of various keys has become an urgent problem that must be solved. There-
fore, no matter in theory or in practice, secret sharing is of great significance to 
the security of computers and networks. Secret sharing is a way to distribute a 

How to cite this paper: Li, B. (2023) Secret 
Sharing Scheme Based on the Differential 
Manifold. Applied Mathematics, 14, 173-181. 
https://doi.org/10.4236/am.2023.143010 
 
Received: February 2, 2023 
Accepted: March 17, 2023 
Published: March 20, 2023 
 
Copyright © 2023 by author(s) and  
Scientific Research Publishing Inc. 
This work is licensed under the Creative 
Commons Attribution International  
License (CC BY 4.0). 
http://creativecommons.org/licenses/by/4.0/   

  
Open Access

https://www.scirp.org/journal/am
https://doi.org/10.4236/am.2023.143010
http://www.scirp.org
https://www.scirp.org/
https://doi.org/10.4236/am.2023.143010
http://creativecommons.org/licenses/by/4.0/


B. Li 
 

 

DOI: 10.4236/am.2023.143010 174 Applied Mathematics 
 

secret information in a set of participants and share it together, so that each au-
thorized subset in the set can recover the secret. Since the secret sharing system 
was proposed by Shamir [1] and Blakley [2] in 1979, the research on secret 
sharing has received extensive attention. 

In fact, secret sharing technology achieves the goal of “not putting eggs in the 
same basket”, so that when a participant cheats or loses the key in his hand, the 
master key can still be recovered. This is actually to improve the reliability of 
data services by introducing redundancy. At the same time, most secret sharing 
can also achieve unconditional security, that is, its security is not based on a dif-
ficult calculation problem, but can be proved from the perspective of Shannon 
information theory that there is no information leakage. Even if the attacker has 
unlimited computing resources and time, cannot obtain any information of the 
master key.  

Because of the above advantages, secret sharing has been widely studied and 
applied, and people have made fruitful research results in this area. The ( ),t n - 
threshold secret sharing scheme can be constructed by using mathematical know-
ledge in different fields, among which the more famous ones are the Lagrange 
interpolation polynomial scheme based on finite fields in document [1], the Blak-
ley scheme constructed by using hyperplane in finite fields in document [2], the 
threshold scheme based on Red-Solomon code in document [3], and the As-
muth-Blom scheme based on Chinese remainder theorem in document [4], and 
so on. According to different application requirements, people use different ma-
thematical tools to improve and innovate the above threshold schemes, and pro-
pose a variety of threshold schemes [5]-[10]. 

The basic idea of Balakley Scheme is to use points in multidimensional space 
to establish a threshold scheme. The shared master key is regarded as the coor-
dinates of a point in the t-dimensional space. Each subkey is the equation of the 

1t − -dimensional hyperplane containing this point. The coordinates of the in-
tersection of any t 1t − -dimensional hyperplanes just determine the shared mas-
ter key, while the 1t −  subkey can only determine its intersection line, so no 
information about the shared master key can be obtained. However, the shared 
masterkey in the scheme is only the t-dimension coordinates of a point in the 
t-dimension space, not the number of cells. To solve this problem, this paper 
proposes a threshold scheme that can solve the problem of unit number master 
key sharing using differential manifolds. 

According to the idea of secret sharing, this paper uses the intersection of the 
tangent plane of the differential manifold hypersurface and the hypernormal in 

tR  to construct the master key, and designs a secure, complete and easy to im-
plement ( ),t n –threshold secret sharing scheme. The structure of the paper is as 
follows: Part 2 introduces some concepts, symbols and related theorems used in 
this paper; the third part introduces the proposed secret sharing scheme; the 
fourth part analyzes and discusses the proposed scheme; finally, it is a simple 
summary of this article. 
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2. Definitions and Preliminaries 

In this section we review some basic definitions and notations that will be used 
through the paper. 

Definition 1. [11] Let M be a set, and the subset family of M is represented by 
∑ , when ∑  meets the following conditions: 

1) Let M and empty set φ  belong to ∑ , 
2) Let K and L belong to ∑ , then intersection K L  also belongs to ∑ , 
3) Let { }Y  be a subset family belonging to M, then their union Y  also 

belongs to ∑ . 
At this time, ∑  is called a topological structure of M. When set M has this 

topological structure, ( ),M ∑  is called a topological space. 
Definition 2. [11] For topological space ( ),M ∑ , the condition is satisfied: 

for points ,P Q M∈ , P Q≠ , if there is neighborhood U of P and neighbor-
hood V of Q, and U V φ= , then ( ),M ∑  is called Hausdorff space. 

Definition 3. [11] Let { }Uλ , where λ  is the element of the index set Λ  of 
the set family, and Λ  is not limited to a countable set. For any P M∈ , if there  
is λ ∈Λ  of P Uλ∈ , that is, M Uλ

λ∈Λ
=


, then { }Uλ  is called the cover of M. 

If Uλ  is an open set, { } ( ),Uλ λ ∈Λ  is called the open cover of M. 

Definition 4. [11] Let B be the open set family of the topological space. If any 
open set of M can be expressed as the union of the open set in B, then B is called 
the base of M. If the topological space M has a base composed of at most count-
able open sets, it is said that M satisfies the second countable axiom. 

Definition 5. [12] In the n-dimensional Euclidean space nR , ( )1 2, , , nu u u  
is its coordinate, and the set of points ( )1 2, , , nu u u  satisfying 

( ) ( ) ( )2 2 21 2 2nu u u a+ + + <  

Is called the n–dimensional open ball with radius a. 
Definition 6. [12] A Hausdorff space M satisfies the following conditions: 
1) The second countable axiom is satisfied. 
2) Its points have homeomorphic neighborhoods with the open ball in nR , so 

M is called an n-dimensional topological manifold. 
3) In the open covering ( ){ }( ),Uλ λϕ λ ∈Λ  (local coordinate is ( )

iu λ ) of M 
formed by the coordinate neighborhood, for each ,λ µ ∈Λ  of U Uλ µ φ≠ , 
when the n functions ( ) ( ) ( ) ( ) ( )( )1 2, , ,i i nu u u u uµ µ λ λ λ=   ( )1,2, ,i n=   representing 
the homeomorphic mapping 1

µ λϕ ϕ−
  are all differentiable functions of class 

( )1rC r ≥ , M is called an n-dimensional class rC  differential manifold. 
Let ( )1 2, , , tF F x x x=   be a function defined in Euclidean tR , and the point 

set M satisfying equation ( )1 2, , , 0tF x x x =  is called hypersurface. Let F be a 
function of class ( )1rC r ≥ , and 

1 2
, , ,

tx x xF F F  are not all zero at any point on 
M, so the tangent plane of any point ( ) ( ) ( )( )0 0 0

0 1 2, , , tQ x x x  is uniquely deter-
mined, that is, 

( ) ( )( ) ( ) ( )( ) ( ) ( )( )1 2

0 0 0
1 1 2 20 0 0

0
tx x x t tF x x F x x F x x− + − + + − =  

Is determined, which means that M itself has no singularity, and we can prove 

https://doi.org/10.4236/am.2023.143010


B. Li 
 

 

DOI: 10.4236/am.2023.143010 176 Applied Mathematics 
 

that it is a 1t − –dimensional differential manifold. 
Theorem 1. The hypersurface represented by ( )1 2, , , 0tF x x x =  in Eucli-

dean tR  is a differential manifold. 
Proof. The introduction of tR  induced topology on M is obviously a Haus-

dorff space satisfying the second countable axiom. Suppose 0Q M∈  has  

( )
0

0
txF ≠ , consider mapping : t tR Rψ → , that is,  

( ) ( )( )1 2 1 1 2 1 1 2 1, , , , , , , , , , , ,0t t t tx x x x x x x F x x x− − −→   . Because ( )
0

0
txF ≠ , 

according to the inverse function theorem, in the sufficiently small neighbor-
hood W of ( ) ( ) ( )( )0 0 0

0 1 2, , , tQ x x x , its image ( )Wψ  is in the neigh borhood of 
point ( ) ( ) ( ) ( ) ( ) ( )( )( )0 0 0 0 0 0

1 2 1 1 2, , , , , , ,t tx x x F x x x−  , that is, ( ) ( ) ( )( )0 0 0
1 2 1, , , ,0tx x x − , and 

ψ  is the homeomorphism map of ( ):W W Wψ ψ→  restricted by W.  
Here, the hyperplane ( ) ( ) ( )( )0 0 0

1 2 1, , , tx x x −  is represented by 1tR − , let  
( ) 1tV W Rψ −=  , obviously ( ) ( )1

W V W Mψ
−

=  . Point ( )1 2 1, , ,t tx x x x −  of 
( ) ( )1

M Vψ
−

 is recorded as ( )( )1 2 1 1 2 1, , , , , , ,t t tx x x x x x x− −   as a function de-
fined on V, which satisfies 

( )( )1 2 1 1 2 1, , , , , , , 0t t tF x x x x x x x− − =  , ( ) ( ) ( )( ) ( )0 0 0 0
1 2 1, , ,t t tx x x x x− = .   (1) 

( ) 1
Wψ

−
 Is the mapping that maps V into M, and Wψ  is the homeomor-

phism mapping. Note that M has a relative topology, so V and the subset  
( ) ( )1

W Vψ
−

 of M are homeomorphism. Thus, at each point Q of M, there is a 
homeomorphism neighborhood with the open set of 1tR − . Let ( ) ( )1

U W Vψ
−

= , 
take 1: tU U V Rψ −→ ∈ , then ( ),U Uψ  is the coordinate neighborhood of point 

0Q , and ( )1 2 1, , , tx x x −  is its local coordinate. 
In the previous discussion, we assumed that there would be ( )

0
0

txF ≠  at 

0Q , obviously there would also be ( )
0

0
txF ≠ , so the coordinate neighborhood 

with ( )( )1 2 3 2, , , , , ,t tx x x x x x   as the coordinate around 0Q  can be taken. 
Because point 0Q  is an arbitrary point on M, M can be covered by such coor-
dinate neighborhood. Now let ( ),U ϕ  and ( ),U ϕ′ ′  be the above two coordi-
nate neighborhoods of M, and U U φ′ ≠ . If they take ( )1 2 1, , , tx x x −  as the 
local coordinate at the same time, the coordinate transformation in U U ′

  is 
the identity transformation of ( ) 1tU U Rψ −′ ⊂ . If the local coordinate in  
( ),U ϕ  is ( )1 2 1, , , tx x x −  and the local coordinate in ( ),U ϕ′ ′  is ( )2 3, , , tx x x , 
then the coordinate transformation in U U ′

  is 
( ) ( )1 2 12,3, , 1 , , , ,i i t t tx x i t x x x x x −= = − =   

by using the function ( )1 2 1, , ,t tx x x x −  of (1), it is a differentiable function of 
class rC . In the same way, it can be seen that 

( ) ( )1 1 2 3, , , , 2,3, , 1t i ix x x x x x x i t= = = −   

is also a differentiable function of class rC , and the same is true in other cases, 
so it is proved that M is a 1t − -dimensional differential manifold of class rC . 

3. Programme Composition 
3.1. Initialization 

The objects of the system include: secret distributor D. n participants  
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{ }1 2, , , nP P P P=  , secret restorer, master key k to be shared, and a bulletin 
board for storing public information. All parties of the system can read the con-
tents on the bulletin board, but only the secret distributor can write or update 
the contents on the bulletin board. 

D performs the following initialization operation: select a large prime number 
p, finite field { }0,1, 2, , 1pF p= − , and master key pk F∈ , and decompose the 
master key into ( )1 2, , , tk k k k=  , so that ( )1 2 modtk k k k p+ + + = . Select 
the differential manifold ( )1 2, , 0tF x x x =  in Euclidean space tR  so that  
( )1 2, , 0tF k k k = , that is , point ( )0 1 2, , tQ k k k  is on the differential mani-

fold. 

3.2. Secret Distribution 

The secret distributor D calculates the tangent plane π : 

( ) ( ) ( ) ( ) ( ) ( )
1 21 1 2 20 0 0

0
tx x x t tF x k F x k F x k− + − + + − =          (2) 

of the differential manifold at point 0Q . The secret distributor D selects n dif-
ferent points 1 2, , , nV V V  on π  that are different from 0Q , so that any points 
in 1 2, , , nV V V  can generate tangent plane π . If the coordinate of these t points 
are ( ) ( ) ( )1 1 1 1 2 2 2 21 2 1 2 1 2, , , , , , , , , , , ,

t t t ti i i i t i i i i t i i i i tV v v v V v v v V v v v    , then the equ-
ation of the tangent plane π  generated by these t points is 

1 1 1

2 1 2 1 2 1

1 1 1

1 1 2 2

1 1 2 2

1 1 2 2

0

t t t

i i t i t

i i i i i t i t

i i i i i t i t

x v x v x v

v v v v v v

v v v v v v

− − −

− − −
=

− − −





  



                (3) 

Equation (2) and Equation (3) are tangent plane equations of differential ma-
nifold ( )1 2, , 0tF x x x =  at point 0Q , so they are the same equation, that is, 
Equation (2) and Equation (3) are equivalent on pF . 

Then the secret distributor D calculates the hypernormal ξ :  

( ) ( ) ( )1 2

1 1 2 2

0 0 0t

t t

x x x

x kx k x k
F F F

−− −
= = =                     (4) 

of the differential manifold ( )1 2, , 0tF x x x =  at point 0Q . 
Nest, the secret distributor D takes any point ( )1 2, , , tQ ξ ξ ξ  on ξ  then is 

different from 0Q , and publishes the coordinates of point Q on the bulletin 
board. 

After determining the set of participants, the secret distributor D selects the 
subkey iV  for each participant iP , and sends iV  to the participant iP  through 
the secure channel, and iP  keeps iV  secret. 

3.3. Secret Recovery 

During secret recovery, at least t participants need to submit their own subkeys. 
Any t participants 

1 2
, , ,

ti i iP P P  in the participant set { }1 2, , , nP P P P=   can 
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calculate the tangent plane π  from the Formula (3) according to the subkeys 

1 2
, , ,

ti i iV V V  they hold, and obtain their corresponding normal vector  
( )1 2, , , tm m m=m  . Combined with the coordinate ( )1 2, , , tξ ξ ξ  of point on 

the bulletin board, find the corresponding hypernormal 

1 1 2 2

1 2

.t t

t

xx x
m m m

ξξ ξ −− −
= = =                   (5) 

Because Equation (4) and Equation (5) are hypernormal equations of the tan-
gent plane π  of differential manifold ( )1 2, , 0tF x x x =  at point 0Q , Equa-
tion (4) and Equation (5) are equivalent on pF . Then the t participants use their 
Equation (3) and Equation (5) to jointly calculate the coordinate ( )1 2, , , tk k k  
of the intersection point 0Q , and calculate 1 2 tk k k k= + + +  on pF  to ob-
tain the master key k. 

Here is an example to illustrate. 
Let 1313, 2 , 6, 4p k F n t= = ∈ = = , the secret distributor D decompose the 

master key into ( )1,2,12,0k = , and select the differential manifold 

( ) 3 2 2 2
1 2 3 4 1 1 2 1 3 2 4 3 4, , , 2 5 6 11 0F x x x x x x x x x x x x x= + + + + =  

In 4R . Then calculate ( ) ( ) ( ) ( )1 2 3 40 0 00
10, 2, 5, 11x x x xF F F F= = = =  to ob-

tain tangent plane π : 

1 2 3 410 2 5 11 9x x x x+ + + =  

and hypernormal ξ : 

31 2 4121 2
.

10 2 5 11
xx x x−− −

= = =  

The secret distributor D select 6 points ( )1 0,0,0, 2V = , ( )2 1,0,0,7V = ,  
( )3 1,0,1,3V = , ( )4 0,1,0,3V = , ( )5 1,1,0,8V = , ( )6 0,1,1,12V =  on π  that are 

different from 0Q , which can verify that the 15 vectors generated between any 
two points of the 6 points are linearly independent. Secret distributor D secretly 
distributes iV  to participant ( )1 6iP i≤ ≤ .  

The secret distributor orders 

31 2 4121 2
10 2 5 11

xx x x u
−− −

= = = =  

to get 

1

2

3

4

1 10 ,
2 2 ,
12 5 ,
11 .

x u
x u
x u
x u

= +
 = +
 = +
 =

 

take 3u =  to get point ( )5,8,1,7Q  on hypernormal ξ , and the secret dis-
tributor D writes the coordinates ( )5,8,1,7  of point Q on the bulletin board. 

Now, four of the participants (let’s suppose 2 3 5 6, , ,P P P P ) recover the master 
key k together. They take out their subkeys 2 3 5 6, , ,V V V V  to calculate the equa-
tion 
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1 2 3 412 6
0 0 1 9

0
0 1 0 1

12 1 1 5

x x x x+ +

=  

of tangent plane π . The simplified equation is 

1 2 3 45 9 12 11.x x x x+ + + =  

And calculate the supernomal ξ : 

31 2 415 8 7
5 1 9 12

xx x x−− − −
= = =  

based on the information on the bulletin board. Combine the above formula to 
obtain the equation group 

1 2 3 4

31 2 4

5 9 12 11,
15 8 7

,
5 1 9 12

x x x x
xx x x

+ + + =


− − − −
= = =

 

and solve the equation group to obtain the coordinate ( ) ( )1 2 3 4, , , 1, 2,12,0x x x x =  
of point 0Q , so as to recover the master key ( )1 2 12 0 2 mod13k = + + + ≡ . 

4. Analysis and Discussion 
4.1. Safety Analysis 

Theorem 2. This scheme conforms to the threshold rules of the threshold se-
cret sharing scheme and can prevent the active attack of attackers. 

Proof. A secret sharing scheme must meet two basic requirements. One is that 
the cooperation of participants in any authorized subset can easily calculate the 
shared secret. The other is that the cooperation of participants in unauthorized 
subsets cannot obtain any information of the secret. In the process of secret re-
construction of the scheme in this paper, to determine Equation (3), we need to 
know t points that satisfy Equation (2) and can form a linear independent vec-
tor, and after determining Equation (3), we can determine the hypernomal in 
combination with the bulletin board information. Without determining Equa-
tion (3), it is impossible to obtain hypernormal Equation (4) only from bulletin 
board information. The participants of the unauthorized subset can only get at 
most 1t −  points on the tangent plane, while the t point can only be obtained 
by guess. Since the system works on the finite field pF , the probability of 
guessing the success of point t is only 11 tp − . When p is large enough, the suc-
cess probability of this attack is close to zero. Therefore, the scheme proposed in 
this paper meets the security requirements and rules of secret sharing. 

4.2. Performance Analysis 

This scheme has very important application value, pecially when sharing large 
secret, it is more effective than other schemes on general access structure. This 
scheme can divide the master key into t components first, and then realize the 
sharing of the components, so the length of the module p is 512 bits. The secret 
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distribution process and secret reconstruction process of this scheme only need 
to be executed once. It can be seen that this scheme is more effective than other 
existing schemes when sharing large secrets. 

In addition, the operations involved in this scheme mainly include the opera-
tion of linear equation of equal proportion and the calculation of determinant. 
Obviously, the performance of the scheme mainly depends on the calculation of 
determinant. The calculation and realization of determinant is very convenient, 
and Wiedemann proposes a probability algorithm for the calculation of deter-
minant, which can effectively improve the calculation of m order determinant 
on the finite field pF . The algorithm using Wiedemann will improve the opera-
tional performance of the proposed scheme. 

To sum up, the idea of the ( ),t n -threshold secret sharing system in this paper 
is to use the intersection of the tangent plane and the hypernomal of the diffe-
rential manifold to determine the master key. However, any 1t −  points cannot 
determine the tangent plane, so the master key cannot be obtained. Therefore, 
this scheme meets the requirements of reconstruction and security of secret 
sharing, and is an effective and easy to implement secret sharing system. 

5. Concluding Remark 

Using differential manifold method to construct secret sharing system has a rel-
atively intuitive advantage. Because of the difficulty of this method, there are few 
achievements in this field. The famous Blakley threshold secret sharing scheme 
is designed using geometric method. Its basic idea is to select the coordinates of 
a point in the multi-dimensional space as the master key, and find n 1t −
-dimensional hyperplanes passing through the point. The secret distributor dis-
tributes the n hyperplanes to n different participants. As long as t participants 
are together, the master key point can be found. However, less than t partici-
pants can only find the line or plane passing through the main key point togeth-
er, so the coordinates of the main key point cannot be obtained. However, Blak-
ley geometry method has a fatal weakness, that is, its shared master key can only 
be a point in the t-dimension space, that is, a coordinate in the t-dimension, 
while the key in reality is often a number of cells, so Blakley method is not prac-
tical. In this paper, the threshold secret sharing system based on differential ma-
nifolds overcomes this weakness. It uses the intersection of the tangent plane of 
the differential manifolds and the hypernormal to construct the master key. Be-
cause the combination of the intersection coordinates on pF  is the master key. 
Thus forming the master key is shown by a unit number on the finite field pF . 
From this point of view, this scheme is more practical and easy to implement 
than the Blakley scheme.  
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