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Abstract

The immense organizational emphasis on information technology (IT), com-
bined with the growing impact of information security issues, has inflated in-
formation security to the top list of management’s priorities. The ISO 27001
standard defines the requirements for an effective information security man-
agement system (ISMS). However, the implementation of ISMS not only maxi-
mizes firm performance directly, but it can also have a significant impact in
different contexts. We investigated whether ISMS implementation can benefit
organizations financially by contributing to corporate reputation and brand-
ing in this study. With samples from 171 Pakistani firms, we examined firm
performance after ISMS ISO 27001 certification. Compatible with our expec-
tations, we discovered strong evidence that ISMS implementation benefited
certified firms in terms of high corporate reputation, brand and branding,
and financial performance.

Keywords

Information Security Management System (ISMS), ISO 27001, Corporate
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1. Introduction

Information security management system (ISMS) has emerged as a contentious
topic not only in information security but also in information management (Eloff
& Von Solms, 2000; Susanto et al., 2011). Contemporary manufacturing, finan-

cial, and services providing institutions are integrating intrinsic diverse work-
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force, physical assets, and process management with governance strategies and
objectives for providing a competitive advantage for their business, as well as
investing significant resources in developing and operating information systems
to support the preceding operation. Firms increase overall productivity by shar-
ing information through such informatization, but there are adverse effects that
occur simultaneously, such as provoking a new criminal activity consisting of
information being retrogressed from initially planned objectives or implications
(Chang, 2013). Firms often created technical information security mechanisms
in the early stages to address the negative impacts of digitization, but their focus
is increasingly shifting to management security considering the features of con-
temporary information breaches. They are constructing information assurance
systems comprised of five information protection organizational activities, nota-
bly, policy and organizational formation, controlling risks, implementation of pro-
grams, and follow-up control, to provide an organization with adequate in-depth
information protection systems (Eloff & Von Solms, 2000).

Elevated information security violation situations, including phishing, incur-
sion, and identity theft, have drawn massive attention and emphasized the im-
portance of information security as an administrative problem (Hsu et al., 2016).
According to a recent study, overall costs experienced in a single security event
have gotten increasingly serious, encompassing direct monetary loss such as op-
erating damages or unfavourable equity market responses (Goel & Shawky, 2009),
reputational harm, and professional liability. ISO 27001 is a benchmark that has
been produced and implemented by businesses all over the globe to help includ-
ing Pakistan with the implementation of information security management (Mas-
toi et al., 2021). This standard was initially published in 1995, and it was amended
again in 2005. ISO 27001 is a guideline that outlines a set of principles for im-
plementing a suitable information security management system. ISO 27001 has
become the most generally accepted standard for information systems globally.
Provided concerns raised about information leakage, accredited of compliance
to the ISO 27001 criterion may serve as an excellent presentation, to the com-
munity, indicating the manager’s assessment of information systems or positive
mindset toward information security management. It also demonstrates that an
organization’s information management adheres to a global standard, making it
more credible and reputable.

Numerous academics discovered that the implementation of information se-
curity management system has a direct positive impact on firm performance such
as operational performance (Hsu et al,, 2016), financial performance (Chang,
2013; Wu et al., 2021), productivity performance (Velasco et al., 2018), and per-
formance in IT skills and infrastructure (Tewamba et al., 2019), but only a few
scholars have investigated the indirect impact of IT capabilities (Kamdjoug et al.,
2018) between information security management system and firm performance.
Continuing prior research, this study aims at whether the implementation of ISO

27001 certification advantages a firm in terms of financial performance indirectly
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by mediating the role of corporate reputation (Iwu-Egwuonwu, 2010) and brand
and branding (Rastogi & von Solms, 2012). We believe that the association be-
tween the information security management system (ISO 27001) and firm finan-
cial performance depends on contextual or situational factors (Bokhari et al., 2021)
so we will investigate the mediating role of corporate reputation and brand and
branding between the two constructs among manufacturing, financial, and ser-
vices firms in Pakistan.

The following is how this paper is structured. Section 2 examines current ISMS
literature as well as earlier research on the performance of certification uptake in
general. We next construct our theories because of this debate and develop our
hypothesis. Section 3 discusses the research methodology, and Section 4 discusses
the empirical results. Section 5 concludes with contributions, limitations, and

future research directions.

2. Literature Review and Hypothesis Development

2.1. Information Security Management System (ISMS ISO 27001)

Firms are increasingly depending on information security management systems
(ISMS) to achieve a competitive advantage in different industries. Information
technology has progressed to rely on industrial capacity, and information re-
sources have become a valuable economic resource (Lele & Lihua, 2016). Dif-
ferent sectors have progressively gained the advantage of digital technologies for
business efficiency and consolidation; nonetheless, assaults on enterprise infor-
mation systems are growing more common and diversified (Hung et al., 2019).
Invisible vulnerabilities in information security might grow more visible over
time, affecting a firm’s progress (Moghe et al., 2014; Wu et al., 2021). Inadequate
business information security management systems cannot protect against data
breaches and can result in damaged property; hence, information security has
steadily been a cause of concern (Dao et al., 2017). Existing insurance financing
techniques cannot effectively address the specific elements of information secu-
rity substantial risk of geography, intensity, and perception. In this regard, the
ISO 27001 protocol defines a legitimate and functional institutional foundation
for the information security sector and is thus a key access point in business in-
formation security management (Peng et al., 2019).

The information security management system (ISO-27001) standard’s criteria
serve to strengthen organizational efficiency and financial growth. Besides that,
implementing an ISMS infrastructure can boost consumer confidence, organiza-
tional reputation, brand image, and economic growth of the firm (Mukundan &
Sai, 2014). According to ISMS ISO 27001 criteria, organizations must ensure that
their information security policy and corporate strategy are aligned and that the
information security framework is embedded into the business operations (Neu-
bauer et al., 2008). These standards involve not only establishing the functional
structure, obligations, and authority of information security management ex-

perts but also developing appropriate risk-control strategies and producing ne-
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cessary adaptation statements. Concomitantly, these methods allow businesses
to reduce computer malware assaults (Calder, 2017). Such enhancements in-
crease consumer loyalty, decrease the cost of information security protocols, and
foster a perfect correlation and collaboration among firms (Meixner & Buettner,
2012; Sato et al., 2010).

In contrast, the deployment of an ISO 27001 infrastructure assists businesses
in reducing superfluous expenses. Losses incurred by information security vul-
nerabilities can occasionally be passed on to customers (Han et al., 2017); hence,
ensuring information security can give a pricing advantage for a product and
service (Wu & Tsai, 2018). Furthermore, the ISMS framework ISO 27001 pro-
vides necessary steps to fulfill the criteria of information transmission perfor-
mance and information document folder accessibility. Such approaches elimi-
nate updated information management expenses and open the door to growth
and profitability (Sharma & Dash, 2012). Jannah et al. (2020) discovered that
firms may obtain financial benefits after achieving the ISO 9001 certification in
an examination of the influence of Quality management systems on enterprise
performance. Likewise, several investigations have demonstrated that implement-
ing ISO 14001 accreditation may increase a company’s financial performance by
causing an attractive economic market reaction (He et al., 2015). Consequently,
firms who obtain ISMS certification ISO 27001 ought to anticipate increasing
their financial profitability and economic growth, supporting the study’s first
hypothesis:

Hypothesis 1: Higher implementation of ISMS ISO 27001 in firms has a posi-

tive impact on financial performance

2.2.ISMSISO 27001, Corporate Reputation, and Firm Financial
Performance

Corporate reputation has sparked the interest of academics from a variety of
fields (Barnett et al., 2006; Chun, 2005). It is also attracting considerable corpo-
rate and information security attention (Nechai et al., 2020). It is undeniable that
reputations are rarely addressed unless they are jeopardized. Nevertheless, it is
also an issue of definition in part. It is difficult to dispute those corporate repu-
tations are underexplored nowadays. The developments of the previous several
years have undoubtedly brought corporate reputations into the mainstream (Ar-
shad et al., 2012).

As people become more conscious about the role of business in society, execu-
tives need to deploy ISMS ISO 27001 to fulfill the requirements of various stake-
holders in terms of information security management. As firms operate within a
framework of diverse stakeholders who can impact it explicitly or implicitly,
corporate executives’ ability to address social norms is a crucial tool in develop-
ing positive connections between the firm numerous stakeholders. From a re-
source-based viewpoint, implementing ISMS ISO 27001 program allows firms to

demonstrate that they are socially responsible and responsive to the concerns of
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their stakeholders (Campbell, 2007). Failure to satisfy the needs of different stake-
holders can cause support withdrawals, which can harm the organization’s brand
image and economic survival. This means that numerous stakeholders contri-
bute to the formation of corporate reputation (Fombrun et al., 2015), which in
turn results in economic advantages (Iwu-Egwuonwu, 2010). According to Ba-
kar et al. (2015), when firms participate in information security programs ISO
27001 and include them in their annual reports, their corporate reputation im-
proves. These organizations are perceived to have strong corporate values and
intangible resources, which might be translated positively in a variety of ways,
including attracting more customers, generating investment interest, recruiting
the best talent, inspiring employees, bolstering work satisfaction, producing more
positive publicity, and accepting positive remarks from financial experts (Laufer
& Coombs, 2006).

The majority of modern financial, commerce, services, and commercial en-
terprises have their smartphone application to target the mass of prospective
clients who place online purchases over the phone. Nevertheless, most typical
data security solutions are inadequate for mobile applications, and the danger of
data leakage is larger than with a computer (Nechai et al., 2020). Despite the use
of encryption, John Atkinson demonstrated that smartphone apps can mista-
kenly disseminate personal information through wireless networks (Atkinson et
al., 2018). If an enterprise has an application but does not have an appropriate
information security system in place, it may lead to severe difficulties with pri-
vate information and, consequently, a negative impact on the corporate reputa-
tion. Previous studies have shown that one of the most serious threats to infor-
mation security originates from inside a corporation. Employees’ lack of infor-
mation security skills or understanding of information security policies is major
factor in security breaches (Algahtani, 2017). Many privacy violations continue
to be caused by unintentional, purposeful, or malicious human factors, resulting
in economic or reputational damage (Ki-Aries & Faily, 2017). Designing an in-
formation security policy, adopting ISO 27001, and atomizing procedures with
the use of specialized software not only decreases the hazards connected with
undetected weaknesses but also improves the operational team’s knowledge of
the current issue, and increases corporate reputation (Nechai et al., 2020).

Despite prior studies offering a mathematical basis for information security
managers to balance the costs and benefits of investment, it is challenging to ap-
ply in enterprises (Hausken, 2006). This is primarily because the advantages of
information security investment are ambiguous and invisible. Traditionally, in-
formation security investments are made neither for income growth nor cost
mitigation (Baskerville, 1991). Companies devote resources to information secu-
rity to deter security threats, and the optimal solution is typical “nothing hap-
pens” (Menon & Siponen, 2020) but they are more interested to gain long-term
intangible assets such as corporate reputation (Gwebu et al., 2018). The reputa-

tion of a corporation is an intangible asset that is difficult for opponents to rep-
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licate and maybe effectively transformed into a competitive advantage. The yearly
publishing of corporate social responsibility reports by large corporations de-
monstrates the importance of corporate reputation in their success. Scholars also
have discovered that corporate reputations are beneficial to attracting excellent
employees and investment on advantageous terms, as well as providing nego-
tiating advantages in general across a variety of stakeholder relationships (Lee &
Roh, 2012). These competitive advantages convert corporate reputation into firms’
financial performance (Barney, 2001). Following these theories and research, we
set our hypothesis as:

Hypothesis 2: Higher implementation of ISMS ISO 27001 in firms has a posi-
tive impact on Corporate Reputation

Hypothesis 3: Firms with higher corporate reputation enjoy have higher fi-
nancial performance

Hypothesis 4: Corporate Reputation mediates the relationship between ISMS

Implementation and financial performance

2.3.ISMS IS0 27001, Brand and Branding, and Firm Financial
Performance

Information security systems are utilized to protect important information from
malicious users via electronic means in technological communication. Informa-
tion security researchers have underlined the necessity for executives to protect
information resources from cyber-attacks and security breaches, despite the
overwhelming use of information security systems in organizations (Smith et al.,
2010). Meanwhile, unauthorized personnel can acquire access to their organiza-
tion’s secret information due to information security flaws. Lack of significance,
poor accessibility, inadequate training, and ineffective security are all identified
as information system flaws. These characteristics can prohibit a company from
achieving its objectives, affect the brand name negatively, and offer high-quality
services to stakeholders. In the current competitive environment, corporate go-
vernance amplifies public pressure for corporations’ integrity in terms of infor-
mation reporting to meet stakeholders’ aspirations. Corporations that do busi-
ness with a massive public aspect commit to advancing commercial operations
that benefit the community in commercial, societal, and environmental ways to
create a positive brand image in the society (Martinez et al., 2014). It is found by
(He & Lai, 2014) that corporations can achieve their brand and branding by act-
ing in a socially responsible way toward all stakeholders.

Although this may take years to develop a great brand name, it only takes a
fraction to tarnish the positive picture by instilling explicitly unfavorable im-
pressions. The ability of information security perceptions to enhance branding,
or insecurity perceptions to destruct a brand, is becoming more widely recog-
nized. Nothing, in today’s economic and political atmosphere, could harm a
brand more than portrayed impressions of insecurity, such as high rates of mali-

cious crimes, the threat of cyber-attacks, or the risk of important information
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leakage. Under certain circumstances, nevertheless, we can observe how delibe-
rate promotion of information security, as well as measures to disguise, minim-
ize, or diminish the effect of insecure qualities, can emerge as significant brand
and branding using the information security management system ISO 27001
(Coaffee & Van Ham, 2008). A brand is a combination of physical and intellec-
tual characteristics used to generate awareness and recognition, as well as the
reputation of goods, services, company, place, or entity. When a corporation
achieves a strong brand image through brand awareness, demand’s equilibrium
price falls, allowing corporations to raise prices and boost profits (Sammut-
Bonnici, 2014).

Since the 1960s, numerous scholars have been studying the evolution of brand-
ing and how firms might attain brand identity and branding (Choong et al.,
2017; Farquhar, 1994; Hampf & Lindberg-Repo, 2011; Holt & Holt, 2004; Kit-
chin, 2003; Marquardt et al., 1965; Moore & Reid, 2008) and influence of brand
and branding on firms’ financial performance (Homburg et al., 2010; Park et al.,
2013). Previous researchers argued that a brand is first and foremost a relation-
ship among all-important relationships within branding, involving profound emo-
tional connections and loyalty (Kapferer, 2008), it can be viewed as relationship
partners, and highlighting how brands are dynamic, realistic, and personalized
can help to validate this viewpoint (Fournier, 1998), a company’s internal func-
tion as a brand creator must be emphasized more, with a focusing on enhancing
personnel and staff behavior and attitudes (De Chernatony, 1999), the concept
of CSR has become popular not only in all line of industries but also for all cor-
porations to achieve brand and branding (Kitchin, 2003), and firms can achieve
high brand and branding by applying information security as their socially re-
sponsible obligation and publishing it in their annual reports to share with all
relevant stakeholders (Coaffee & Van Ham, 2008).

An information security system is described as corporate policies in connec-
tion to the accomplishment of corporate ethics, which encompasses corporate
commitments and obligations to society (Yaeger et al., 2015). Information secu-
rity, according to (Tipton & Krause, 2007), is an extension of corporate ethics
and organizational morality that must not only comply with legal requirements
but also respond to public influence and social expectations. Consequently, an
information security system can assist an organization to achieve brand and
branding by addressing corporate ethics principles to protect the interests of all
stakeholders. Numerous studies also suggest that ensuring information security
is the same as investing in a socially responsible commitment, leading to an im-
provement in firm profitability (Kamdjoug et al., 2018; Ki-Aries & Faily, 2017;
Rastogi & von Solms, 2012; Tewamba et al., 2019). Lai et al. (2010) examine the
impact of socially responsible behavior on brand success in B2B marketplaces.
According to scholars, socially responsible behavior has a beneficial impact on
brand and branding performance.

In summary, the literature reveals that the information security system, brand

DOI: 10.4236/ajibm.2022.125048

940 American Journal of Industrial and Business Management


https://doi.org/10.4236/ajibm.2022.125048

S. A. A. Bokhari, S. Manzoor

and branding, and firm performance have a positive relationship. Based on pre-
vious literature, we can propose the following testable hypotheses on the exis-
tence of a causal relationship between the information security systems, brand
and branding, and firm financial performance:

Hypothesis 5: Higher implementation of ISMS ISO 27001 in firms has a posi-
tive impact on brand and branding

Hypothesis 6: Firms with high brand and branding have higher firm perfor-
mance

Hypothesis 7: High brand and branding mediate the relationship between
ISMS ISO 27001 and firm performance.

3. Research Methodology

We describe our data sample and measure information security system, corpo-
rate governance, brand and branding, and firm performance in this section. We
particularly gathered a list of organizations with and without an information se-
curity infrastructure in place. We examine how firms with information security
systems are correlated with firm performance and how corporate governance
and branding mediate this relationship by comparing firm performance between

these two categories.

3.1. Data Collection

The main purposes of this study are to investigate how information security sys-
tems are employed and their effects on corporate financial performance. To col-
lect the data, a systematic questionnaire was constructed and utilized. The ques-
tionnaire’s objective was to examine the aspects of an organization that is influ-
enced by information security implementation. This questionnaire was e-mailed
to 600 major companies in Pakistan that have implemented and utilized infor-
mation security systems. Each organization’s head of the IT department was
called (by phone or in-person) to provide information about various areas of the
study. A total of 190 completed surveys were received. Nineteen of them were
disposed of because they were deemed invalid. Eventually, 171 surveys from Pa-
kistani businesses are included in the data. The questionnaire is split into four
sections and has twenty multiple-choice questions. Each section contains five
questions that are assessed on a 5-point Likert scale ranging from 1 (very low) to
5 (extremely high). When we assessed responding and non-responding compa-
nies across numerous parameters, we found no significant differences (firm age,

firm size, and industry as shown in Table 1).

3.2. Measures of Variables

3.2.1. Information Security System
Our first sample comprised a list of Pakistani enterprises holding ISMS certifica-
tions. We chose this developing nation since much prior research examined the

influence of ISMS certification on organizations’ monetary and non-monetary
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Table 1. Demographic Characteristics firm wise.

Characteristics N %
Firm Industry
Manufacturing 23 14
Banking/Financial 52 30
Accounting Services 68 40
Information Technology 28 16
Firm Age
01 - 15 years 102 60
16 - 30 years 48 28
>30 21 12
Firm Size
01 - 1000 98 57
1001 - 5000 46 27
>5000 27 16

performance in developed countries (Hsu et al., 2016). It should be noted that
the name of the ISO 27001 certificate registrant may represent a manufacturing,
financial, services, or information technology firm or a corporate body. Follow-
ing that, we compiled a list of control firms that had no prior experience with
ISMS certification. We started by compiling a list of all candidate control firms
from Compustat. The match was then done for businesses in the same industry

based on pre-certification performance and company size.

3.2.2. Corporate Reputation

Despite some doubts regarding the “Fortune reputation index’s” validity (Fryxell
& Wang, 1994), it remains the most extensively used indicator of corporate rep-
utation (McGuire et al., 1990). 8 criteria were considered for this investigation.
The ratings were then averaged for each organization to provide an overall rep-
utation index, which functioned as a proxy for overall corporate reputation. The
8-item questionnaire was distributed to manufacturing, financial, services, and
information technology businesses to validate the measure of corporate reputa-
tion. The quota was determined by two age factors as well as gender. On a five-
point Likert scale ranging from “I disagree strongly” (=1) to “I agree strongly”
(=5), each respondent was asked to identify their degree of agreement or disa-
greement (Bokhari & Aftab, 2022). Following data collection, negatively charac-
terized components were reverse coded, and descriptive statistics were generated
for all items on the scale. Items with adjusted item-total correlations less than 0.5
did not contribute substantially to measuring the corporate reputation concept

and were thus deleted, leaving a 5-item questionnaire.

3.2.3. Brand and Branding

As evident from the literature review, 15 characteristics that contribute to brand
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and branding efficacy have been discovered. The settings are altered based on
the kind of respondent. The brand and branding effectiveness score of informa-
tion security is calculated based on the evaluations given by respondents on
these characteristics. The mean of the evaluations supplied by the various stake-
holders is computed on a five-point Likert scale ranging from (1) “ strongly dis-
agree “ to (5) “strongly agree”. The mean score of the brand and branding effec-
tiveness ratings of information security computed from the perspective of par-

ticipating organizations was then used to generate the final ranking.

3.2.4. Firm Financial Performance

As indicated in our hypothesis, we regarded ROA as a measure of firm perfor-
mance. As indicated in Hypothesis 1, we predicted organizations that imple-
mented information security systems to have superior firm financial perfor-
mance through sales growth. Consequently, the first measure we employed was
Return on Assets (ROA), which was determined as operating income divided by
total assets. ROA has been utilized to measure firm performance widely in pre-

vious research (McGuire et al., 1990).

3.2.5. Control Variables
Firm age and size were used as control variables in this study.

3.3. Methodology

To test our hypothesis, we conducted a comparative analysis of the ROA and
ROE of organizations with and without an information security management
system. Our statistical analyses were based on the null hypothesis that the prof-
itability of certified companies differed from that of noncertified enterprises. We
utilized SmartPLS SEM to investigate our hypotheses and analyze the results
following (Bokhari & Myeong, 2022). The research framework proposed for this

study is given in Figure 1.

H4

Corporate
Reputation

| I

| I

i H :

| |

| ]

| v
ISMS Implementation H1 ‘( Firm Economic
1SO 27001 'L Performance

Brand and
Branding |-

e

H7

Figure 1. Research framework for ISMS, corporate reputation, brand and branding, and
firm performance.
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4. Results Interpretation

To test the hypothesized relationships between the implementation of ISMS,
corporate reputation, brand and branding, and firm performance, a model was
constructed on a logical theoretical base. For the analysis, PLS software version 3
and SPSS version 21 were utilized. The first step was to examine the measure-
ment model’s reliability and validity. The hypotheses were then tested using a
structural equation model.

4.1. Construct Reliability and Validity

The internal consistency and discriminant validity of the measurement models
were assessed to place them to the test in Table 2. Internal consistency is signi-
fied by composite reliability (CR) and convergent validity. The outcomes of the
CR tests indicate that all components have values greater than the generally ac-
cepted criterion of 0.7 (Abdillah & Hartono, 2015). The convergent reliability
analysis looked at CR, factor loadings, and AVE. First, it was observed that all
the components have statistically significant loadings. This finding suggests that
all items associated with their respective components validate the assumed cor-
relation between the indicators and the components. Second, in all study con-
structs, the average variance extracted (AVE) indicators surpassed the cut-off
point of 0.50 (Abdillah & Hartono, 2015). Thereby, referring to all the conver-
gent validity standards, it demonstrated that the equipped measures could be
applied.

The discriminant validity test determines how much the constructs vary from
one another. To demonstrate discriminant validity, the construct’s AVE should
be higher than the variation explained by that construct and the other compo-
nents in the framework (e.g., the symmetrical correlation between related com-
ponents) (Abdillah & Hartono, 2015). This criterion was compiled by all con-
structs in this study; in specific, the diagonal values (AVEs) are higher than the
non-diagonal aspects in the respective columns in Table 2. In short, the model
evaluations revealed strong evidence of validity and reliability for the concepts’

operationalization.

4.2. Testing Direct Effects

The mean values, standard deviations, and correlation matrices for ISMS im-
plementation, corporate reputation, brand and branding, and firm financial per-
formance are presented in Table 3. The matrices demonstrate a significant cor-
relation between the independent variables (ISMS implementation, corporate
reputation, brand, and branding) and the dependent variable (i.e., firm financial
performance). These findings illustrate and support the authors’ aspirations for
the interdependence of ISMS implementation, corporate reputation, brand and
branding, and firm performance. All correlation coefficients were in the ex-
pected directions, suggesting that hypotheses such as ISMS implementation be-

ing positively related to firm performance (r = 0.735, p < 0.01), corporate repu-
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tation (r = 0.708, p < 0.01), and brand and branding (r = 0.587, p < 0.01) should
be tested further (Bokhari & Myeong, 2022; Tewamba et al., 2019).

Table 2. Reliability and validity test.

Average
Variabl It Factor Cronbach’s CompositeVariance
ariables ems o
Loadings  Alpha ~ Reliability Extracted
(AVE)

Determination of internal and external factors relevant 0.766

to ISMS '

The scope of ISMS 270001 documented 0.749

Established information security policy that is 0.814

appropriate '
Information  p e within the ISMS clearly defined and
Security : 0.800

communicated 0.737 0.726 0.721 0.706
Management
System The ISMS adequately resourced 0.697

The information security risk assessment process 0.744

repeatable '

A program to ensure the ISMS achieves its outcomes 0.797

There is an information security risk treatment process 0.723

to select appropriate risk treatment options '

My company produces quality products 0.932

My company uses high caliber adverts 0.916

My company sponsors many activities 0.701

My company is always willing to welcome
Corporate o 0.868

visitors to tour the factory 0.953 0.956 0.962 0.759
Reputation

My company is a long-established company 0.828

My company carry out a lot of advertising 0.901

My company offer a variety of well-known products 0.891

The employees of my company are well trained 0.910

The brand of my company prefers to be true to them 0.777

Authenticity of the brand of the company means 0.821

aesthetic '

Products of the brand of the company are made genuine 0.854

and honesty '
Brand and The authenticity is considered as prestige of the brand  0.768

. 0.859 0.911 0.902 0.569

Branding Authenticity of the brand of the company means reliable 0.814

The brand of the company needs to note friendly 0.904

environment '

The brand of the company explains the morality 0.739

Advertising of the brand of my company sometimes is 0.358

too exaggerated
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Table 3. Descriptive, correlation, mean, min & max values, and standard deviation.

N Min Value Max Value Mean SD Age Size FP ISMS CR BB
Age 171 6 34 1.4386 0.4977 1
Size 171 146 7229 1.3509 0.4787 0.264** 1
FP 171 5.19 18.1 12.2982 3.6940 0.229** 0.179* 1
ISMS 171 3.88 4.63 4.0288 0.7798 —=0.035%*  0.273*%¢  0.735** 1
CR 171 3.76 5.0 3.8901 0.8438 0.049 0.203**  0.708**  0.882** 1
BB 171 3.75 4.5 3.8919 0.7052 —-0.054 —-0.130  0.587**  0.903**  0.926** 1

**Correlation is significant at the 0.01 level (2-tailed). *Correlation is significant at the 0.05 level (2-tailed).

Table 4 displays the statistical findings of univariate analysis of variance using
robust standard errors. While there are three or more categories and only one
predictor variables and one outcome variable, the one-way ANOVA is em-
ployed. Since there are three independent variables, the univariate analysis of va-
riance is advanced to the two-way ANOVA. The interactivity between the pre-
dictor factors, as well as the overall impacts of the variables, must be investigated
in this approach. previous scholars advised avoiding employing more than three
independent variables due to complexity.

The Type I error rate might be distorted if the normality and homoscedastici-
ty presumptions are violated. The Type I error (alpha rate) is usually suggested
at 0.05. This indicates that if a findings are significant statistically, there must be
less than a 5% possibility that a Type I error occurred. When traditional para-
metric statistics are applied to assess non-normally distributed or heteroscedas-
tic data, the actual risk of committing a Type I error could be significantly great-
er (or lesser) than the p value produced (Erceg-Hurn & Mirosevich, 2008). The
potency of standard parametric statistics can be significantly reduced when the
assumption of homogeneity or homogeneity of variance are violated. In that
case, a slight deviation from normality reduces the impact of the t test from 0.28
to 0.96 (Erceg-Hurn & Mirosevich, 2008). Table 4 displays the values of robust
std. error where minimum value is 0.307, greater than 0.28, and maximum value
is 0.928, lesser than 0.96, which indicates our assumptions are true and p-values
signify that correlations are significant.

According to the findings in Table 5, ISMS implementation had a positive
and statistically significant direct influence on firm financial performance, with a
path coefficient (f = 0.663; t value = 10.659; p = 0.000). This finding demon-
strated that hypothesis 1 is strongly supported. As projected, Hypothesis 2 found
a strong association between ISMS implementation and corporate reputation,
with a path coefficient (p = 0.934; t value = 106.755; p = 0.000). With a path
coefficient (p = 1.044; t-value = 4.125; p = 0.000), Hypothesis 3 supported the
proposed relationship between corporate reputation and firm financial perfor-

mance with a path coefficient. The positive impact of ISMS implementation on
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brand and branding was hypothesized in hypothesis 5, and findings confirmed a
strong positive association between the two constructs with a path coefficient (8
= 0.924; t-value = 105.627; p = 0.000), indicating that H5 is supported. Finally,
hypothesis 5 predicted a strong correlation between brand and branding and
firm financial performance. The findings strongly support our proposition, with
a path coefficient ( = 0.752; t-value = 4.998; p = 0.000) significantly supporting
H5. To investigate the variance of the latent variables, the framework evaluated
the squared multiple correlation (R?) coefficient for latent constructs. Table 5
displays the squared multiple correlations (R?) result, suggesting that the pre-
sumed model described statistically significant variance for the dependent con-
structs (Tewamba et al., 2019).

4.3. Mediating Effect

The significant study of the indirect impact and total effect path coefficients
from the bootstrapping procedure (with 450 tests, 5000 subsamples, and no sig-
nificant changes) was shown in Table 6. The findings revealed that corporate
reputation plays an important role in mediating the relationship between ISMS
implementation and firm performance, as evidenced by a path coefficient (Beta
value = 0.975; t value = 4.123; p = 0.000), hence supporting suggested H4
strongly. Further, the final hypothesis 7 identified that brand and branding have
a significant mediating relationship between ISMS implementation and firm
performance, with a path coefficient (Beta value = 0.695; t value = 4.879; p =
0.00), therefore, H7 is significantly supported. A summary of the findings of the

total direct and indirect relationships is given in Table 5.

Table 4. Parameter estimates with robust standard errors.

Dependent Variable: FP

Parameter 5 Robust Std. . Sig. 95% Confidence Interval
Error® Lower Bound  Upper Bound
Intercept —-21.110 2.653 -7.957 0.000 -26.349 —-15.872
Age 1.117 0.307 3.639  0.000 0.511 1.723
Size 0.580 0.350 1.655 0.100 -0.112 1.272
ISMS 9.432 0.928 10.165 0.000 7.600 11.264
CR 3.424 0.366 9.357  0.000 2.702 4.147
BB 5.217 0.554 9.418 0.000 6.310 4.123

a. HC3 method
Descriptive Statistics

Dependent Variable: FP

Mean SD N
12.2982 3.69402 171
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Table 5. Framework testing for ISMS, corporate reputation, branding, and firm perfor-

mance.

Original Sample (O) T Statistics (|O/STDEV|) p Values
Age -> FP 0.168 3.256 0.001
Size -> FP —0.042 0.862 0.029
ISMS -> FP 0.663 10.659 0.000
ISMS -> CR 0.934 106.755 0.000
ISMS -> BB 0.924 105.627 0.000
CR ->FP 1.044 4.125 0.000
BB -> FP 0.752 4.998 0.000
ISMS -> CR -> FP 0.975 4.123 0.000
ISMS -> BB -> FP 0.695 4.879 0.000

Model Summary
R R square Adjusted R Square Std. Er.ror of the
Estimate
0.839* 0.703 0.694 2.04244

*Predictors: (Constant), Size, BB, Age, ISMS, CR; **Correlation is significant at the 0.01
level (2-tailed).

Table 6. A summary of the findings.

Higher implementation of ISMS ISO 27001 in firms has a positive

H1 S ted
impact on firm performance HPpotte
Higher implementation of ISMS ISO 27001 in firms has a positive

H2 ] Supported
impact on corporate reputation
Firms with a high corporation reputation have higher firm

H3 Supported
performance
High corporate reputation mediates the relationship between

H4 | . Supported
implementation of ISMS ISO 27001 and firm performance.

Higher implementation of ISMS ISO 27001 in firms has a positive
H5 Supported

impact on brand and branding
H6  Firms with high brand and branding have higher firm performance  Supported

High brand and branding mediate the relationship between
H7 Supported

implementation of ISMS ISO 27001 and firm performance.

5. Discussions, Implications, and Conclusions

5.1. Discussions

This study was able to produce results that have implications for both social
science research and information security management in the Pakistani envi-
ronment by using a multiple regression model to investigate hypotheses of in-
formation security system, corporate reputation, branding, and information se-
curity system. This research concluded that ISMS had a significant impact on

corporate reputation, brand and branding, and firm profitability in organizations.
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Furthermore, corporate reputation, brand, and branding have a favorable corre-
lation with firm performance. Finally, company reputation and branding consi-
derably mediate the relationship between the information security systems and
firm performance. Several scholars have concluded that strengthening informa-
tion security entails considering human behavior and increasing stakeholders’
intention to continue with the organization due to its reputation and branding,
both of which contribute to the firm’s economic growth. This demonstrates that
strengthening the information security system allows for boosting the reputation
and branding, and consequently firm profitability. Most respondents operate in
the banking, information technology, and telecommunications industries, and
information security is considered one of the greatest and most crucial compo-
nents of their success. Information security measures are already highly devel-
oped in our environment, particularly in the banking, information technology,
and telecommunications sectors. Their perception of the significance of ISMS in
a firm is reflected in our findings. Consequently, every firm should develop an
information security system since it has a substantial impact on its reputation,

branding, and financial performance.

5.2. Implications

The major recommendation is to implement an ISMS or to comply with an ex-
isting ISMS that is based on ISO 27001 standards. The findings demonstrated
the need of focusing on the constant improvement of the maturity level of the
vulnerability management process, as this improvement will support a high-
quality information security management system. This suggestion will include
global standards at different levels of the organization.

On the level of the executives, it is mostly a matter of handling policy con-
cerns and supporting ISMS adoption. It is essential to empower the information
security manager to influence the selection and specifications of vendor services,
as well as to suggest content components for liability insurance. Furthermore, it
is crucial to frequently communicate the net advantages of an ISMS in the or-
ganization and pave the way for strategy implementation in an information se-
curity management system integration. Finally, it must provide the security man-
ager with enough autonomy, so that he or she can respond to the board of go-
vernance rather than the Executive or CIO. This would make it easier for him to
collect data for security purposes and execute alternative approaches.

At the level of the manager of information security, operations must be com-
pleted daily, and security expenditures must be rationalized. In general, he plays
a vital role in areas such as counseling, assistance, communication, orientation,
and alerts. He has the authority to act immediately on all or a portion of the
company’s information security. He must formulate strategies for information
security issues, develop, or oversee the implementation of these strategies, put
the contingency planning strategy into action, mitigate the threat of information
security, learn how to manage uncertainty, and learn the several departments of

the organization. and evaluate the return on investment in information security.
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5.3. Conclusion

Fundamentally, the information security management system, which includes
people, processes, and information technology systems, is a comprehensive me-
thod through which a business protects its information security through a risk
assessment. The key issue in Pakistan is the lack of comprehension regarding the
establishment of corporate information asset security management since dam-
ages are substantial, even if their intensity is low for certain executives who favor
therapeutic approaches. The assessment of performance is crucial for an organi-
zation and each of its functions. Consequently, it is critical to identify the factors
that permit measuring the success of the information security department and
its contribution to overall firm performance.

Nevertheless, the respondents’ reluctance to cooperate hampered our efforts.
Conversely, this may have helped us enhance our framework. In absolute agree-
ment with Pakistani enterprises, we should have precisely presented the ideas of
administrative competence and corporate reputation. This will allow leaders to
invest in the security of their information assets more swiftly by using more sig-
nificant manifest factors. This study concentrates on certain administrators on

the significance of information security management systems.
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