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Abstract 
Internet of Things (IoT) among of all the technology revolutions has been 
considered the next evolution of the internet. IoT has become a far more 
popular area in the computing world. IoT combined a huge number of things 
(devices) that can be connected through the internet. The purpose: this paper 
aims to explore the concept of the Internet of Things (IoT) generally and out-
line the main definitions of IoT. The paper also aims to examine and discuss 
the obstacles and potential benefits of IoT in Saudi universities. Methodology: 
the researchers reviewed the previous literature and focused on several data-
bases to use the recent studies and research related to the IoT. Then, the re-
searchers also used quantitative methodology to examine the factors affecting 
the obstacles and potential benefits of IoT. The data were collected by using a 
questionnaire distributed online among academic staff and a total of 150 par-
ticipants completed the survey. Finding: the result of this study reveals there 
are twelve factors that affect the potential benefits of using IoT such as re-
ducing human errors, increasing business income and worker’s productivity. 
It also shows the eighteen factors which affect obstacles the IoT use, for ex-
ample sensors’ cost, data privacy, and data security. These factors have the 
most influence on using IoT in Saudi universities. 
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1. Introduction 

The attempts of linking many things situated on different or same sites using the 
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internet to get an integrated system to develop the performance of transmitting 
information is called the Internet of Things (IoT) [1]. Many of the things that we 
are surrounded by will be connected to the network in one way or another. RFID 
(Radio Frequency Identification) and sensor network technologies will grow 
to face this new challenge, wherein information and communication systems 
are embedded invisibly in the environment surrounding us, which resulted in 
the creation of huge amounts of data. This data requires storage, processing, 
and presentation in a perfectly consistent and coherent way, with efficiency, 
and in an easily understandable method. This model will contain services that 
are commodities and produced in a way that is similar to traditional commodi-
ties [2] [3]. IoT is known as one of the very essential areas for future technology 
and is gaining enormous popularity in several global industries. The true value 
of the IoT for enterprises is understood when the communication between con-
nected devices is possible, and the ability to integrate with inventory systems ma-
naged by vendors, customer support systems, business intelligence applications, 
and business analytics [4] [5]. 

The concept of IoT has grown, it is taking more visibility and the development 
of usable IoT products for our daily life is increasing. Hence, IoT is introduced 
in every field to provide suitable solutions for many applications such as medi-
cine tracking, smart health, smart house, smart cities, waste management, traffic 
control, security, industrial control, logistics and retail services and emergency 
services. The future of the IoT is beyond what we can imagine today. We live in 
a rapidly changing era; the number of connected devices is growing precipitous-
ly. It is projected that societies will be completely connected to the grid which 
will be effective and efficient, alongside some interesting applications that have 
yet to be invented [6] [7].  

With regard to the use of IoT in Saudi universities, it has been noticed the lack 
of use IoT in this environment, also the lack of users’ knowledge about IoT con-
cept [8]. Besides that, most of the previous papers have focused on using IoT in 
the health sector in Saudi [9] [10], while there have been a few studies in Saudi 
outlining the use of Internet of Things among academic staff in the universities 
[11]. In order to fill this gap, it is necessary to investigate this aspect of know-
ledge. 

The purpose of this paper is to provide insight regard the current level of 
awareness of IoT concept and to identify and examine the associated obstacles 
and benefits among academic staff in Saudi universities as it has grown signifi-
cantly in Saudi during the last few years. 

2. Literature Review 

In this section, the first several definitions of Internet of Things will be provided. 
Followed by some previous papers regarding the difficulties that affect IoT use 
will be explored. Then, further foregoing papers related to the potential benefits 
of IoT will be discussed. 
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2.1. Definition of IoT 

The Internet of Things is the type of network to connect many devices to the in-
ternet. In order to exchange information and reduce human errors. IoT is a net-
work of physical objects [12] [13]. This network is not limited to a computer 
network but covers devices, vehicles, smartphones, home appliances, toys, cam-
eras, medical instruments and industrial systems, animals, people, and buildings, 
all connected, all communicating & sharing information based on stipulated pro-
tocols in order to achieve smart reorganizations, positioning, tracing, safe & con-
trol & even personal real-time online monitoring. Moreover, the Internet of Things 
can be defined into three categories [12] [13]. Those categories are people to 
people, people to machine and machine to machine. The Internet of Things is a 
concept and a paradigm that considers the pervasive presence in the environment 
of a variety of things/objects that through wireless and wired connections and 
unique addressing schemes are able to interact with each other and cooperate 
with other things/objects to create new applications/services and reach common 
goals. IoT is the new revolution in the world of technology. The main goal of 
using the Internet of Things is to allow things to connect to each other anywhere 
and anytime [12] [13]. According to [14] Internet of Things is a connection be-
tween people and things at any time and any place using a network. There are 
different definitions for IoT based on previous studies. Those definitions are IoT 
is Objects that have virtual personalities and identities, where they are embedded 
with smart interfaces that allow them to communicate and connect with user 
contexts and social environments, IoT is Interconnected things that have active 
roles in what could be called the internet of the future, Internet of Things is ex-
pression consists of two words [15]: Internet which is defined as the worldwide 
network of an enormous number of networks depending on communication pro-
tocols standards, whereas the word Things refers to all objects that are connected 
to that network based on the same standard and IoT is anything that can be ac-
cessed from anywhere at any time by anybody for any service through any net-
work [16]. The Internet of Things is also called the internet of everything. That 
everything includes human beings as well so that becomes an Internet of every-
thing. IoT is one of the greatest phenomena of this century [17]. 

2.2. Obstacles of IoT Use 

Nowadays all of the internet applications are providing information and services 
for humans. It means humans have action in those applications. The Internet of 
Things (IoT) is a new technology that helps humans by allowing the machine- 
to-machine (M2M) to do actions [18] [19]. According to [20] [21] there are many 
challenges facing the application of IoT. M2M has four layers, those layers are 
Sensors collect data, communication units relay the information collected, com-
puting units analyze the information, and service layers take action. There is a 
huge concern about sensors for the cost, availability, and service. In the future, 
will need to connect many sensors wirelessly through a system such as WIFI and 
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other. In addition, the results come from M2M still need to check by the users. It 
is mean the users will work for machines and still need the human to act. Ac-
cording to [18] [19] security is one of the biggest challenges of using the Internet 
of Things. Because IoT generates so much data from the users such as personal 
information, customer behaviors, or even access to surveillance cameras. The 
security technologies must be good enough to protect IoT devices and platforms 
from both information attacks and physical tampering [22]. 

According to [23] there are difficulties to use operating systems for the Inter-
net of Things. Traditional operating systems such as windows and iOS are not 
suitable for use. Because those require high specification of hardware and con-
sume a lot of power. Some criteria were used to evaluate the OS are: Power con-
sumption, Processor requirements and Unique points [23]. According to [22] 
IoT requires a high experience programmer and the cost of providing the tools 
for IoT is very high. Healthcare become one of the most important sectors around 
the world. IoT can provide several benefits to improve the quality of life for citi-
zens and prove lifestyle suggestions for welfare. 

There are some obstacles facing healthcare to use the Internet of Things to 
manage and run the business. Healthcare sectors need to connect various medi-
cal devices to provide good services. Those devices are made by different com-
panies and some of them cannot connect with other [24] [25]. Also, need to 
make the privacy of the health history of the patent available to allow the ma-
chine to make a decision. As well, the cost to apply the IoT in the health sector is 
very high. Moreover, the size of the patient’s data is very huge, and it will affect 
the performance of the systems [26] [27]. Because of that the data need to be de-
centralized. The availability of electricity is the main issue facing the adoption of 
IoT in health sectors. Because some areas cannot guarantee the sustainability of 
the electricity. The data which comes from the IoT is noisy and it is very difficult 
to analyse the data [28]. The Internet of Things does not have any stander for 
security. And the cost of security is very high because of a different kind of de-
vices used [26] [28]. 

According to [26] following points present the obstacles facing healthcare to 
use IoT. The data transmitted from the sensor to the control device and further 
transmitted to the monitoring center, which will affect the quality of the data 
due to noise. Better architecture helps to transmit the data without affecting its 
nature. Noise removal techniques can also help to enhance the data signal. Most 
of the existing method in ECG monitoring involves analyzing the signal in a su-
pervised manner. This increases the cost, and it may produce a detection error. 
Machine learning can be applied to analyzing the signa, which helps to improve 
efficiency and reduce expenses. An increasing number of sensors and devices 
require higher energy to process, and it increases power leakage and energy 
consumption. An optimization algorithm can be used to reduce the usage of 
energy. Monitoring many numbers of users in the IoT requires more storage and 
mainframe, which can be overcome by storing the data in the Cloud. However, 
the IoT integrated with the cloud increases the complexity. Another important 
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problem in the IoT is privacy as the devices are more vulnerable to attack. These 
devices are low resource constraints and are difficult to apply encryption tech-
niques on them [26]. 

2.3. Potential Benefits of IoT Use 

Previous studies indicated that there are a lot of challenges faced to adopt the 
Internet of Things in different sectors. On the other hand, there are advantages 
to enhance the performance of people, businesses and others by using the Inter-
net of Things in different sectors. According to [20] [29] designing a lower-power 
sensor unit is one of the opportunities of using IoT. As well, designing a new 
video processing and encoding algorithm is considered an opportunity of using 
the Internet of Things. The Internet of Things allows better communication be-
tween machine to machine. This will assist in the correlation between different 
components. Also, it helps to deliver the right message and the right time with 
needed documents [20] [29]. The analysis of the results coming from the organ-
ization is one of the difficulties facing the management to make the right deci-
sion. Using the Internet of Things leads to zero touch for management and anal-
ysis. In future, those advantages lead to the availability of the smart device for 
people. 

According to [18] [30] technology makes life easy and instant. Internet to 
things is one of the newer trends in the technology field and has become more 
and more relevant. There are a lot of benefits organizations can achieve by using 
IoT. The Internet of Things can use for building, transportation, city, and indus-
try. As well, using the Internet of Things help to reduce human errors, reduce 
operating cost, increase the productivity of workers and business and generate 
data. Those data can use to produce new reports to assist the progress of the or-
ganizations. According to [24] [31] IoT has multi benefits to enhance the quality 
of life for the citizen. 

Recently, the Internet of Things has had wide use in the health sector. RFID 
Radio Frequency Identification is an automatic and contactless technology, that 
provides a communication interface with the tagged objects through wireless data 
transmission to retrieve relevant information. It allows automatic identification 
and data capture using radio waves, a tag, and a reader. IoT is a suitable tech-
nology to get the best advantages of using RFID in the health sector. 

Machine to Machine communication is the definition of the Internet of Things. 
M2M can help the health sector to reduce errors in delivering data. Delivering 
data is a huge concern for the health sector. As well, the availability of the Inter-
net of Things in the health sector allows to create health application. Health ap-
plications can take place of the lack of doctors in the hospital [24] [31]. IoT will 
help doctors to respond quickly in emergencies and allow them to cooperate 
with international hospitals to track the status of a patient. There are also other 
applications of IoT such as patient identification; this application aims to reduce 
adverse events for patients, and maintenance of comprehensive electronic medi-
cal records [24] [26]. According to [28] IoT will reduce the need for physical se-
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curity in health sectors. Also, it can assist doctors with emergency cases and 
remote cases. IoT can speed up the patient’s services in the hospital and can 
have high security for patients’ information. It can make the patients’ informa-
tion available for patients in anywhere or anytime they need his health infor-
mation. 

According to [26] [32] the Internet of Things is used to monitor and control 
electrical devices. This will support the services provided to the citizen. Moni-
toring the patients in the hospital was a huge concern for the health sector. The 
availability of sensors and using IoT Will assist doctors to monitor patients. 
Moreover, using IoT can help to analyse the data provided by the sensor to make 
a decision [27]. 

3. Methodology 

In this paper, the data is collected in two stages. In the first stage, several data-
bases have been used to find papers related to the use of the Internet of Things. 
To investigate and discuss the most important factors of potential benefits of 
using IoT. In addition, to examine the main factors that influence the obstacles 
of IoT. 

This paper focused on studies was published from 2017 until 2023. Various 
academic databases were used such as Google Scholar, Springer, Science Direct, 
and IEEE. Then, using the collected papers, the researchers identified various 
factors. All factors of using IoT were collected inside an Excel file. Next, it was 
organised according to its articles, and it was classified based on advantages and 
obstacles of IoT. Then, it was filtered and categorized into two new sheets, the 
researchers found that twelve factors affect benefits of the IoT, while eighteen 
factors affect the IoT obstacles. 

After that, the researchers moved to the second stage to examine the factors 
that have been highlighted from the first stage. A quantitative methodology has 
been used to determine the most factors affecting the IoT use. Therefore, a struc-
tured questionnaire method has been used to collect the data from the users. 
This questionnaire distributed using a google form. The survey consists of three 
main sections, the demographic information section which consists of seven main 
questions: participants’ age, gender, nationality, university, faculty, major and 
years of experience. To answer the questions in the next two sections, the par-
ticipants were required to share their perspectives by rating their responses on a 
five level of agreement Likert scale. The next section includes 12 questions about 
the obstacles of using IoT from the users’ perception. The third section has 18 
questions about the benefits of IoT from their opinion. 

The sampling frame was academic staff who are assistant professor, associated 
professor, and full professor in computer science faculty. The invitation with the 
URL of online questionnaire was send via several social platforms including 
WhatsApp and email. The survey took place over a period of a month in May 
2023 and involved five Saudi universities from different regions: Taibah Univer-
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sity, Jeddah University, Jizan University, King Saud University, and Tabuk Uni-
versity. The estimated whole population was 250 as it shown in Table 1. Ac-
cording to Morgan’s sample table [33], the researcher determined the sample 
size of this study to be 150 responses. 

Validation stage is significant to check the questionnaire data accuracy. There-
fore, the collected data went through rigorous data cleaning procedure so that 
it’s uniform and prepared for analysis. Several tools were used; the mean tool 
was Excel. The data cleaning was applied based on a few criteria including re-
dundancy, all the duplicated data was deleted. The other used criteria are incon-
sistency and incompleteness, the incomplete and irrelevant data was also re-
moved. The result of this process was the total responses reduced from 150 to 
117 responses. 

4. Results and Discussion 

This section continue three parts, first the demographic profile which has par-
ticipants’ personal information. Following by obstacles of IoT, this section will 
analyse the participants’ perspective regarding twelve factors of IoT obstacles. 
The third section evaluates potential benefits of IoT which evaluate their opinion 
of eighteen factors of IoT benefits. 

4.1. Respondents’ Demographic Profile 

As stated previously, the paper collected 117 usable responses. The respondent 
characteristics demographics demonstrates that the majority of respondents were 
between 20 and 40 years old (n = 99, 84.6%), followed by those between 40 and 
60 (n = 18, 15.4%) however, none of the response was above 60 years old, see 
Table 2. In addition, the sample included more women (n = 68, 58.1%) than 
men (n = 49, 41.9%) as shown in Table 3. The majority of them were Saudi (n = 
108, 92.3%) while a very few numbers of participants were non-Saudi (n = 9, 
7.7%), as shown in Table 4. 

With respect to participant’s occupation, as it seen from Table 5, the partici-
pants work at Taibah, Jeddah, Jizan, King Saud, Tabuk Universities. The major-
ity of them from different Computer science, Cyber security, Information sys-
tem, Information technology, and Data science. 
 
Table 1. Five universities in different regions. 

University Number of lecturers Region 

Taibah University 54 western region 

Jeddah University 46 western region 

Jizan University 37 southern region 

King Saud University 70 middle region 

Tabuk University 38 northern region 

Total 250  
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Table 2. Age distribution. 

Age 20 - 40 40 - 60 Over 60 yrs 

SubTotal 99 18 0 

Percentage 84.6% 15.4% 0 

 
Table 3. Gender distribution. 

Gender N = 117 Percentage 

Women 68 58.1% 

Men 49 41.94% 

Total 117 100% 

 
Table 4. Nationality distribution. 

Nationality N = 117 % 

Saudi 108 92.3% 

None-Saudi 9 7.7% 

 
Table 5. Occupation distribution. 

University n Faculty and Major n 

Taibah University 38 computer science 60 

Jeddah University 20 Information system 21 

Jizan University 19 Information technology 15 

King Saud University 15 Data science 12 

Tabuk University 12 Cyber security 23 

4.2. Factors of IoT Obstacles 
4.2.1. Sensor’s Factors 
Participants in the study were asked to provide their opinion about whether the 
sensor is an obstacle of IoT use. Figure 1 demonstrates the largest population 
(over than 50) agreed that all factors of sensor, namely—availability, cost, com-
munication units, computing units, services—influence the IoT difficulties. On 
the other hand, none of the users strongly disagreed with the role of sensor’s 
factors in terms of IoT difficulty. 

1) Availability Factor—Of the participants, about half of the participants 58 
(49.6%) agreed that sensors’ availability is considered one of the main IoT diffi-
culty factors. 23 (19.7%) of participants strongly agreed regarding the effect of 
sensors’ availability. 24 (20.5%) of them has neutral opinions and a very small 
number 11 (9.4%) of users do not agree that sensor’s availability might increase 
the IoT difficulty as shown in Figure 1. 

https://doi.org/10.4236/ait.2024.141001


N. A. Fallatah et al. 
 

 

DOI: 10.4236/ait.2024.141001 9 Advances in Internet of Things 
 

 

Figure 1. Sensor’s factors. 
 

2) Cost Factor—approximately 61 (52.1%) users agreed that both sensor’s 
cost and communication units factors are considered the IoT difficulties as 
shown in Figure 1. A notable number of users 21 (17.9%) strongly believed sen-
sor’s cost is a difficulty of IoT use. However, around 6 (5.1%) of people do not 
agree and only 4 (3.4%) of population strongly don’t think that sensor’s cost 
factor might affect the IoT use. 

3) Communication units Factor—Figure 1 demonstrates that 22 (18.8%) of 
participants strongly thought that this factor difficulty the IoT use while only 4 
(3.4%) of participants don’t believe that. Unexpectedly a quarter of participants 
30 (25.6%) chose neutral perspective regarding the role of this factor in IoT dif-
ficulties.  

4) Computing units Factor—around 53 (45.3%) of people had supportive 
perspective regarding that computing unit is a factor of IoT difficulties. Along 
with that, 27 (23.1%) of users strongly agreed that this factor is considered an 
IoT difficulty. Among participants, only 10 (8.5%) users believed that both 
computing units and service are not factors of IoT difficulties.  

5) Service Factor—55 (47%) users thought that the service was a IoT difficul-
ty. Also, 19 (16.2%) of participants strongly believed this factor as a difficulty. 
However, 33 (28.2%) of participants voted neutrally regarding this factor as an 
IoT difficulty, see Figure 1. 

4.2.2. Security and Privacy Factors 
The participants were also asked to provide their perspectives regarding the in-
formation privacy and the security level during access information, are consi-
dered issues of IoT use. See Table 6. 

1) Data Privacy Factor—The result in Table 6, shows that about 29.1% re-
ported they strongly agreed that the privacy factor might significantly influence 
the difficulty of IoT use. A large number 43.6% of them reported a similar posi-
tive attitude to this factor. 9.4% users disagreed that privacy is an IoT difficulty 
and with only 1.7% who strongly reported their negative attitude about both 
privacy and security factors. 
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Table 6. Data privacy and data security factors. 

Factors % of SA % of AG % of N % of DG % of SD 

Data Privacy 29.1 43.6 16.2 9.4 1.7 

Data Security 45.3 37.6 10.3 5.1 1.7 

SA strongly agree, AG agree, N natural, DA disagree, SD strongly disagree. 
 

2) Data Security Factor—Table 6 also illustrates that approximately 45.3% of 
people strongly confirmed that this factor affect the IoT use and is an IoT diffi-
culty. Also, a reasonable number of participants (37.6%) agreed with the nega-
tive effect of this factor on IoT use. However, a very small number of them 
(5.1%) strongly don’t believe security is an IoT difficulty. 16.2% and 10.3% re-
spectively, had a neutral opinion regarding privacy and security factors of IoT 
difficulty. 

4.2.3. Operating System Factor 
The participants were required to say their opinions about the difficulties of us-
ing operating systems for the Internet of Things, see Figure 2. 

Based on Figure 2, the majority of participants 51 confirmed that operating 
system is a factor causing issue regard IoT use. Furthermore, 19 of them strongly 
believed that this factor has a major role to increase the difficulty of IoT use. 
However, 13 users disagreed with the role of operating system as a difficulty of 
IoT use and only 3 of them strongly don’t believe in this factor. It seems from 
Figure 2, that 31 participants don’t agree nor disagree with the operating system 
factor as a difficulty of IoT use. 

4.2.4. Programmer’s Experience Factor  
Figure 3 represents the different perspective of participants about the program-
mer’s experience as an issue of IoT use. It’s well known that IoT needs a very 
high experience programmer. 

Figure 3 demonstrates a large number of participants 47.9% provided a posi-
tive attitude to the idea of programmer’s experience forms a difficulty in IoT 
field, also around 20.5% of them reported their strongly believes of the same 
idea. While the other participants (17.1%, 11.1% and 3.40% respectively) have 
neutral, disagree, and strongly disagree opinions that programmer’s experience 
is difficulty of IoT use because there is a high demand for high programmer ex-
perience. 

4.2.5. Availability of Electricity Factor 
Figure 4 shows the respondents’ perspective in terms of whether the availability 
of electricity is an issue in the adoption of IoT in some sectors. 

The results, as shown in Figure 4, indicates that the topmost percentage of 
participants 47 (40.2%) agreed the availability of electricity is a difficulty of IoT. 
Approximately 21 (17.9%) users strongly believed about the same opinion. Whilst 
around 22 (18.8%) said they don’t believe, 3 (2.6%) strongly disagreed that this 
factor is considered a difficulty. 
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Figure 2. Operating system factor. 
 

 

Figure 3. Programmer experience factor. 
 

 

Figure 4. Availability of the electricity. 
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4.2.6. Transmit Data Factor 
As it mentioned before that transmitting the data affect its quality and because of 
the noise. In this paper, the respondents were asked to report their opinion 
whither this factor is an issue of IoT, see Figure 5.  

Figure 5 illustrates that a remarkable number of responses 46.2% believed on 
the transmit data factor affecting IoT use negatively which means it’s causing the 
difficulty of IoT. 17.1% of them strongly emphasized their agreement on the role 
of this factor as an issue of IoT. However, around 12% of participants reported a 
contrary opinion to the previous one. Almost none of participants 0.9% reported 
their opinion as strongly disagreed about it.  

4.2.7. Monitoring Factor 
The participants were also required to report their perspective regarding the 
monitoring factor as difficulty of IoT, Figure 6 shows the result of this factor. 

From Figure 6, a large number of responses (47.9%) confirmed their agree-
ment on this factor. Besides that, a noticeable percentage (21.4%) strongly agreed 
while a very small number (12.8%) disagreed about the role of this factor. How-
ever, 17.9% of them have neutral opinion about monitoring factor is an IoT chal-
lenge, and none of all responses strongly disagreed about it. 
 

 

Figure 5. The transmit data factor. 
 

 

Figure 6. Monitoring factor. 
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4.3. Factors of IoT Benefits 

This section includes the results of survey the participants’ perspective about the 
factors are considered IoT benefits. The participants were asked to report their 
opinion about whether the given 18 factors increase positively the IoT use. Table 
7 shows five factors with the corresponding percentages of participants’ opinion. 

4.3.1. Design Lower-Power Sensor Unit Factor DLSF 
It seems from Table 7 that around (29.1%) of users agreed and (6.8%) strongly 
agreed this factor as a benefit of IoT comparing with a number of users (10.3) 
who disagreed and (12.8%) strongly disagreed with this factor.  

4.3.2. Designing New Video Processing Factor DVPF 
Approximately 30.8% users confirmed their agreement, 4.3% strongly believed 
that DVPF increase the possibility of IoT use while 13.7% reported their disa-
greement with it. 

4.3.3. Encoding Algorithm Factor ECF 
Out of 117 participants, 46 (39.3%) agreed that it is enhancing the IoT, 12.8% 
confirmed they strongly agreed about it whilst only 10.3% of them disagreed 
about it. 12% of participants reported they strongly don’t believe these three 
factors DLSF, DVPF, and ECF are beneficial in IoT use, see Table 7. 

4.3.4. Zero Touch Analysis Factor LZAF 
As represented in Table 7, 33.3% of users believed LZAF is considered an ad-
vantage of IoT use and just under 20% of them said they strongly agreed about 
the role of this factor. Whereas a very small number (7.7% and 0.9%) of partici-
pants reported disagree and strongly disagree respectively about this factor. 

4.3.5. Availability of Technology Factor ATF 
More than one-third of them 42.7% thought this factor is an advantage of IoT, 
and around 35.9% users strongly believed that. While 5.1% disagree and 2.6% 
strongly disagree, which consider a very small number, see Table 7. However, 
41%, 39.3%, 25.6%, and 38.5% of people have a neutral opinion that DLSF, DVPF, 
ECF, and LZAF respectively are advantages of IoT. It indicates that they are not 
widely understood the IoT factors. 
 
Table 7. Five factors of IoT benefits. 

Factors 
% of Responses 

SA AG N DA SD 

Design lower-power senor unit Factor—DLSF 6.8 29.1 41 10.3 12.8 

Designing a new video processing factor—DVPF 4.3 30.8 39.3 13.7 12 

The encoding algorithm factor—ECF 12.8 39.3 25.6 10.3 12 

Lead to zero touch analysis for management factor—LZAF 19.7 33.3 38.5 7.7 0.9 

Availability of smart device factor—ATF 35.9 42.7 13.7 5.1 2.6 

SA strongly agree, AG agree, N natural, DA disagree, SD strongly disagree. 
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The evaluation of the three factors shown in Figure 7, demonstrates that gen-
erally majority of participants reported their positive attitude towards these fac-
tors as advantages of IoT, which are generate data report, business income, and 
worker’s productivity whereas non noticeable number of them had a negative at-
titude regarding these factors. 

4.3.6. Generate Data Report Factor 
It is shown in Figure 7 that almost half of participants 46.2% strongly confirmed 
generating data report is considered an advantage of IoT use, also, approximate-
ly 18.8% of them agreed the same point. However, out of all participants, only 
3.4% strongly didn’t believe the advantage of this factor in IoT field. 

4.3.7. Business Income Factor 
Large percentage of users 45.3% and around 20.5% strongly agreed and agreed 
respectively, that using IoT improves the business income while only 2.6% of 
them strongly disagreed with that, see Figure 7. 

4.3.8. Worker’s Productivity Factor 
40.2% of participants strongly believed that IoT increases the productivity of 
worker which consider an advantage of IoT, almost a quarter of them agreed as 
well while only 1.7% strongly disagreed and 6.8% disagreed this factor is oppor-
tunity of IoT, see Figure 7. 

There have been some neutral perspective with regard to three factors as ad-
vantages in IoT field. Approximately a quarter of participants had this opinion. 
As mentioned before, this indicates the participants are not widely aware of IoT 
factors. 

Generally speaking, the majority of participants have a supportive perspective 
towards the four factors as advantages of IoT, namely, reducing human error, 
operating cost, errors of delivering, and need for physical security as it shown in 
Figure 8. 
 

 

Figure 7. Three factors of IoT benefits. 
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Figure 8. Factors of IoT opportunities. 

4.3.9. Human Errors Factor 
27.4% of participants thought that reducing huma error is an advantage of using 
IoT, 33.3% of them strongly agreed with the same opinion. On other hand, a very 
small number 11.1% voted negatively regarding this factor and 1.7% strongly dis-
agreed about it, see Figure 8. 

4.3.10. Operating Cost Factor 
A reasonable number of users 38.5 strongly agreed that using IoT reduce the op-
erating cost which means it is considered an advantage. In addition, nearly a third 
of them 29.1% confirmed their agreement perspective to this factor. 

4.3.11. Errors of Delivering Factor 
Just under a quarter of people 24.8% reported that reducing delivery errors is an 
advantage of using IoT. There is a remarkable number of participants 44.4%, 
who reported their strong agreement of this factor as shown in Figure 8.  

6.8% of people disagreed that both reducing operating cost and reducing er-
rors of delivering are not advantages of IoT use. Furthermore, only 2.6% of them 
strongly disagreed about it. See Figure 8.  

4.3.12. Need for Physical Security 
38.5% of participants reported that they strongly agreed that reducing the need 
for physical security is an advantage of IoT. Also, 23.9% of them agreed about it 
while 12% and only 1.7% respectively disagreed and strongly disagreed with it. Ap-
proximately, a quarter of users reported their neutral opinion regarding whether 
these four factors are advantages of IoT. 
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As generally represented from Table 8, there was a significant positive pers-
pective with regard to the following three factors, which are enhance the quality 
of life, monitor, and control the electricity devices. On other hand, a small mi-
nority of them indicated an opposite opinion and didn’t believe these four fac-
tors are advantages of IoT. 

4.3.13. Enhance the Quality-of-Life Factor  
38.5% of subjects replied on this survey that enhancing life’s quality is consi-
dered an advantage of the IoT. Besides that, 36.8% of them replied they strongly 
agreed with the same opinion whilst very few participants 4.3% reported their 
disagreement about this factor. Nearly, 19% of users reported a neutral opinion 
about this factor. See Table 8. 

4.3.14. Monitor the Electricity Devices Factor 
Just over 40% of participants indicated their supportive perspective regarding 
monitoring the electricity devices is an advantage of using IoT whereas 21.4% of 
them strongly emphasized this opinion. However, 7.7% users replied with a neg-
ative perspective about considering this factor an advantage of IoT. A very small 
number 1.7% strongly don’t believe both enhance the quality-of-life and monitor 
the electricity devices Factors are advantages of IoT. 

4.3.15. Control the Electricity Devices Factor 
Large number of subjects 46% and 20.5% agreed and strongly agreed respective-
ly that this factor is advantage of IoT. Comparing that with the minority of sub-
jects who reported a negative opinion 2.6% and none of them voted strongly 
disagree about it as shown in Table 8.  

Interestingly, 28.2% and 30.8% voted a neutral opinion in regards with both 
factors which are Monitor the electricity devices Factor and Control the electric-
ity devices Factor. 

Its seen from Figure 9, the overall response to three factors (namely, build 
smart cities, enhance transportation, improve industry) was quite positive. The 
majority of responses positively reported with regards to the role of these factors 
as advantages of IoT use whereas a tiny number of responses had a negative opi-
nion about these factors. 

4.3.16. Build Smart Cities Factor 
Over half percent of subjects strongly confirmed that building smart cities is a  
 
Table 8. Quality life, monitor and control electricity devices factors. 

Factors 
% of Participants 

SA AG N DA SD 

Enhance the quality of life 36.8% 38.5% 18.8% 4.3% 1.7% 

Monitor the electricity devices 21.4% 41% 28.2% 7.7% 1.7% 

Control the electricity devices 20.5% 46.2% 30.8% 2.6% 0 

SA: Strongly Agree, AG: Agree, N: Natural, DA: Disagree, SD: Strongly Disagree. 
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Figure 9. Smart cities, transportation, and industry productivity factors. 
 
benefit of IoT. 29.9% of participants agreed with the same opinion whilst a very 
few percents 4.3% disagreed with it as it seen in Figure 9. 

4.3.17. Enhance Transportations Factor 
40.20% of participants believed this factor is an advantage of IoT, a similar per-
centage reported they strongly agreed about. However, just over 17% users pro-
vided a neutral vote regarding this factor. 

4.3.18. Improve Industry Productivity Factor 
Approximately two-thirds of participants 64.2% indicated they strongly believed 
that IoT usually increase industry productivity. 36.8% of them also agreed about 
it while a very small number of them 1.7% reported their disagreement about it. 
14.5% and 12% of them had neutral opinion regarding industry productivity and 
smart cities are opportunities of IoT. A tiny number of them 0.9% strongly disa-
greed that these factors are considered benefits of IoT use, see Figure 9. 

The results of this investigation demonstrated the various participants’’ pers-
pectives and the difference level of their knowledge regards the obstacles and 
potential benefits related to applying IoT in various sectors. Even though the 
majority of responses reported their agreement the highlighted obstacles affect-
ing negatively the IoT use which support other studied [18] [20] [22], third of 
responses had a natural opinion about three factors of IoT obstacles, namely 
sensor’s communication units, sensor’s services, and operation system. This re-
sult indicates the lack of IoT knowledge and factors affecting it between lectur-
ers. This is a big indicator to high demand for conducting more studies in this 
field.  

As for the examined potential benefits of IoT, it seems from the result that 
remarkable number of responses agreed regards most of factors as potential ben-
efits in the IoT field which will enhance people’s awareness. This result is con-
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sistent with the result of other previous studies [20] [24] [28] [32]. 
However, Of the 117 subjects who took part in the survey, 30% to 40% of them 

were unsure about the four advantages of IoT which are Design lower-power se-
nor unit, designing a new video processing, zero touch analysis for management 
and control the electricity devices. As mentioned before, its indicate the absence 
of IoT knowledge among users which means there is a huge need to improve the 
people awareness of IoT. 

5. Conclusion 

It’s obviously seen that the number of devices connected to the internet has 
grown. This has increased the way that M2M change people’s lives. IoT has be-
come a reality and a good number of studies have been exploring this concept. 
That is because the Internet of Things is considered a great area for invention. 
Although it’s known that IoT has potential benefits which are reflected obviously 
in academic staff’s lives, there are still a few obstacles that need to be addressed. 
This paper explored and discussed the concept of IoT and highlighted eighteen 
factors that affect IoT advantages such as the productivity of employees and 
number of the obstacles of using IoT in Saudi such as cost of sensors’ deploy-
ment. 

Conflicts of Interest 

The authors declare no conflicts of interest regarding the publication of this pa-
per. 

References 
[1] Al-Qaseemi, S.A., Almulhim, H.A., Almulhim, M.F. and Chaudhry, S.R. (2016) IoT 

Architecture Challenges and Issues: Lack of Standardization. 2016 Future Technol-
ogies Conference (FTC), San Francisco, 6-7 December 2016, 731-738.  
https://doi.org/10.1109/FTC.2016.7821686 

[2] Gubbi, J., Buyya, R., Marusic, S. and Palaniswami, M. (2013) Internet of Things 
(IoT): A Vision, Architectural Elements, and Future Directions. Future Generation 
Computer Systems, 29, 1645-1660. https://doi.org/10.1016/j.future.2013.01.010 

[3] Farhan, L. and Kharel, R. (2019) Internet of Things: Vision, Future Directions and 
Opportunities. In: Mukhopadhyay, S., Jayasundera, K. and Postolache, O., Eds., Mod-
ern Sensing Technologies, Springer, Cham, 331-347.  
https://doi.org/10.1007/978-3-319-99540-3_17  

[4] Lee, I. and Lee, K. (2015) The Internet of Things (IoT): Applications, Investments, 
and Challenges for Enterprises. Business Horizons, 58, 431-440.  
https://doi.org/10.1016/j.bushor.2015.03.008 

[5] Srivastava, N. and Pandey, P. (2022) Internet of Things (IoT): Applications, Trends, 
Issues and Challenges. Materials Today: Proceedings, 69, 587-591.  
https://doi.org/10.1016/j.matpr.2022.09.490 

[6] Khan, M.A., Quasim, M.T., Algarni, F. and Alharthi, A. (2020) Internet of Things: On 
the Opportunities, Applications and Open Challenges in Saudi Arabia. 2019 Interna-
tional Conference on Advances in the Emerging Computing Technologies (AECT), 
Al Madinah Al Munawwarah, 10 February 2020, 1-5.  

https://doi.org/10.4236/ait.2024.141001
https://doi.org/10.1109/FTC.2016.7821686
https://doi.org/10.1016/j.future.2013.01.010
https://doi.org/10.1007/978-3-319-99540-3_17
https://doi.org/10.1016/j.bushor.2015.03.008
https://doi.org/10.1016/j.matpr.2022.09.490


N. A. Fallatah et al. 
 

 

DOI: 10.4236/ait.2024.141001 19 Advances in Internet of Things 
 

https://doi.org/10.1109/AECT47998.2020.9194213 

[7] Quasim, M.T. (2021) Challenges and Applications of Internet of Things (IoT) in 
Saudi Arabia.  
https://scholar.google.com/scholar?q=Quasim,+M.T.+(2021)+Challenges+and+Applic
ations+of+Internet+of+Things+(IoT)+in+Saudi+Arabia.&hl=en&as_sdt=0&as_vis=1
&oi=scholart 

[8] Almetere, E.S., Kelana, B.W.Y. and Mansor, N.N.A. (2020) Using UTAUT Model to 
Determine Factors Affecting Internet of Things Acceptance in Public Universities. 
International Journal of Academic Research in Business and Social Sciences, 10, 
142-150. https://doi.org/10.6007/IJARBSS/v10-i2/6915 

[9] Al Otaibi, M.N. (2019) Internet of Things (IoT) Saudi Arabia Healthcare Systems: 
State-of-the-Art, Future Opportunities and Open Challenges. Journal of Health In-
formatics in Developing Countries, 13. 

[10] Bhoi, A.K., Mallick, P.K. and Mohanty, M.N. (2021) Hybrid Artificial Intelligence 
and IoT in Healthcare. Springer, Singapore. 

[11] Alyahya, N. and Aljaber, B. (2022) Internet of Things in Saudi Arabia Universities: 
State of the Art, Future Opportunities, and Open Challenges. In: Choudrie, J., Ma-
halle, P., Perumal, T. and Joshi, A., Eds., ICT with Intelligent Applications, Sprin-
ger, Singapore, 821-842. https://doi.org/10.1007/978-981-19-3571-8_75 

[12] Patel, K.K. and Patel, S.M. (2016) Internet of Things-IOT: Definition, Characteris-
tics, Architecture, Enabling Technologies, Application & Future Challenges. Inter-
national Journal of Engineering Science and Computing, 6, 6122-6131. 

[13] Perwej, Y., et al. (2019) The Future of Internet of Things (IoT) and Its Empowering 
Technology. International Journal of Engineering Science, 2019, 20192-20203. 

[14] Ghasempour, A. (2019) Internet of Things in Smart Grid: Architecture, Applica-
tions, Services, Key Technologies, and Challenges. Inventions, 4, Article 22.  
https://doi.org/10.3390/inventions4010022 

[15] Bindrwish, F.B., et al. (2023) Internet of Things for Digital Forensics Application in 
Saudi Arabia. Advances in Internet of Things, 13, 1-11.  
https://doi.org/10.4236/ait.2023.131001 

[16] Kassab, W. and Darabkh, K.A. (2020) A-Z Survey of Internet of Things: Architec-
tures, Protocols, Applications, Recent Advances, Future Directions and Recommen-
dations. Journal of Network and Computer Applications, 163, Article ID: 102663. 
https://doi.org/10.1016/j.jnca.2020.102663 

[17] Gowda, V.D., Sridhara, S.B., Naveen, K.B., Ramesha, M. and Pai, G.N. (2020) In-
ternet of Things: Internet Revolution, Impact, Technology Road Map and Features. 
Advances in Mathematics: Scientific Journal, 9, 4405-4414.  
https://doi.org/10.37418/amsj.9.7.11 

[18] Genadiarto, A.S., Noertjahyana, A. and Kabzar, V. (2017) Introduction of Internet 
of Thing Technology Based on Prototype. Jurnal Informatika, 14, 47-52.  
https://doi.org/10.9744/informatika.14.1.47-52 

[19] Sicato, J.C.S., et al. (2020) A Comprehensive Analyses of Intrusion Detection Sys-
tem for IoT Environment. Journal of Information Processing Systems, 16, 975-990. 

[20] Chen, Y.K. (2012) Challenges and Opportunities of Internet of Things. 17th Asia 
and South Pacific Design Automation Conference, Sydney, 30 January-2 February 
2012, 383-388. https://doi.org/10.1109/ASPDAC.2012.6164978 

[21] Krishnamurthi, R., et al. (2020) An Overview of IoT Sensor Data Processing, Fu-
sion, and Analysis Techniques. Sensors, 20, Article 6076  
https://doi.org/10.3390/s20216076 

https://doi.org/10.4236/ait.2024.141001
https://doi.org/10.1109/AECT47998.2020.9194213
https://scholar.google.com/scholar?q=Quasim,+M.T.+(2021)+Challenges+and+Applications+of+Internet+of+Things+(IoT)+in+Saudi+Arabia.&hl=en&as_sdt=0&as_vis=1&oi=scholart
https://scholar.google.com/scholar?q=Quasim,+M.T.+(2021)+Challenges+and+Applications+of+Internet+of+Things+(IoT)+in+Saudi+Arabia.&hl=en&as_sdt=0&as_vis=1&oi=scholart
https://scholar.google.com/scholar?q=Quasim,+M.T.+(2021)+Challenges+and+Applications+of+Internet+of+Things+(IoT)+in+Saudi+Arabia.&hl=en&as_sdt=0&as_vis=1&oi=scholart
https://doi.org/10.6007/IJARBSS/v10-i2/6915
https://doi.org/10.1007/978-981-19-3571-8_75
https://doi.org/10.3390/inventions4010022
https://doi.org/10.4236/ait.2023.131001
https://doi.org/10.1016/j.jnca.2020.102663
https://doi.org/10.37418/amsj.9.7.11
https://doi.org/10.9744/informatika.14.1.47-52
https://doi.org/10.1109/ASPDAC.2012.6164978
https://doi.org/10.3390/s20216076


N. A. Fallatah et al. 
 

 

DOI: 10.4236/ait.2024.141001 20 Advances in Internet of Things 
 

[22] Hassan, W.H. (2019) Current Research on Internet of Things (IoT) Security: A Sur-
vey. Computer Networks, 148, 283-294.  
https://doi.org/10.1016/j.comnet.2018.11.025 

[23] IOT Operating Systems (2023) Geeks for Geeks.  
https://www.geeksforgeeks.org/iot-operating-systems/  

[24] Rghioui, A. and Oumnad, A. (2018) Challenges and Opportunities of Internet of 
Things in Healthcare. International Journal of Electrical and Computer Engineer-
ing, 8, 2753-2761. https://doi.org/10.11591/ijece.v8i5.pp2753-2761 

[25] Amin, S.U. and Hossain, M.S. (2020) Edge Intelligence and Internet of Things in 
Healthcare: A Survey. IEEE Access, 9, 45-59.  
https://doi.org/10.1109/ACCESS.2020.3045115 

[26] Selvaraj, S. and Sundaravaradhan, S. (2020) Challenges and Opportunities in IoT 
Healthcare Systems: A Systematic Review. SN Applied Sciences, 2, Article No. 139.  
https://doi.org/10.1007/s42452-019-1925-y 

[27] Gnanaraj, V.V., Ranjana, P. and Thenmozhi, P. (2019) Patient Monitoring and Con-
trol System Using Internet of Thing. The International Journal of Innovative Tech-
nology and Exploring Engineering, 8, 120-123. 

[28] Gope, P., Gheraibia, Y., Kabir, S. and Sikdar, B. (2020) A Secure IoT-Based Modern 
Healthcare System with Fault-Tolerant Decision Making Process. IEEE Journal of 
Biomedical and Health Informatics, 25, 862-873.  
https://doi.org/10.1109/JBHI.2020.3007488 

[29] Khanna, D. (2020) Internet of Things Challenges and Opportunities. International 
Journal for Technological Research in Engineering, 6, 6028-6030.  
https://doi.org/10.31221/osf.io/x7rqt 

[30] Dian, F.J., Vahidnia, R. and Rahmati, A. (2020) Wearables and the Internet of Things 
(IoT), Applications, Opportunities, and Challenges: A Survey. IEEE Access, 8, 
 https://doi.org/10.1109/ACCESS.2020.2986329 .69200-69211

[31] Chit, M.M.T., et al. (2021) Application of RFID and IoT Technology into Specimen 
Logistic System in the Healthcare Sector. 2021 3rd International Conference on 
Advancements in Computing (ICAC), Colombo, 9-11 December 2021, 7-12. 

[32] Khan, K.R., Rahman, A., Nadeem, A., Siddiqui, M.S. and Khan, R.A. (2018) Remote 
Monitoring and Control of Microgrid Using Smart Sensor Network and Internet of 
Thing. 2018 1st International Conference on Computer Applications & Information 
Security (ICCAIS), Riyadh, 4-6 April 2018, 1-4.  
https://doi.org/10.1109/CAIS.2018.8441994 

[33] Krejcie, R.V.and Morgan, D.W. (1970) Determining Sample Size for Research Activ-
ities. Proceedings of the Society for Experimental Biology and Medicine, 30, 544-549. 
https://doi.org/10.1177/001316447003000308 

 
 

https://doi.org/10.4236/ait.2024.141001
https://doi.org/10.1016/j.comnet.2018.11.025
https://www.geeksforgeeks.org/iot-operating-systems/
https://doi.org/10.11591/ijece.v8i5.pp2753-2761
https://doi.org/10.1109/ACCESS.2020.3045115
https://doi.org/10.1007/s42452-019-1925-y
https://doi.org/10.1109/JBHI.2020.3007488
https://doi.org/10.31221/osf.io/x7rqt
https://doi.org/10.1109/ACCESS.2020.2986329
https://doi.org/10.1109/CAIS.2018.8441994
https://doi.org/10.1177/001316447003000308

	Potential Benefits and Obstacles of the Use of Internet of Things in Saudi Universities: Empirical Study
	Abstract
	Keywords
	1. Introduction
	2. Literature Review
	2.1. Definition of IoT
	2.2. Obstacles of IoT Use
	2.3. Potential Benefits of IoT Use

	3. Methodology
	4. Results and Discussion
	4.1. Respondents’ Demographic Profile
	4.2. Factors of IoT Obstacles
	4.2.1. Sensor’s Factors
	4.2.2. Security and Privacy Factors
	4.2.3. Operating System Factor
	4.2.4. Programmer’s Experience Factor 
	4.2.5. Availability of Electricity Factor
	4.2.6. Transmit Data Factor
	4.2.7. Monitoring Factor

	4.3. Factors of IoT Benefits
	4.3.1. Design Lower-Power Sensor Unit Factor DLSF
	4.3.2. Designing New Video Processing Factor DVPF
	4.3.3. Encoding Algorithm Factor ECF
	4.3.4. Zero Touch Analysis Factor LZAF
	4.3.5. Availability of Technology Factor ATF
	4.3.6. Generate Data Report Factor
	4.3.7. Business Income Factor
	4.3.8. Worker’s Productivity Factor
	4.3.9. Human Errors Factor
	4.3.10. Operating Cost Factor
	4.3.11. Errors of Delivering Factor
	4.3.12. Need for Physical Security
	4.3.13. Enhance the Quality-of-Life Factor 
	4.3.14. Monitor the Electricity Devices Factor
	4.3.15. Control the Electricity Devices Factor
	4.3.16. Build Smart Cities Factor
	4.3.17. Enhance Transportations Factor
	4.3.18. Improve Industry Productivity Factor


	5. Conclusion
	Conflicts of Interest
	References

