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Abstract

Target based association rules extract the correlation between targets in and around strategically
specified regions. These rules can be used to predict and estimate the future results and find the
faulty targets, etc. To extract these rules efficiently and effectively data preparation is required.
The existing mechanisms of data preparation have the problem of redundancy in the data. As a
consequence, extra energy is required for the sensors which used to monitor the targets. In this
paper, authors propose a novel data preparation approach for target based association rule min-
ing from the point of coverage wireless sensor networks, which reduces the redundancy in the
data and thus enhances the performance of the network.
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1. Introduction

Knowledge discovery process has been proved a very effective technique to find out hidden, previously un-
known and useful information (knowledge) from the wireless sensor networks [1]-[4]. It is a complex process
which involves various steps such as domain understanding, knowledge definition, data preparation (data clean-
ing, data reduction, etc.) and finally data mining. Association rule mining has become the one of the popular
technique of knowledge discovery which is introduced by Agrawal et al. [5] in 1993 to find association among
objects from the transactional databases. This technique can also be used to find patterns from wireless sensor
networks, which can be used to predict future results and missing values and find faulty nodes. Using this, Sa-
marah et al. [6] [7] have proposed a technique that is known as the sensor association rules to find the relation
between the nodes in the wireless sensor networks. In this technique the sensor itself acts as the main object, ra-
ther than the sensors’ readings.

In order to prepare the data required for obtaining sensor association rules, each sensor node should profile its
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activity over time and notify to the sink about the timestamps of detected events. This technique uses the meta-
data, which describes the sensors’ behavior, not the data reported by the sensor about the surrounding environ-
ment [6]. The extensions of this technique have been used in target based association rules (TARs) that can be
used to enhance the Quality of Service (QoS) of a point of coverage wireless sensor network (POCW) [8].

POCW is a network that consists of a set of targets, a set of sensor nodes and a sink node, as shown in Figure
1. In this the sensor nodes deployed in the region, around the targets, which are responsible for monitoring the
activities around the targets. These types of networks are generally used in military applications for monitoring
the border areas over time. The main objective of TARs is to discover the relationship among a set of targets that
are monitored by wireless sensor networks and are used to enhance the Quality of Service of the network, to
predict the source of the future events, etc. [8] [9].

To generate TARs efficiently, preparation of Target Database is required. Target Database consists of the
collection of activity sets of targets that are sent by the sensor nodes to sink node. This activity data can be ga-
thered using existing routing protocols, or using data collection algorithms. Existing data collection algorithms
are not designed for mining purpose and they do not consider the redundancy existing between targets’ activity
data. That is why special data collection algorithms are required for mining.

Figure 2 shows the main steps of target based association rule mining (TARM). It has six steps. The first
three are used to perform data preparation; the fourth and the fifth are used to perform mining, and the sixth one
is used to perform analysis on generated patterns.

In this paper authors propose a novel data preparation approach for target based association rule mining from
the point of coverage wireless sensor networks, which reduces the redundancy in the data and thus enhances the
performance of the network.

This paper is organized as follows: Section 2 explains the preliminaries of target based association rules; Section
3 reviews some of the related works; Section 4 introduces the mechanism for preparing the data to generate the
TARs; Section 5 includes the experimental results to evaluate the performance; Section 6 concludes this paper.

2. Preliminaries of Target Based Association Rule Mining

As mentioned in the previous section, target based association rules are based on the common intervals of events
occurrences around the targets. To find these associations, time is assumed to be divided into number of time
slots, of size 4. Each sensor node is responsible for profile activities of the targets for a given profile time (7, )
in its sensing range. Profiling time is the time period that is determined by the application to profile the activities
of the targets. Sensor nodes also have the set of buffers to store the activities of each target. Each buffer will in-
clude an entry for each time slot within the given profile time and have size equal to (7, ). Each sensor pro-
files targets into its sensing range over time, if any event is detected around any target in the current time slot, an
entry is set into the buffer in that time slot. A set of slot numbers for which there is a set bit in the buffer, called
as the activity set (AS), is then send to the sink node, at the end of the profile time. The sink node, then prepares
the target database, T by accumulating the activity sets of each target.

Definition: Target based association rules are defined as P’— P” where P’, P” < T and P’ N P” = @. Here
P’and P” are the frequent patterns of the targets and 7 is the set of targets in the network. A pattern P is said to
be frequent if Support (P) > Min_Sup , where support is given by Support(P)=V/, € P ﬂAS(Tj) .

Here AS (Tj) is the activity set of target j. An example of target association rule could be (7, — 7,, 4, 60%). Here
T, and 7, are the sets of the targets. This rule says that if an event is detected around targets from 7; within 4,
then there is 60% chance that the event will be detected around the target from 7, within the same time interval [8].

3. Related Work

In the traditional operational scenario of POCW, all the sensor nodes have to be active all the time. When an
event is detected at any particular target then a notification message is sent by the sensors, covering that target,
to the sink. Sink maintains a target database, accumulates all the notifications of each target and then store them
in the target database for further processing. This mechanism is called as the “All nodes based mechanism”
which sounds simple but requires lot of energy to send the notification messages to the sink. Here one more is-
sue is the redundancy, because a target may covered by multiple sensor nodes then, sensors will send multiple
redundant notification messages to the sink about the same target. It consumes both extra time and energy [8].
The above issues were addressed by Samarah ef al, they proposed a mechanism in which a global schedule
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Figure 1. Point of coverage wireless sensor network.
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Figure 2. Flow diagram of TARM.

is broadcasted by the sink node which consists of activity time of the sensor node (for which a sensor node
should be active for profile the activities) and the set of targets that should be covered by the sensor node. Then
the sensor node, during its activity time profiles the targets for activities and prepares a activity set which is a
binary bit pattern, “1” for detected event in the particular time slot and “0” for others. This activity set is then
sent to the sink. It reduces the required energy to prepare the data for the mining process than the previous one
(All-nodes-based mechanism) but there may be the situation where multiple messages have the similar activity
sets for different targets in the sensor node. Hence it is the waste of the energy to send the similar or redundant
information to the sink for each target by the sensor nodes. In the proposed work this redundancy can be reduces
by applying a new parameter refer to as similarity support (sim_sup), on the prepared activity sets which reduces
the required energy for data preparation mechanism.

4. Proposed Work

In this section an efficient data preparation mechanism is proposed for target based association rule mining,
called as Reduce Redundancy (RR) schedule buffer based data preparation mechanism.

)
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To define this mechanism it is assumed that a global schedule has been defined by the sink. The global sche-
dule specifies the set of targets that should be monitored by each sensor and the activity time of each sensor.
Each sensor contains number of buffers to store targets activities, which is divided into number of time slots A
for capture the activity at targets T in given profiling period 7, . . During profiling period when an event is de-
tected at a particular target 7, an entry is set into current time slot of that target’s buffer B( 7). At the end of
this profiling period, sensor scans its buffers for each target and prepare the activity set AS; . The Activity Set
is a set of time slot identifiers for which there is a set bit in the targets’ buffer. If the cardinality of activity set is
greater or equal to the minimum support (min_sup) then it finds the similarity between buffer entries of targets
by performing the bit and operation between the buffers of each target. If the result is greater or equal to the si-
milarity support (sim_sup) then it sends a combine message of targets to the sink which satisfies the similarity
support. Otherwise it sends individual message of each target to the sink.

Algorithm 1 gives a formal description for this mechanism.

Algorithm 1. RR-Schedule-Buffer-based-Data-Preparation.

Sink Node:
1. Broadcast global schedule;
2. Broadcast mining parameters (T},,.of , 4, min_sup, sim_sup);
3. For each received activity set ASz;
4. Insert (ASy, TD);

5. End for.

Sensor Node:

1. Upon receiving mining parameters and node schedule;
2. Slot number = 1;
3. Time = current time;
4. While (current time < time + 7},,,);
5. If (current time < time + (slot number * 1));
6. If there is a detected event
a. Let;
b. Set;
c. Else;
d. Slot number = slot number + 1;
e. End if;
7. End while;
8. For each target T; within the sensor’s coverage;
9. AS(Ty);
10. If cardinality;
11. 1If
a. Send (sensor id, T;, Tj, AS(T})) to the sink;
b. Else;
c. Send (sensor id, T;, AS(T}));
d. End if;
12. End if;
13. End for.

()
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5. Experimental Results

In this section, we discuss a comparison analysis of the data preparation process for point of coverage wireless
sensor network, using schedule buffer based and RR-schedule buffer based mechanisms. Two metrics are used
to evaluate performance of the network. First is the number of messages, required to report the activity sets of
targets to the sink node, and second is the average energy consumption for each sensor node. These metrics are
generated based on a simulator using Matlab version 9. In simulation we have assumed that targets are located at
fixed points in a grid 100 x 100 cm. We have used 10 targets and 25 sensors deployed randomly around the tar-
gets. For calculating the energy consumption we have used the first order radio model introduced in [10]. Equa-
tions (1) and (2) show the energy consumption for sending k bit message across distance d [11] [12].

Epy (kd)=E,, *k+E,, *k=* d? (1)

Ep (k)=E

elec

xk )

Here E,, (k,d), represents the energy consumption for sending k bit message across d distance. Eg,.
represents the energy consumption to run the transmitter circuit, which is 50 nJ/bit. E, =~ represents the energy
consumption for the transmitter’s amplifier. E,, (k) represents energy consumption to run receiver circuit. We
have assumed k = 10 bits and d = 30 cm. For storage device we assumed a Toshiba 16MB NAND flash memory
which costs 0.136 pJ to read, write and erase a bit [11] [12]. Equation (3) shows the average energy consump-
tion of data preparation for target based association rule mining, in pJ.

Eavg = ETX (k’d)+ERX (k)+136 (3)

Figure 3 shows the number of messages to report the activity sets to the sink node at 50% minimum sup-
port and 50% similarity support over different profiling times. As we can see the number of messages generated
by RR-schedule buffer based mechanism is 40% to 60% less than the schedule buffer based mechanism. Figure
4 shows the number of messages required to report the activity sets to the sink node at 50% minimum support
and 70% similarity support over different profiling times. Here we can see clearly that the number of messages
generated by RR schedule buffer based mechanism is 60% to 85% less than the schedule buffer based mechan-
ism. Figure 5 shows the average energy consumption at 50% minimum support and 50% similarity support,
over different profiling time. We can see clearly the average energy consumption of RR schedule buffer based is
50% to 60% less than the schedule buffer based mechanism. Figure 6 shows the average energy consumption at
50% minimum support and 70% similarity support, over different profiling times. We can see the average ener-
gy consumption by RR schedule buffer based mechanism is 60% to 90% less than the schedule buffer based
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Figure 3. Number of messages (50% min_sup, 50% sim_sup).
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Figure 4. Number of messages (50% min_sup, 70% sim_sup).
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6. Conclusion & Future Work

Target based association rule mining is a knowledge discovery process which has been proven to be very im-
portant and useful in point of coverage wireless sensor networks (POCW). It finds the correlation between the
set of targets around a network. In this paper an efficient mechanism is proposed to collect data for mining the
target based association rules. Results indicate clearly that the proposed mechanism outperforms existing me-
chanisms. The target based association rules are very useful for estimation and prediction for future situations
and results in a sensor network. Although the proposed mechanism is more effective in terms of reduction in re-
dundancy than the existing mechanisms, it puts an extra load on sensor nodes. Effective distribution of loads on

Figure 5. Average energy consumption (50% min_sup, 50%
sim_sup).
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Figure 6. Average energy consumption (50% min_sup, 70%
sim_sup).

sensor nodes can be the scope for future work.
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