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ABSTRACT
Wireless sensor networks (WSNs) are networked systems that are able to sense various events and report the events to a
user to enable appropriate responses. One of security threats to a WSN is false data injection attacks in which an attacker steals some sensor nodes in the network and injects forged event messages into the network through the captured
nodes. As a result, the intermediate nodes on the forwarding paths of the false event messages waste their limited energy. Additionally, the network cannot provide the user with correct information. There have been many studies on
en-route detection of false event messages for WSNs. Yang et al. proposed the commutative cipher-based en-route filtering scheme (CCEF) which establishes a secure session between a sink node and a cluster head (CH) based on the
commutative cipher. In CCEF, each intermediate node on the path between the sink node and the CH receives an event
message and verifies the authenticity of the session based on a probability. Due to the probabilistic approach, it is hard
to adapt to the change of false traffic ratio in the network and energy inefficiency may occur. We propose a filtering
scheme which applies a deterministic approach to assign filtering nodes to a given session. The proposed method consumes less energy than that of CCEF without sacrificing security.
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1. Introduction
Wireless sensor networks (WSNs) are networked systems that are able to sense various events and report the
events to a user to enable appropriate responses. Many
tiny sensor nodes and a sink node organize a WSN. Each
sensor node contains components of sensor, microcontroller, and transmission modules [1,2]. WSNs can be
deployed in broad range of applications such as military,
environment and transportation [3]. A sensor node is
given highly constrained resources of energy, communication bandwidth, computation capability and memory.
Furthermore, a WSN operates autonomously in hostile
environment such as a battle field. Various security
threats are derived from the characteristics of WSNs [4].
One of the security threats to a WSN is false data injection attacks in which an attacker steals some sensor
nodes in the network and injects forged event messages
into the network through the captured nodes. As a result,
the intermediate nodes on the forwarding paths of the
false event messages waste their limited energy. Additionally, the network cannot provide the user with correct
information [5]. Figure 1 visualizes false data injection
attacks in a WSN.
Many studies [5-10] have been made to enable early
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detection of false event messages en-route to save the
sensor nodes’ energy. Among them, Yang, et al. proposed the commutative cipher-based filtering (CCEF) [5]
which establishes a secure session between the sink node
and a cluster head (CH) in an interesting region based on
the commutative cipher. Each intermediate node on the
path verifies the authenticity of the session for received
event messages based on a probability. In CCEF, sensor
nodes can filter out false event messages in early phases.
However, its probabilistic approach is hard to adapt to
the change of false traffic ratio, and energy inefficiency
may occur.
We propose a filtering scheme based on deterministic
approach to assign filtering nodes (i.e. the nodes which
will verify the authenticity of the session for received
event messages) to each session. We use fuzzy logic [11,
12] to choose the filtering nodes among the nodes on the
path between the sink node and the CH. The proposed
method derives the fitness value of a node as a filtering
node from three inputs; the node’s energy, the size of
message authentication codes (MACs) and the false traffic ratio (FTR) in the network. The sink node assigns a
node as a filtering node if the fitness value of the node
exceeds a threshold value. The proposed method is able
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(a) Session setup phase in CCEF

Figure 1. False Data Injection Attacks.

to detect false event messages with a few verification
operations. Hence, the proposed method consumes less
energy than that of CCEF.

2. Commutative Cipher-Based En-Route
Filtering Scheme
CCEF [5] is a session-based filtering scheme in which
event messages are sent through a secure session between the sink node and a CH. It is a non-symmetric key
based filtering scheme that enables the intermediate
nodes on the path to verify the authenticity of the session
for received event messages without knowing the authentication key that was used to endorse the event messages. Commutative cipher is used both to authenticate
and to verify an event message.
In CCEF, a secure session between the sink node and a
CH must be established first. The sink node generates
two keys for a session; a session key and a witness key.
The sink node chooses a node in an interesting region as
a CH node. Then the sink node sends a query message to
the CH through the intermediate nodes. The query message contains the query ID, CH’s ID, the session key
encrypted by the unique key of the CH and the witness
key in plain text.
After the session is established, the CH and remaining
nodes in the interesting region collaboratively report
events whenever the events occur. In each event message,
there are two types of MACs; the session MAC and the
node MAC. Each node on the path between the sink node
and the CH receives event messages, verifies the session
MAC based on the commutative cipher, and forward
them only when the verification successes. The verification at each intermediate node is performed based on a
probability for saving the node’s energy [5]. Figure 2
illustrates the operation of CCEF.
In Figure 2(a), QID is the query ID, {KS}KCH is the
session key encrypted by the unique key of the CH, and
KW is the witness key in the query message. In Figure
2(b), R is the event description and NMAC is the node
MAC in the event message.
Copyright © 2012 SciRes.

(b) En-route filtering phase in CCEF

Figure 2. Operation of CCEF.

3. Proposed Method
3.1. Assumptions
The assumptions in the proposed method are as follows.
The network is static, i.e. the sensor nodes do not move
after initial deployment. Each node is assigned with its
unique ID and preloaded with its unique key shared with
the sink node. The sink node can estimate the energy
level of every node and the FTR in the network.

3.2. Problem Definition
We focus on detecting and filtering false event messages
injected by a non-CH compromised node in the proposed
method. Those false event messages can be detected and
dropped when they are verified at the first filtering node
in the routing paths. We assume that a CH is not compromised for a given session and do not consider cooperation between multiple compromised nodes. The goal
of our proposed method is to detect the false event messages with low computation overhead by assigning a few
filtering nodes for a given session.

3.3. Motivation
In CCEF, each node verifies received event messages
based on a probability. The probability of verification at
each node does not change for various FTRs. Hence,
energy inefficiency may occur due to the energy consumption for verifying correct event messages or the
energy consumption for forwarding false event messages.
The proposed method controls the number of verification
operations for an event message by assigning filtering
nodes for each session based on FTR of the network. The
objective of the proposed method is to reduce the unnecessary energy consumption for verifying correct event
messages and for forwarding false event messages and to
increase the network lifetime.
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3.4. Overview
The proposed method consists of four phases; the initialization phase, the session setup phase, the en-route filtering phase, and the sink verification phase. In the initialization phase, every node is preloaded with its own ID
and own key shared with the sink node before node deployment. Sensor nodes are distributed randomly in their
geographic location. After the deployment, all the nodes
obtain their location information from some localization
components and report the location information to the
sink node.
In the session setup phase, sink node selects a node in
the interesting region as a CH node, and prepares the session key and the witness key for the session. Then, the
sink node examines every node on the path between the
sink node and the CH to assign the session filtering
nodes among the nodes. The sink node derives the fitness
value of each node based on 1) the node’s energy, 2) the
size of message authentication codes (MACs) and 3) the
false traffic ratio (FTR) in the network. Then the sink
node assigns the filtering nodes to the session based on
the fitness values. The sink node initializes the session by
sending a query message to the CH through the intermediate nodes. The query message contains the query ID,
the CH’s ID, the session key encrypted by the CH’s unique key and the witness key in plaintext. Each node
receives the query message, stores the query id, and
stores the witness key only if it is the filtering node for
the session. The CH receives the query and decrypts the
session key by using its key.
In the en-route filtering phase, the CH and the remaining nodes in the interesting region cooperate to derive an
event description when an event occur. The CH computes the session MAC by encrypting the event description by the session key. Each of the remaining nodes
computes its own MAC by using its own key and sends
the MAC to the CH. The CH compresses the MACs received from the remaining nodes into the node MAC.
The CH attaches the session MAC and the node MAC to
the final event message. The CH sends the event message
to the sink node through the intermediate nodes on the
path.
Each node on the path receives the event message and
first checks the query ID. If the query ID in its memory
corresponds to that in the event message and it is the
filtering node, the node verifies the session MAC in the
event message by using the witness key based on the
commutative cipher. If the verification fails, the node
drops the event message. Otherwise, it forwards the
event message to the next node on the path between the
sink node and the CH.
In the sink verification phase, the sink node that receives the event message verifies the session MAC and
the node MAC in the event message. If at least one MAC
Copyright © 2012 SciRes.

is incorrect, the event message is dropped.
Figure 3 shows the session setup phase and the enroute filtering phase of the proposed method.
In Figure 3(a), {1,3} is the list of filtering node IDs.
Each of Node 1 and Node 3 receives the query message
and stores the (QID, KW) pair for verifying event messages to be received. On the other hand, Node 2 just stores
the query ID since it is not a filtering node for the session.
In Figure 3(b), CH generates an event message and
sends it to the sink node through the intermediate nodes
on the path to the sink. A non-filtering node (i.e., Node 2)
just checks the QID in the event message and forwards it
to the next node on the path. Filtering nodes (i.e., Node 1
and Node 3) checks the QID and verifies the session
MAC by the witness key.

3.5. Derivation of Fitness Values
There are three input factors to derive the fitness value of
each node on the path between the sink node and the CH
as a filtering node for the session; 1) the node’s energy, 2)
the size of message authentication codes (MACs) and 3)
the false traffic ratio (FTR) in the network. If the node’s
energy level is too low, the fitness value of the node is
low. The size of MACs in each event message denotes
the communication overhead for one message transmission. If its value is high, the energy consumption for
forwarding false event messages is high. Hence, we set
the fitness values of the nodes high. If the FTR is large,
obviously we should set the fitness values of the nodes
high to detect and drop false event messages early in
their phase.
We adopt the fuzzy logic to derive the fitness value of
sensor nodes. Hence, the input factors and the fitness
value of each node are represented by the following
fuzzy membership functions in Figure 4.
NODE_ENERGY corresponds to the energy level of
each node and its value exists between 0 and 100 (%). It

(a) Session setup phase in proposed method

(b) En-route filtering phase in proposed method

Figure 3. Operation of Proposed Method.
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rity. FTR has five fuzzy sets; Very Small (VS), Small (S),
Medium (M), High (H), and Very High (VH). Fitness
Value is the output of the fuzzy logic in the proposed
method. If its value is larger than 50, the node becomes a
filtering node for the session. Since there are two, three,
and five fuzzy sets for the three input factors, respectively, obviously there are 30 combinations that we should
consider. Table 1 shows some of the fuzzy if then rules
to derive the fitness value for the conditions.
(a) NODE_ENERGY (%)

4. Simulation Result

(b) MAC_SIZE

(c) FTR (%)

(d) Fitness Value

Figure 4. Fuzzy membership functions of inputs and output.

has only two fuzzy sets; Drained (D) and Enough (E).
We assume that if a node’s energy level is below 10%,
its energy has been almost drained. MAC_SIZE is the
size of each MAC in an event message. It is related to the
communication overhead of nodes. MAC_SIZE has three
fuzzy sets; Small (S), Medium (M), and Large (L). FTR
is the fraction of forged event messages over the total
number of event messages in the network. It is a dominant input factor to derive the fitness value of each node
as a filtering node since it is directly related to the secuCopyright © 2012 SciRes.

The simulation environment in our proposed method is
as follows. 3750 sensor nodes are deployed in a 125 ×
125 m2 network. Each event message is 40 bytes long
and requires 1.15 mJ to transmit and receive. The computation of commutative cipher consumes 9 mJ [5,13].
We simulated the energy consumption and detection ratios of CCEF and the proposed method for various FTR
(0% ~ 100%) values. Figure 5 represents the energy
consumption of the CCEF and the proposed method.
As shown in the figure, the fuzzy logic-based proposed
method achieves 5 to 40 % less energy consumption
compared to CCEF with various parameter (i.e. α) values
for the whole range of FTR. The reason is that the proposed method adapt to the change of FTR. That is, when
FTR is low, the proposed method reduces the number of
verification operations by selecting small number of filtering nodes, and vice versa. Hence, the proposed method
is able to save the energy consumption for verifying correct event messages and the energy consumption for
forwarding false event messages. Figure 6 represents the
false event message detection ratio of the CCEF and the
proposed method.
CCEF achieves relatively constant detection ratios (60
to 100 %) of false event messages as FTR varies since
the parameter values are static. On the other hand, the
proposed method does not filter out false event messages
until the FTR is less than 30 %. However, when FTR is
larger than 40 %, the propose method achieves almost
100 % of detection ratios of false event messages. The
reason is that the proposed method is able to adaptively
increase the number of verification operations by selecting more filtering nodes for a session.
Table 1. Fuzzy If-Then Rules.
Rule#

NODE_ENERGY MAC_SIZE

FTR

Fitness Value

0

VL

S

VL

U

14

VL

L

VH

U

17

E

S

M

F

21

E

M

L

N

29

E

L

VH

F
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