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Abstract

The dynamic nature of online systems requires companies to be proactive with thwarting infor-
mation security threats, and to follow a systematic way for managing and evaluating the security
of their online services. The existence of security standards is an important factor that helps or-
ganisations to evaluate and manage security by providing guidelines and best practices that en-
able them to follow a standard and systematic way to protect their e-Business activities. However,
the suitability of available information security standards for Small and Medium e-Business En-
terprises (e-SME) is worth further investigation. In this paper three major security standards in-
cluding Common Criteria, System Security Engineering-Capability and Maturity Model and ISO/IEC
27001 were analysed. Accordingly, several challenges associated with these standards that may
render them difficult to be implemented in e-SME have been identified.
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1. Introduction

Diffusion of Information and Communication Technology (ICT) has its impact on many of our daily activities.
New channels for communication, selling, buying, and learning have been developed based on the new innova-
tions of ICTs. A huge part of business activities has become dependent on ICTs. Businesses have become more
electronic than any time before. New online business concepts, models and modes have been invented.

One aspect of this technological diffusion is the adoption of Electronic Business (e-Business). It refers to the
use of information and communication technology for various business activities. e-Business is utilizing Web
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and communications technologies to enhance customer service, simplify business processes, increase revenue
and reduce costs. The Internet and the Web technologies provide the building block of e-Business [1]. IBM de-
fines e-Business as “a business process transformed to leverage WWW (Internet, intranet, and extranet) tech-
nology for business benefit. It is about using the Internet infrastructure and related technologies to enable busi-
ness anywhere and anytime” [2].

Adoption of e-Business in the developing world that represents large part of the marketplace is insufficient.
Many challenges and issues are facing the use and development of e-Businesses in this part of the world; these
include poor or lack of infrastructure, social problems and the lack of an appropriate legal, political and eco-
nomic framework [3] [4].

According to [5] Small and Medium Enterprises (SME) play an important role in the economics of the devel-
oping countries and they are in a better situation to get the benefits of e-Business because:

e SMEs count for 60% - 70% of all employment in developing countries.
e SMEs adapt to the new technology faster than larger companies (less bureaucracy and stricter staffing hier-
archies).

The ability of SMEs to securely use and utilize ICT in their businesses is an important prerequisite for suc-
cessful e-Business. However, many studies showed that security is a significant barrier for the adoption of
e-Business [6]-[8]. For instance, Wymer et al. [8] conducted a study in which 26 factors were collected from the
literature. Thirty different studies related to factors (either barriers or incentives) that influence e-Business adop-
tion in SMEs were reviewed. Based on this review these factors were categorized in to four groups: Environ-
mental factors, Knowledge factors, Organisation factors and Technological factors. Security was regarded as an
important issue and included with the technological factors.

The dynamic nature of online information systems requires companies to be proactive with thwarting infor-
mation security threats, and to follow a systematic way for managing and evaluating the security of their online
services. The existence of security standards is an important factor that helps organisations to evaluate and
manage security by providing guidelines and best practices that enable them to follow a standard and systematic
way to secure their online business activities.

This paper aims to review the available security standard and evaluate their suitability for SMEs in develop-
ing countries. In Section 2, an overview of available security standards is provided. In Section 3, two technical
security standards (Common Criteria and Systems Security Engineering-Capability Maturity Model) will be
discussed. In Section 4, one security management standard (ISO 27001 standard for Information Security Man-
agement System) will be discussed. Finally a critical evaluation for the selected standards is presented in Section
5.

2. Overview of Security Evaluation Standards

Many national and international efforts have been devoted to develop frameworks for evaluation and managing

the security of computerized systems. An early effort was in the 1970s when the US Department of Defense

funded the Trusted Computer System Evaluation Criteria which is commonly known as the “Orange Book”. Af-

ter that, other countries such as Canada, Germany and UK presented similar evaluation criterion such as:

e |TSEC—Information Technology Security Evaluation Criteria developed by France, Germany, the Nether-
lands, and the UK in the early of 1990s.

e CTCPEC—Canadian Trusted Computer Product Evaluation Criteria in 1993.

Based on all these efforts the Common Criteria (CC) was developed as an international standard for security
evaluation of IT products and systems [9].

The primary focus of many of these standards is on technical aspects such as information technologies and
networks. For instance, the Common Criteria can be used by organisations to evaluate the security of their IT
produces through a rigid technical evaluation process. This evaluation process is conducted by a team of security
technical experts known as “testing laboratory” to ensure that particular software is satisfying the predefined
security requirements [9]. Other security technical standards focus on issues such as cryptography techniques,
digital signature and key management [10].

However, other aspects such as individual, organisational and managerial issues have become very significant
for information security [11]. Some researchers argue that security has moved away from its technical perspec-
tive and has other factors which must be considered to build secure IT environments [12]. This new way of
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looking to the security problem is based on the idea that business information and communication systems have

interconnecting and interacting components including people, software, hardware, procedures and data, and

should be looked upon as information systems, including a technological infrastructure and organisational

framework, rather than a pure technological infrastructure [13]. Consequently, several standards have been de-

veloped based on the fact that security should be enforced from the top level management in organisations. For

instance, ISO/IEC 27001:2005 standard [14] was developed particularly for information security management.

A possible way for categorizing security standards, models and guidelines that help in evaluating and manag-

ing information security could be as follow [15]:

e Technical Security Evaluation standards: Focus on the technical requirements for designing and implant-
ing secure systems and IT products.

e Security Management approaches: Focus on security activities within organisation as business process
and emphasis management participation.

3. Technical Security Evaluation Standards

Organisations need to ensure information and communication systems security. One way for doing this, is by
specifying security functional requirements and conditions that should be satisfied by Information Technology
(IT) related products and systems used within organisations. Company may purchase products that meet its se-
curity requirements or develop its own systems following the specified security requirements. In both cases, the
existence of a security standard to evaluate IT related products and systems, is very essential. These standards
can be used for evaluating end product or the software development process and include:
e |T Products and Systems Security Evaluation Standards (e.g.: Common Criteria): specify security functional
and assurance requirements for secure systems.
e Secure Software Engineering Standards (e.g.: SSE-CMM): specify the security engineering activities that
need to be integrated with the IT systems lifecycle.
Well-known examples of this group are the Common Criteria (CC) and the System Security Engineering-
Capability and Maturity Model (SSE-CMM). These are discussed in the following subsections.

3.1. Common Criteria

The Common Criteria (CC) is a security standard enables organisations to evaluate security of products and sys-
tems. It is a result of international efforts to create security evaluation criteria which increases the confidence in
the IT products that widely used in the international community. The CC is based on the US’s TCSEC (The Or-
ange book), The Canadian’s CTCPEC, and European ITSEC. Version 1.0 of the CC has been released in 1996,
and then version 2.0 in 1998 which later has been adopted as 1SO standard ISO/IEC 15408 [9] (Figure 1).

The CC provides Security Functional Requirements and Evaluation Assurance Levels as common framework
that allows comparability between clients and vendors independent security evaluations. A client/user can define
his security requirements using Protection Profile (PP) which is an implementation-independent set of security
requirements for a category of products/systems that meet the client’s needs. A vendor or developer can claim
that his product meets the security requirements and he should provide Security Target (ST) document which
support the evaluation or the product against the PP. The IT product/system which is subject to the evaluation is
called Target of Evaluation (TOE).

The evaluation process does not say that the system is secure or not, however it provides assurance levels and
gives the confidence that security specification, implementation and evaluation of the product have been done in
a standard way [9].

Products under the CC can be certified at different Evaluation Assurance Levels (EAL):
EAL1—functionally tested.
EAL2—structurally tested.
EAL3—methodically tested and checked.
EAL4—methodically design, tested and reviewed.
EAL5—semiformally design and tested.
EAL6—semiformally verified design and tested.
EAL7—formally verified design and tested.
EALSs provide increasing scale which balance between the level of evolution, cost and feasibility. EALL is the
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Figure 1. The development of common criteria.

lowest evaluation level and the less expensive. EAL7 is the highest and most complex and expensive level. Be-
ing certified at a higher level does not mean that a system is more secure, but it has been more rigorously evalu-
ated [9].

3.2. Systems Security Engineering-Capability Maturity Model (SSE-CMM)

Systems Security Engineering-Capability Maturity Model (SSE-CMM) is an international standard (ISO/IEC
21827) which has been developed by the International Systems Security Engineering Association (ISSEA). Ac-
cording to SSE-CMM.org:

“The SSE-CMM® is a process reference model. It is focussed upon the requirements for implementing security
in a system or series of related systems that are the Information Technology Security (ITS) domain... Within the
ITS domain the SSE-CMM® Model is focussed on the processes used to achieve ITS, most specifically on the
maturity of those processes” [16].

SSE-CMM addresses the security engineering activities that should exist in the IT system’s lifecycle. It fo-
cuses on the security processes in the complete software development lifecycle which includes: concept defini-
tion, requirements analysis, design, development, integration, installation, operation and maintenance.

SSE-CMM is intended to be used by security developers, security integrators as well as organisations that
provide security service. Furthermore, the framework has been developed to be applicable for all types and sizes
of security engineering organisations; commercial, government as well as academic.

The standard uses the term “Security Engineering Organisation” which is applicable to different types of or-
ganisations. Such Security organisations may include: developers, product vendors, integrators, acquirers (ac-
quisition organisation or end user), security evaluation organisations (system certifier, product evaluator, or op-
eration accreditor), and trusted third parties (certification authority). The standard allows the security engineer-
ing organisation to measure its security process maturity based on the following capability maturity levels:

» Capability Level 1—Performed Informally.

» Capability Level 2—Planned and Tracked.

» Capability Level 3—Well Defined.

» Capability Level 4—Quantitatively Controlled.
» Capability Level 5—Continuously Improving.

The SSE-CMM’s basic model has two dimensions:

1) The Domain dimension: includes all the security practices that define security engineering. These practices
refer to as “Base Practices”.

2) The Capability dimension: includes practices that are applied across wide range of domains. They are
called “Generic Practices” and should be performed as a part of the base practices.

SSE-CMM can be used as a tool that allows the interested party to evaluate the maturity of their security en-
gineering practices and improve them. The use of the standard provides the evaluators or the security certifiers
with inputs that allow them establish confidence and assurance levels. Additionally, it provides customers with
standard method for evaluating vendors’ security engineering capability [16].
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4. Security Management Approaches

The previous security standards focus on the technological aspects of information security. The primary players
in the scope of these standards are security professional and experts. These standards do not incorporate other
factors such as management, cultural and legal factors that affect organisation’s information security.

Another approach for ensuring information security in organisations is the one which is based on applying
management practices in order to achieve more comprehensive approach for information security. Common
examples of this category are [17]:

e Security Managements Standards (e.g.: ISO/IEC 27001).
e Security Management Best Practices (e.g.: NIST security publications).
e Information Security Guidelines (e.g.: OECD Security Guidelines).

ISO/IEC 27001 Information Security Management System Standard is selected as an example on this ap-
proach as it is widely used by many organisations to manage security. The standard is discussed in the following
section.

4.1.1SO/IEC 27001 Information Security Management System Standard

ISO/IEC 27001 is a well-known standard for establishing, implementing, operating, monitoring, reviewing,
maintaining and improving an Information Security Management System (ISMS). It has been developed by the
joint technical committee of ISO (the International Organisation for Standardization) and IEC (the International
Electrotechnical Commission) [14]. This standard is based on BS7799 standard which has been developed by
the British Standards Institute (BSI).

ISO/IEC 27001 defines the requirements for successful ISMS. Compliance with the standard means, that or-
ganisation is following a standard approach for establishing, implementing and maintaining its ISMS. The stan-
dards does not provide specific process on how organisation can manage its ISMS, instead it is defines what are
the requirements of ISMS. For this reason, the standards is provided with ISO/IEC 17799:2005 Code of practice
for information security management as guideline that describes and clarifies how ISMS can be initiated, im-
plemented, maintained, and improve based on ISO/IEC [14].

The standard adopts a process approach which includes essential processes for ISMS. These processes define
the requirements for:

1) Establishing ISMS.

2) Implanting and operate the ISMS.

3) Monitor and review the ISMS.

4) Maintain and improve the ISMS.

The process approach can be simply defined as input-process-output model. However, it is more complicated
in the case of the ISMS. Each ISMS process’s output form input to another process. It allows organisation to
gather information security requirements and expectations from different interested parties and manage the re-
sources that are needed to process these requirements. The security requirements form input to the ISMS proc-
esses that create output which satisfies the expectations and fulfil the requirements.

The previous processes (1 - 4) are structured and integrated with each other based on the PLAN-DO-CHECK-
ACT (PDCA) model (Figure 2).

The standard defines eleven security control areas and defines their objectives:

1) Information security policy.

2) Organisation of information security.

3) Asset management.

4) Human resource security.

5) Physical and environmental security.

6) Communications and operations management.

7) Access control.

8) Information systems acquisition, development and maintenance.

9) Information security incident management.

10) Business continuity.

11) Compliance.

It is very clear that the standard is covering wide range of areas that affect organisation security. The standard
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Figure 2. PDCA model of ISO/IEC 27001 standard [14].

is heavily based on risk assessment. Each of the previous control area contains a number of controls that are de-
fined by the standards as “means of managing risk, including policies, procedures, guidelines, practices or or-
ganisational structures, which can be of administrative, technical, management or legal nature” [14]. An organi-
sation is free to choose or discard any of these controls given that a sufficient justification for the choice is
given.

5. Evaluation and Discussion

As discussed previously, security standards helporganisations to evaluate and manage security by providing
guidelines and best practices that enable them to follow a standard and systematic way to secure their e-Business
activities. However, there are several challenges associated with these standards that may render them difficult
to be implemented in SME especially in developing countries. In this section the challenges associated with each
one of the security standards presented above will be discussed.

5.1. The Challenges of Using Common Criteria

Unfortunately, The CC is the only available international standard for evaluating the security of IT products and

systems, and there are many criticisms and objections against the standard. Some of the claimed objections

against the CC are [18]:

- Evaluation IT products using CC is very costly: as the assurance level increases so the cost increases, how-
ever, this does not necessarily imply greater security.

- Burdensome: great effort is required to prepare the evolution evidences and related documents. This means
time and resources consuming.

- Focuses more on documentation rather than on testing the product itself especially from EAL1-EAL4 where
most products are evaluated.

The evaluation process of Common Criteria requires a long period of time. The dynamic nature of e-Business
requires small and midsize businesses to be dynamic and to react very quickly to such environment. e-Business
technologies are changing sometimes in less than six months leaving no time for companies to spend in prepar-
ing the CC’s protection profile, waiting for vendors to prepare their target of evaluation and then asking a testing
laboratory for accrediting the product in question. As a result, the overall process is time consuming.

Moreover, many SMEs, especially in the developing countries are suffering from the lack of budget and re-
sources for implementing or acquiring IT solutions. Hence, CC is considered a very expensive standard for such
organisations.

The lack of IT technical skills, particularly in the field of security, increases the burden of using the CC in
SMEs. Even some security experts complain that CC is complex and cumbersome.

In additional to these obstacles that prevent SMEs from using the CC, CC only provides a framework for
evaluating the security of IT products that the SMEs want to use, without providing comprehensive approach for
deploying and managing IT products in a secure way.
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5.2. The Challenges of Using Systems Security Engineering-Capability Maturity Model

It has been argued that the SSE-CMM is limited to security engineering and software design [19]. The main goal
of the SSE-CMM is to measure the level of maturity of the Systems Security Engineering processes imple-
mented by the organisation [20]. As discussed before, the primary stakeholder of the SSE-CMM is the Security
Engineering Organisations that may include system security developers, security evaluators, security integrators
or even customers who want to evaluate the maturity of security vendors and providers. The standard is not in-
tended for e-Business as much as it is intended for security engineering organisation.

The primary objective of the standards is to define security engineering as a defined, mature and measurable
discipline. Thus, it will allow the interested parties to have a method to evaluate and select security engineering
provider based on capability-based assurance [16]. However, the standard defines fundamental security engi-
neering activities and allow organisation to improve these process over time. Also it does not define specific
processes, instead it gives guidelines that are applied regardless the processes that are performed. Thus, a modi-
fied version of the standard that integrates the e-Business processes with security engineering activities might be
a possible way for evaluating the maturity of security practices in e-Business organisations.

5.3. The Challenge of Using ISO/IEC 27001

ISO/IEC 27001 gives organisations that are looking for securing their business a flexibility to develop their own
information security management system (ISMS). This is because the standard does not specify any particular
approach or method for developing ISMS. Instead, it defines requirements for ISMS. This gives organisations
more freedom to choose their preferred risk management methodology for example. On the other side, this may
create burden for some organisations that lack security knowledge and do not have competency for developing
their ISMS.

Zuccato [17] claimed that security management approaches that depend only on risk analysis, such as 1ISO
27001, are not convenient for e-Business, since they only depend on the value of asset, threats, and the probabil-
ity of exploiting vulnerabilities by the threats. However, this is not completely true. Risk analysis may consider
other sources for eliciting security requirements and threats. For instance, company reputation can be considered
as asset to be protected, involving customers in the risk analysis and considering market forces.

Furthermore, the standard is intended to all size of organisations [14]. From a practical rather than financial
point of view, it might be more convenient and easy for SMEs to adopt this standard. In a small company, it is
easier to manage ISMS, since you have a small number of assets to be considered. However, cost and lack of
awareness of the standard contents act as a main barrier for adopting the standard [21].

6. Conclusions

This study has identified several challenges associated with several available information security standards in-
cluding Common Criteria, System Security Engineering-Capability and Maturity Model and ISO/IEC 27001.
The identified challenges represent barrier which may prevent e-SMEs from implementing a proper security ap-
proach to protecting their information and online services. While Common Criteria can be very helpful for
evaluating the security of IT products, the author emphasised that the evaluation process of such method re-
quires a long period of time. The dynamic nature of e-Business leaves no time for companies to spend in pre-
paring the CC’s protection profile, waiting for vendors to prepare their target of evaluation and then asking a
testing laboratory for accrediting the product in question. Thus, the overall process of the CC is time consuming,
costly and burdensome. With respect of SSE-CMM, the study found that it does not define specific processes,
instead it gives guidelines that are applied regardless of the processes that are performed. Accordingly, it can be
suggested that a modified version of the standard that integrates the e-Business processes with security engi-
neering activities might be a possible way for evaluating the maturity of security practices in e-Business organi-
zations. The last standard evaluated in this study was ISO/IEC 27001. This standard gives organisations freedom
to develop their own information security management system (ISMS) as it does not specify any particular ap-
proach or method for developing ISMS. However, this may create burden for some organisations that lack secu-
rity knowledge and do not have a competency for developing their ISMS.

It can be argued that security is a socio-technical problem and needs to be studied in relation to its environ-
ments considering all the factors that may affect security [22]. Security problem is a multi-disciplinary one and
requires a holistic approach which covers managerial as well as technical aspects of the problem [23]-[25].
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