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Abstract

Quantum cryptography and especially quantum key distribution (QKD) is a technique that allo-
cates secure keys only for a short distance. QKD protocols establish secure key by consent of both
the sender and receiver. However, communication has to take place via an authenticate channel.
Without this channel, QKD is vulnerable to man-in-the-middle attack. While not completely secure,
it offers huge advantages over traditional methods by the use of entanglement swapping and
quantum teleportation. In our research, we adopt the principle of charge-coupled device (CCD) to
transfer the qubit from the sender to the receiver via a quantum channel. This technology has an
added advantage over polarizer as only the circuit for transmitting the qubit is sufficient. No extra
circuitry to implement the polarizer is required.
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1. Introduction

Cryptography is the design and analysis of mathematical techniques that enable secure communications in the
presence of malicious adversaries. It is a science of protecting information by encoding it into an unreadable
format. Cryptography has immense applications in the field of broadcast and network communication, such as
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electronic transactions, the internet, e-mail, and cell phones, where sensitive monetary, business, political, and
personal communications are transmitted over public channels.

A sender scrambles or encrypts the original message in a systematic way that obscures its meaning. The
sender transmits the encrypted message, and the receiver recovers the message by unscrambling or decrypting
the transmission.

Public Key Cryptography (PKC) uses a pair of mutually inverse transformations: one to scramble the infor-
mation and the other to unscramble the information. Then the scrambling transformation is published. PKC sys-
tems exploit the fact that certain mathematical operations are easy to compute in the forward direction but can-
not be computed in the reverse by classical computers [1] [2]. However, recent work in quantum computation [3]
[4] suggests that a quantum computer might be able to compute such complex computations in practical times,
which could jeopardize the authenticity of many modern cryptography algorithms. But quantum technology can
also ensure secure communication at an even more fundamental level.

Quantum cryptography [5]-[9] can be used to ensure the confidentiality of information transmitted between
two parties by exploiting the counter-intuitive behavior of particles such as qubits. In quantum computing, a qu-
bit or quantum bit (sometimes gbit) is the basic unit of quantum information. It can be considered as the quan-
tum analogue to the classical bit. In a classical system, a bit would have to be in either state 0 or 1. However,
guantum mechanics allows the qubit to be in a superposition of both the states, and this is a fundamental prop-
erty of quantum computing which makes it so different from the classical world. Hence the qubit can be
represented as a linear combination of |0) and |1).

|0)=a|0)+Bl1) (1)

where « and g are probability amplitudes and can be complex numbers. When measured in the standard
basis, the probability of outcome |0) is |e|* and the probability of outcome [1) is |B|" where

|of* +| 8" =1 )

Quantum Key Distribution [10]-[18] is a state-of-the-art technique that exploits properties of quantum me-
chanics to guarantee the secure exchange of secret keys. The crypto systems developed so far use polarized light
photons to transfer data between two points. Each photon therefore carries one bit of quantum information,
which is called as a qubit. To receive such a qubit, the recipient must determine the photon’s polarization, which
has to be done by passing it through a polarization filter. This will inevitably alter the photon’s properties. Thus
any intervention of an eavesdropper can easily be recognized by the alterations introduced to the measurements.

In this paper, the first attempt is made to use electric charge and electric fields instead of light and polarizer to
generate the qubits. This can be realized by using charge-coupled device. The BB84 QKD protocol [19] has
been modified to incorporate the above approach.

2. Related Topics
2.1. Charge-Coupled Device

A CCD [20] [21] is an electrical device that is commonly used to create images of objects, store information, or
transfer electrical charge. It receives an electrical charge as an input. It then transfers the charge via potential
wells—the output. The electronic signal is then processed by some other equipment and/or software to either
produce an image or to give the user valuable information. The storing function comes from shifting these
charges, simultaneously, down a row of cells, in discrete time. Also, an analog signal can be delayed a discrete
time for synchronization purposes. It has an immense application in image sensors. The packets of charge are
not initially converted to an electrical signal, but rather moved from cell to cell by the coupling and decoupling
of potential wells within the semiconductor that make up the CCD. At the end of the line the charges, can be
converted to electrical signals.

Each cell of a CCD contains a metal oxide semiconductor (MOS). CCDs are typically fabricated on a p-type
substrate. The “buried” channel is implemented by creating a thin n-type region on its surface. An insulator, in
the form of a silicon dioxide layer is grown on top of the n-region. The capacitor is finished off by placing one
or more electrodes, also called gates, on top of the insulating silicon dioxide. These electrodes could be metal,
but more likely a heavily doped polycrystalline silicon conducting layer would be used [19].
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CCD can be built by placing a number of such single cells arranged in a single row. At one end, called the
input, we send the initial charge electro statically which at the other end, called the output, is converted back to
an electric signal. If all goes well, the output electric signal is a reasonable copy of the input electric signal, but
it is sampled at discrete points in time. Control wires are used to control the height of the various potential wells.
The changing well height is what pushes and pulls the charge packets along the line of CCDs. The diagrammatic
representation of a CCD is shown in Figure 1.

2.2. Quantum Bit Error Rate of Quantum Channel

The Quantum Bit Error Rate (QBER) [19] is the measurement of the probability of error in the key distribution
across the quantum channel. It is one of the key quantities in quantum communications which is used to charac-
terize the quality of signal transmission in QKD systems. It can be affected by several factors, such as type of
the protocol used, transmission impairments to the quantum bits, noise and imperfections of the components in
the link. The QBER s the ratio of an error rate to the key rate and contains information on the existence of an
eavesdropper and how much such eavesdropper knows. This value allows the users to estimate the maximum
amount of information that an eavesdropper could have on the key.
In simple terms, the QBER can be calculated as:

QBER =1-E/E,, 3)

where:

E is the number of correctly transmitted bits,

Enax 1S the total number of transmitted bits.

This definition of the QBER contains an implicit assumption that without eavesdropping QBER is equal to
zero. Obviously, the QBER for an ideal quantum channel without noise is equal to zero and can use the QBER
to estimate Eve’s interference. Hence for simulation purposes, the maximum error rate of 40% has been chosen
as the upper bound.

2.3. BB84 Protocol

The operation of BB84 QKD protocol is described below. It comprises of two main stages:

Quantum Channel (one way communication)
Classical Channel (two way communication)

In the first stage, Alice and Bob set up a quantum channel to distribute the key. During the second stage, they
recover the final key using the classical channel.

Alice and Bob are equipped with two polarizer each, one aligned with the rectilinear 0° or 90° (or +) basis that
will emit — or | polarized photons and one aligned with the diagonal 45° or 135° (or x) basis that will emit \ or /
polarized photons. Alice and Bob communicate via the quantum channel to send photons. Later they discuss the

input sense reset
diffusion CCD electrodes diffusion  diffusion
- p A . . .
ﬁe_ld input output reset
Odeé gate ¢1 ¢2 ¢1 ¢\ ¢2 ¢1 gate gate
1 pm thick . - o

L

"
+ ’
.

0.1 pm thick

Figure 1. Diagrammatic representation of a complete CCD.
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polarization of the photons over the classical channel and finally decide the key.

In this method, Alice can send the qubit via any of the two quantum paths at the sender end. The propagation
of information in the form of qubits takes place following the principle of CCD. Four phases 01, 62, 63, 64 are
arbitrarily selected by Alice. These phases are selected randomly but to avoid predictability, the phases should
not be selected such that 1= (-62) = (= — #1) and so on.

Now Alice assigns two phases to one path and the other two phases to the other path in a random basis. The
basic principle of this approach is that when a sender sends a key in the form of a qubit, that qubit can choose
any of the two paths based on the electric fields applied to the paths. The path that the qubits will choose can be
decided by Alice by adjusting the height of the potential wells in the CCD. Similarly the phase shifts can be im-
plemented by introducing a certain amount of delay in the path equivalent to the angle of phase shift. The mo-
ment the qubits pass through the phase shifts, the state of the qubit should change hence the actual data gets ma-
nipulated. At Bob’s end, again two paths with two different combinations of phases are applied. Hence, the in-
coming qubit again can pass through any of the channels and will be subjected to two phase shifts at the receiv-
ing end.

In order to get back the actual qubit, the receiver has to apply the opposite phases to that of the sender. For
example, if the phase shift 81 and 92 are applied at the Alice’s end, then (n — 61) and (x — 62) phase shift should
be applied at the Bob’s end in order to get back the original qubit. One thing that has to be kept in mind is that
this whole setup should be in the quantum channel where no intervention with the classical world can take place.

As shown previously, a qubit can be represented as

|0)=[0)+A[) (4)
When Alice introduces a phase shift of 41 then the state of the qubit in Equation (4) can be represented as
|o1) =€ («|0)+ 5l1)) (5)

Again, applying the phase shift of 62 to the state in Equation (5) gives
|p2)=e” " (|0)+ B|D)
_ ei(01+62) (a|0>+,8|1>)

And this qubit is propagated to the receiver. At the receiver’s end, If Bob is able to guess the value of phase
shifts correctly, then after applying the two phase shifts at the receiver’s end, the state of the qubit in Equation (6)
becomes

(6)

_|p2)—|p2) =2 .M 02 (|0} + 1)
_ e—i(t91+92) ) ei(€1+92) (a|0> + ﬂ|1>) (7)
= a|0>+ ﬂ|1>

Hence applying complementary phase shifts to that of the sender’s end at the receiver’s end, we should get
back the actual qubit. The diagrammatical representation of how the system can be implemented is shown in the
Figure 2 below.

Let us now consider an example. Alice begins to send qubits to Bob, each one phase shifted at random by two
of the four angles whose sequences are also selected at random for example: 13°, 45°, 110°, 205°. As Bob rece-
ives each qubit, the qubit will pass through any one of the quantum path at the receiver’s end. Since Bob does
not know which angles Alice chose for her phase shifts, his choice may not match hers. If it does match the basis,
Bob will measure the same qubit value as Alice sent, but if it doesn’t match, Bob’s measurement will be com-
pletely random. For an example, if Alice sends a qubit and the phase shift applied is 13° and 45° and Bob meas-
ures with his phase shift 167° and 135°, he will correctly deduce the value of qubit that Alice sent, but if the
measures with any other phase shifts, he will deduce wrong values of the qubit. Furthermore, his measurement
will have destroyed the original qubit.

Table 1 shows how the bit string is recovered in the proposed method. In this particular example, Alice
chooses random bit string (row 1) and phase shift them using the random angles given in row 2. Row 3 shows
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Figure 2. Diagrammatic representation of the proposed mothod.

the phase shifted bit string that travel to Bob’s end. Bob in turn uses random phase angles (row 5) to obtain a
key string which comprises of errors. After sending all the qubits in the key, Alice and Bob begin a public dis-
cussion via a classical channel. There is no need for Alice and Bob to discuss the actual state of the qubits sent.
Bob tells Alice which phase shifts he used to measure each qubits, and Alice tells him whether it was the correct
one or not. They discard all data for which their phase angles did not match. After this stage, Alice and Bob
produce a shorter sequence of bits which are known as Raw Keys. The aim of this phase is to agree on the cor-
rect phase angles used by both parties.

If there is no intrusion, then Alice’s and Bob’s raw keys will be in total agreement. However, if there is an in-
trusion by an eavesdropper Eve, these raw key are subject to errors. During the eavesdropping, Eve tries to gain
information about the key by intercepting the qubits as they are transmitted from Alice to Bob, measuring their
phase angles, and then resending them so Bob does receive a message. Since Eve, like Bob, has no idea which
basis Alice uses to transmit each qubits, she too chooses the phase angles at random for her measurements. If
she chooses the correct basis, and then sends Bob a qubit matching the one she measures, the raw keys will be in
total agreement. However, if she chooses the wrong basis, she will propagate wrong sequence to Bob and the
raw keys will not match.

Thus Alice and Bob have to estimate the errors introduced by Eve’s eavesdropping as well as by other means.
Thus, to estimate the errors, Alice and Bob choose a subset of their raw keys and publicly compare the bits to
calculate the bit error rate (R) of the recovered key. If the calculated R is less than the threshold error rate (i.e.
QBER) for the quantum transmission, Alice and Bob can safely assume that the errors introduced are acceptable
to proceed with. Then they remove the bits revealed from their raw keys .If the calculated R is greater than the
threshold error rate for the quantum transmission, the errors introduced are beyond the acceptable limit and it is
impossible for them to arrive at a common secret key. Hence they abort the rest of the process and initiate a new
quantum transmission.

The steps that follow are similar to that of the BB84 algorithm [19].

3. Result Analysis

The QBER can be calculated for the above method and the key obtained can be accepted or discarded based on
the calculated QBER. The main advantage of the method is that it is practically implementable. It does not use
photons in order to represent the qubits like most of the previous QKD protocols. Hence this removes the prob-
lem of separating a single photon from a packet of photons which is a problem in practical. Moreover we do not
need any polarizer. Here we are using an already existing technology of CCD which is the basic technology used
in MEMS and is very much practically implementable. The phase shifts can be implemented by only controlling
the height of the potential wells and by controlling the time delay for which a qubit resides in a well. No extra
circuit is required as compared to the implementation of the polarizer where extra wires or plates will be re-
quired to implement the polarizer.

QKD protocols implemented by photons can be breached by laser beam incident on the photon detector at the
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receiver’s end which will render the receiver’s photon detector ineffective. Receiver’s detector can no longer
detect and distinguish between different quantum states of incoming light. However, it still works as a classical
detector, and can record bit values of 1 or 0 regardless of the quantum properties of the pulse. So, eavesdropper
can intercept the bit and can resend a pulse to receiver so that he also receives a correct signal and is completely
unaware that his detector has been sabotaged. This has been possible because at whatever polarization the pho-
ton is being oriented, they are interpreted as 0 or 1.

But, in our proposed method, we are dealing with the quantum state of the qubits and are not concerned about
their classical state. So, whatever state, the qubit is at the sender’s end, it can never come as 0 or 1 at the receiv-
er’s end. Only after the receiver applies the two phase shifts, the qubit can take the state of 0 or 1. Moreover, in-
cidenting a laser at the receiver’s end will certainly change the qubit but will not disable the CCD. So, the re-
ceiver will be able to measure the qubit, even if it is the wrong magnitude. So, even if the setup is breached and
an eavesdropper reads the qubit and sends a classical bit instead, the receiver will immediately realize that an
interception has taken place.

Whether the degree of noise in the qubit stream is acceptable or not can be calculated by the QBER. In order
to make the whole setup full proof, we can enclose the setup within a quantum conduit, so that no external fields
can affect the setup. In this context we have to keep in mind that this method does not ensure reduction in the
number of resources as compared to that of using polarizer. But the advantage is we can insert a phase shift of
any value using CCD whereas polarizer can have only two orientations (45° or 135°) and (90° or 180°). Ob-
viously, decryption becomes more tedious in our proposed method as compared to that of using polarizer.

4. Conclusion

Quantum technologies will play a pivotal role in the future as it has been proved that quantum computers will
have massive computational power because it can do computational tasks in parallel and can solve problems
whose solutions are virtually unthinkable in conventional computers. Such system can also provide more secu-
rity for information sharing. The proposed method gives such a protocol for information security, which can be
implemented in real time applications as it is designed using an already existing technology of CCD.
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