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Abstract

Nowadays many devices that make up a computer network are being
equipped with security hardware and software features to prevent cyber
security attacks. The idea is to distribute security features to intermediate
systems in the network to mitigate the overall adverse effect of cyber attacks.
In this paper, we will be focusing on the Juniper J4350 router with the Junos
Software Enhanced, and it has security-attack protections in the router. We
are going to evaluate how the Juniper router with built-in security protections
affected the overall server performance under a cyber security attack.
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1. Introduction

Cyber security attacks have become one of the biggest problems these days.
Many research works have been done [1]-[14] to highlight security vulnerabili-
ties of systems and servers as impacted by Cyber Security attacks. As a result, an
increasing amount of security hardware and software mechanisms are being
deployed onto computers and servers. However, this approach is found to con-
sume a lot of computer resources, which in turn results in overall slowdown of
the computer system and slow communication.

Besides computers, more security features are being added to Internet devices
such as routers. When configuring the security of the router’s built in firewall,
there are two questions that most people consider “What kind of changes can we
make to the network using the router?” and “How will the changes made using

the router affect the performance of the network?” For this paper, we investigate
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the security features of the Juniper J4350 router [12]-[19] and to find out how
increasing the security offered by the Juniper J4350 router affected the connec-
tion rate supported by the web server under cyber security attack. To understand
the effect, we created a benchmark scenario where we used server without the
router and compared its performance with another scenario where the server
was connected to the router with security enabled at the router. In Section 2, we
discuss the security attack used in this experiment, and we explain how the
TCP/SYN attack worked to affect the performance. We also explain the security
features of the router to protect the network and how they prevent hackers from
affecting the network. In Section 3, we discuss the experimental setup to test the
security setting of the router’s firewall and how it affected the connection rate of
the users that are trying to communicate with the web server. This was done by
using two different network configurations, one of which didn’t deploy the rou-
ter, whereas another configuration used the router with security deployed on it
to prevent the security attacks from arriving to the web server. In Section 4, ex-
perimental results are presented and compared for two scenarios to show how
effective the router’s security was for the network, and Section 5 presents

conclusion of the paper.

2. Background Information

When setting up the configuration of many devices manufactures tend to put a
recommended setting to be considered in a default mode which would be an op-
timized setting for new users to use in the lack of a customized configuration.
Most people that are not very familiar with security configurations and not sure
what various protections would be offered and whether they really needed a
protection, end up putting more security than they really needed. In most cases,
having more security may sound good, but is the extra security worth which
comes at the expense of exhausting more of the router’s resources. For this sec-
tion, we will discuss the router configurations and what protection the router’s

security offers against a common TCP based cyber-attack [13]-[22].

2.1. TCP/SYN

The DDoS attack that was used for router’s evaluation in this paper was the
TCP/SYN flood attack, which is where the attacker prevents the completion of
the 3-way handshake needed for successful establishment of an end to end con-
nection at the layer-4 of the TCP/IP protocol stack [13] [14] [15] [16]. 3-way
handshake is shown in Figure 1.

The 3-way handshake is a method for two end to end computers to first estab-
lish a connection before data traffic is sent between the computers as shown in
Figure 1. The 3-way handshake starts with the client sending a TCP packet to
the server, with the SYN flag set, which is like the computer asking if the sever
can have a connection with the client. The server then replies with a TCP packet
that has SYN + ACK flags set where the ACK is the server saying that it can
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Figure 1. Client-server three-way handshake.

make a connection with the client, and the SYN is the server making sure if it
can make a connection with the client. Then the client responds with a packet
that has an ACK flag set confirming the establishment of a connection with the
server shown in Figure 1. Data exchange between client and server follows the
3-way handshake is completed. In case of the TCP/SYN flood attack, the attacker
sends only the packets with the SYN flag set and never completes the 3-way
handshake. The server never receives the final ACK packet in response to the
SYN-ACK packet sent in the second portion of the handshake. This creates
half-open connections at the server that waits for the final ACK response to ar-
rive until it times out. This incomplete 3-way handshake is shown in Figure 2.
When the attacker creates these half-open connections, it consumes the serv-
er’s resources, and hence interrupts legitimate users from being able to create

successful connections with the server.

2.2. TCP SYN-Proxy Protection

One of the features offered by the Juniper J4350 Router’s built-in security fea-
tures is to provide DDoS protections and to help mitigate TCP/SYN flood at-
tacks. One of the commonly used SYN-Proxy protections [10] [11] [12] [13] al-
lows the user to set a threshold on how many half-open connections can pass
through the router before its SYN-Proxy protection is activated. When the
number of half-open connections exceeds a pre-set threshold value then ac-
cording to router’s SYN-Proxy security protection mechanism, the router ter-
minates clients-to-server connection, and creates a separate TCP connection
between itself and the network to make sure that the 3-way handshake is com-
pleted for legitimate connections. If the TCP connections are legitimate, then the
router establishes the connections with the server. However, if the three-way
handshake is not completed between the router and the client then the half-open

connection is dropped before even reaching the server.

3. Experiment Set up

For the experiment, we configured the Juniper J4350 router with Junos Software
Release [9.2R1.10] (Export edition) Enhanced Services OS Junos in a star topol-
ogy network as seen in Figure 4, and used Category 6 Ethernet cables to connect
all the network devices.

Apple iMac Pro Server was used as an attack target, which deployed an Intel
Xenon 2.8 GHz quad-core processor with a 12 Giga Bytes of RAM, and Microsoft
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Figure 2. TCP/SYN flood attack [13].

WINDOWS 2012 Enterprise R2 server. TCP/SYN flood attack traffic was meas-
ured in the range of 0 Mbps (baseline) to 1000 Mbps with increments of 100
Mbps with randomly sourced IP addresses. The firewall was enabled by default
on the target Windows server.

3.1. Scenario 1: Baseline Configuration and Server Performance
without Router

For baseline configuration, we directly connected (Figure 3) the attacker’s net-
work (shown as Untrusted network) and the legitimate client’s network (shown
as Trusted network) with victim server using a Linksys SRW2024, a 24-port Gi-
gabit Switch that had no firewall. This helped to establish a baseline for the
number of legitimate connections that could be supported directly by the server
under attack conditions of various magnitudes and in the absence of security

protection provided by the Juniper Router J4350.

3.2. Scenario 2: Network Configuration with Router’s Security
Protection Enabled

Juniper router J4350 was configured using the company’s specifications [17]-[22]
and was deployed in the network as shown in Figure 4. The router was confi-
gured as stateful firewall for monitoring and filtering per connection basis in-
stead of per packet basis. Having the router in Stateful configuration allowed us
to create trusted and untrusted zones, configure the firewall and configure poli-
cies to control how different zones interacted with each other. A baseline of
10,000 client’s connections per second was used to evaluate server performance
under no attack conditions. In this experiment, the attacking network was simu-
lated to use one port of the router to send TCP/SYN based DDoS traffic using
random IP addresses whereas legitimate client traffic used another port of the
router to be routed to the server. The router port (port 3) serving the target
server contained a mix of traffic from legitimate connections and the attack traf-
fic and hence simulating an attack condition experienced by the target server.
The deployed router also implemented security protections which prevented the
TCP/SYN based DDoS traffic from reaching the target server.
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Figure 3. Baseline experimental setup for server without router’s security protection in
the network (a switch was used instead).
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Figure 4. Experimental setup for router with real server.

4. Experimental Results and Discussion

In this experiment, we measured the performance under two scenarios as men-
tioned below to understand the effectiveness of security provided by the router
with built-in protection mechanisms against TCP/SYN based DDoS attacks.

Scenario 1: Under this scenario, there was no Juniper router (and hence no
protection mechanisms) deployed (Figure 3) in the network. Instead, a switch
was deployed with no built-in security, and all legitimate and attack traffic were
allowed to pass through the switch to the target server. The target server dep-
loyed only its default protection mechanism provided by the host-based firewall.
The target server didn’t deploy any additional intrusion prevention mechanisms
to defend against DDoS attacks. Under this scenario, we measured the number
of legitimate client connections that could be established by the end server under
the attack conditions (Figure 5).

Scenario 2: Another scenario was established as shown in Figure 4, where the
Juniper router (instead of a LAN switch) was deployed with its security mechan-
isms to prevent against the DDoS attacks. Under this scenario, we again meas-

ured the number of legitimate client connections that could be established by the
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Figure 5. Legitimate connection rate with and without router’s attack prevention efforts.

end server under attack conditions (Figure 5).

Under both scenarios, the TCP/SYN based DDoS attack was used in the range
mentioned earlier and the impact on the legitimate client connection was meas-
ured at an increment of 10% of maximum link capacity. Figure 5 shows the
comparative result under two scenarios as mentioned above. The number of le-
gitimate client connections established under Scenario 1 was shown in orange in
Figure 5. Whereas the number of legitimate client connections established un-
der Scenario 2 was shown in blue in Figure 5.

Based on comparative results in Figure 5, it can be noticed that as the attack
was increased, we can notice the difference in the number of legitimate connec-
tions that was established with the server under two scenarios Z.e. when a switch
was deployed (without router’s security protection in Scenario-1), and another
with protection available at the intermediate system (Scenario-2), when the Ju-
niper router was used with its security features enabled.

Interestingly and counter intuitively, the number of legitimate connections
established with the server was found to be higher in Scenario-1 when no secu-
rity mechanism to prevent the attack traffic was deployed. In this Scenario-1,
there was no router (with its built-in security) checking all connections for being
malicious. On the contrary, when the Juniper router was deployed with its secu-
rity enabled to mitigate cyber-attacks, it was found that the router was dropping
more of the good connections from the clients when it was attempting to pre-
vent more attack traffic from reaching the server. In effect for this network, the
router became a bottleneck and more legitimate connections were affected when

the attack traffic increased. With the increase in the attack traffic, the router with
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its security checking mechanism appeared to be busier dropping the malicious
traffic, which in turn also slowed down the legitimate traffic from reaching the
server. The collateral damage to the legitimate traffic was very high (Figure 5)
when the attack traffic load was high in this case of good faith attempt by the
router to protect against the malicious attack traffic.

It was obvious that most of good connection loss was happening at the router
when we compare the situation with the scenario-1 where a switch was deployed
instead. In Scenario-1, the router was replaced with a 24-port Gigabit Switch that
had no firewall. This allowed both, the legitimate clients traffic and the DDoS
attack traffic to reach the real target server. It was possible that the server may
have had some built-in prevention mechanism against TCP/SYN based DDoS
attack as shown in previous publication [8], which may have helped the target
server support more of legitimate traffic without allowing the attack traffic to do

much damage.

5. Conclusion

Based on the results obtained from the TCP/SYN Flood attack experiments that
were simulated in this paper, we observed that by having extra security and at-
tack prevention mechanism on a Juniper J4350 Router was beneficial in pre-
venting attack but it also becomes a bottleneck to the network performance in
the sense that it was also slowing down the connection rate for the legitimate
traffic. It was observed that most of the connection slowdown was happening at
the Juniper router. This became clear when we removed the router with a
24-port Gigabit Switch that had no attack prevention mechanism, and most of
the defense was limited to the end system, which was using the operating system
from Microsoft 7.e. “MICROSOFT’S WINDOWS 2012 ENTERPRISE R2” server.
This showed that even though the Juniper router had a built-in attack preven-
tion mechanism, the router itself became a bottleneck due to excessive resource
taken to stop the security attacks and hence affecting the overall good legitimate

web connections.
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