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Abstract 
Blockchain is a fast-disruptive technology becoming a key instrument in share 
economy. In recent years, Blockchain has received considerable attention 
from many researchers and government institutions. This paper aims to 
present the Blockchain and smart contract for a specific domain which is real 
estate. A detailed design of smart contract is presented and then a use case for 
renting residential and business buildings is examined. 
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1. Introduction 

In the recent years, there has been an increasing interest in the Blockchain tech-
nology. The Blockchain is a novel disruptive technology based on cryptography. 
It has been known of the work of Nakamoto [1] in 2008 who showed how this 
technology can become the core component to support transactions of the digi-
tal currency (bitcoin) [2]. With the introduction of Blockchain, many fields such 
as finance, accounting, and real estate will receive a positive impact using the 
benefits of this technology. One area in which blockchain technology could play 
a vital role is real estate and smart cities. 

Globally, real estate is undergoing a major evolution and transformation to-
wards smart cities. Smart cities are being developed and a plethora of network, 
services, and transactions are integrated into the city planning initially and daily 
use. It is anticipated that the evolution of technology, not only improves life, for 
example for tenants or office workers, but also enhances building performance 
and sustainable energy. 
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The Blockchain is known to be the distributed public ledger for all transac-
tions, eliminating the need of trust between the users and the central adminis-
trator and the control is distributed among different computers/nodes in the 
peer-to-peer (P2P) network. Moreover, the Blockchain resolved the double-spend 
problem using P2P technology in combination with public/private key crypto-
graphy. 

Zhao et al. [3] defined the Blockchain as “a distributed database comprising 
records of transactions that are shared among participating parties”. According 
to Deloitte [2] [4], Blockchain is “just another type of database for recording 
transactions—one that is copied to all computers in a participating network”. 

Blockchain by definition is a chain of blocks of information that registers 
transactions with some characteristics. Each transaction conducted with Block-
chain technology is registered, time-stamped, and consecutively widely pub-
lished with a unique symbol. Transactions are inserted in the chain of blocks, 
and each block is composed by a unique hash function (alphanumeric string re-
sulting from coding data with cryptographic private and public keys), a nonce (a 
unique number to the block) and by a hash function from the previous block. 
The first block is called genesis block. Therefore, an attempt to forge a block in-
volves the need to forge preceding blocks. This makes the mechanism safe and 
secure from attempts to change a transaction. 

Many people and researchers believe that blockchain applications in different 
vertical industries could lead to three generations of the Blockchain, namely 
Blockchain 1.0, Blockchain 2.0 and Blockchain 3.0. The Blockchain 1.0 is the 
decentralization of money and payments and is used for digital currency. Fur-
ther, Blockchain 2.0 is used for smart contracts, assets, and properties. It is con-
sidered as the decentralization of finance. Moreover, Blockchain 3.0 is the de-
centralization of the digital society and is used for applications that relate to for 
example to the Internet of things (IoT), health and government entities. 

This paper discussed the benefits of Blockchain technology applied in the 
smart contract for the real estate and smart cities domains. The paper is orga-
nized as follows. In Section 2, the key contribution of the work is presented and 
the general introduction of blockchain technology and related work is presented 
in Section 3. Blockchain layered approach is presented in Section 4. Section 5 has 
discussed the development phases of Blockchain applications. Smart contract 
and design methodology were described in Sections 6 and 7. Finally, a used case 
for smart cities is examined in Section 8. 

2. Key Contributions of Proposed Work 

We propose a design methodology for the smart contract which enables devel-
opment of different use cases using Blockchain technology. A detailed state finite 
functions and processes are described for a specific use case providing notewor-
thy contributions to real estate domain. In this frame, the blockchain becomes 
the enabler for the development of paperless layer for all city transactions, in a 
secure fashion for the optimum management of the smart city’s assets. With this 
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work, the smart contract provides a secure, distributed and shared decentralized 
ledger of all assets and transactions between landlord and tenants.  

3. Background and Related Work 

In its generic form, blockchain technology refers to a fully distributed crypto-
graphically system that captures and stores a consistent, immutable and linear 
event log of transactions between networked actors. In such a network, block-
chain technology enforces transparency and guaranteed eventual, system-wide 
consensus on the validity of an entire history of transactions. According to 
Tschorsch and Scheuermann [5], Blockchain technology can not only process 
currency transactions but can also ensure that transactions comply with pro-
grammable rules in the form of “smart contracts”. All these transactions could 
be validated between parties who fully trust each other without relying on a 
trusted middleman. 

Glaser [6] highlights all banks are currently engaged in developing a vision of 
what this technology means for their business. Walsh et al. [7] discussed in re-
search and practice that the main parameters for Blockchain implementations 
such as security, data privacy, and usability are subject to select the best algo-
rithm to ensure consensus and validity. 

Tschorsch and Scheuermann [5], found that proof-of-work approaches that 
require high levels of energy but guarantee relatively high levels of consistency 
and protection against forgery by any actor in the network (e.g., in Bitcoin) 
compete against less costly ones. 

Such alternative approaches require a portion of a trust in some elements of 
the network, such as actors based on the resources they put at risk during valida-
tion (e.g., proof-of stake) or in the manufacturers of devices that are used to va-
lidate transactions (e.g., proof-of-elapsed time in Hyperledger Sawtooth Lake). 

For the design and deployment of Blockchain implementations [8] [9] there 
are different parameters that are required to be considered while designing and 
deploying the implemented blockchain. The selection criteria are as follows: 
 Type of consensus mechanism 
 Programming language 
 Type of cryptocurrency used for mining 
 Authorized participant in Blockchain network (who is allowed to participate 

in this network) 
Tschorsch and Scheuermann [5] investigated the different methods for the va-

lidation and consensus of the transactions providing different balances regarding 
availability, consistency, and trustworthiness. 

Glaser [6] found that using layered approach for the technical decisions will 
provide more different applications for Blockchain technology beyond from the 
single cryptocurrency exchanges such as Bitcoin. 

Several studies investigate Blockchain technology as a disruptive way for en-
tirely new business models and organization allowing financial transactions with 
trustless partners without any additional measures of security. 
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A number of authors have promoted the vision of a trust-free economy with 
truly virtual organizations and automatic business transactions of IoT devices 
[8] [9] [10] [11] [12]. Conversely, Atzori [13] argues that the current blockchain 
techniques are generally not suitable for IoT applications because IoT devices 
may have to work with the low computational capability or very low power and 
the validation time is very low as well. The main concern for Blockchain tech-
nology is the efficiency. Blockchain requires a specific validation process to 
create a new transaction record which leads to a significant latency of confirma-
tion time and a waste of powerful computing resources. Today the validation 
time for each transaction such as Bitcoin is about 10min achieving 7 transac-
tions/sec as the maximum throughput. 

Some researchers have attempted to improve the efficiency of the Blockchain. 
Zyskind et al. [14] proposed a lightweight decentralized blockchain data man-
agement architecture to protect the personal data and ensures users own and 
control their data. The proposed method improves the efficiency by using 
off-chain data storage.  

Precisely, the authors implemented a protocol that turns a blockchain into 
an automated access-control manager that does not require trust in the third 
party. 

Paul et al. [15] proposed a new method that improves the energy efficiency in 
Bitcoin. The authors added some extra bytes in the present header field to utilize 
the timestamp more effectively.  

Blockchain technology platforms can be programmed into two types public 
and private as depicted in the following Table 1. 
 Public (Permissionless) fully public blockchain where anyone can read and 

write.  
 Private (Permissioned) blockchain which allows defining different permis-

sions on different users on the network. There can be different permissions 
for different operations on the blockchain. 

 Blockchain with smart contracts enabled into it such as the capability of 
building business logic and business process mechanism into the chain. Typ-
ical examples are Ethereum or Hyperledger Fabric. 

 Blockchain with cryptocurrency transactions. This is only being deployed for 
transaction capabilities transferring an amount of value from one account to 
another. Typical examples are Bitcoin or Multi-Chain. 

It is apparent from Table 1 that the two Blockchain types (public or pri-
vate) is very important decision parameter for the smart contract implemen-
tations.  
 
Table 1. Network types of blockchain. 

 Public Blockchain Private Blockchain 

With Smart Contract Ethereum Ethereum/Hyperledger 

With Cryptocurrency Transaction Bitcoin Multichain 
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For the public Blockchain, the block validation/mining includes reward me-
chanisms to incentivize miners to verify and validate transactions. To date, the 
reward amount is about 0.25 BTC for each transaction. On the other hand, for 
the private group Blockchain implementations are more focus on permissioning 
mechanisms that allow for granting participation rights to accountable and 
identifiable participants while denying them access to others rather incentivize 
mining mechanisms. 

4. Blockchain Layered Approach 

The technological components underlying the Blockchain layers include trans-
actions, block, consensus, applications and smart contract. All these components 
are separated into different layers which are equivalent to the blockchain eco-
system. The key aspects of blockchain can be divided into six layers listed as fol-
lows: network, transaction, the blockchain, trust, application and security layers. 
Each of these layers has different properties and characteristics as shown in the 
following Figure 1. The network layer refers to P2P network with Ethereum or 
Hyperledger nodes. 

The transaction layer refers to transactions triggered by the users or smart 
contract. The Blockchain layer has used to refer to the block status containing all 
the necessary information whereas the trust layer refers to the consensus proto-
col for the block and transactions validation. 

The application layer encompasses applications, state machine, and smart 
contract. This layer is always separated from the blockchain layer with the smart 
contract to be the most important component as will be discussed in the follow-
ing section 6. The security layer is very vital for the Blockchain technology. The 
blockchain technology is vulnerable to many types of attacks such as eclipse, sel-
fish mining and 51% attack. The 51% attack is the most cited attack on the 
blockchain. 
 

 
Figure 1. Proposed Illustration of Blockchain layers. 
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A “51%” attack is still possible for an attacker that controls less than half of 
the network hash rate. But in this case, the probability of success depends on 
what percentage of the hash rate the attacker controls and the number of blocks. 
Only when the attacker controls > 50% of the network hash rate is possible of 
success 100% [13]. This node then can dominate all other nodes modify the 
records in the blockchain. 

Yli-Humuto et al. [16] and Lim et al. [17] performed a security analysis that found 
many security breaches have occurred including DDOS and private account hack-
ing. Atzori [1] found that privacy and confidentiality are still open problems with 
Blockchain because all the Blockchain nodes are shared with access to all data.  

5. Development Phases of Blockchain Applications 

For the design and implementation of the Blockchain applications the following 
phases such as analysis, design, and implementation are presented in the follow-
ing Figure 2. 
 

 
Figure 2. Development phases for blockchain applications. 

 
In the analysis phase, we collect and analyze the requirements of the block-

chain application to be developed. Identify the entities/parties involved, their 
roles and relationships. The entities can be physical (assets or users) or virtual 
(such as concepts).  

In the design phase, we model the entity attributes as state variables and inte-
ractions between them as functions. In addition, we captured the constraints and 
dependencies. 

In the implementation phase, we implement the smart contract for the block-
chain applications. The main components of the smart contract are state va-
riables, functions, modifiers, and events in a high-level programming language 
such as Solidity. In the next sections, we described the smart contract in details. 
If a user interface friendly is required then the DApp implementation is manda-
tory as we described in the next section. 

Decentralized Applications (DApps) 

A Decentralized Application (DApp) is an application that uses smart contracts 
providing a friendly user interface to smart contracts. A typical example of 
DApp is a cryptocurrency application that runs on a blockchain network. A De-
centralized application structure is composed by a front-end interface (Web 
Browser, HTML, CSS) and a back-end interface (Web3 JavaScript). As described 
in Figure 3, the DApp application interacts with the Ethereum node (EVM) us-
ing JSON RPC. JSON RPC is a stateless and lightweight remote procedure call 
(RPC) protocol that is used by Ethereum clients to interact with an Ethereum node. 

Analysis Phase Design Phase Implementation Phase
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Figure 3. DApp structure. 
 

For the development of the Decentralized application (DApp) the following 
steps are required:  
 Design and implement smart contract in a high-level language (Solidity). 
 Compile the contract to generate a binary file. 
 Deploy the contract on Ethereum Blockchain network using Ethereum 

clients (Geth, PyEthApp). 
 Build a Web application (Front-end) that interact with the smart contracts. 

For this use case, the blockchain technology requires two parts: 
 An Ethereum smart contract using Solidity as the programming language 

which resides on the Ethereum Virtual Machine (EVM) block. 
 A Distributed App (DApp) composed by front-end and back-end applica-

tions in which interacts with the smart contract and the users (landlord/real 
estate owner and tenants). 

6. Smart Contract Structure 

Back to 1997, Nick Szabo [18] has introduced the term “smart contract”. A 
smart contract is a code program identified by an address in the Blockchain 
network. The main components of the smart contract are a set of executable 
functions and state variables. Each transaction has input parameters which are 
required a function in the contract. During the execution of a function, the sta-
tus of the state variables is changed depending on the logic implementation. 

The smart contract code is written in high-level languages such as Solidity and 
Python for Ethereum applications. The code is compiled into bytecode using 
compilers as Solidity or Serpent. The contract code will be uploaded into the 
Blockchain network once the compiler is executed without any errors. Each 
contract will be assigned a unique address by the Blockchain network. 

Any user in the Blockchain network can trigger the functions of sending any 
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kind of transactions. The contract code is executed on each node member in the 
Blockchain network as a part of their verification of new blocks.  

Smart contracts deployed on a Blockchain network can send messages to oth-
er contracts. The message is composed by the address of the sender, the address 
of recipient, value of transfer, and a data field which contains the input data to 
the recipient contract. There is a difference between message and transaction, in 
which transaction is produced by External Owned Account (EOA) while the 
message is produced by a smart contract as shown in Figure 4. 
 

 
Figure 4. Smart contract structure. 

 
Ethereum is one of the preferred technologies for the development of the 

smart contracts. The main components for the transactions are based on state 
machine and functions. It is a Turing-complete contract processing and execu-
tion platform based of a Blockchain decentralized shared ledger. The design and 
the implementation of the Ethereum are totally independently from the crypto-
currency Bitcoin. A high-level programming language called Solidity is used to 
write smart contracts and decentralized applications (Dapps). The programmer 
can create their transactions formats, state transitions and events functions, and 
rules for ownership. The software code is executed on virtual machine referred 
to as the Ethereum Virtual Machine (EVM) [19]. 

7. Design Methodology for Smart Contract 

The design methodology for the smart contract is composed by the following 
steps. First, for any users the setup of the Ethereum nodes is required; second, 
the business services/functions are defined and finally, the processes between the 
users are described. In the following sections, the above steps are presented in 
details. 

7.1. Ethereum Node Setup 

The components of the Ethereum node are actors, roles, business services and 
processes as described in the following Figure 5. 

7.1.1. Actors and Roles 
For the definition of smart contract, we need to design the application template 
which is one-to-many users. The actors for the smart contract are as follows: 
 The Contract Owner usually is landlord or real estate owner who is responsible 

for the development of the smart contract and external owned account (EOA). 
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Figure 5. Proposed rental system-use case components. 
 
 Users/Tenants who are responsible for the creation of their Ethereum Wal-

lets in order to have access in the public/private blockchain P2P nodes.  

7.1.2. Business Services-Functions 
The business services and functions that required for the smart contract are the 
following:  
 Create transaction; 
 Create smart contracts; 
 Send messages; 
 Mine Ether or BTC. 

7.1.3. Ethereum Processes 
For the Ethereum platform, we have four processes which are:  
 Block Validation: This process is for validating block. 
 Network Discovery: This process is necessary for a new node to join the P2P 

Blockchain network. 
 Transaction Creation: It allows users to create transactions and allows smart 

contracts to create events and messages. 
 Mining: This process describes the mining process and broadcasting a new 

block to the network. 

8. Use case: Smart Contract for Real Estate 

For this use case, the Ethereum Blockchain platform is selected. The real estate 
acts as landlord for the properties which requires renting a number of residential 
and business properties using blockchain technology as shown in Table 2. 

In the next sections, we described the phases for the smart contract develop-
ment in which consist of analysis, design, and implementation phases. 
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Table 2. Real estate use case. 

Type of Blockchain Private Blockchain Network 

Services offering Renting Residential/Business Properties 

8.1. Analysis Phase  

During the analysis phase, a collection of requirements from different personas 
into the organization are required. Then a set of workshops are developed to 
understand how the blockchain technology and smart contracts can provide 
benefits in the organization and identify the actors, roles, and responsibilities. 

Actors/Roles 
Externally Owned Accounts (EOA): The Landlord and Tenants as consi-

dered as external owned accounts. These accounts are controlled by private keys. 
This actor can create transactions to transfer value, create smart-contracts or call 
contract functions.  

Contract Accounts (CA): These accounts are controlled by their own code. 
Every time it receives a message, its code executes, allowing it to read and write 
to internal storage and send messages to other contracts or create contracts in 
return. 

Miners: They validate the transactions and blocks. The transactions are 
wrapped into a block and a proof-of-work will be provided for this block. After 
validating the transaction into the block, an amount is provided to miners as a 
reward. For the specific use case, we have selected private Blockchain then the 
mining is not required since the parties are already known and trusted. 

8.2. Design Phase 

After identifying the entities and set up the accounts, the design of the smart 
contract will be developed. The main components of the smart contract as we 
had described in the previous Section 6 are functions, processes, state variables, 
events, and transactions. 

8.2.1. Real Estate Smart Contract Functions 
The smart contract is between a landlord/real estate owner and tenants. The 
purpose of the contract is to make sure that the rental agreement is signed, the 
rental amount is paid on time, and the termination of the contract is executed 
correctly. The following describes the smart contract functions:  

Functions-Created: The Landlord initiates the contract by setting up the 
rental terms and the details of landlord and tenants. After that, the state of the 
contract is set to “CREATED”.  

Functions-Started: Tenant signs the contract and rent begins and the state of 
the tenant is set to “STARTED” when the state is “STARTED”, the rental agree-
ment cannot be confirmed again, thus eliminating the possibility of overwriting 
the current tenant.  
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Functions-Rent Collection: The smart contract collects rent from the tenants 
and sends it to the landlord. This is a powerful feature of this contract to makes 
it “SMART”.  

Functions-Terminated: When the Landlord terminates the contract, the state 
set to “TERMINATED” and all balance deposit is sent to the tenant after check-
ing the status of the property.  

8.2.2. Real Estate Smart Contract Processes 
For this use case, the process is one-to-many parties and the definition of the 
processes is described as follows: 

1) Rent Contract Signature Process 
In this process, as shown in Figure 6, both parties sign the smart contract 

(rental agreement) which include in details the rental value, payment frequency, 
and landlord and tenant’s details. 

2) Rental Payments Process 
This process is based on terms and conditions of the rental agreement. The 

smart contract initiates the lease payments from the tenants to landlord and FM 
contractors using different mode of payments as depicted in Figure 7. 
 

 
Figure 6. Process rent contract “signature”. 

 

 
Figure 7. Process rent contract “payments”. 
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3) Termination Rent Contract Process 
This process is on the termination rental as shown in Figure 8. The smart 

contract triggers the payment of security deposit back to tenants after checking 
and adjusting any damage repair charges. 
 

 
Figure 8. Process rent contract “termination”. 

8.3. Implementation Phase  

In the implementation phase, the code programming for the smart contract is 
started using Solidity. Functions and processes are defined in the design phase 
and translated into code program. The content of the smart contract is shown in 
the following Figure 9. 
 

 
Figure 9. Implementation of the real estate smart contract. 
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9. Conclusion & Future Work 

This paper has presented an overview of the Blockchain technology as a disrup-
tive technology for real estate industry. This study was designed to determine the 
effect of smart contract with the various components for the implementation. 
Real Estate development should assess whether and when Blockchain can be 
used as a technology in their organization. For the adoption of Blockchain into 
the organization, it is important to meet certain requirements in order to im-
prove the efficiency of the current processes. Perhaps Blockchain technology did 
not cover the whole process in their organization, however, the cost/benefits 
analysis should be prepared once the smart cities owner identifies a process that 
is ready for Blockchain technology. 

The benefits of using smart contract and blockchain technology for real estate 
are as follows:  
 Different parties can modify database: In the real estate ecosystem, mul-

tiple parties such as owners, tenants, and financial management (FM) opera-
tors involve the management of real estate properties. They have access to 
modify a variety of information with the Blockchain. This eliminates the 
modification between the parties. 

 Trustless among entities and parties: During the real estate development, 
different entities might not have any business relationships previously. Thus, 
this might increase the lack of trust. 

 Advantage of Disintermediation: With the Blockchain, trusted intermedia-
tors such as notary and brokers are not required since the transactions can be 
independently verified and automatically validated. 

 Transactions advantage: In real estate companies, different transactions re-
lated to different parties (such as landlords, tenants and FM services) are part 
of the same database. The real estate companies face difficulties to separate 
the number of invoices. With the Blockchain technology, we can separate 
transactions between the parties seeking to improve the efficiency of the in-
voicing process. As an example, in the net rent lease structure, the tenant 
pays the facility services (such as cooling and maintenance services) directly 
to the FM companies and the base rent amount directly to the landlord. 

A state finite function and process work is presented in details. Future work 
needs to assess the impact of the different platform such as Hyperledger Fabric 
for the specific use case presented in this paper. 
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Abstract 
Security incidents affecting information systems in cyberspace keep on rising. 
Researchers have raised interest in finding out how to manage security inci-
dents. Various solutions proposed do not effectively address the problematic 
situation of security incidents. The study proposes a human sensor web 
Crowd sourcing platform for reporting, searching, querying, analyzing, visu-
alizing and responding to security incidents as they arise in real time. Human 
sensor web Crowd sourcing security incidents is an innovative approach for 
addressing security incidents affecting information systems in cyberspace. It 
employs outsourcing collaborative efforts initiatives outside the boundaries of 
the given organization in solving a problematic situation such as how to im-
prove the security of information systems. It was managed by soft systems 
methodology. Moreover, security maturity level assessment was carried out to 
determine security requirements for managing security incidents using 
ISO/IEC 21827: Systems security engineering capability maturity model with a 
rating scale of 0 - 5. It employed descriptive statistics and non-parametric sta-
tistical method to determine the significance of each variable based on a re-
search problem. It used Chi-Square Goodness of Fit Test (X2) to determine 
the statistical significance of result findings. The findings revealed that secu-
rity controls and security measures are implemented in ad-hoc. For managing 
security incidents, organizations should use human sensor web Crowd sourc-
ing platform. The study contributes to knowledge base management learning 
integration: practical implementation of Crowd sourcing in information sys-
tems security. 
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1. Introduction 

The information systems (IS) in cyberspace experience various security incidents 
across the globe. An incident reporting, responding and handling is a corner-
stone in managing security incidents by minimizing loss and impact through 
mitigating or reducing risks to an acceptable level, and quick recovery of IS from 
disruptive events. It is an increasingly problematic situation; researchers are try-
ing to address. Thus, ensuring the security of IS in cyberspace is debatable due to 
the rapid growth of security incidents affecting IS. The study employs innovative 
human sensor web Crowd sourcing security incidents approach to improve the 
security of IS [1]. Human sensor web (HSW) Crowd sourcing security incidents 
management is an innovative approach for addressing security incidents using 
collaborative initiatives efforts outside the boundaries of the given organization, 
sector or country in solving a problematic situation such as how to improve the 
security of IS [2]. This involves making a public call to the community crowd by 
inviting people with diverse skills, experiences to respond to the public call to 
find out the solution to the problem. 

The HSW Crowd sourcing uses the community in solving the problem instead 
of relying on internal efforts (internal resources). This public call to the commu-
nity normally is accompanied with a prize to contest. This creates a room for 
people with diverse skills, knowledge, expertise, and experience to contest in 
finding the best optimal solution. This can result in getting correct solution, 
solving the complex problematic situation which could be impossible to solve by 
only depending on internal efforts (internal resources). HSW Crowd sourcing 
has been applied in various sectors for addressing various problems. For exam-
ple, it has been applied in addressing real-world problematic situations such as 
empowering communities in East Africa in water service provision through in-
formation from human sensor webs in Zanzibar [3]; rabies surveillance system 
for humans and animals in Kilosa district, Tanzania [4]. This study seeks to ex-
tend the application of HSW Crowd sourcing to security incidents management 
for IS in cyberspace. 

HSW Crowd sourcing security incidents management enables interconnected 
people in the community to act as a sensor for reporting and responding to se-
curity incidents over the web or mobile-based platform. The function of re-
sponding to security incidents such as cybercrimes attacks in cyberspace is out-
sourced to people in the cyberspace [5] [6]. HSW enables people to interact with 
their devices [1] [3] to forward and respond to security incidents stimuli desig-
nated to receiving server [7]. The problem of security incidents can be observed 
and reported by human sensors in real-time basis [8]. 

Many uncertainties still exist on reporting, responding and handling of secu-
rity incidents affecting IS in cyberspace. This has been a long-standing problem-
atic situation which researchers have been trying to address in order to come out 
with a solution. The approach of Crowd sourcing has been applied in different 
sectors to address the given problems, but its application to address security 
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concerns such as security incidents managements in real time has been lagging 
behind. Practical techniques for implementation of HSW for Crowd sourcing 
platform in knowledge base management learning have not been undertaken 
into account [7] [9] [10] [11] in information systems security. HSW Crowd 
sourcing platform in knowledge base management learning for security inci-
dents management integration is lacking or ineffectively implemented in solving 
real-world problematic situation such as how to improve the security of IS. 

The main objective of this research was to develop human sensor web Crowd 
sourcing security incidents management platform for addressing the problem-
atic situation on how to improve the security of information in IS (during cap-
turing, processing, storage, and transmission), a case study of the education sec-
tor in Tanzania. 

This paper presents an innovative human sensor web Crowd sourcing geo-
graphical information system platform for instant managing of security inci-
dents, a case study of the education sector in Tanzania. The rest of this paper is 
organized as follows: Section 2 presents the related work. Section 3 presents the 
materials and methods employed in this study. Section 4 presents the results 
findings and discussion. Section 5 describes the developed prototype for human 
sensor web Crowd sourcing platform for security incidents management. Section 
6 presents software development crowd: using the crowd as an innovation part-
ner. Finally, Section 7 presents the conclusion. 

2. Related Work 

Managing security incidents effectively involves detective and corrective controls 
designed to recognize and respond to events and incidents, minimize adverse 
impacts, gather forensic evidence [12] [13] [14] and take actions for improve-
ments or other risk treatments [15] [16]. Thus, it involves preparing to deal with 
incidents; identifying and reporting information security incidents; assessing the 
incidents and making decisions [7] [15]: patch things and get back to business 
quickly, or collect forensic evidence; respond to incidents; learning the lessons: 
making changes that improve the processes [17]. 

Consequently, information security incidents are bound to occur to some ex-
tent, even in organizations that take their information security extremely seri-
ously [5] [6]. The study selected an information security incident management 
security domain as a case study for developing a prototype for human sensor 
web for Crowd sourcing platform: central repository information security inci-
dents management. Security incidents such as cybercrimes affecting IS in cyber-
space are on the rise [18] [19]. The developed platform serves as a tool for re-
porting, communicating, sharing, visualizing the reported security incidents and 
responding to adverse events. This assists the incident response team (IRT) in 
receiving, analyzing, and responding to information security incidents reported 
through the human sensor web Crowd sourcing [5] [6] [11] [20] security inci-
dents platform. 
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3. Materials and Methods 

The study employed mixed research methods (quantitative and qualitative) for 
data collection and analysis [21]. The quantitative research method employed 
[22] was survey questionnaire (Appendix A). The qualitative research methods 
employed were semi-structured interview using electronic assessment tools [23] 
for focused group/individuals and documentary review [24]. The data collection 
was conducted in seven organizations under study in the education sector in 
Tanzania [25] [26]. The seven organizations selected are those which are mainly 
involved in the educational assessment and management of education in Tanza-
nia, because of their high impact on the whole sector. In this study, the names of 
the seven selected organizations referred as K, L, M, N, O, P and Q were not dis-
closed for confidentiality purpose. In this case, the level of analysis is organiza-
tional. The research study adopted soft systems methodology (Figure 1) to guide 
the research process. Soft systems methodology (SSM) is an approach to tackling 
ill-defined complex problematic situation involving human factor [27] [28] [29] 
such as security incidents affecting IS. 

3.1. Sampling Techniques 

The sample size for this study was 154 respondents from seven organizations in 
the education sector; the distributions of these respondents are presented in Ta-
ble 1. This sample was selected using purposive and stratified random sampling  
 

 
Figure 1. How soft systems methodology was used [28] [30]. Key: Sj is the given system 
under improvement which undergo cycles of iterations (i = 1, 2, 3, ∙∙∙); j = 1, 2, 3, ∙∙∙ 
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Execute cycle i

Systems chosen

Relevant systems of
purposeful activity

Terminate

A real-world situation of
concern

Action needed to 
improve the situation
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systems

Comparison of models with
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Human sensor web
crowdsourcing
security incidents

Monitor and take 
controlled action
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Table 1. Respondents. 

Respondents 
Organization 

Total 
O P L M Q K N 

ICT Experts(Expected) 4 4 4 22 4 3 4 45 

ICT Experts (Actual response) 4 2 3 20 4 3 4 40 

Management (Expected) 5 5 6 22 7 5 5 55 

Management (Actual response) 4 5 4 21 6 5 5 50 

Users of IS (Expected) 2 3 2 30 7 5 5 54 

Users of IS (Actual response) 2 3 4 19 5 2 3 38 

Total Respondents (Sample) 11 12 12 74 18 13 14 154 

Total Actual Respondents 10 10 11 60 15 10 12 128 

Survey Response Rate% 91% 83% 92% 81% 83% 77% 86% 83% 

Source: [25] [26]. 

 
techniques. Purposive sampling relies on the judgment of the researcher when it 
comes to selecting the units (e.g., people, cases/organizations, events, pieces of 
data) that are to be studied [24] [31]. The selected respondents in this study were 
those involved in the managing of ICT and security of IS; procurement decisions 
of ICT equipment/accessories; ICT use and compliances. The respondents were 
selected based on the organization structure. Taking into account these aspects, 
the purposive sampling technique was the optimal choice for sampling design. 
The respondents (Table 1) were comprised of top management (Permanent 
Secretary, Commissioners, and Chief Executive Officers), senior management 
(Directors, Chief Financial Officers, Divisions/ Head of Departments), opera-
tions management (Head of Units/Sections), ICT experts (Network/Systems 
Administrators, IT security specialists and other ICT Staff); and normal users 
(operations staff who interact with IS and know the business processes) from the 
7 organizations under study. 

A stratified random sampling was used for selecting respondents for normal 
users of IS from sampling frame (list of all normal users of IS for 7 organizations 
under study) based on research questions. The sampling frame was divided into 
7 strata (strata K, L, M, N, O, P, and Q) comprising of normal users of IS from 7 
organizations. The respondents from each stratum were selected using random 
sampling [24] [31]. 

3.2. Data Collection and Analysis 

The data collection and analysis were based on systems security engineer-
ing-capability maturity model (SSE-CMM) [32] with a rating scale of 0-5: 
minimum 0 and maximum 5 was used; 0-not performed (non-existent); 
1-performed informally (unplanned/ad-hoc); 2-partially implemented 
(planned); 3-implementation is in progress (planned and tracked); 4-fully im-
plemented (well defined and auditable); 5-fully implemented and regularly up-
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dated (monitored and audited for compliance). The research study employed 
survey questionnaire (Appendix A), interview and documentary review tech-
niques for data collection. The designed survey questionnaire was based on 
SSE-CMM. Due to the nature of the research problem, soft systems methodology 
[19] [28] [29] [30] was adopted to manage the analysis of collected data in a sys-
tematic way and circular fashion [28]. Collected data were first cleaned and 
coded before being analyzed. 

The analysis was carried out using both descriptive statistics and non-parametric 
statistical method to determine the significance of each variable based on a re-
search problem. The statistical data analysis method employed was the 
Chi-Square Goodness of Fit Test (X2). This is given by Equation (1). 

( ) ( )2
2

N
i i

i i

O E
X df

E
−

=∑                         (1) 

In Equation (1), df is the degree of freedom; iO  is the observed frequency for 
each category i; iE  is the expected frequency for each category i. In this study, 
the category I = 0, 1, 2, 3, 4, 5 is based on SSE-CMM. Thus, for k categories,  

1df k= − ;  i iO E N= =∑ ∑ ;  i iE Np= ;  1
ip

k
= ;  1ip =∑ ;  where ip  i s  

proportional to expected frequency for category i in k categories. In this study k 
= 6; hence 1 6ip =  for each category i. N is the total number of observation in 
the sample size of respondents category under study. 

In this study, with expected frequency iE  and observed frequency iO , the 
null and alternative hypothesis can be stated as follows.  

0 : i iH O E=  

The variable ix  for security measures or security controls does not contrib-
ute to improving the security of information in IS. 

1 : i iH O E≠  

The variable ix  for security measures or security controls does contribute to 
improving the security of information in IS. 

where 0H  and 1H  denotes the null hypothesis and the alternative hypothe-
sis respectively. The hypothesis was tested at 95% confidence interval, signifi-
cance level 0.05α = . The choice of Chi-Square Goodness of Fit Test (X2) was 
due to the nature of research problem and nature of research data collected.  

4. Results and Discussions 

This section presents the results findings for addressing the problematic situa-
tion on how to improve the security of information in IS (during capturing, 
processing, storage, and transmission), a case study of the education sector in 
Tanzania. The data analysis was managed by SSM (Figure 1) in a circular fash-
ion by executing every cycle i for a given iteration cycle (i = 1, 2, 3, ∙∙∙∙ n) for each 
criterion in security incident management security domain. The data were ana-
lyzed and statistically tested using Chi-square goodness of fit test. The Chi-square 
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goodness of fit test with 0.05 significance level and df = 5 was carried to assess 
the effectiveness, efficiency, and efficacy of information security incident man-
agement controls implementation in the education sector in Tanzania. It was 
hypothesized that effective implementation of security incident management 
controls contributes to improving the security of IS. The results are as follows. 

Table 2 presents views when the respondents were asked whether the given 
organization have incident-handling procedures in place to report and respond 
to security events throughout the incident lifecycle, including the definition of 
roles and responsibilities. The majority of respondents (71.8%: IT staff) revealed 
that organizations have implemented incident-handling procedures in ad-hoc 
(scale 1: unplanned); with a median of 1 in SSE-CMM rating scale of 0 - 5 (Table 
2). Likewise, the findings revealed the views when management staff were asked 
(similar question) whether a given organization has an incident response team in 
place and is functional. The majority of respondents (62%: management staff) 
revealed that organizations do not have functional incident response team (scale 
0); with a median of 0 in SSE-CMM rating scale of 0 - 5 (Table 2). The findings  
 
Table 2. Incident management and response. 

 Observed N Percent 

IT staff: Incident handling procedures and reporting 

0-Not performed (non-existent) 11 28.2 

1-Performed informally (unplanned) 26 66.7 

2-Partially implemented (planned) 2 5.1 

Total 39 100.0 

Median = 1, Ei per category i = 1/6*39 = 6.5, 
( )2 5 84.231X df = = , p = 0.000, 

39i iE O N= = =∑ ∑  

Management staff: Incident response team 

0-Not performed (non-existent) 31 62.0 

1-Performed informally (unplanned) 19 38.0 

Total 50 100.0 

Median = 0, Ei per category I = 1/6*50 = 8.3,  
( )2 5 108.640X df = = , p = 0.000, 

50i iE O N= = =∑ ∑  

Users of IS: Incident reporting 

0-Not performed (non-existent) 6 15.8 

1-Performed informally (unplanned) 32 84.2 

Total 38 100.0 

Median = 1, Ei per category i = 1/6*38 = 6.3,  
( )2 5 129.368X df = = , p = 0.000, 

38i iE O N= = =∑ ∑  
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revealed the views when users of IS were asked (similar question) whether they 
know where to report information security incidents. The majority of respon-
dents (80%: users of IS) revealed that information security incidents are reported 
in ad-hoc (scale 1: unplanned), with a median of 1 in SSE-CMM rating scale of 0 
- 5 (Table 2). 

Moreover, the Chi-square goodness of fit test results for all the three catego-
ries of respondents (IT staff: ( ( )2 5, 39 84.231X N = = , p = .000, p < 0.05), man-
agement staff: ( ( )2 5, 50 108.640X N = = , p = 0.000, p < 0.05), users of IS: 
( ( )2 5, 38 129.368X N = = , p = 0.000, p < 0.05)) in Table 2 revealed that organi-
sations should implement security incident management controls such as HSW 
for Crowd sourcing security incidents management. Thus, in ensuring the secu-
rity of IS, a given organization should implement incident management controls 
such as HSW Crowd sourcing security incidents management. Furthermore, it 
includes incident-handling procedures in place to report and respond to security 
events throughout the incident lifecycle; security incident response team in place 
and is functional; awareness to users of IS on how, what and where to report in-
formation security incidents. 

Moreover, interview and documentary review results revealed that IS in cy-
berspace are affected by security incidents such as the hacking of IS; computer 
viruses; theft of computers; laptops in the office and theft of laptops during trav-
els; information resources capacity limit such as web server capacity limit, LAN, 
WAN or Internet bandwidth limit capacity; hardware or software failures; fire; 
floods; developing applications using code generators frameworks, open sources 
software or content management systems (CMS) such Joomla without shutdown 
open holes (vulnerabilities). 

5. Human Sensor Crowd Sourcing Platform for Security  
Incidents Management 

The study proposes human sensor web crowd sourcing platform for managing 
security incidents. It comprises of system architecture, interfaces architecture for 
HSW crowd sourcing security incidents, mobile-based sub-system, interactive 
reports and database repository. 

5.1. System Architecture for Human Sensor Web Crowd Sourcing 

The proposed system architecture for HSW crowd sourcing security incidents 
comprises of web-based geographic information system (GIS), GIS server, inter-
active geo-maps, database repository, SMS alert, report security incidents, web 
server and interactive reports (Figure 2). 

5.2. Interface Architecture for HSW Crowd Sourcing Security  
Incidents 

The interface architecture for HSW crowd sourcing comprises of security inci-
dents reporting, mobile base sub-system: SMS Alert, visualize security incidents 
in the GIS and interactive reports (Figure 3). The descriptions are as follows: 
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Figure 2. System architecture for human sensor web Crowd sourcing. 
 

 
Figure 3. The user interface for human sensor web [33]. 

5.2.1. Security Incidents Reporting 
Figure 4 presents a web-based user interface for reporting security incidents; 
with filled in sample data. The reporter of security incident fills in information 
about the incident. The reporter is required to select the category of organiza-
tion, organization name in which security incident(s) has occurred; the incident 
category and enter other details about the incident(s) before submitting the data 
to the database-repository. 

5.2.2. Mobile-Based Sub-System: SMS Alert 
The HSW for Crowd sourcing security incidents management system has  
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Figure 4. The user interface for reporting security incidents. 
 
mobile-based sub-system for pushing and pulling SMS (Figure 3). Push mes-
sages are those SMS that the organization chooses to send out to a mobile sub-
scriber (customers, reporters), without the mobile subscriber initiates a request 
for the information. Pull messages are those SMS that are initiated by a sub-
scriber (customer, reporter), using a mobile phone to obtain information or 
perform other operations. The pull SMS will involve SMS interactions by re-
questing incidents status from the database repository. The system has two 
sub-menus under SMS interactions menu: Push SMS and Pull SMS. 

1) Push SMS 
This menu gives a functionality of pushing SMS to many recipients at once 

(Figure 3). The central incidents response team can create SMS and broadcast to 
all relevant parties about critical information for security incident such as dan-
gerous viruses; hackers. Furthermore, the “Push SMS” menu has functionalities 
for sending SMS to users/entities subscribed to that SMS; fired based on condi-
tion met or triggered. For example, a dangerous virus which erases all data in 
hard disks; the system can be configured to send SMS to all organiza-
tions/security incidents response teams for information, sharing solution; and 
any remedial action. 

2) Pull SMS 
The user of the HSW for crowding security incidents system can send SMS in 

a pre-defined format to request information about information security inci-
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dents in real time (Figure 3). These can include requesting statistics of informa-
tion security incidents by incident category, by organization category. 

5.2.3. Visualize Security Incidents in GIS 
Web-based GIS is a geographical web-based application for visualizing reported 
security incidents in interactive geographical maps. The web-based GIS has been 
developed using R programming and shiny. The R language is widely used for 
data mining, developing statistical software and data analysis. Shiny is a web 
framework for R which uses a reactive programming model to simplify the de-
velopment of R-powered web applications. Shiny apps have two components: a 
user-interface script (ui.R) and a server script (server.R). The user-interface 
(ui.R) script controls the layout and appearance of the application. The server.R 
script contains the instructions that computer needs to build the given applica-
tion on execution. 

The web-based GIS is hosted and executed by the GIS server (shiny server). 
The GIS server hosts shiny web applications and interactive documents online. 
The GIS server process and manipulates data such as reported security incidents, 
spatial data from the database repository. The GIS server calls various libraries 
such as leaflet for integrating interactive geo-maps; MySQL: interface to 
MySQL/MariaDB database repository. The web-based GIS allows the users to 
visualize the reported security incidents by selecting organization category; re-
gion and date range (Figure 3). The visualization of reported security incidents 
includes a histogram, 3D pie chart and interactive maps visualization using 
markers. 

1) Visualization in GIS using Histogram 
The HSW Crowd sourcing platform can visualize the reported security inci-

dents through histogram (Figure 5). The histogram portrays the reported secu-
rity incidents in a given category over a date range. 

2) Visualization in GIS Using a 3D Pie Chart 
HSW Crowd sourcing platform can visualize the reported security incidents  

 

 
Figure 5. Visualize security incidents through histogram in GIS. 
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through 3D Pie chart (Figure 6). The 3D Pie chart portrays the reported security 
incidents in a given category over a date range. The area of each portion repre-
sents the relative proportion of data points falling into a given incident category 
(Figure 6). 

3) Interactive maps visualization using markers 
The security incidents are presented in interactive maps using markers 

(Figure 7) on GIS map. The user should select organization category, region, 
and incident date range to visualize the security incidents. 

5.2.4. Interactive Reports 
This interface is comprised of interactive reports for security incidents manage-
ment. The web-based “interactive reports” interface includes viewing the report 
by incidents category and by organization category (Figure 3).  

1) View by Incidents Category 
View by incidents category menu gives statics by category over a date range 

for information security incidents reported (Figure 3). 
2) View by Organizations Category 
View by organizations category menu gives statics by category over a date 

range for information security incidents reported (Figure 3). 

5.3. Database Repository 

Figure 8 presents the logical view of the database for HSW crowd sourcing secu-
rity incidents management platform. It defines how the data is organized and 
how the relations among them are associated. 
 

 
Figure 6. Visualize security incidents through 3D-pie chart in GIS. 

 

 
Figure 7. Visualization in the geographical map. 
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Figure 8. The logical view of the database repository. 

6. Software Development Crowd: Using the Crowd as an  
Innovation Partner 

The development of HSW Crowd sourcing security incidents management plat-
form was achieved using crowd and it was guided by SSM in a cyclic fashion [34] 
[35]. Software development crowd is an emerging area of software engineering 
as opposed to traditional software engineering methodologies such as waterfall 
model, agile software development [11] [36]. It is an open call for participation 
[7] [20] in any task of software development, including documentation, design, 
coding, and testing [9]. These tasks are normally conducted by either member of 
a software enterprise or people contracted by the enterprise [11] [36]. But in 
software Crowd sourcing, all the tasks can be assigned [7] to anyone in the gen-
eral public [5] [9]. The Crowd sourcing platform was developed participatory 
with crowds and thereafter, crowds used it for reporting security incidents such 
as cyber-attacks, hacking, cracking, viruses in real time [33]. The human sensor 
web Crowd sourcing security incidents management platform was used for 
searching, querying and sharing solutions for security incidents challenges based 
on dynamic knowledge base management learning. Thus, human sensor web for 
Crowd sourcing platform creates a dynamic knowledge base management 
learning for improving information systems security. 
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7. Conclusion 

The paper proposes human sensor web Crowd sourcing platform for security in-
cidents management. It is an innovative approach for addressing security inci-
dents affecting information systems in cyberspace. It uses outsourcing collabora-
tive initiatives efforts outside the boundaries of the given organization. The hu-
man sensor web incidents management platform comprises of system architec-
ture, interface architecture, mobile-based sub-system, interactive reports and 
database repository. Open source software tools were used in creating the plat-
form and the resulting data contained in the Crowd sourcing platform is open 
data. The proposed HSW Crowd sourcing platform creates a knowledge base 
management learning database repository for security incidents management. It 
employed descriptive statistics and non-parametric statistical method to deter-
mine the significance level contribution for improving the security of informa-
tion systems. It used Chi-Square Goodness of Fit Test (X2) to determine the sta-
tistical significance of result findings. The results revealed that implementation 
of security controls and security measures for managing security incidents are 
done in an ad-hoc manner. Thus, for improving the security of information sys-
tems, organizations should use human sensor web Crowd sourcing platform for 
security incidents management. The future research work is to extend human 
sense web Crowd sourcing to cybersecurity whistleblowers using homomorphic 
cryptography techniques. 
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Appendix A 

Survey Questionnaire for Security Incidents Management 
The open university of Tanzania 
Faculty of science, technology and environmental studies 
The aim of this questionnaire is to find out your feelings, perception and op-

tions on the security incidents.  
Note: All information, including answers to various questions in this ques-

tionnaire, shall be treated as confidential and solely for academic purposes only. 
Respondents should feel free to express themselves openly. Please do not reveal 
your name in this questionnaire. 

Part One: Personal Information 
For the following statements please tick () the box that matches your view 

most closely. 
(For Organization Name, Other and occupation fill in accordingly). 

 
1 Organization Name  

2 Gender Male  Female  

3 Age 
Below 25 Years  25 - 35 Years  36 - 45 Years  

46 - 55 Years  Above 55 Years  

4 Level of Education 
Postgraduate  First Degree  Advanced Diploma  

Ordinary Diploma  Other 

5 Occupation/Profession  

 
Part Two: Security incidents management 
For the following statements, please indicate your response by ticking () one 

checkbox per question: rating scale of 0 - 5: minimum 0 and maximum 5. 
0-Not performed (non-existent); 
1-Performed informally (unplanned); 
2-Partially implemented (planned);  
3-Implementation is in progress (planned and tracked); 
4-Fully implemented (well defined and auditable); 
5-Fully implemented and regularly updated (monitored and audited for com-

pliance). 
 

S/N Questions SSE-CMM rating scale 

i 

Are incident-handling procedures in place to  
report and respond to security events  

throughout the incident lifecycle, including  
the definition of roles and responsibilities? 

0 
 

1 
 

2 
 

3 
 

4 
 

5 
 

ii 
Does your organization has an incident  

response team in place and is functional? 
0 

 
1 

 
2 

 
3 

 
4 

 
5 

 

iii 
Does the organization incident response  

team aware of legal or compliance requirements 
surrounding evidence collection? 

0 
 

1 
 

2 
 

3 
 

4 
 

5 
 

iv 
I know where to report information security  

incidents (e.g. viruses, fire, flood, etc.) 
0 

 
1 

 
2 

 
3 

 
4 

 
5 
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Comments and Suggestions (if any) 
 

 
 

 
Thank you very much for your responses 
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Abstract 
Handwritten signature and character recognition has become challenging re-
search topic due to its numerous applications. In this paper, we proposed a 
system that has three sub-systems. The three subsystems focus on offline rec-
ognition of handwritten English alphabetic characters (uppercase and lower-
case), numeric characters (0 - 9) and individual signatures respectively. The 
system includes several stages like image preprocessing, the post-processing, 
the segmentation, the detection of the required amount of the character and 
signature, feature extraction and finally Neural Network recognition. At first, 
the scanned image is filtered after conversion of the scanned image into a gray 
image. Then image cropping method is applied to detect the signature. Then 
an accurate recognition is ensured by post-processing the cropped images. 
MATLAB has been used to design the system. The subsystems are then tested 
for several samples and the results are found satisfactory at about 97% success 
rate. The quality of the image plays a vital role as the images of poor or medi-
ocre quality may lead to unsuccessful recognition and verification.  
 

Keywords 
Signature, Handwritten Character, Image Processing, Feature Extraction, 
Neural Network Recognition 

 

1. Introduction 

The prominent advancement in Handwritten Character Recognition has become 
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possible for Neural Network by learning distinguished features from a large 
amount of entitled data [1]. This system is the base for many different types of 
applications in various fields such as educations (digital dictionaries), businesses, 
post offices, banks (Handwritten Courtesy Amount), security systems, and even 
the field of robotics. Handwritten character recognition is troublesome because 
of the great variations of handwritings, different size (length and height) and 
orientation angle of the characters [2]. Signature is well accepted legal biometric 
used universally. The Signature recognition technique is widely used in com-
mercial applications. Personal authentication is dependent on handwritten sig-
nature [3] [4] [5] [6]. So the proposed system has been designed for signature 
and handwritten character recognition. 

There are two types of authentication methods: Online and Offline [7]. This 
system works offline based signatures that rely on scanned images of the indi-
vidual signatures. Signature recognition is widely used in commercial applica-
tions. Both the signature verification and character recognition consist of Data 
Capture, Preprocessing, Feature extraction, Experimentation, Performance 
evaluation etc. To achieve high recognition performance, an efficient feature ex-
traction method is selected for both handwritten character and signature recog-
nition. In the backend, an artificial neural network is used for performing classi-
fication and recognition tasks. In the offline recognition system, the neural net-
works have emerged as the fast and most reliable tools for classification towards 
achieving high recognition accuracy. In the literature, several feature extraction 
techniques have been proposed for signature verification [8]. The feature ex-
traction procedure is repeated for all the blocks leading to extraction of 52 
features for each character. These extracted features are used to train a 
feed-forward BPNN that is employed for performing classification and recog-
nition tasks. 

The signature verification is mostly used in bank check. Bank check contains 
the signature and handwritten characters. Computer systems are slower and 
yield less appropriate results than humans in the processing of handwritten 
fields [9]. In the bank check processing, handwritten text and signature are im-
portant impediments towards the automation [10]. Segmentation of amount in-
to singular digit is the most ticklish task in check processing [11]. In handwrit-
ten numeral recognition system, the segmentation of connected numbers is the 
main congestion [12]. There are studies in the literature on recognition of the 
characters and signatures given on the paper [13]-[18]. Several research papers 
have been studied in the field of character recognition system [19] [20]. This 
paper has tried to proclaim some of the most prominent directions of recent re-
search in the field of character and signature verification. 

The steps involved in this research are approximately given as follows. Section 
2 describes the methods and problem to be solved. Section 3 explains the pro-
posed system. Section 4 discusses the implementation, results, and performance 
of the proposed system. Section 5 discusses the conclusion. 
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2. Related Work 

This section involves the work done by various researchers in the field of 
Handwritten character Recognition and Signature Verification. V. Patil et al. [2] 
proposed a system that creates a character matrix and suitable network structure 
for character recognition. The experimental result of this system yields good 
recognition accuracy of more than 70%. According to [6], an efficient method 
has been shown for signature separation from the nonhomogeneous noisy back-
ground. The shape and density features extraction methods are used to intro-
duce a solution to the complication of simulated signature verification in off-line 
systems. M. B. A. Miah et al. [10] came up with a technique for recognition of 
numerical digits and signatures. The overall success rate for numerical digit rec-
ognition is about 93.4% and for the signature recognition, it is 96%. A technique 
is introduced in the paper [12] that deals with automatic segmentation of un-
constrained handwritten connected numerals. S. K. Dewangan et al. [13] intro-
duced an approach for biometric authentication by using Neural Network for 
electronically captured signatures. S. A. Dey et al. [14] discussed a new method 
for feeding disapproved characters back into the segmentation process for per-
forming error recovery. Such feedback results in an increase in the probability of 
recognition for each character. M. S. Shah et al. [18] demonstrated a 
back-propagation learning algorithm to detect handwritten courtesy amount 
automatically.  

This research emphasizes increasing the accuracy of handwritten numeral 
recognition, alphabetic character recognition and signature recognition and ve-
rification. The accuracy for recognition and verification has been improved re-
markably by using distinguished feature extraction methodologies after training 
and testing by Neural Network.  

3. Methods of Recognition 

The character and signature recognition and verification systems are used in 
several fields of technology. A bank check consists of many fields such as the 
courtesy amount and the signature of the person who wrote the check as well as 
symbols and graphics. On the other hand, the character recognition is used by 
OCR, digital dictionaries. Here digital dictionary is a concept device used to 
optically detect handwritten words to show their definitions. 

Actually, handwritten signature recognition can be of two kinds: 
1) Online verification: it needs a device that is connected to the remote com-

puter to right the running signature verification. A stylus is needed to sign on an 
electronic tablet to acquire the dynamic signature information [21] [22]. 

2) Offline verification: The user does not need to be there for verification. 
There is some compatibility in a fixed signature. The most commonly applied of 
fixed signature in document verify the banking system. Fixed signature has fewer 
features so it has to be more careful achieving the 100% accuracy is the feature of 
signature verification. 
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4. The Proposed System 

The proposed system is a model for detecting the characters and letters and 
identifying the signatures of correct persons. The system consists of four mod-
ules: 

1) Image preprocessing 
2) Extraction of characters and signature 
3) Segmentation of digits and letters 
4) Recognition using a neural network 
Figure 1 shows the architecture of overall system. 

4.1. Image Acquisition 

The process of obtaining a digitized image from real-world source is image ac-
quisition. It can be done using several devices such as the scanner, digital cam-
era, PDA, web camera, camcorder etc. [23]. We used scanner to acquire the 
items. The scanned signature is shown in Figure 2 below. 
 

 
Figure 1. Proposed system block diagram. 
 

   
(a)                          (b)                         (c) 

Figure 2. Scanned image of (a) Signature, (b) Alphabetic Characters, (c) Numeric cha-
racters. 

Extraction of 
ItemsImage 

Acquisition
Image

Pre-processing

Neural Network Based 
Recognition

Acknowledged 
Output 

Extraction of 
Characters

Extraction of 
Signature

Segmentation of 
Character

Binarization

Binarization

Feature Extraction Segmented Digit

https://doi.org/10.4236/jis.2018.93015


Md. H. H. Nashif et al. 
 

 

DOI: 10.4236/jis.2018.93015 213 Journal of Information Security 
 

4.2. Image Preprocessing 

The contrivance of this designed system is to perceive any signature. Here these 
following steps are coursed in Figure 3. 

4.2.1. Image conversion 
We converted RGB images into a grayscale image using NTSC grayscale conver-
sion that converts RGB to grayscale conversion. The equation is shown below: 

Grayscale value = 0.3 × Red + 0.59 × Green + 0.11 × Blue 

4.2.2. Filtering 
The background of the scanned image of signatures and digits are blurred by 
using a 3-by-3 median filter. 

4.3. Extraction of Character and Signature 

The signatures and characters are selected manually from the filtered image. It 
can be done also by setting the rectangular area in predefined function to auto 
select. 

4.4. Binarization  

The signature and character are converted to binary image from grayscale and 
so the image is converted with two types of pixels 0's (white) and 1's (black). The 
binary image is shown below in Figure 4. 

Remove the Unnecessary Portion 
After converting the image into a binary image we removed the unwanted pixels 
(0) and resized the image. 
 

 
Figure 3. Image preprocessing steps block diagram. 

 

     
(a)                       (b)                      (c) 

Figure 4. Binary image (a) Signature, (b) Handwritten digit, (c) Handwritten letter. 
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4.5. Segmentation 

The segmentation strategy lies in the determination of the best cut path to rec-
ognize a correct isolated character. We mainly worked on the segmenta-
tion-based recognition technique. We used an algorithm that represents the to-
tal number of white pixels in vertical direction of the binary image so that the 
text region can be separated easily. The segmented digits and letters are shown 
in Figure 5. 

4.6. Feature Extraction 

A rotation and size independent feature extraction methods are used to extract 
the feature of the segmented digit and signature and obtain 44 features for each 
digitized signature. 

Center of the image 
Center of the image can be obtained by using following two equations 

Center_x = width/2                      (1) 

Center_y = height/2                      (2) 

Feature 1-38 
These features emphasize at checking how the black pixels are allocated in the 

image. At first, the total number of pixels of the image is calculated that is to-
tal_pixels of images. 

Total_pixels = height × weight                 (3) 

The percentage of black pixels in the upper and lower areas of the images is 
defined as Feature 1 and Feature 2 respectively. They are also called pixels lo-
cated at up and down the central point. 

feature 1 = up_pixels/total_pixels                (4) 

feature 2 = down_pixels/total_pixels              (5) 

Like the arithmetic equations used above Feature 3 and Feature 4 represent 
the percentage of black pixels located in the left and right areas of the image, in 
other words, the pixels located in the left and right of the central point. 

feature 3 = left_pixels/total_pixels               (6) 

feature 4 = right_pixels/total_pixels              (7) 

 

 
(a) 

 
(b) 

Figure 5. Segmented (a) digits; (b) letters. 
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Now partition the image into four sub-regions and calculate the percentage of 
black pixels locate in every region. Then again we subdivide every region into 
four and calculate the percentage of black pixels of those regions.  

featuren = sub_area_pixelsn/total_pixels            (8) 

where n = 5 to 24. 
In order to extract the features from 25 to 30, we need to consider the 16 (4 × 

4) subregions or blocks.  

feature 25 = total number of black pixels from block (0,0) to (3,3)/Total_pixels 
(9) 

feature 26 = total number of black pixels from block (1,0) to (4,3)/Total_pixels 
(10) 

feature 27 = total number of black pixels from block (0,1) to (3,4)/Total_pixels 
(11) 

feature 28 = total number of black pixels from block (1,1) to (4,4)/Total_pixels 
(12) 

feature 29 = total black pixels of 2nd and 3rd rows of blocks/ Total_pixels 
(13) 

feature 30 = total black pixels of 2nd and 3rd columns of blocks/Total_pixels 
(14) 

feature 31 = total black pixels of 1st row of blocks/Total_pixels   (15) 

feature 32 = total black pixels of 2nd row of blocks/Total_pixels  (16) 

feature 33 = total black pixels of 3rd row of blocks/Total_pixels   (17) 

feature 34 = total black pixels of 4th row of blocks/Total_pixels   (18) 

feature 35 = total black pixels of 1st column of blocks /Total_pixels (19) 

feature 36 = total black pixels of 2nd column of blocks/Total_pixels  (20) 

feature 37 = total black pixels of 3rd column of blocks/Total_pixels  (21) 

feature 38 = total black pixels of 4th column of blocks/Total_pixels  (22) 

Feature 39 
The feature 39 is the average of the distance between all the black pixels and 

the central point.  

( ) ( )2 21
Total_pi

f
x

eature 39
els y x x i y j× − −= ×∑ ∑         (23) 

where (i, j) are the coordinates of a point and (x, y) are the coordinates of the 
central point. 

Feature 40-46 
These features are used to generate the seven moments of the image. These are 

well-known as Hu moment invariants. We calculated the central movements of 
the segmented signature. For f(x, y) 2-D function of M × N binary image, the 
moment of order (p + q) is defined by: 

( ) ( ) ( )1 1 ,p qM N
pq x ym x y f x y

= =
= ∑ ∑                  (24) 
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where , 0,1, 2,3,p q =  . 
Central moments are obtained by the following equations:  

( ) ( ) ( ),p q
pq x y x x y y f x yµ = − −∑ ∑                 (25) 

where 10

00

mx
m

=  and 01

00

my
m

= . 

For scaling normalization the central moment changes as following equations: 

00

pq
pq γ

µ
η

µ
=                             (26) 

where ( ) 1
2

p q
γ

+ 
= + 
 

. 

Seven values, enumerated by normalizing central moments through order 
three, that are invariant to object scale, position, and orientation. In terms of 
central moments, the seven moments are given as, 

1 20 02M η η= +                            (27) 

( )2
2 20 02

2
114M η η η= − +                        (28) 

( ) ( )2 2
3 30 12 21 033 3M η η η η= − + −                    (29) 

( ) ( )2 2
4 30 12 21 03M η η η η= + + +                     (30) 

( )( ) ( ) ( )

( )( ) ( ) ( )

2 2
5 30 12 30 12 30 12 21 03

2 2
21 03 21 03 30 12 21 03

3 3 3

3 3 3

M η η η η η η η η

η η η η η η η η

 = − + + − + 

+ − + + − + 
 

         (31) 

( ) ( ) ( ) ( )( )2 2
6 20 02 30 12 21 03 11 30 12 21 034M η η η η η η η η η η η = − + − + + + +     (32) 

( )( ) ( ) ( )

( )( ) ( ) ( )

2 2
7 21 03 30 12 30 12 21 03

2 2
30 12 21 03 30 12 21 03

3 3

3 3 3

M η η η η η η η η

η η η η η η η η

 =  − + + − +

− + + + − + 
 

        (33) 

Feature 47-52 
Feature 47 to feature 52 show the mean of Major Axis Length, Minor Axis 

Length, Contrast, Homogeneity, Correlation, and Energy respectively.  

4.7. Neural Network Recognition 

A neural network is comprised of a number of leaves called neurons joint by 
links. Every link has a numeric heft. Neurons are the fundamental construction 
blocks of a neural network. 

4.7.1. Neural Network Design 
A neural network is appointed for signature recognition. For this purpose a 
multilayer feed forward neural network with administered learning method is 
much feasible and productive. The network implements back propaga-
tion-learning algorithm that is a meticulous technique for training different 
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layer ANNs. The Network design for the system is shown in Figure 6. 

4.7.2. Settings of the Parameters 
Neural Network has numerous parameters i.e. learning Rate Parameter (η), 
Weights (w), and Momentum (α). Learning rate is schemed to ordain how much 
the link weights and bias can be revised based on the direction and change rate. 
Its value must be in the range 0 to 1. For a conferred neuron the learning rate 
can be picked inversely proportional to the square root of the number of synap-
tic conception to the neuron.  

The weights of the network to be accommodated by using back-propagation 
algorithm must be initialized by some non-zero values. Initialize weights are 
randomly chosen between [−0.5, +0.5] or [−0.1, +0.1]. The weight alteration is 
performed using the following equation. 

( ) ( ) ( ) ( )1w n n y n w nη δ α∆ = ⋅ ⋅ + ∆ −                   (34) 

Momentum (α) range 0 to 1 but in 0.9, found to be most applicable for most 
application. Table 1 shows the Initial value of network parameter. 
 

 
Figure 6. Network design for the system. 
 
Table 1. Initial value of network parameter. 

Parameter Value 

Hidden Layer 85 

Output Layer 30 

Learning Rate 0.0001 

Total number of epochs 1000 

Performance Goal 0.00000001 

Momentum 0.9 
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5. Performance Analysis and Empirical Result 

The implementation of performance analysis is done after testing the result of 
this experiment. The MATLAB has been used to implement the proposed sys-
tem. MATLAB can be used in Algorithm development, math and computation, 
Data analysis, exploration, and visualization, Modeling, simulation, and proto-
typing, Scientific and engineering graphics and Application development. Each 
digit is converted into 20 × 15 binary images to be tested by the neural network 
after the extraction and segmentation of the scanned image, we split the samples 
into two groups: the training set and the test set. The training set contains 60% 
of the total genuine samples and the remaining are used for testing the system. 

The method has been tested with 10 types of handwritten digits and 52 types 
of alphabets. Every digit and alphabet has ten samples. We collected signature 
from 30 different persons and used ten samples for a single person. The recogni-
tion of signature is 100% if the train and test set is same. For digit recognition or 
accuracy rate is above 98.1% and for English alphabets, the matching or accuracy 
rate is above 97.31%. The accuracy rate for signature is above 97.6% and the er-
ror rate is only 2.4%. The overall dataset of recognition rates of test data is 
shown below in Tables 2-4. 

The final training performance is shown below in Figure 7. 
 
Table 2. Overall recognition rate for handwritten digits. 

Types of Digit No. of Sample Correct recognition rate (%) Error rate (%) 

 
10 99.00 1.00 

 
10 98.50 1.50 

 
10 99.75 0.25 

 
10 98.50 1.50 

 
10 97.25 2.75 

 
10 98.00 2.00 

 
10 99.00 1.00 

 
10 98.50 1.5 

 
10 95.00 5.00 

 
10 97.00 3.00 

Total 100 98.1 1.9 
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Table 3. Overall recognition rate for handwritten alphabets. 

Alphabet No. of samples Correct recognition rate (%) Error rate (%) 

 
10 99.00 1.00 

 10 98.50 1.50 

 10 98.50 1.50 

 
10 99.75 0.25 

 
10 99.00 1.00 

 
10 99.50 0.50 

 10 98.50 1.50 

 
10 98.75 1.25 

 
10 99.25 0.75 

 
10 97.75 2.25 

 10 97.00 3.00 

 
10 92.50 7.50 

 
10 97.75 2.25 

 
10 99.50 0.50 

 
10 99.25 0.75 

 
10 95.50 4.50 

 
10 98.50 1.50 

 10 97.50 2.50 

 
10 93.75 6.25 

 
10 99.25 0.75 

 
10 98.25 1.75 

 
10 95.00 5.00 

 
10 98.50 1.50 

 
10 98.75 1.25 

 10 97.25 2.75 

 10 94.25 5.75 

 
10 95.5 4.50 
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Continued 

 
10 98.75 1.25 

 
10 99.00 1.00 

 
10 98.75 1.25 

 
10 95.00 5.00 

 
10 98.25 1.75 

 
10 96.50 3.50 

 
10 98.75 1.25 

 10 99.00 1.00 

 10 98.50 1.50 

 10 98.00 2.00 

 
10 97.50 2.50 

 10 95.25 4.75 

 10 98.75 1.25 

 
10 99.25 0.75 

 10 98.50 1.50 

 10 98.75 1.25 

 10 95.75 4.25 

 
10 92.50 7.50 

 10 98.25 1.75 

 10 90.25 9.75 

 10 98.25 1.75 

 10 98.50 1.50 

 
10 93.75 6.25 

 
10 93.50 6.50 

 10 94.50 5.50 

Total 520 97.31 2.69 
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Table 4. Overall recognition rate for handwritten signatures. 

Type of signature No. of samples Correct recognition rate (%) Error rate (%) 

 
10 99.5 0.50 

 
10 99.00 1.00 

 
10 91.00 9.00 

 
10 96.25 3.75 

 
10 99.75 0.25 

 
10 99.25 0.75 

 
10 99.25 0.75 

 
10 99.75 0.25 

 
10 98.00 2.00 

 
10 95.75 4.25 

 
10 99.5 0.5 

 
10 99.25 0.75 

 
10 94.5 5.5 

 
10 97.5 2.5 

 
10 99.25 0.75 

 
10 98.5 1.5 

 
10 99.75 0.25 

 
10 99.75 0.25 

 

10 90.00 10.00 
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Continued 

 
10 99.25 0.75 

 
10 96.75 3.25 

 
10 99.75 0.25 

 
10 91.25 8.75 

 

10 98.75 1.25 

 
10 99.00 1.00 

 
10 98.25 1.75 

 
10 96.00 4.00 

 
10 99.75 0.25 

 
10 96.00 4.00 

 
10 96.5 3.5 

Total 300 97.6 2.4 

 

 
Figure 7. Performance of the system. 

https://doi.org/10.4236/jis.2018.93015


Md. H. H. Nashif et al. 
 

 

DOI: 10.4236/jis.2018.93015 223 Journal of Information Security 
 

6. Conclusion 

The proposed system has developed a method for Recognition handwritten cha-
racters (both numerical and alphabetic) and signatures. A neural network is de-
signed to test 10 samples for each type of characters and 10 samples for each 
signature. These samples are of different types and each of them shows the per-
centage of matching/acceptance rate. Acceptance rate depends on the appropri-
ate training sample. On average, the success rate of Numerical Character Recog-
nition and Verification System (NCRVS) is 98.1%; the success rate of Alphabetic 
Character Recognition and Verification System (ACRVS) is 97.31%; and for 
Signature Recognition and Verification System (SRVS), it is 97.6% which meets 
the expectation of the research. This thesis mainly aims at reducing the cases of 
fraud in commercial transactions. 
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