
Intelligent Information Management, 2011, 3, 112-118 
doi: 10.4236/iim.2011.34013 Published Online July 2011 (http://www.SciRP.org/journal/iim) 

Copyright © 2011 SciRes.                                                                              IIM 

Risk Management in On-Line Banking 

Ioannis Koskosas  
University of Western Macedonia, Kozani, Greece 

E-mail: ioanniskoskosas@yahoo.com 
Received February 7 2011; received May 6, 2011; accepted May 15, 2011 

Abstract 
 
In the context of goal setting, the more difficult the goal, given feedback on performance, the more focused 
is individuals’ attention and persistence to accomplish the goal and in turn, their performance is also im-
proved. Similarly, when the goal is multi-complex and performance time constraint, the deployment of spe-
cific strategies maybe the best approach developed. In effect of the above, this investigation takes a 
socio-psychological and organizational perspective in setting information systems (IS) security goals. In do-
ing so, three important issues of goal setting are identified, these are: trust, culture and risk communication. 
Since system security breaches are still on the rise, the performance of managing such online risks is not the 
one expected. The framework suggested in this paper aims to contribute to socio-psychological and organ-
izational values by enhancing the performance of the IS risk management process with a focus on security 
risks. 
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1. Introduction 
 
The research described in this paper is concerned with 
Information Systems (IS) security. IS security has be-
come an important issue for companies and individuals 
as access to information has become easier through 
closed network (dial-up) communication lines and later 
to the general public with the introduction of the Internet 
[1]. In the U.S.A., in 2000, 85% of 538 survey respon-
dents reported security breaches; in 2001, 36% reported 
incidents of cyber-crime, up from 25% in 2000 and 16% 
in 1999 [2]. In Europe, a report by the London-based 
research firm Datamonitor says that European firms have 
been particularly lax in protecting themselves from secu-
rity threats; and while Datamonitor projects that interna-
tional security spending will reach $30.3 billion by 2005, 
more than 50% of 300 CIOs and IT directors from across 
Europe reported that security spending accounted for 5% 
or less of their IT budgets in 2000 [3].   

The above results indicate that security issues, par-
ticularly in Europe are more discussed than practiced. 
Risk management appears to be partially neglected with 
a negative effect on performance. Many research studies 
have developed new security approaches and techniques 
for managing risks but it appears that ignore the social 
aspects of risks and the informal structure of organiza-
tions [4,5,6]. This paper investigates security risks from 

the non-technical point of view. In the next section the 
theory of goal setting is introduced and the concepts of 
trust, culture, and risk communication are discussed as 
their role in the process of goal setting is valuable.   
 
2. The Growth in On-Line Banking 
 
On-line banking aims to provide easy access to banking 
services for customers. Both banks and customers stand 
from the introduction of on-line banking to benefit sche- 
mes, since the bank can offer its services at much lower 
cost, while the customer can access the services from any 
location at any time.  

However, the developments of on-line banking activi-
ties have altered the nature and scope of security risks 
faced by the banking industry as well as the speed with 
which risk exposures can change. In addition, on-line 
banking is an area of highly leveraged information, and 
risk manipulation and dissemination is one of the main 
concerns of managers [7].  

In the same vein, the on-line industry and particularly 
Web banking, is becoming an increasingly large and sig-
nificant market.  

However, on-line banking is not restricted to Web 
banking but also includes ATMs, Tele-phone banking, 
Mobile banking, and TV banking. The continued popu-
larity of cash transactions is reflected in the growth of 
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European automatic teller machines (ATMs) market to 
more than 250,000 machines during the year 2000 [8]. 
UK, Germany, Spain and France each have 30,000 in-
stallations and account for three quarters of the region’s 
total while Greece and Portugal showed the fastest per-
centage growth [8]. 

According to RBR survey, on average, there are 554 
ATMs per million population in Western Europe al-
though this number is much lower than in the U.S.A. and 
Japan, where there are more than 1000 machines per 
million people.  

Telephone banking has a tremendous amount of po-
tential, given the fact that 97% of American’s 94 million 
households have a touch-tone phone [8]. Telephone bank- 
ing allows customers to check their status of accounts 
whenever they want, any time of the day or night. Every 
activity that can be handled in a branch (with the excep-
tion of cash) should be available via the telephone.   

Mobile banking services through the wireless device 
combine short message service (SMS) and WAP, which is 
also being used to deliver secure interactive banking ser-
vices to pay bills, check account balances and stock in-
formation through a preconfigured mobile phone usually 
lining them to bank’s services [9]. WAP (wireless applica-
tion protocol) is already facilitating secure, convenient, 
on-line shopping of the development and imminent launch 
of GPRS (general packet radio service) and UMTS (uni-
versal mobile communications system) services [9].  

TV banking is another on-line delivery channel which is 
attracting the interest of the financial market. This is 
mainly because the costs involved in deploying this ser-
vice (if not product) is lessen to other delivery channels as 
the costs are shared with TV network companies and of 
course, the consumer [10]. The on-line banking service 
available through Sky TV is an example of a major finan-
cial services company delivering services over interactive 
digital TV.  

Although on-line banking is capturing a significant 
market share, the risk exposures, usually of security na-
ture, that come along with the development of on-line 
banking activities need careful strategic planning. Thus, 
the aim of this investigation is to suggest a theoretical 
framework that might provide an alternative approach in 
thinking the organizational values, in terms of strategic 
planning, and to enhance the performance of risk man-
agement on security risks. In the following, the authors 
introduce the theory of goal setting. In doing so, they 
discuss the importance of goals and the critical role of 
commitment to goals in the process of goal achievement. 

 
3. Conceptual Background 
 
The concept of goal setting falls within the broad domain 

of cognitive psychology and its literature is extensive. 
The theory, as the name implies, is based on the concept 
of goals and is an essential element of social learning 
theory [11] which has become increasingly influential 
through time [12]. Locke (1977) agues that even the lit-
erature on organizational behaviour modification can be 
interpreted largely within a goal-setting framework 
[13,14].  

In a similar vein, in order to understand and explain 
the effect of goals on action needs to understand the 
mechanisms by which goals produce their outcome [15]. 
According to Locke and Latham (1990), the three most 
direct goal mechanisms are primarily motivational [15]. 
They correspond to the three attributes of motivated ac-
tion and these are: 
 arousal or intensity  
 choice or direction  
 and duration.  

Goals affect arousal by regulating the intensity of ef-
fort the individuals spend on the task and duration by 
leading people to persist in their actions until the goal is 
reached [15]. Goals affect also choice by leading people 
to direct their attention and take action with respect to 
goal-relevant activities [15].   

However the main assumption of goal-setting research 
is that goals are immediate regulators of human action 
although the degree of association between goals and 
action remains an empirical question because people may, 
for example, make errors, lack the ability to attain their 
objectives or have subconscious conflicts that subvert 
their conscious goals [12]. This might be the case in dy-
namically complex task environments such as software 
development [16].  
 
3.1. The Importance of Goals 
 
The importance of goals with respect to work behaviour 
is well documented by two main propositions. These are:  
 Increases in the difficulty of assigned goals leads to 

increases in performance (assuming goal acceptance) 
 Specific, difficult, assigned goals result in higher per-

formance than do best or no assigned goals 
In the first proposition, a linear relationship between 

goal difficulty level and job performance is predicted, 
given that goals are accepted by the individual [14]. Over 
90 percent of almost 200 studies support this proposition 
with effect size on performance being about a 10-15 per-
cent increase as a result of goal level [15]. Based on the 
same number of studies plus one by Hunter and Schmidt 
(1983), 90 percent of these studies support the second 
proposition as well; in this case, the effect sizes ranged 
from 8-16 percent on performance [17,14].  
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In the same vein, Locke and Latham (1990) through 
an extensive review of the micro-literature on goals and 
task strategies, concluded that setting or accepting spe-
cific, challenging goals as compared to specific, easy 
goals or a goal of doing your best leads to [18]: 
 More spontaneous development or use of task strate-

gies [19,20] 
 More spontaneous planning [21,22] 
 Greater use of strategies that are provided to the sub-

jects indirectly, through priming [22,23], or directly 
through formal training  

 The development of better analytic strategies [24] 
that in turn enhance the quality of decisions.  

Past research also shows that assigned goals influence 
performance through two types of mechanisms: those ha- 
ving a direct effect (i.e. effort, persistence, and direc-
tional attention) on an individual and those having an in- 
direct effect (i.e. strategy development) [25]. As tasks 
become more complex, these mechanisms become progr- 
essively less adequate by themselves to ensure goal achi- 
evement, while the development of specific task strategi- 
es becomes progressively more important.  

An important distinction between these two types of 
effects is that the direct effect is primarily motivational 
by allocating the individual’s energy-related resources to 
task performance, whereas the indirect effect is primarily 
cognitive by developing a plan or strategy in order to use 
the mobilised, energy-related resources [25].   
 
3.2. Goal Commitment 
 
Locke and Latham (1990) refer to intensity as goal 
commitment, the degree to which the person sees the 
goal as important, is attached to it and determined to 
reach it, even in the face of setbacks, distractions or ob-
stacles [14,15]. When the effects of commitment need to 
be measured, it is necessary first to establish goal level 
measures since variations in commitment may entail 
variations in goal level [15]. By saying that, it is also 
necessary to consider that when multiple goal levels are 
employed the overall correlation of commitment and 
performance across goal levels might be negative [26]. 
The reason for that is because very difficult goals which 
tend to increase performance, are generally less accepted 
than easy goals, which tend to reduce performance [15].  

However commitment is related to performance in two 
aspects. Either if the goal level is held constant or in a 
sample if all participants were given the same challeng-
ing goal, commitment could have a direct positive effect 
on performance [15].  

In the same vein, when the goal level varies among 
individuals commitment might moderate the effect of 
goals on performance [15]. That means the goal level 

among individuals with high commitment should be 
higher and positively related to performance than among 
those with low commitment to the goals.   

 
4. Critical Factors in the Process of Goal 

Setting (CFGS) 
 
Having introduced the theory of goal setting this section 
deals with the factors that are critical in the process of 
goal setting within the risk management process. Gener-
ally speaking, risk management in the social context is 
defined as a systematic process for the identification and 
evaluation of pure loss exposures faced by an organiza-
tion or individual and for the selection and implementa-
tion of the most appropriate techniques for treating such 
exposures [27]. Risk management maybe the most vital 
process within any organization whereas the human 
capital allocated within that process plays an important 
role.  

In order to effectively allocate, then, this human capi-
tal within the risk management process, it might be nec-
essary first to know what is peoples’ perception of risks 
(culture), establish trust, and ensure the communication 
of risks among the members of the risk management 
process is effective.  

 
4.1. Culture 
 
Understanding the culture of an organization helps to 
understand how people perceive risks and whether they 
belong to an individualist and/or collectivist group. Hen- 
ce this is important since peoples’ perception of risks 
will determine the security goals that need to be achieved. 
Individualist cultures are those where “individuals are 
loosely connected, and everyone looks after their own 
interests or those of their immediate family” [28, p.38]. 
Individuals have personal goals that might or might not 
overlap with those of their in-groups; in effect, they 
might put their personal goals first [29,29]. People in 
individualistic societies feel autonomous, and members 
of these societies emphasise the ‘I’, the ‘this interests 
me’ [30]. In such cultures the emotional dependency is 
more emphasised and stress is on an individual’s goals.  

Collectivism refers to the opposite pattern, represent-
ing cultures “in which people from birth onwards are 
integrated into strong, cohesive in-groups, which 
throughout people’s lifetime continue to protect them in 
exchange for unquestioning loyalty” [28, p.38]. In col-
lectivist societies, the group is important and there is a 
need for shared activity and group solidarity [31,28]. 
Obligations and duties override personal preferences, as 
the ‘we’ now dominates [30]. While collectivist societies 
are keen to protect and help their in-group members they 
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are not necessarily so helpful to those outside this group. 
Group boundaries are explicit and firm, with collectivism 
representing an ‘in-group egoism’ [28].   

 
4.2. Trust 
 
The concept of trust has received attention in different 
social science literatures such as psychology, sociology, 
political science, economics, anthropology, and sociobio- 
logy [32]. In their research Porta et al. (1996) reviewed 
several studies on trust. These studies argue that trust 
determines the performance of a society’s institutions and 
according to them trust is a propensity of people in a so-
ciety to co-operate in order to produce socially efficient 
outcomes [33].  

Misztal (1998) suggests that the literature on socio-
logical concepts of trust can be grouped into three [34]: 
 Individual attributes such as feelings, emotions, and 

values 
 Social attributes such as common goal to be achieved 

by an organization 
 Public value such as institutional trust  

Ratnasingham (1998) argues that trust is an important 
element in any trade transaction [35]. Since information 
is seen as one of the most valuable assets of an organiza-
tion [36], trust plays a critical role in any transaction of 
information.   

 
4.3. Risk Communication  

 
Backhouse and Dhillon (1995, 1996) argue that security 
breaches occur when communication breaks down. In 
their analysis of communication break downs in organi-
zations, they focus in finding out what happens rather 
than what should happen [38,36]. 

Bener (2000) supports that effective communication of 
risks is a difficult task when it is communicated to di-
verse audiences who hold different values and references 
with respect to risk events communicated [37]. Although 
there is a constant communication of risk between the 
participants of the risk management process, at times, it 
becomes critical to pass the ‘message’ across by one side 
as well as by the other side.  

However the U.S.A. National Research Council de-
fines risk communication as a component of risk man-
agement, which actually is selects the risk control op-
tions and provides the information upon which the gov-
ernment, industry or individual decision-makers base 
their choices [37].  

In a similar vein, Krimsky and Plough (1988) argue 
that risk communication is not the only exchange of in-
formation between the involved parties, but also among 
the wider institutional and cultural contexts within which 

risk messages are formulated, transmitted, and embedded 
[39]. 

 
5. The Framework 

 
The theoretical framework is based on the theory of goal 
setting and the theories of trust, culture and risk commu-
nication have an essential role in the process of setting 
security goals. In previous section, it was outlined that the 
relationship among goal level, commitment and perform-
ance are complex, including both direct and moderator 
effects [15,40]. It appears that when the goal level is held 
constant there are direct effects of commitment on per-
formance. Thus, goal commitment is important in pro-
ducing positive performance and the commitment needs 
to be high, especially where goals are moderately or ex-
tremely difficult [14]. 

The encouragement and support given by managers 
helps one think they can reach a goal, and one’s trust in 
these people is essential [14]. Supervisors and managers 
also have the legitimate authority and power to set goals 
and employees want to meet these expectations [15]. 
Group members and social influence are also essential as 
it is the public nature of the commitment and the instru-
mentability of the goal for reaching valued outcomes 
[14].  

Figure 1 suggests a theoretical framework. At the bot-
tom of the pyramid, trust denotes the importance of set-
ting up security goals and denotes the foundation upon 
which the other levels can only be set up. At this level 
managers have to make sure that trust among the group 
exists to a certain degree. A level up is the culture which 
gives information on how people react to risks and gener-
ally speaking, what is their perception of risks. Risk per-
ception from a social sciences point of view, assumes that 
risk is inherently subjective and human beings have in-
vented the concept of risk to help them understand and 
cope with the dangers and uncertainties as well as to 
maximize expected values [41,42]. Establishing trust 
among the members of the risk management group allows 
the identification of the group’s culture. Communication 
of risks is also essential in setting up meaningful security 
goals and keeping constant the group’s commitment to 
the goals. Communication is at the third level of the 
pyramid and can only be in existence if the previous lev-
els exist.  

Risk communication, culture, and trust are essential 
concepts when the risk management process has to be 
synthesised and security goals to be set up. This is be-
cause at the level of goal setting it is essential an priority 
to establish trust among the participants of the risk man 
agement process, understand how people react to risks in 
order to find solutions to complex problems [43], and 
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Figure 1. Performance Pyramid. 
 
identify in advance any possible breaches in the commu-
nication process [39,36]. Further, this will assist in set-
ting carefully the security goals to be achieved relative to 
the potential of the risk management group. 

After these levels have been defined and established, 
the risk management group is in a position to identify and 
set on-line security goals that have to be achieved. Ac-
cording to the theory of goal setting in complex task en-
vironments, if people are assigned specific, and challeng-
ing goals (given goal acceptance) the task performance 
will increase compared to easy goals, “do your best” 
goals, or no goals [12]. Early et al. (1990) found also that 
“subjects” with specific, hard goals and feedback chose 
better strategies on a complex task than “subjects” with-
out such goals and feedback [21]. Goals, therefore, affect 
performance by directing attention, mobilizing effort, 
increasing persistence, and motivating strategy develop-
ment [12]. 

In the same vein, goal level, commitment, and per-
formance have a complex relationship including direct 
and moderator effects [40]. When the goal level is held 
constant it appears that there are direct effects of com-
mitment on performance. For difficult goals the relation-
ship is positive while for easy goals it may be negative 
[12]. The moderating effects, across goal levels, shows 
that commitment is especially important when goals are 
difficult [14]. That means the relationship between goal 
level and performance is stronger with high commitment 
than with low commitment. In the same line of reasoning, 
in complex, and dynamic environments such as the risk 
management process, high commitment should increase 
performance with a focus to on-line security risks.  
 
6. Conclusions 
 
As the developments of on-line banking activities con-

tinue to grow, security risks inherent in the nature of 
on-line financial transactions should become even of 
more concern to financial institutions. Why? Because its 
not (financially) efficient, on the one hand, the annual 
spending on security measures to be expected to grow 
from $8.7 billion in 2000 to $30.3 billion in 2005 [44] 
and, on the other hand, the security breaches reported by 
firms to be still in existence and especially at a high rate 
of frequency. Maybe Dhillon and Backhouse (2001) are 
right when they suggest that most security approaches 
tend to offer narrow, technically oriented solutions, 
whereas managing security needs in the context of in-
formation systems needs a socio-organizational approach 
[6,5,45]. 

This investigation, thus, suggested a theoretical frame- 
work drawn from cognitive psychology in order to con-
tribute to socio-organizational values and to enhance the 
performance of the IS risk management process with a 
focus on security risks. Within the risk management 
process, at the level of goal setting, it was recognized 
that managers before deploy their strategies to achieve 
their goals they should consider the concepts of trust, 
culture, and risk communication. After these levels have 
been defined, managers can be in a position to under-
stand the security needs of their on-line banking systems 
and develop the necessary strategies to respond to such 
risks. It is out of the scope in this paper to refer to the 
best possible methods that might be used for the analysis 
of security requirements of on-line banking systems. The 
scope of this paper is to give useful insights into the risk 
management process by deploying a goal setting ap-
proach that focuses to on-line banking security risks. 
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