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Abstract 
Distributed generation (DG) is the future of energy. This technology allows 
the bidirectional flow of power within an electrical network. Researchers are 
faced with many challenges to the accurate implementation of protection 
schemes for DG-connected distribution network. The schemes designed must 
satisfy the performance requirements of selectivity, reliability, and sensitivity. 
Most researchers opine that conventional protection schemes based on over 
current detection are insufficient to completely and accurately protect a 
DG-connected distributed power system. There are many challenges that need 
to be tackled before embarking upon the journey to successfully implement 
these schemes. This paper summarizes the major challenges which one can 
encounter while designing protection schemes for DG-connected distribution 
networks. Some possible solutions from the literature are also mentioned. 
Moreover, a suggested solution for protecting future active distribution net-
works is provided. It is expected that this paper will act as a benchmark for 
future researchers in this field to tackle the challenges related to the protection 
of active distribution networks. 
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1. Introduction 

Distributed generation (DG) technology is gaining in popularity due to the ever- 
increasing demand for energy, the depletion of fossil fuel resources and a greater 
emphasis on clean energy. The power network has been intrinsically radial. In-
troduction of DG makes it bidirectional as energy can flow from DG as well as 
the main utility grid. This causes numerous complications in regard to the system 
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voltage profile, power quality, adequacy, security, power flow control, energy 
management, frequency control and protection. System protection, in the pres-
ence of DG, has been a conspicuous issue in recent years and needs immediate 
consideration [1] [2] [3].  

This paper aims to present challenges and issues related to protection of active 
distribution networks, and review state-of-the-art solutions, proposed so far, for 
these problems. It also gives a critical analysis of each method presented. Protec-
tion of DG-connected distribution networks is a serious issue which has caught 
the attention of researchers lately. Therefore, it is imperative to analyze various 
challenges and present suitable solutions associated with protection of these 
networks. This paper is organized in a manner such that Section 1 briefly re-
views literature on protection of DG-connected distribution networks. Sections 
2-3 briefly introduce DG, its applications; microgrids and their major issues. 
Sections 4-5 talk about fault types and sources. Sections 6-7 discuss major chal-
lenges and possible solutions, regarding protection of DG, including microgrids, 
which have been presented in the literature. Section 8 concludes the paper and 
proposes a novel solution for tackling protection of active distribution net-
works. 

Literature Review 

Over the past few decades, the use of renewable energy resources has augmented 
due to progression in exploiting renewable resources, worsening of problems in 
transmission and distribution lines, a rising propensity to generate power at dis-
tribution level, reduction in fossil fuels, and the necessity for enhanced power 
quality and reliability [4] [5]. These sources of power generation are called DG 
sources. Installing DG resources in an electric power system changes its behavior 
while enabling utilities to take advantages of smaller and more flexible resources. 
This novel technology has altered power systems into smaller networks known 
as microgrids. Microgrid is an active distribution network consisting of DG re-
sources, different loads at the voltage level of distribution, and energy storage 
elements. From a network standpoint, a microgrid is beneficial because it is a 
controlled unit and can be used as a concentrated load. From the perspective of 
customers, a microgrid can be designed to meet their special requirements such 
as enhanced local reliability, less feeder losses, better local voltages, amplified ef-
ficiency, voltage sag correction, and supply of uninterruptible power. From an 
environmental viewpoint, a microgrid reduces environmental pollution and 
global warming because it generates less carbon monoxide [6] [7]. Although, a 
microgrid is a suitable replacement for limited fossil fuels and can efficiently 
solve power generation difficulties, it is still mostly limited to a laboratory scale 
due to many technical challenges. Some of the most important of these chal-
lenges are protection, security, power quality, operation in normal and islanded 
modes, voltage and frequency control, plug-and-play operation, energy man-
agement, and system stability [8].  
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Designing an appropriate method for microgrid protection is difficult in two 
significant ways. One is that microgrids are mainly dynamic networks. In fact, a 
load or a DG unit can be connected to or disconnected from a microgrid at any 
given time. Another challenge is that microgrids can operate in both 
grid-connected and islanded modes with different short-circuit currents [9]. 
Therefore, a comprehensive design scheme must protect the network in both 
modes [10]. It is vital for a properly operating microgrid that the interconnect-
ing switch (the switch connecting microgrid with the main grid) must open 
during any unacceptable power quality disturbance or fault on the main grid and 
the DGs must be capable to carry the load on the islanded section while main-
taining the acceptable levels of voltage and frequency for the islanded loads. 
Suitable load-shedding schemes should be implemented if DG generation capac-
ity does not fulfill the load demand of islanded system. Depending on the tech-
nology of switch, some momentary power disruptions may happen (DGs may 
seize to energize the islanded section for some short period of time) during tran-
sition from grid-connected to islanded mode; in this situation, the DGs in the 
islanded portion must be capable of quick restart and picking up the islanded 
load after opening of the switch. The DGs must supply the real and reactive 
power requirements in the islanded mode and should sense a fault current 
downstream of the interconnecting switch. After the restoration of the main grid 
supply, the switch should not close until both the grid and the islanded system 
are properly synchronized i.e. voltage, frequency, and phase angle of both the 
systems must be within acceptable limits. For faults occurring within the is-
landed system, there must be protection system which can detect the fault and 
speedily isolate the faulty portion from the rest of the system ensuring minimum 
loss of generation and load interruptions. Moreover, the protection system of is-
landed system must be more sensitive because fault currents in islanded system 
will be of much lower magnitudes than those of the grid-connected system [11].  

Numerous technical issues of the protection system, with emphasis on protec-
tion coordination problem, are discussed in [12]. Novel protection schemes for 
multiphase and phase-to-ground faults in medium voltage (MV) microgrid are 
suggested in [13]. In [14], a coordinated method to manage both network pro-
tection and DG interface protection is proposed. Authors in [15] have devised a 
protection scheme using digital relays with communication network for the mi-
crogrid. To provide an effective network protection to a meshed microgrid, a 
multilevel approach is implemented in [16]. The application of admittance relay 
for protection of the converters used for DG sources is elaborated in [17]. 

2. Distributed Generation 

IEEE defines DG as “generation of electricity by the facilities that are sufficiently 
smaller than central generating plants to allow interconnection at nearly any 
point in a power system”. Electric Power Research Institute (EPRI) defines DG 
as “Smaller power sources that can be aggregated to provide power necessary to 
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meet regular demand.” However, there are some discrepancies in these defini-
tions as they do not mention anything about the power rating, technology em-
ployed, mode of operation and environmental impact of the DG source. Refer-
ence [18] classifies DG sources based upon their power ratings: micro, small, 
medium, and large, as shown in Table 1. DG has also been classified, according 
to coupling type in [19], as shown in Figure 1. 

2.1. Applications of Distributed Generation 

There are many reasons which have persuaded the researchers and energy ex-
perts to shift the paradigm towards DG. Some major application factors, due to 
which the scope of DG is improving and is gaining popularity, are discussed be-
low [18]. 

2.1.1. Liberalization of Electricity Markets 
It has been observed that there is an augmented interest in DG recently by elec-
tricity suppliers. The primary reason is that they see it to maintain a good repute 
in the market where consumers look for the appropriate electricity service. DG 
permits stakeholders of the electricity sector to adapt to varying market condi-
tions in a much flexible manner. In liberalized markets, it is imperative to adhere  
 
Table 1. DG classification based on power rating. 

DG Type Power Rating 

Micro <5 kW 

Small 5 kW - 5 MW 

Medium 5 MW - 50 MW 

Large >50 MW 

 

 
Figure 1. DG classification based on coupling. 
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to the varying financial situation. In many situations, DG technologies provide 
flexibility owing to their smaller sizes and shorter construction times compared 
to other kinds of conventional large central power stations. Nevertheless, this 
time reduction is not that obvious. For example, a specific area might show more 
resistance to wind power and solar energy due to various reasons.  

2.1.2. Peak Shaving 
Many DG technologies are flexible in numerous aspects. These aspects majorly 
include size, operating mode, and extent of expandability. Utilizing DG allows to 
respond amenably to variations in electricity price developments. DG then 
serves as a border against these price instabilities. Seemingly, this is the primary 
driver for the demand for DG in various countries i.e. using DG for continuous 
or peaking purpose. Occasionally, the energy efficiency is controversial. For in-
stance, presently, in Europe, market demand for DG is controlled by heating ap-
plications (mainly through CHP), introduction of renewable energy technologies 
and potential efficiency improvements. 

2.1.3. Reliability and Power Quality 
Another major motivating factor for using DG is supply quality and reliability. 
Reliability issues indicate sustained interruptions i.e. voltage drops near to zero. 
The liberalization of electricity markets makes consumers extra conscious of the 
importance of reliability of electricity supply. It must be mentioned that cus-
tomers do not bother about supply interruptions as they do not feel it as a great 
peril. Nevertheless, this may vary in liberalized markets. A high reliability level 
means a high investment and maintenance costs for the network and generation 
organization. Due to the enticements for saving money that come from intro-
ducing healthy rivalry in generation and actions from regulators the goal of 
which is to attain short-term tariff discounts for network companies, it might be 
that levels of reliability decline. Yet, having a reliable power supply is significant 
for society in general, and industry in specific (chemicals, petroleum, refining, 
paper etc.). Companies may find the reliability of the grid at a dangerously low 
level and agree to invest in DG units to upsurge total reliability of supply to the 
wanted level. Besides, voltage drops to near zero (reliability problems), one can 
also have smaller deviations of voltage. The latter deviations are considered fea-
tures of power quality. Power quality refers to the extent to which power charac-
teristics align with the ideal waveforms of sinusoidal voltage and current. 
Therefore, firmly speaking, power quality incorporates reliability. DG technolo-
gies can also contribute in providing benefits in the form of greater reliable 
power for industries which necessitate uninterrupted service. EPRI reported that 
power outages and quality disturbances cost American businesses approximately 
$119 billion annually. In 2001, International Energy Agency (IEA) estimated 
that the average cost of a one-hour power outage was $6,480,000 for brokerage 
operations and $2,580,000 for credit card operations. These figures increase re-
markably for the semiconductor industry, where a two-hour power outage can 
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cost nearly $48,000,000. Given these large figures, it remains no secret why nu-
merous industries have already installed DG units to ensure reliable power sup-
plies. 

2.1.4. Use of Local Network 
DG could partially serve as an auxiliary network for investments in transmission 
and distribution capacity (demand for DG from Transmission and Distribution 
companies) or as a bypass for transmission and distribution costs (DG demand 
from electricity consumers). This is only probable to the degree that substitute 
primary fuels are locally accessible in adequate numbers. For instance, aug-
mented employment of DG could lead to new overcrowding problems in other 
networks, such as the oil distribution network. 

2.1.5. Grid Support 
DG can also contribute in the delivery of subsidiary services, including those es-
sential to maintain a steady grid operation of the customers. This can include the 
ability to generate active power when demanded by grid network operator, for 
example, to keep a system in steady state when its frequency is declining due to 
an abrupt drop in generation or due to a severe fault on the main grid. 

2.1.6. Ancillary Benefits 
Environmentalists and researchers commonly opine that DG technologies can 
provide ancillary benefits to society. Large centralized power plants emit sub-
stantial amounts of harmful gases like carbon monoxide, sulphur oxides, and ni-
trogen oxides. The Environmental Protection Agency (EPA) has long noted the 
correlation between high levels of sulphur oxide emissions and the formation of 
acid rain. As they concentrate the amount of power they produce, large power 
plants also focus their pollution and waste heat, often destroying aquatic habitats 
and marine biodiversity. On the contrary, recent studies have established that 
prevalent use of DG technologies substantially reduces emissions: a British anal-
ysis projected that domestic CHP technologies reduced carbon dioxide emis-
sions by 41% in 1999; a similar report on the Danish power system observed that 
extensive use of DG technologies have cut emissions by about 30% from 1998 to 
2001. Furthermore, as DG technologies remain autonomous of the grid, they can 
deliver emergency power for many public services such as hospitals, universities, 
and airports. Last, but not the least, DG can assist a country upsurge its variety 
of energy sources. Some of the DG technologies such as wind turbines, solar 
photovoltaic panels, and hydroelectric turbines, do not use any kind of fossil fu-
els while others such as fuel cells, microturbines, and some internal combustion 
units burn oil and natural gas. The increasing assortment can protect the econ-
omy from price shocks, interruptions, and fuel shortages. 

2.1.7. Upgradability 
DGs have the ability of upgradability. Suppose a large wind farm, consisting of 
various turbines, has a life time of 40 years. It is expected that efficiency of turbines 
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will improve over few years but it is very expensive and impractical to replace 
the whole farm at once. It is problematic to replace only a few turbines as their 
replacement will affect other turbines too. On the contrary, smaller wind farms 
in more locations can much easily incorporate installation of new turbines, the-
reby gradually increasing the production. Similar phenomenon is applicable to 
other kinds of DG sources. 

2.1.8. Enhancement of Energy Security 
DGs deliver more energy security as compared to large conventional power 
plants in case of harsh weather conditions, natural catastrophes, human mis-
takes, and cyber-attacks. If a centralized power plant collapses, an enormous 
blackout may occur in the adjacent residential area and it can lead to a calamity 
for the people nearby. For instance, after the infamous earthquake, known as 
Tsunami, and the failure of cooling systems at Fukushima-I Nuclear Power Plant 
and issues concerning other nuclear facilities in Japan on March 11, 2011, a vast 
blackout occurred for a long duration of time. A nuclear emergency was de-
clared in Japan and 140,000 residents, within 12 miles radius of the plant, were 
vacated. 

2.2. Trends of DG in U.S. Market 

As the use of advanced energy technologies is increasing, the desire of customers 
in the United States (U.S.), for greater control of their energy, is increasing. Over 
the past few years, some major grid incidences and long-term outages have 
brought reliability and resiliency of the grid into the picture. The use of fossil fu-
els (coal, oil, gas) is becoming expensive. Moreover, they are being depleted at a 
rapid rate. Renewable energy generation deployment is constantly increasing 
which is forcing the utilities and customers to shift the energy trends. These re-
newable sources require massive control and operation functions which can be 
satisfied by bringing only the DG sources into the big picture. DG can be utilized 
to avoid congestion and laying out new transmission lines to fulfill consumer 
power demand. Recently, a lot of energy companies in the U.S. are responding to 
this change. On June 23, 2008, the Public Service Commission (PSC) established 
the New York Energy Efficiency Portfolio Standard proceeding. As part of a 
statewide program to reduce New Yorkers’ electricity usage 15 percent of fore-
cast levels by the year 2015, with comparable results in natural gas conservation, 
the Commission established interim targets and funding through the year 2011. 
New York’s utilities were made to file energy efficiency programs, and the New 
York State Energy Research and Development Authority (NYSERDA) was in-
vited to submit energy efficiency program proposals for Commission approval. 
Since June 2009, the Commission has approved over 90 electric and gas energy 
efficiency programs, along with rules to lead implementation and measure re-
sults. In the 2012 through 2015 incentive period, the New York PSC established 
incentive pools, totaling $36 million for electric utilities and $14 million for gas 
utilities. On June 23, 2011, New York passed historic on-bill financing legislation 
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to intensely expand the state’s new energy efficiency program, popularly known 
as Green Jobs/Green NY. The new law will finally enable moderate-income 
property owners to access safe loans for retrofits, and use energy savings to repay 
the loan using their utility bills. In 1999, the Public Utility Commission of Texas 
adopted rules for the state’s Renewable Energy Mandate, establishing a renewa-
ble portfolio standard, a renewable-energy credit trading program, and renewa-
ble-energy purchase requirements for competitive retailers in Texas. The 1999 
standard called for 2000 megawatts of new renewables to be installed in Texas by 
2009, in addition to the 880 megawatts of existing renewables generation at the 
time. For instance, PV-type DG has achieved unprecedented levels of penetra-
tion in the U.S. from under 2 GW in 2009 to over 8 GW by 2014. A combination 
of federal tax policies, state mandates and incentives, business model and finan-
cial innovation have combined to enable the DG market successes. Challenges 
aside, the U.S. has seen consistent growth in its DG markets, with anticipated 
gigawatt-scale deployments year-over-year. The variety of policies and plans that 
have, in combination, encouraged this growth, comprise a body of lessons 
learned and unsurpassed practices, that can be selectively applied in other coun-
tries to stimulate their own DG markets 

System operators in the U.S., already coping with non-dispatchable utili-
ty-scale renewable electricity, now must grapple with non-dispatchable distri-
buted generation. This puts flexibility at a premium for those DG sources that 
are dispatchable to such an extent that the system operators in some states, in-
cluding Texas and California, have been developing incentives to reward flexible 
operation. If these prove to be a success, other states are expected to follow the 
same trend. Some policy-makers are simplifying the development of markets 
around distributed generation, such as New York state with its “Reforming the 
Energy Vision” (REV) strategy [20]. 

3. Microgrid 

According to the U.S. Department of Energy (DOE), a microgrid is “a group of 
interconnected loads and distributed energy resources within clearly defined 
electrical boundaries that acts as a single controllable entity with respect to the 
grid (and can) connect and disconnect from the grid to enable it to operate in 
both grid-connected or island-mode.” [3] [21] 

3.1. Modes of Operation 

A typical microgrid operates in two modes which are defined below [3] [21]. 

3.1.1. Grid-Connected Mode 
Under this mode, the main utility grid is active and the static switch is closed. All 
feeders are getting their power from the main grid. In other words, critical loads 
(on Feeders A and B) and noncritical loads (on Feeder C) are being supplied by 
the main grid. Figure 2 portrays this situation. PCC refers to the point of com-
mon coupling [3] [21]. 
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Figure 2. Microgrid: grid-connected mode. 

3.1.2. Islanded Mode 
Under this mode, the main grid is cut off and is not supplying power. The main 
grid might be turned off due to fault or maintenance purposes. The static switch 
is open. Microsources supply Feeders A and B. Feeder C is dead as it is not sen-
sitive. In other words, critical loads are being supplied power by the micro sources; 
and non-critical loads (on Feeder C) are cut-off from the system. Figure 3 dis-
plays this situation [3] [21]. 

3.2. Core Issues of Microgrid 

This section presents some core issues that can be encountered in a typical mi-
crogrid [22]. 

3.2.1. Voltage and Frequency Control 
In a typical electric power system, active and reactive power generated must be 
in balanced condition with the power consumed by the loads, including the 
losses in the transmission/distribution lines. The unbalanced condition occurs 
when power generated is not equal to the power demanded. This causes a devia-
tion of the system frequency from its set point value (60 Hz). The aim of voltage 
and frequency control is to ensure that both the voltage and the frequency re-
main within predefined limits around the set point values by regulating active 
and reactive power generated or consumed. In a typical microgrid, a daunting 
task is to operate more than one DG source on the island. In such case, it is not 
possible to use the active and reactive power control. It is essential to regulate 
the voltage during microgrid operation by using a voltage versus reactive power 
droop controller for attaining local reliability and stability. Each DG source is 
equipped with the power frequency droop characteristic during islanded opera-
tion. A dynamic analysis of generation control scheme, consisting of active 
power-frequency and reactive power-voltage controllers, for the inverter based 
DG sources, is discussed in [23]. These droop-based controllers allow decentra-
lized operation of the microgrid without communication between the DG 
sources. Small-signal models were established for investigation on dynamic be-
havior for a chain microgrid comprising of “n” DG sources. The small-signal  
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Figure 3. Microgrid: Islanded mode. 
 
state-space model of autonomous operation of inverter-based microgrid is pre-
sented [24]. Each DG inverter has an outer power loop based on droop control 
to share the real and reactive powers with other DG sources. Voltage and current 
controllers are used in inverter internal controls to reject high frequency distur-
bances and damp the output filter to prevent any resonance with external net-
work. 

3.2.2. Islanding 
Islanding is a small-scale representation of the future interconnected grid with 
many DG sources. The microgrid provides a yardstick between island and the 
interconnected grid. It can be used in the large interconnected grid with the high 
penetration of DG sources. The islanding control strategies are imperative for 
the operation of a microgrid in the autonomous mode. Two kinds of control 
strategies of islanding are utilized to operate an inverter. The PQ inverter control 
is used to supply a given active and reactive power set point and the voltage 
source inverter (VSI) control is controlled to feed the load with predefined val-
ues for voltage and frequency. The VSI real and active power output is defined 
according to load conditions. It acts as a voltage source with the magnitude and 
frequency of the output voltage controlled through droop. An islanding detec-
tion algorithm was established in [25] for switching between the interface con-
trols. The islanding detection algorithm is efficient and can detect islanding even 
under situations when load and DG capacity are nearly the same. The proposed 
control scheme can maintain both voltage and frequency within the standard 
permissible levels during islanded operation of the DG. Such control strategy 
could be used to supply critical loads in the distribution system during utility 
outage. 

3.2.3. Power Imbalance 
A power imbalance happens during the transition process from grid-connected 
to islanded mode when the microgrid is absorbing or supplying power to the 
main grid before disconnection. Energy storage units are used to maintain pow-
er balance due to the slow dynamic response and low inertia of some DG 
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sources. When a microgrid goes back from islanded mode to grid-connected 
mode, it is synchronized by ensuring that the magnitude and phase of the vol-
tages, across the synchronizing device, are equal. A high-speed static switch, 
with suitable sensing capability, may be used for disconnection. 

3.2.4. Harmonics 
The harmonic currents, which can occur in a typical microgrid, need to be ab-
ridged to reduce harmonic losses. For this to take place successfully, harmonic 
compensation methods have been proposed in [26]. The harmonics happens due 
to operation of power electronic converters. The harmonic voltage and current 
should be restricted to the acceptable level at the point of DG connection to the 
network. To ensure that harmonic voltage is within acceptable values, each 
source of harmonic current can allow only a limited contribution, as per the 
IEC-61400-36 guideline. The abrupt switching causes huge reduction in lower 
order harmonic currents compared to the line-commutated converter, but the 
output current has increased frequency content which can easily be filtered-out 
using RL filters. 

3.2.5. Changes in Topology 
Microgrids operate in two different modes: grid-connected and islanded 
(stand-alone). Topological changes occur in low voltage (LV) networks due to 
connection/disconnection of generators and loads. Also, there is intermittence in 
the generation of numerous renewable resources (solar, wind etc.) connected in 
the microgrid. Collection of information and communication technologies to the 
power grid technologies is altering the architecture and operation of the conven-
tional grid. Microgrid topology can be installed in areas, such as city buildings, 
factories, homes, or even, rural farms. For different situations, depending on 
consumer requirements, strength of the utility grid, and the number of available 
DG sources, AC, DC or hybrid microgrid can be implemented. To augment the 
dependability of the microgrid, an energy storage system can be established to 
support the bus voltage when the microgrid goes from the grid-connected mode 
to islanded mode. This energy storage system can be charged from the main bus 
voltage with the aid of a converter.  

3.2.6. Economic Aspects 
With an active management control approach and ability to operate in auto-
nomous mode, a bunch of microgenerators, electricity storage and electrical 
loads can be operated, within the microgrids framework, to provide higher 
supply reliability to customers. Solutions are required, not only to make these 
concepts technologically practicable and safe to operate, but also to be commer-
cially feasible, economically efficient and reinforced by electricity regulations. 
Thorough analysis of investigations on various economic, regulatory, and com-
mercial issues, faced by the development of microgrids in various projects, is 
need of the hour. The potential economic advantages and contributions to the 
environment, resulting from applications of microgrid technologies, should be 
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considered. 

3.2.7. Protection 
The transition towards microgrid leads to new necessities and challenges for 
protection that needs to be adaptive for variations in the network topology along 
with connection of active resources. The protection challenges, associated with 
microgrids, evolve from adding DG sources to the grid. The effects of adding 
DG resources to networks are plentiful, including changing power flow and in-
creased or decreased short circuit levels among other harmful effects. The effects 
of DG on the protection also rely on the kind of DG source used. Synchronous 
generator can sustain higher fault current for longer periods of time while the 
fault current generated by an induction generator decays very rapidly. Conver-
ter-interfaced DG sources have short-circuit current generating capabilities li-
mited to approximately 2 - 3 times their rated current. This creates issues for 
protection, as the current may not be large enough, to be detected with tradi-
tional overcurrent protection. Self-healing is a feature which is strongly coupled 
to protection and automation. With this feature, it is possible to continue to 
supply part of the network, after fault, by taking backup supply into use or by 
operating part of the network as a microgrid. The protection and automation 
system must have the ability to operate to deliver power to areas not affected by 
fault. 

3.2.8. Interconnection of DG: A Controversial Issue 
Interconnection is the process of connecting a DG source to the electric grid. 
Before connecting, the DG system owner must obtain written approval from the 
local utility in the form of an interconnection service agreement and subsequent 
authorization to connect. Different power companies enforce various require-
ments to connect a DG to the utility grid. There is a disagreement on various 
clauses, for instance, some companies require customer to be responsible for all 
protection and control aspects of DG, while others keep the authority of these 
critical functions to themselves. For example, the state of Nebraska requires the 
customer to have net metering and supply an external disconnect switch, which 
can automatically isolate from the main grid, in the event of a fault or distur-
bance. On the other hand, the state of Ohio does not address the issue of dis-
connect switch. Therefore, there is a need to have a consistent set of rules, which 
can be followed, for proper connection of DG sources to the main grid, without 
any uncertainty. 

4. Fault Types 

Generally, two kinds of faults are considered in the literature: three-phase sym-
metrical faults and single line-to-ground faults. The reason being that single 
line-to- ground is the most common fault and three-phase fault is typically the 
most severe. Most papers have covered shunt faults (single line-to-ground, 
line-line, double line-ground, three-phase faults). Very few papers have given 
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attention to series faults (open conductor faults or high impedance faults). The 
reason is that they are not very hazardous as compared to shunt faults. Moreo-
ver, it has been practically observed that in most cases, series faults eventually 
change into shunt faults [27]. Table 2 shows statistics of occurrence for shunt 
faults. 

Further, the probability of faults on different elements of the power system is 
disparate. The transmission and distributions lines which are exposed to open 
atmosphere are the most likely to be subjected to faults. Indoor equipment (un-
derground cables and power generators) is least likely to be subjected to faults. 
The fault statistics regarding power system elements are shown in Table 3 [27]. 

5. Sources of Faults 

There are many sources of faults, including natural events, physical accidents, 
equipment failure and misoperation [28]. They are summarized in Figure 4. As 
evident from the figure, natural events such as lightning, earthquakes, sand- 
storms, snowstorms etc. have a good share in causing system faults. Sometimes, 
human error and physical accidents play a negative role by inducing faults on 
lines and transformers. 
 
Table 2. Fault statistics based on fault type. 

Fault Type Occurrence Probability (%) Severity 

Single Line to Ground (SLG) 85 Least 

Line-Line (LL) 8  

Double Line to Ground (LLG) 5  

Three Phase Bolted (LLL) 2 Most 

 

 
Figure 4. Main sources of faults. 
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Table 3. Fault statistics based on power system elements. 

Power System Element Probability of Faults (%) 

Overhead Lines 50 

Underground Cables 9 

Transformers 10 

Generators 7 

Switchgears 12 

CT, PT, Relays etc. 12 

Total 100 

6. Challenges in Distributed Generation Protection 

There are various challenges which are encountered in distributed generation 
protection. They are discussed below. 

6.1. Variations in Short Circuit Levels 

As active distribution networks operate in two different modes, this creates a big 
challenge. In the grid-connected mode, the fault current is supplied by the utility 
grid as well as the DG source. The current level is enough to trip any protection 
device and associated relay. In islanded mode, inverter-interfaced DG limits the 
fault current to about two times the rated current because of the low thermal 
overload capability of the inverter. Hence, it is difficult for a protective relay to 
respond accurately and correctly to that current because in traditional radial 
systems, the protective devices are normally configured based upon the magni-
tude of the fault current. For correct operation of over current relays, the fault 
current should be at least 5 - 10 times the nominal rated current. This issue 
highlights the need for a suitable protective method [29]. Moreover, renewable 
DG sources (wind, solar) are intermittent; meaning they supply the fault current 
if, and only if, they are in the “on” state. Thus, the magnitude of the fault current 
keeps altering depending on the operation mode, type of DG and number of DG 
sources. Therefore, it is problematic to predict fault current in an accurate way 
[30]. Moreover, when the fault occurs downstream of the PCC, both the main 
grid and the DG source contribute current as depicted in Figure 5. The relay lo-
cated upstream of the DG source measures fault current provided by the up-
stream source. The actual fault current is different. Consequently, the relay will 
not work accurately; and this will lead to coordination issues [31]. 

6.2. False Tripping 

False tripping, or sympathetic tripping, takes place when the fault current in a 
feeder is complemented by the fault current produced by the DG source in the 
adjacent feeder connected to the same substation. In such cases, the relay of the 
feeder might disconnect the circuit causing a grave problem known as false trip-
ping [32] [33]. Such incorrect (or false) tripping of a healthy feeder with DG  
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Figure 5. Variations in short-circuit levels. 
 
usually happens when a synchronous generator is employed as a DG source as 
the fault can feed and sustain the fault current. Figure 6 depicts the scenario of 
false tripping. As evident from the figure, the relay experiences current from the 
DG as well as the main grid. Therefore, additional current passes through the 
relay. If the relay is set to pick up, for instance, 2 p.u., with the fault current from 
the grid only, the inclusion of DG makes the relay trip much earlier as DG also 
supplies fault current. In other words, the DG contribution to the fault current 
can exceed the pick-up level of the relay which can result in a trip of the healthy 
feeder before the actual fault is cleared. This issue can also be termed as a selec-
tivity issue. Distributed generation supplies the majority of the fault current 
when the DG source and/or the fault are located near the substation. This phe-
nomenon is common in weak grids with long feeders, which are protected by 
definite over current relays. In this situation, the settings of the protective relays 
must guarantee that faults at the end of the feeder are also detected, which lead 
to a moderately small pick-up current. False trips can cause various issues in ac-
tive distribution networks including an unnecessary outage of non-critical loads 
(which are normally disconnected because of islanding) and deterioration of 
power quality. 

6.3. Blinding of Protection 

Pickup current of an over current relay is set in such a manner that it is larger 
than the rated current of the feeder but less than the minimum short circuit cur-
rent of the protected zone. When the DG unit and the substation are feeding the 
fault in parallel, the fault current detected by the over-current relay is reduced 
(due to the DG contribution to the fault current). This causes the relay to under 
reach its required protective zone. In other words, the relay is “blind” to the fault 
[34] [35] [36]. This phenomenon is shown in Figure 7. Assume that the DG 
source is connected at a distance “d” from the grid and the fault takes at a dis-
tance “l” from the grid. The distance between fault point and DG interconnec-
tion point “P” is represented by (1-l). Let Zs, Zg and ZL denote the impedance of 
the utility grid, DG unit and distribution line respectively. Thevenin’s equivalent 
circuit of the network can be represented as shown in Figure 8. 
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Figure 6. False tripping due to fault “F”. 

 

 
Figure 7. Blinding of protection due to fault “F”. 

 

 
Figure 8. Thevenin equivalent circuit. 
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The venin impedance, denoted by Z (TH), is calculated as given by Equation 
(1) 

( ) ( ) ( )1g s L
L

s L g

Z Z l Z
Z TH Z l

Z l Z Z
+ ⋅

= + −
+ ⋅ +

               (1) 

Fault current contribution from the grid, denoted by I (G), is given by Equa-
tion (2) 

( ) g

s L g

Z Ik
I G

Z l Z Z
⋅

=
+ ⋅ +

                     (2) 

where; 

( )3
VthIk
Z th

=  

The contribution of the fault current by the grid varies nonlinearly with the 
location and the size of DG source. Therefore, in a microgrid, when a fault oc-
curs at the lower end of the feeder, the grid impedance will be as large as the DG 
impedance. Consequently, the short circuit current will be less than the pickup 
value of the current of the feeder relay (Relay 1 in Figure 7) in the LV network as 
the relay will fail to detect the fault and will subsequently cause the total protec-
tion system to malfunction.  

6.4. Unsynchronized Reclosing 

When a DG source is connected to a network, the two energized systems get 
connected with the aid of a recloser. If the connection is completed without tak-
ing synchronism into account, severe damage can occur to delicate power 
equipment and the DG source [37]. Figure 9 shows the PCC, designated as “C”, 
where the DG source is to be connected to the main grid. The frequencies, phase 
angles and phase sequences of the DG source and the existing system must be 
the same for synchronism to accurately take place. Moreover, the voltages at the 
DG source terminals need to be the same as that of the main grid before the two 
systems are connected at “C”. 
 

 

 
Figure 9. DG interconnection with the main grid. 
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6.5. Selection of a Protection Device 

The choice of a protection device depends on the required speed of operation, 
voltage level, and availability of sufficient fault current. This selection might 
range from a miniature circuit breaker to a high speed solid-state relay. A signif-
icant consideration for high-speed response of a protective device is the possible 
loss of DG stability due to a fault on the main grid or the bus to which the DG 
source is connected. Directly-coupled DG sources are the most vulnerable in this 
aspect as they are quite sensitive to voltage dips caused by faults and may jeo-
pardize the stability of the DG and hence, the entire network [37]. 

6.6. Single-Phase Connection 

Some DG sources input single phase power into the distribution grid, for in-
stance, small photovoltaic (PV) systems. This badly disturbs the balance of the 
three-phase current as unbalanced neutral current rises. This leads to the flow of 
stray earth currents. It is essential to restrict this current to avert the issue of 
overloading and to ensure safety of personnel [38]. 

6.7. Change in Fault Impedance 

When a DG source is introduced into the distribution network in parallel, the 
net impedance of the system will decrease. This can cause very high fault current 
in the network. These currents will be much higher if the DG source is a syn-
chronous generator. In the case of improper protection coordination, these fault 
currents can proliferate throughout the network and cause a lot of damage to 
various components [39]. 

6.8. Recloser-Fuse Coordination 

The main operating philosophy of feeder protection is that the fuse should oper-
ate only for permanent faults within its reach. For transient (temporary) faults, 
however, the recloser should disconnect the line and give the line a few chances 
(depending on the pre-set count) to clear the fault. When the DG units are con-
nected to a radial distribution feeder, fuse-recloser coordination is lost. It is 
probable that the fuse “sees” more fault current, as compared to recloser, and 
may melt before the recloser operates. This problem badly affects the overall re-
liability of the network. Referring to Figure 10, it is evident that for accurate 
recloser-fuse coordination, the fuse should operate after the recloser’s “fast 
curve” and before the recloser’s “slow curve” at the instant of fault current “Ifault”. 
However, if the situation shown in Figure 11 occurs, the fuse-recloser coordina-
tion is lost as the fuse “sees” more current compared to the recloser due to the 
DG source “G” [40] [41]. 

6.9. Reverse Power Flow 

One of the major challenges to protecting an active distribution system is be-
cause power can flow in both directions in each feeder of the grid as power  
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Figure 10. Fuse-recloser coordination curves. 
 

 
Figure 11. Fuse-recloser miscoordination due to fault “F”. 
 
sources are located on both sides. This phenomenon is depicted in Figure 12. 
Reverse power flow is also known as back feeding. It is important to mention 
that power flow also changes its direction, when local generation is greater than 
local consumption. Power quality issues can arise due to this reverse flow of 
power, that, in turn, leads to large variations in system voltage. Due to reverse 
power flow, conventional overcurrent protection is not applicable. This protec-
tion only applies to situations where fault currents flow in one direction. The 
reach of impedance relay relies on the distance between the relay location and 
the fault point. If a fault occurs downstream of the DG bus, impedance measured 
by the relay located upstream is higher than the actual fault impedance. This af-
fects the grading of relays and results in delayed operation. In some cases, de-
pending on the severity of the fault, the relay does not operate at all. Reverse 
power flow also causes problems in accurately coordinating protective relays. 
Due to bidirectional currents, settings of relays will be affected. Conventional 
differential protection will also suffer as it will be unable to distinguish fault 
current direction. Thus, a conventional differential scheme may require pilot 
communication for accurate detection of faults which is expensive [42]. 
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Figure 12. Reverse power flow due to DG. 

6.10. Loss of Mains (LOM) 

This issue refers to the phenomenon that occurs when the distribution grid dis-
connects from the main utility grid, but remains connected to part of the load in 
the utility grid. This can occur for two reasons: a utility grid fault, or a problem 
in the circuit breaker operating mechanism which is connected to a utility 
source. During this situation of unintentional islanding, the life of the person at-
tending the fault, is at stake since islanding is not detected. This problem also 
leads to uncontrolled frequency and voltage and non-synchronized reclosures 
which, in turn, can damage customers’ sensitive equipment [43]. 

6.11. Device Discrimination 

In a power network containing power sources at only one end of the system, 
fault current declines with increases in distance as the impedance increases. For 
discrimination purposes, this change in the magnitude of the fault current is uti-
lized. In the case of an islanded distribution grid with an inverter-interfaced DG 
source, fault current is restricted to a much lesser value compared to the value 
obtained with directly coupled DG. The conventional current protection 
scheme, which utilizes the disparity in fault current magnitude for discrimina-
tion, is not applicable in this situation [39]. 

6.12. Grounding 

In references [35] [44] [45] [46], probable grounding problems due to more than 
one ground current path are pointed out. If a DG unit is connected through a 
transformer which is configured as a grounded delta-wye, ground faults on the 
utility line will originate ground currents in both directions, from the fault to the 
utility transformer and to the DG transformer. This is typically not considered 
in distribution system ground fault coordination. 

Although, all the above-mentioned challenges inhibit accurate operation of 
protection systems; false tripping and blinding of protection are the most signif-
icant ones as they directly affect the relay settings. Unfortunately, these two is-
sues are also the most challenging due to intricacy in updating the relay settings 
corresponding to different levels of fault currents. 

7. Possible Solutions for Protection Issues  

Many research papers mention the problems related to DG protection; however, 
only a few suggest some solutions. Some possible solutions, to the challenges 
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encountered in protecting active distribution grids, are summarized below. 

7.1. Protection of Inverter-Interfaced DG Units 

Traditional protection systems are unable to provide accurate protection for in-
verter-interfaced DG sources as the fault current produced by these DG sources 
is of much lesser quantity. The thermal rating of the inverter limits the current. 
One possible solution can be to use a higher rated inverter which can provide 
just enough current for a protective relay to trip in the event of a fault [31] [42]. 
Although, this solution is expensive, it will solve the problem. 

7.2. Differential Protection Using Communication 

The traditional overcurrent protection is unable to provide accurate protection 
as it cannot differentiate between inverter-interfaced DG sources and overload 
current. To correctly clear the fault in islanded mode and to enable selectivity, it 
is essential for various DG sources to communicate with one another in an effec-
tive manner. Pilot wire differential communication can be utilized to solve this 
problem. This enables the information at both ends of the line to communicate 
with each other [42]. A simplistic view of pilot relay is shown in Figure 13. 

7.3. Balanced Combination of Various Types of DG Sources 

To properly protect the distribution grid in islanded mode, synchronous gene-
rator DG sources can be used in combination with inverter-interfaced DG 
sources. In this manner, there will be enough fault current for the relay to trip 
[42]. 

7.4. Symmetrical and Differential Current Components 

Symmetrical components can be utilized to protect the distribution grid against 
unsymmetrical faults, such as single line-to-ground and line-line faults. The sin-
gle line- to-ground and line-line faults can be detected using zero sequence and 
negative sequence components of current, respectively. Nevertheless, zero and 
negative sequence components of current are also non-zero when a DG source is 
operating under normal conditions. This is since a DG-connected distribution 
network might generally include single-phase loads or three-phase unbalanced 
loads [47]. 
 

 
Figure 13. Pilot relay differential communication. 
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7.5. Fault Current Limiter (FCL) 

Fault current limiters can be very useful in mitigating the effects of DG sources 
on the main grid. Basically, they consist of reactors having a large reactance and 
placed in series with the line connecting the main grid and the DG source, as 
shown in Figure 14. The large reactance plays a vital role in minimizing the fault 
currents contributed by the DG sources. However, the most difficult task here is 
setting the correct reactance. If it is too small, fault currents of DG will affect the 
main system, and if it is too large, it will suppress the currents to an extent that a 
protective relay cannot trip accurately for the desired fault [48]. 

7.6. Energy Storage Devices 

As mentioned earlier, fault current in islanded mode in the presence of inverter- 
interfaced DG sources is constrained to about two times the rated current due to 
thermal limitations of the inverter. A possible solution would be to use energy 
storage devices, such as large batteries, flywheels, and super capacitors, to pro-
vide sufficient current for the relay to operate. However, employment of these 
devices will incur a lot of expense; and most importantly, this technique will 
largely rely on islanding detection technology [48]. 

7.7. Adaptive Protection 

To deal with the varying modes of operation of an active distribution grid, adap-
tive protection is very useful [49]. When there is a variation in system topology, 
the relays automatically update their values from the database of stored values 
[50] [51]. A conceptual model of adaptive relaying is shown in Figure 15. 

7.8. Smart Protection 

Reference [52] suggests a novel concept for smart protection. Smart protection 
relies on the fact that a DG source integrated with the main grid network should 
possess its own protection scheme at PCC to transfer electrical power. The fault 
location isolation and service restoration (FLISR) application is a significant ad-
vancement in smart protection as it enables distributed utilities to devise ad-
vanced protection techniques. Figure 16 shows the time line for fault investiga-
tion without FLISR, and the delay can clearly be seen. FLISR produces an instant  
 

 
Figure 14. Use of FCL to limit DG fault current. 
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Figure 15. Adaptive protection schematic. 
 

 
Figure 16. Timeline for fault investigation without FLISR. 
 
exchange strategy for restarting sections of the distribution circuit that have 
been tripped due to an unending feeder fault. Once this strategy is produced, 
FLISR can enforce the plan to restore service where viable, usually in about sixty 
seconds, after the original fault has occurred. The FLISR application automati-
cally detects the fault occurrence and finds the fault between two intermediate 
switches. Consequently, control commands are sent to open the switches to re-
store service to non-faulted segments of the feeder. This contemporary technology 
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permits these actions to be accomplished without manual involvement. 
In smart protection, there are numerous control functions, including regu-

lated power flow on feeders, regulated voltage at the interface of each DG source, 
and load sharing when the system is operating in islanded condition. These 
functions can help in solving some issues related to protection of active distribu-
tion networks. For instance, a regulated voltage function will ensure that if a 
fault occurs at any bus, the voltage at other buses in the network will remain 
within the nominal range. Reverse power flow detectors will ensure that power 
flows only from the main grid to the DG source and not vice versa. Unsynchro-
nized reclosing can also be tackled. Smart protection can trigger a synchronism 
checker at the instance of DG interconnection. Moreover, FLISR can enable 
switched FCLs at the instant a fault occurs. In this way, fault current contribu-
tion due to DG sources will be restricted; and this will aid in proper operation of 
protection relays. A generic outline of FLISR is described below [52]. 

7.8.1. Fault Detection 
Fault location isolation and service restoration control is adjusted in a manner 
such that it operates when a short circuit fault occurs. If the feeder is deener-
gized due to manual switching operations, the FLISR application does not oper-
ate. This procedure can be attained by placing multiple fault detectors to activate 
the FLISR function. Usually, a microprocessor-based relay or intelligent elec-
tronic device (IED) is connected in grid stations to supply a signal to the FLISR 
application for proper operation. 

7.8.2. Fault Location 
In the next step, the faulty segment on the feeder needs to be located. There are 
diverse sections on the FLISR application, which are surrounded by controlled 
switches. These switches contain the faulted circuit indicator (FCI) that calcu-
lates if fault current has passed through the switch lately. This specifies if a fault 
is located farther down from the grid station and employs the FCI status and 
network topology to find the faulted area. 

7.8.3. Fault Isolation 
In this step, the FLISR application issues control commands to open the switch-
es; required to totally isolate the faulted segment of the feeder based upon the 
fault location examination. The FLISR application halts all control actions until 
the routine reclosing sequence is accomplished and ensures that feeder reconfi-
guration by the FLISR application is achieved. When the seconditions are met, 
the FLISR application follows the permanent fault to operate. 

7.8.4. Service Restoration 
This is the last step performed by the FLISR application, to isolate the faulty 
segment of the feeder. It tries to restore the service to the maximum possible 
healthy segments of the feeder by employing the normal source of supply to the 
feeder. 
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7.9. Centralized Protection 

In centralized protection, a microgrid consists of one central unit. The LV mi-
crogrid is connected to the main grid via a delta/star transformer. Normally, 
four protection devices (PD1, PD2, PD3 and PD4) are used as shown in Figure 17. 
PD1 (voltage and frequency relay) is located at the PCC, PD2 (directional over-
current relay) is in the feeder, PD3 and PD3a (non-directional over-current re-
lays) are in service connections, and PD3b (overcurrent protection with fuses) 
and PD4 (voltage and frequency relay) are located in the DG sources. A micro-
grid management system (MMS) is employed to see the microgrid status and to 
adjust the rating of the protective devices. The protective devices PD1 and PD2 
must operate in the order of milliseconds, especially during islanded operation. 
The purpose is to adjust the operating curve for the protection devices for both 
grid-connected and islanded modes. The MMS conveys the status of the micro-
grid (grid-connected or islanded) to the protection devices. Depending on this 
status, the protection devices match the measured parameter with the operating 
curves and, consequently, issue a suitable trip signal [53]. 

7.10. Rate of Voltage Change 

Loss of mains detection is possible because of the rate of change in voltage. This 
is discussed in [33]. Normally, voltage changes are much slower in large, inter-
connected power networks. If the distribution system gets in islanded mode, a 
rate of voltage change happens that is remarkably larger than during grid-connected 
operation. Thus, the voltage rate of change can be utilized to sense is landing 
operation. A flaw of this technique is its sensitivity to network disturbances oth-
er than LOM. 
 

 
Figure 17. Centralized protection of a microgrid. 
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7.11. Rate of Change of Frequency (ROCOF) 

The frequency in the islanded mode varies swiftly due to active power imbal-
ance. The conforming frequency slope (or gradient) can be utilized to sense loss 
of mains. When this gradient is greater than a specific limit, relays are tripped. 
Characteristic pick-up values are adjusted in the range of 0.1 to 1.0 Hz/s, and the 
operating time is somewhere between 0.2 and 0.5 s. An issue with ROCOF pro-
tection is the undesirable tripping that results from frequency excursions due to 
a loss of bulk supply, for instance, faults in the main grid [54] [55]. 

7.12. Disconnecting DG Sources 

Disconnecting all DG units for all temporary faults will make the power network 
unreliable, particularly because most of the faults occurring in the distribution 
system are temporary [56] [57] [58]. The DG sources must be terminated rapidly 
once the fault has been sensed to protect the sensitive power electronic devices 
in equipment, such as converters and inverters. The termination process is sim-
ple and swift: 1) the switching frequency is comparatively high compared to the 
power frequency and, 2) when the current reaches about two times the rated 
current, the switching signals are stopped [28]. 

7.13. Artificial Intelligence Techniques 

Due to the intricacy of active distribution systems and numerous uncertainty 
factors that are problematic to address using conventional protection tech-
niques, a knowledge-based method is suggested for finding faults. Normally, this 
technique needs information, such as feeder measurement, substation and feeder 
switch status, data provided by protective devices installed along the feeders, and 
environmental conditions. This information can be examined using artificial in-
telligence methods. Some artificial intelligence-based methods, that have been 
used in fault location, in active distribution systems, are described below [59]. 

7.13.1. Artificial Neural Networks (ANN) 
A generic flowchart for ANNs is shown in Figure 18. 

In [60], the ANN employs two distinct approaches to finding fault distance in 
distribution feeders using one- and two-end measurements. The scheme uses 
cascade correlation for fault detection, and both approaches perform equally 
well in accurately identifying fault location. The design has the advantage that 
cascade correlation uses fewer epochs (forward passes) and fewer hidden layers 
when compared to multilayer perceptron (MLP). 

In [61], a technique to sense high impedance faults for nonlinear arcing is 
suggested. The method evaluates lower order voltage and current harmonics. An 
ANN-based design that does not consider the fault inception angle is suggested 
in [62]. The scheme considers fault resistance and does not rely on fault incep-
tion angle. It uses the fundamental components of pre-fault and post-fault posi-
tive sequence components of voltage and current as inputs for approximating  
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Figure 18. Generic ANN flowchart. 
 
the fault location. The method employs MLP with a back propagation training 
algorithm and the Levenberg-Marquardt optimization method. 

A neural network was employed to help the network operator in a fault sec-
tion estimation control center in [63]. The research was based on the operation 
information of circuit breakers and associated protection devices. For diagnosis 
purposes, the protection of transformers, bus bars and distribution lines was 
modeled with two types of ANN: MLP and general regression neural networks 
(GRNN). The test results show that the ANN can accurately handle the varia-
tions in a system network in real bulk power systems without having the need to 
train the networks again. 

7.13.2. Fuzzy Logic 
In fuzzy set theory, the idea of possibility is used rather than the concept of 
probability. Possibility is defined as a number between one (completely possible) 
and zero (totally impossible). On the other hand, probability is a suitable meas-
ure of uncertainty if statistical information is available. In uncommon circums-
tances, where no statistics are available, an expert may be able to express degrees 
of confidence in various hypotheses. A generic flowchart for fuzzy logic is shown 
in Figure 19. 

A fuzzy logic-based classification scheme is suggested in [64] [65] [66], which 
identifies the fault type in distribution systems connected with DG. In [64], 
higher order statistics are established to extract the characteristics of a fault sig-
nal and to categorize the fault employing fuzzy logic. Fault identification using 
line current measurement of three phases is recommended in [65]. Later, this 
method was presented in [66] for detecting unsymmetrical faults in unbalanced 
systems. The fuzzy system is used in [67] to identify the fault type and fault loca-
tion in double circuit lines. The method categorizes series, shunt, and simulta-
neous series-shunt faults. Simulation results indicate that the fault location error 
percentage is within 1% for series faults and is up to 5% in shunt faults. A method 
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Figure 19. Generic flowchart of fuzzy logic. 
 
for fault detection and classification based on fuzzy logic and programmable au-
tomation and control (PAC) technology is proposed in [68]. The three-phase al-
ternating current, zero sequence and positive sequence current data are pro-
duced and processed directly for relaying. The simulation results imply that the 
scheme devised can correct tripping action and can provide real time, automatic 
protection. Although, the fuzzy-logic-based scheme is reasonable, it has a disad-
vantage in computing the global minimum using fuzzy membership functions. 
Moreover, feature definitions and extractions must be boosted for the classifica-
tion algorithm. 

7.13.3. Genetic Algorithm (GA) 
A genetic algorithm (GA) is an intelligent method that can be utilized for fault 
location. The technique searches the possible fault locations through selection, 
crossover and mutation operations to recognize the exact location. The flow-
chart for a GA is shown in Figure 20. 

A method to approximate a faulty segment using GA is developed in [69]. In 
this work, the faulty section approximation is considered as an optimization 
problem. The objective function is identified employing Hebb’s Rule and using a 
continuous genetic algorithm (CGA) optimization for faulty section identifica-
tion. The objective function decreases the time required by a CGA to detect the 
faulty section. Moreover, the suggested technique uses less storage and is faster 
than binary GA. 

A novel method using GA is presented in [70], which divides the active dis-
tribution systems into main branch and individual regions. The independent re-
gions are sensed using the fault current and GA is utilized for fault location for 
the chief branch and fault independent regions. This scheme is only applicable 
for a single kind of fault. A fault location method using GA for distribution 
feeders is suggested in [71]. It uses line parameters at both terminals of the feed-
er to recognize the fault location. The design was tested with the real fault re-
cording data obtained from the South Grid of China.GA and wavelet transform 
are used in [72] for fault sorting. The scheme uses three-phase currents at one 
end of a distribution line for fault detection. The characteristics are extracted 
using discrete wavelet transform and are treated as inputs to GA. The suggested 
work categorizes faults with a maximum error percentage of about 7%. 

The benefits of the GA technique are that the simulation speed can be im-
proved and the dimensions of likely solutions can be abridged. The drawback is 
that the results are not reliable over time because in GA, nearly all processes are  
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Figure 20. Genetic algorithm flowchart. 
 
random. There is a likelihood that GA may yield inaccurate results; therefore, 
online analysis using this method may not be suitable. 

7.13.4. Matching Approach 
The matching approach employs a database for identifying fault locations. The 
scheme compares the measured and simulated data. It observes its environment 
and takes actions that maximizes its chance of success to achieve an aim. The 
aim here is to accurately identify fault location. Schematics of the matching ap-
proach for fault detection are shown in Figure 21. 

Usually, voltage sag or current data are recorded to classify the fault location. 
In [73], a method for recognizing the faulty segment is presented, where a data-
base is shaped by producing a fault at numerous segments. When a fault takes 
place, the voltage sag during the actual fault is matched to the one in the data-
base to recognize the faulty segment. The drawback of this design is that only the 
faulty section is identified; therefore, maintenance personnel need to continually 
travel along the suspected line segment to accurately determine the exact fault 
location This is time consuming if the line section is very long and postpones the 
restoration process. Later, the technique was further enhanced in [74] for calcu-
lating the fault distance. The fault distance is computed using a trigonometric 
equation considering a linear depiction of voltage sag between two nodes. An 
enhancement was done in [75], considering the voltage sag nonlinear depiction 
between two nodes. A set of two quadratic equations are framed using voltage 
phase and distance and current phase and distance for fault distance computa-
tion. Nevertheless, this technique is precise for lower fault resistance. 

A method in [76] suggests a better faulty section location for three-phase 
bolted faults by considering multiple measurements. The design presents a novel 
idea to recognize the faulty section and a ranking technique to prioritize the 
faulty section. The method is assessed on a11 kV active distribution network 
containing 5 branches and 43 nodes. The simulation results demonstrate that 
accurate fault distance is attained by calculating the average of the fault distance 
from each measurement data. The advantage of the matching approach is that it 
is cost-effective as it considers only the data associated with node voltage sag. 
The drawback of this approach is that it relies on the simulated data stored in a 
database for matching the data with real fault data. The process of creating this 
database is onerous as it is created by carrying out simulations for fault at every 
system node. 
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Figure 21. Matching approach schematic. 

7.14. Phasor Measurement Units (PMUs) 

A generic schematic implementation of a PMU is shown in Figure 22 [3]. The 
receiver section receives the Global Positioning System (GPS) transmission 
which then delivers a phase-locked sampling clock pulse to the analog to digital 
converter mechanism. The sampled data is transformed to a complex number 
which characterizes the sampled waveform phasor. Phasors of the three phases 
are merged to give a positive sequence measurement. Computation of the dis-
crete Fourier transform (DFT) enables the signal (voltage or current) to be 
measured. 

Phasor measurement units are effective in measuring various electrical quan-
tities (voltages, currents, phase-angles etc.) in real time, and can also be applied 
to protection of DG-connected networks. The PMUs also have some limitations. 
The key hurdle in implementing PMUs on a large-scale, active distribution net-
work is the considerable expense associated with the communication network 
needed to support this technology. Moreover, it is hard to monitor a huge 
amount of output data. Communication delays should be considered which can 
lead to delayed action in protection signals. Algorithms are computationally 
heavy and distortion and harmonics can further deter the results. The use of 
PMUs may, in some situations, be beneficial for long transmission lines; but they 
have inadequate capabilities as far as distribution systems are concerned. Lower 
distances in distribution grids indicate lower amplitude and phase differences 
between the electric quantities at different nodes. This means more accuracy is 
required to correctly measure these differences. The high amount of distortion 
that is usually prevalent in active distribution networks may lead to a need for 
redefining compliance limits with harmonic intrusions which is beyond the 
present standard. Lastly, the nonexistence of human supervision requires a high 
amount of trustworthiness of the information coming from PMUs to utilize 
them in protection applications [3]. 

7.15. Impedance-Based Pilot Protection Scheme 

Although monitoring the variation in impedance could be a reliable way to 
detect the occurrence of faults in low-fault microgrids, locating faults can be 
more complex depending on the microgrid topologies. Feeder lengths of typical 
microgrids are comparatively small; therefore, the impedance seen by various 
relays, not only the closest relay to the fault, could drop below their threshold 
values. Furthermore, it is difficult to use conventional distance protection to  
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Figure 22. Phasor measurement unit block diagram implementation. 

 
coordinate between impedance relays, based on the values of measured imped-
ance since microgrids exist in different configurations, have tapped feeders, and 
have no standard locations for fault interrupting devices .For those microgrids 
where coordination between impedance relays based on the measured imped-
ance is not practicable for the above-mentioned reasons, an impedance-based 
pilot protection scheme can be used. This protection scheme is based on com-
munication between adjacent relays or, in general, between relays of the same 
protection zone, to find the fault. Each feeder relay is equipped with an imped-
ance element to sense fault occurrence and a directional element to find the di-
rection of the fault. Different pilot protection logics can be used to find out the 
location of the fault. For instance, a pilot protection logic based on permissive 
and blocking signals could be realized as follows [77]: 

1) Any relay that detects a fault will: 
• Sends a block signal to its reverse zone breakers. 
• Sends a permissive signal to its forward zone breakers. 

2) Any relay that receives a permissive signal will: 
• Ignore the signal if it has detected a fault and the signal is from one of its re-

verse zone breakers. 
• Issue a trip signal to the breaker (fault is in the forward zone) if it has de-

tected a fault and the signal is from one of its forward zone breakers. 
• Send back a permissive signal and issue a trip signal to the breaker (fault is in 

the zone shared by the breaker which sent the original permissive signal) if it 
has not detected a fault. 

The criteria for tripping is meeting one of the following two conditions: 
1) Fault detection, no blocking signal and, optionally, receiving permissive a 

signal. 
2) No fault detection, no blocking signal and receiving a permissive signal. 
To exemplify the basic operation of the proposed scheme, consider Figure 23. 

Assume a fault (denoted by F) took place on the line segment between relays B1 
and B2. Moreover, suppose that impedance elements at all three relays (B1, B2  
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Figure 23. Impedance-based pilot protection scheme. 
 
and B3) detected a drop in their measured impedance below the detection thre-
shold and therefore, declared a fault. Directional elements of these three relays 
will identify the direction of the fault as shown in Figure 23. 

Relay B2 will send a permissive signal to relay B1 and a blocking signal to re-
lay B3. Similarly, relay B3 will send a permissive signal to relay B2 and a block 
signal to its reverse zone relays (not shown in Figure 23). Consequently, relays 
B1 and B2, having detected the fault and received permissive signals, will trip 
their corresponding breakers to clear the fault. 

In general, all relays of the same protection zone have to be able to communi-
cate with one another. For instance, for the part of the microgrid depicted in 
Figure 24, assume that B7 was the only relay that detected the fault F1 based on 
a drop of the measured impedance at B7. According to the above pilot logic, B7 
should send permissive signals to B1, B2, B4 and B8. This could be accomplished 
via peer communication by sending the permissive signal from B7 to B2 and re-
questing that B2 transfer the permissive signal to B4 and so on. It is significant, 
however, that while microgrid configurations like the one depicted in Figure 24, 
are very complex from a protection perspective, they are rather rare in practice 
today. 

7.16. Protection of Multiple Microgrids 

Currently, some researchers are working towards protection of multiple micro-
grids. This innovative concept corresponds to a high-level structure- formed at 
the medium voltage (MV) level and comprises of several LV microgrids and DG 
units connected to adjacent MV feeders. For grid protection, microgrids, DG 
units and MV loads under active demand-side management control can be con-
sidered to be active cells in this kind of power network [78]. A possible schemat-
ic for protection of a multiple microgrid system is shown in Figure 25. 

The central autonomous management controller (CAMC) is the heart of the 
system. It receives fault information from all DG sources connected in the mi-
crogrid. The demand management system (DMS) will increase or decrease the 
demand according to the fault scenarios. The microgrid central control (MGCC) 
of each microgrid communicates with the CAMC to monitor the status of faults. 
The remote telemetry unit (RTU) is a microprocessor-based device that trans-
mits telemetric information to the CAMC. The RTU permits synchronized and 
combined management of individual elements at the LV level, such as microgr-
ids (and conforming microsources, loads and storage devices). Those DG units 
and loads taking part in active demand-side management approaches, directly 
connected to the MV grid, may need a devoted communication infrastructure.  
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Figure 24. Impedance-based pilot protection scheme. 
 

 
Figure 25. Protection management architecture of a multi-microgrid system. 
 

This local communication infrastructure is the main entity for handling the 
distribution network in a very efficient way, thereby, making the most of the DG 
integration, especially renewable-based power sources. The key problem when 
dealing with protection approaches for multiple microgrid systems is the use of 
individual protective relays, which must possess a specific amount of autonomy 
and be able to communicate with each other to devise precise protection actions. 
A partially decentralized scheme is justified by the incredible upsurge in both 
dimension and complexity of the network such that the management of a mul-
ti-microgrid system necessitates the employment of a flexible and reliable pro-
tection management architecture. 
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Summary of challenges encountered in DG-connected distribution networks 
and corresponding solutions is presented in Table 4 and Table 5. 

8. Conclusion and Future Work 

This paper reviewed some major challenges and possible solutions for active dis-
tribution networks. The challenges include false tripping, protection blinding, 
fuse-recloser coordination, changes in fault impedance, unsynchronized reclos-
ing, reverse power flow, loss of mains, selection of a protection device, device 
discrimination, grounding, single-phase connections, and variations in 
short-circuit current levels. Possible solutions include the use of higher rating 
inverter, communication links, energy storage devices, adaptive protection, 
smart protection, fault current limiter, centralized protection, artificial intelli-
gence techniques, phasor measurement units, impedance-based pilot protection, 
disconnecting DG sources, balanced combination of numerous DG sources and 
central autonomous management controller. In addition, fault types and sources 
were briefly discussed. The present study also pointed out main applications of 
DG and major issues of microgrids. Based on the work, presented in this paper, 
it can be concluded that one needs to make a trade-off between various chal-
lenges and go with the one that gives the consumer and the company, maximum 
benefits in terms of less interruptions and disturbances. In other words, there is 
a need to determine the efficacy of the situation which affects system performance 
the least, in terms of reliability and dependability. Moreover, there is a dire need 
to come up with a solution that can tackle these challenges in the most effective 
way. A possible future direction could be to examine some test distribution sys-
tems (including meshed and interconnected) under numerous possible operat-
ing conditions and observe variations in critical system parameters (e.g. varia-
tions in fault currents, bus voltages etc.) considering the challenges mentioned in 
this paper. Moreover, a camera can be installed on a pole which can monitor the 
fault occurrence. The scheme can be implemented on a small test system to ob-
serve its accuracy and reliability when applied to protection of DG connected 
distribution systems as depicted in Figure 26. As evident from the figure, a digital 
 

 
Figure 26. Suggested solution using a digital camera. 

https://doi.org/10.4236/epe.2017.910042


U. Shahzad et al. 
 

 

DOI: 10.4236/epe.2017.910042 648 Energy and Power Engineering 
 

Table 4. Protection challenges of DG and corresponding solutions. 

Challenges Solutions 

Variations in Short Circuit Levels Higher Rating Inverter 

False Tripping Communication 

Blinding of Protection 
Symmetrical and Differential Current  

Components/Adaptive Protection 

Unsynchronized Reclosing Energy Storage Devices 

Selection of a Protection Device Adaptive Protection 

Single-Phase Connection Rate of Voltage/Frequency Change 

Change in Fault Impedance Balanced Combination of Various DG 

Recloser-Fuse Coordination Smart/Adaptive Protection 

Reverse Power Flow Fault Current Limiter 

Loss of Mains Centralized Protection 

Device Discrimination Fault Current Limiter 

Grounding Disconnecting DG Sources/Adaptive Protection 

 
Table 5. Solutions applicable to various challenges of DG protection. 

Artificial Intelligence Techniques 

Phasor Measurement Units 

Impedance-Based Pilot Protection 

Central Autonomous Management Controller/Demand Management System 

 
camera can be employed to monitor real-time information from the system in 
the form of digital video, audio, and images. The camera can be linked to an au-
tomated protection device that trips when it receives a signal from the camera. 
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