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Abstract: The traditional network defense technology can’t adapt to the complicated, diversified and intel-
lectualized modern network attack. As a kind of emerging technology which resistances network attack, the
active defense technology has not merely overcome the traditional defense technology’s flaw, but also mani-
fested the very strong superiority. Putting forward an active way of network defense model with ac-
tive-detecting and active-warning based on Agent technology. With this model we can not only detect known
threat, but also detect inner threat from the network and unknown threat. So agent-based defense network
model makes the network safer.
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Figure 1. The composition of active defense network
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Figure 2. Active Defense Network Model based on Agent
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