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Published: March 28, 2019 specific vector. The purpose of this research is to simplify these operations.

ing this multiplicative inverse by a specific matrix, and adding the result to a
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as simple XOR operations, and the result is a simple, straightforward way
finding the transformation.

Commons Attribution International
License (CC BY 4.0). Keywords

http://creativecommons.org/licenses/by/4.0/

Rijndael Cipher, Advanced Encryption Standard, Multiplicative Inverse, XOR

Operation

1. Introduction

Rijndael ByteSub transformation (or AES substitution byte) [1] transforms an
input byte into another byte by two operations:

1) Finding a multiplicative inverse of an input byte (a,a4asa,a,a,a,a,) in the
finite field GF (2%).

2) Applying the following affine transform:

+b

(i+5)mod(8)

+b

(i+6)mod(8)

c =b,.+b(
+b

(i+7)mod(8)

i+4)mod(8)
+d,, 0<i<7

(1

where (b,bbsb,byb,bb,) is resulting from the first operation,
(d,dydsd,d,d,d,d,)=01100011.

In general, the multiplicative inverse is found by using the extended Euclidean
algorithm [2], instead of using it, we use an elegant technique which finds the

multiplicative inverse in clear steps.
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The transform of the second operation can be expressed in the matrix form as:

o] [t 000 1 1 1 1b] [1
al |1 1000 1 1 1|b] |1
| (111000 1 1|b] |0
G111 1000 1ih| 0 )
| [1 1 11100 0fbf |0
| |01 1 1 1 1 0 0[b| |1
| (001 1 1 1 1 0[b| |1
;] 10001 1 1 1 1]b] |0]

To solve this system, we use an unusual and more suitable technique which
shows this multiplication of matrix (8 x 8) and matrix (8 x 1) as simple XOR

operations, and we can find it directly from (b,b:b;b,b,b,bb,) .

2. The Methodology

For an input byte (a,a4a5a,a,a,a,a, ), we find its multiplicative inverse
(b,bsbsb,byb,bb, ), and find (e,esese,e56,€,¢,) such that:

el [1 000 1 1 1 1b]
e 110001 1 1|
e, 1 11000 1 1|5
e | 1 11100 0 1| 3)
e, 1 11 110 0 0]
e 01 1 1 11 0 0}b
e 0011 111 0jbpb
le;|] (000 1 1 1 1 1]b]
Then, we find the output (c7cﬁcsc4030201c0) as:
(e, ] Te ] [1]
C e 1
c, e, 0
Gl_le ], 0 @
¢y e, 0
s e 1
Cs € 1
c; e, | |0]
First, we find a multiplicative inverse of
a,x’ +ax’ +ax’ +axt +ax’ +a,x’ +ax+a, mod()c8 +xt 0 x4 1) .
Let M, =ax +ax’+ax +a,x'+a,x’ +a,x* +ax+a,,
P=x"+x"+x"+x+1, and represent the multiplicative inverse by 7.
Weseek for ¢, and 7 satisfying:
Mg, +1r =0, (5)

where O, =P+1 [3], (lookat Table 1).
If n=0,then T=g,.
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If n#0,welet M,=r+1 andseekfor ¢, and r, satisfying:
Mg, +r,=0, 2<i<7 (6)

where O, =M, ,and M, =r. (lookatTable 2).
Whenever r, =1, then

1

T=T =g,

i

it @)

where 7 =1,and T, =g¢,.

Then, to find (e,¢;e5e,65¢,¢¢, ) , we write the system (3), as follows:

|y [ ®

e, = Xb, +1b, 9)
eszbl.+)ﬂ)j (10)
where 0<i<3, 4<;<7,and

1 00 0]
1 100

X = (11)
1 110
111 1]
11 1 1]
01 11

Y = (12)
00 11
000 1
b, b,
bl bS

b = , b= (13)
b, 7o b
by b,

Table 1. First step to find the multiplicative inverse.

i M q r Q

1 M, q, i 0 =P+1

Table 2. All steps to find the multiplicative inverse.

i M q r Q

1 M, q, 7 O =P+l
2 M,=r+1 q, r, 0,=M,
3 M, =r, q; 7 0, =M,
4 M, =n 4, 7, 0,=M,
5 M, =r, qs 7 0,=M,
6 M =r, 4, 7, 0, =M,
7 M, =r, 4, r 0,=M,
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Then we compute

1 0 0 0}lb b,
110 0| by +b,
Xb, = = (14)
1 11 0} b, +b +b,
1 11 1]b by +b, +b, +b; |
(1 1 1 1][b, | [b +b+bs+b,]
01 1 1]|b b, +b, +b.
Yb. = 5 7% T (15)
10 0 1 1) b b, +b,
100 0 1)/b] | b, ]
(1 1 1 1][b,| [b+b,+b +b,
01 1 1|5 b, +b, +b,
Yb, = - (16)
0 0 1 15 b, +b,
10 0 0 1__b3_ i b,
1 00 0]b, b,
1 10 0}b b, +b,
Xb. = = (17)
P11 1 0 b b, +b; +b;
1 11 1|5 b, +b,+b,+b,

i b, 1 [b,+by+b,+b, | [b,+b,+b,+bs+b, |
Xb,+7b, = b, +b, N b, + b, + b, _ by +b, +b, +bs + b, (18)
/ b, +b +b, b, +b, b, +b, +b, +b, +b,

_b0+b1+b2+b3_ i b, | _b0+b1+b2+b3+b7_
(b, +b,+b,+b, | | b, 1 [by+b,+b +b,+b, |
Yo, + Xb, = b, +b, +b, . b, + b, _ b, +b, +b +b, +b, (19)
b, +b, b, + b, + b b, +b, +b, + b + b
i b, | | bytbs+by+b, | | by+b,+bs+bg+b, |
The result is
(e, | [b,+b, +b,+b,+b, |
e by +b, +b, + b, + b,
e, by +b,+b, +b, +b
e | by +b +b,+b,+b, (20)
e, | | by+b,+b +b,+b,
e; b, +b, + b, +b, + b,
€ b, +b, +b, + b + b
le; | | by +b,+bs+b+b |
and this satisfies:
€= bi + b(i+4)mod(8) + b(i+5)mod(8) +b(i+6)mod(8) + b(i+7)mod(8)’ 0<i<7 (21)

Atthelast, to find (c,coese,65006,¢, ), weadd (e,e4ee,e0,¢,8,) to 01100011,

3. Results
The matrices: Xb,,Yb,,Yb, and Xb; are just (b,bshsb,b,b,bb,) with some
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XOR operations. When multiplying Xby &, or b, the result will be:

(first element, first + second, first + second + third, first + second + third+
fourth) of b, or b;, and when multiplying Y'by b, or b, starting from the
fourth element, the result will be:

(First + second + third + fourth, second + third + fourth, third + fourth,
fourth) of b, or b,.

So, we can find (e,ee5e,e5e,6,6,) from  (b,b,bsb,b,b,bb,) directly.

4. Example

To encrypt:

Input:

32 43 Fo A8 88 54 30 8D 31 31 98 A2 E0 37 07 34
Key:
2B 7E 15 16 28 AE D2 A6 AB F/ 15 88 09 CF 4F 3C
using AES [1].

Let us do the first step (Rijndael ByteSub transformation).

32 88 31 EO 2B 28 AB 09 19
43 54 31 37 TE AE F7 CF
F6 30 98 07 " 15 D2 15 4F
A8 8D A2 34 16 46 88 3C

We just transform the element {19},
19=00011001 = x* +x* +1

Computing the multiplicative inverse, (look at Table 3).
Since r, =1,
T=T,
=q,1) +1,
=x(x4 +x+x° +x+1)+1
=x" +x 4+ +x+1

=00111111

Now, we take (00111111), to do the second operation.

(1] 17 [o] [1]
1 o |1 1
+
1 1l |o 1
1 0| 0] 0
— == — —>
1 o] [1 1
1 1| |0 1
+
0 ol |0 0
o] [1] [0] |1

Then we add the result to (01 10001 1)
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Table 3. Steps finish when r, =1.

i M q r Q
1 x4l X+ +x+1 X +xt+1 X+xt+x’+x
2 X +x° X 1 XX+
(1] [1] [o]
1 1 0
1 0 1
0 0 0
1| "o|7|1
1 1 0
0 1 1
L1 o) L1

So,
19 - 11010100 = D4

5. Conclusion

The modern technique proposed in this work equivalently finds the Rijndael
byte substitute transformation without a need to compute multiplicative inverses

and matrices multiplication by traditional methods.
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