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Abstract

Today, the internet extensively impacts people’s lives through improved com-
munications, interactions, and the exchange of information. Despite all these
positive effects, it also causes in significant negative issues. Over the recent
years, cases of online fraud, cyber-bullying, racial abuse, gambling, and por-
nography have increased due to the lack of self-control and overall awareness
among internet users. Therefore, there is a need to create awareness and
training on cybersecurity in schools to protect students from cyber-bullying,
online fraud, and being targets of prejudice. Research reveals that the level of
self-control and awareness among internet users is still moderate and low. To
ensure cybersecurity awareness and knowledge among internet users, young
people need to get educated on how to operate safely in cyberspace. This
education will guarantee that they understand how to protect themselves
from cybercrimes. To this extent, this research paper will explore the essence
of cybersecurity education in schools and provide strategies that educators
can utilize to promote cybersecurity education across learning institutions.
This paper will thus conclude how cybersecurity training can be implemented
in a learning institution.
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1. Introduction

Many people today use the internet as a platform to provoke discussions, to ex-
pand their popularity, or to express their feelings. They also engage in citizen
journalism where they gain satisfaction from being the first to share a given issue
through increased attention from other users. Through various social media

platforms such as Facebook, Instagram, Twitter, and YouTube, internet users
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can post their videos, photos, and even comments regarding a given issue. In this
way, people often keep in touch through the internet by posting their activities,
interactions, and other aspects of their daily lives [1]. However, sometimes a
problem arises when these internet users are quick to share information without
concern for their safety, or the validity of the content [2].

In this era of rapid advancement in multimedia and technology, the internet is
easily accessible to all people, adults or children. Therefore, knowledge and edu-
cation on cybersecurity should be availed at a young age to cultivate a culture of
cyber-safety awareness on a global scale. Educators should focus on the benefits
of internet excessive use in addition to its adverse effects which include personal
information exposure and addiction to gambling, gaming, and pornography [3].
These adverse effects have negatively influenced young people’s mental health
and behaviors particularly with regards to their social interactions in the real
world [3].

Cybercrime against adolescents and children is a growing concern among
parents and the society at large mostly because parents are unaware of the
threats that cyberattacks pose to their children within their households. Typical-
ly, children avoid inform their parents of their internet activities, an aspect that
makes it more difficult to detect the harm presented by cyberattacks. Research
also reveals that cyberbullying has grown in popularity due to increasing inter-
net use by young people and more so, school children suffer the most as they are
easy targets to bullying [4]. More importantly, using the internet among children
has exposed them to prejudiced targeting, intimidation, harassment, and sexual
exploitation [4].

Research conducted by the New York Police revealed that almost 80% of sex-
ual abuse cases in the nation had been linked to virtual friendships. The study
also asserted that the victims of these attacks are primarily teenagers, therefore
revealing the need to teach young people on the importance of cybersecurity
knowledge early enough [5]. The internet also provides anonymity, an aspect
that makes it harder to identify and arrest sexual predators who target underage
youth. Grooming adolescents and children to become sexual abuse victims has
worsened due to this anonymity, and the predators’ methods consistently evolve
to avoid detection by authorities [6].

Today, children have become skilled and efficient in using their smartphones,
and this becomes a problem for parents wishing to protect their kids from cybe-
rattacks or to even monitor their online activities. With positive intentions, par-
ents provide children with unlimited access to internet gadgets as a measure to-
wards monitoring their safety or ensuring their accessibility. However, with this
freedom and unrestricted access, children’s vulnerability to cyber threats has
tremendously increased especially by exposing them to cybercrime [7].

As such, when children enjoy the various benefits of the internet, they must
understand the associated threats through cybersecurity education in academic
institutions. Cybersecurity knowledge will help to protect them from the poten-

tial risks associated with internet use, and to understand cyber ethics. In this re-
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gard, educators should be responsible for disseminating cybersecurity threats to
promote accountable internet use; this will help reduce the prevalence of cy-
ber-attacks [8]. Children’s use of various social media platforms has rapidly
evolved due to considerable market, technological and societal innovation. A
study on children’s internet usage revealed that they spend most of their internet
time watching mini-movies, cartoons, animations, and songs [9]. Younger child-
ren prefer cartoons and animations while older ones watch more mature content
on various platforms including blogs, games, music videos, entertaining short
videos, internet personalities and engaging in social media [9].

Therefore, with this background information, schools should play a crucial
role in teaching digital literacy to protect children from potential cyber threats.
They can also guide parents on managing and monitoring their internet usage at
home to restrict easy access to mature content. More importantly, parents can be
advised on how to regulate the amount of time their children spend online using
simple strategies and activities such as engaging them in house chores or spend-
ing quality time with them. It is important to control a child’s online activities
since research shows that children who spend too much time online playing
video games, and watching movies are likely to develop antisocial or aggressive
behaviors [9] [10].

The primary objective of cybersecurity knowledge in schools is to educate
young internet users on the potential risks of using various social media plat-
forms. The different internet communication platforms such as chat, social me-
dia, email, instant messaging, and online gaming can expose users to cyberat-
tacks such as insults and prejudicial attacks from other internet users [11]. These
attacks are particularly problematic for people with low self-esteem who are at a
higher risk of being affected by hateful comments, and this might lead to depres-
sion [12].

Objectives

Several previous studies have been conducted regarding the implication of cy-
bersecurity knowledge in schools to shed light on the essence of this education in
learning institutions. However, very few articles focus on the necessary measures
to be implemented by schools in cultivating cybersecurity awareness. Therefore,
the main objective of this research is to discuss the relevance of cybersecurity
education in schools. It will give insight into the risks associated with excessive
usage, the types of risks, and the key aspects that educators ought to highlight in
providing quality education. Factors that hinder cybersecurity education will be
discussed along with the significance of cybersecurity knowledge that teachers

can utilize in schools in the context of the American education system.

2. Cybersecurity

Today, the emergence and advancement in technology allow people to enjoy

dual realms, that is, the virtual world and the real world. For instance, people
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have been known to create fake Instagram and Facebook posts that show lavish
lifestyles while living in poverty. With applications and search engines such as
YouTube, Yahoo, and Google, vital information is now readily available and ac-
cessible by all people with electronic gadgets such as computers and phones
whereby users can manipulate the message to achieve their set goal or to entice
their victims [13].

To add on, the physical market is slowly being replaced by the virtual market-
place through e-commerce, which proves to be a more efficient and cost-effective
approach to conducting business. Depending on the website’s policy, a buyer
identifies the item he intends to buy, after which he pays before or after delivery.
However, online business has dramatically contributed to online frauds and cy-
bercrimes. For instance, a buyer can purchase an item that does not exist but is
displayed in an online market and as such, the buyer often gets scammed off
their money [4]. In other instances, the buyer might end up providing vital per-
sonal information that could be exploited for phishing or identity theft from un-
credible websites.

The growing use of the internet also contributes to adverse effects including
the development of addictions (gambling, gaming, and pornography) and cy-
berbullying. Such issues should be contained at an early stage to ensure they
have limited implications on internet users. The best way to manage these inter-
net threats is through incorporating cybersecurity education in learning institu-
tions, where students learn early enough how to identify potential scams or
threats and the ethics of interacting with others online. To this extent, cyberse-
curity knowledge is vital among internet users as it covers ways of reacting to
cyber threats to ensure they have limited implications on people’s lives [6].

Research also shows that cybercrimes can occur at any time, regardless of or-
ganizations, places, and individuals. Therefore, this calls for the implementation
of cybersecurity knowledge across all levels of learning institutions [8]. Cyber-
security is the state of protection from unauthorized electronic data use and
criminals’ access [8]. It covers the measures taken in ensuring safety from cyber-
crimes. Incorporating this knowledge in schools will cultivate a culture that em-
braces ethical internet use from an early age, ultimately mitigating the negative
effects that cyber-criminals have on younger populations particularly with re-
gards to bullying [10].

The explosion and advancements of Information Communication Technology
(ICT) lead to in drastic changes in daily lives. Communication is far more effi-
cient regardless of geographical boundaries, and information is readily available
to all. More importantly, the advancement in technology has helped develop a
society that embraces innovation and inventions. Through the exchange of ideas,
internet users can easily develop solutions to crucial problems and ultimately
contribute to the establishment of a more positive community in the long term.
However, criminals can exploit these advancements to devise new ways of ex-
ecuting cybercrimes while ensuring their anonymity and intrackability by au-
thorities [13].
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The World Wide Web has enabled organizations and individuals to easily dis-
play and share vital information across distances. However, sometimes this in-
formation can be utilized for damaging purposes, which negatively impacts
people’s lives. For instance, criminals develop ransomware and use it to target
large corporations by threatening to expose vital data and information unless
they receive some form of payment. In this case, the failure to pay the ransom
may result in releasing critical information that may damage an individual or
organization [1]. Therefore, cybersecurity knowledge can help curb this problem
by securing data and information free from criminals.

Another important aspect to note is that mature content such as pornography
easily accessible to children through the internet. While these websites are re-
quired to issue a warning indicating adult content, such warnings do very little
to deter or blocking children from accessing their content. Viewing such content
at an early age gives children a negative image of sex and could be detrimental to
children’s mental health. The increased access to pornography can also contri-
bute to the prevalence of antisocial and violent behaviors with particular regard
to sexual violence. Also, research conducted on New York schools revealed that
unhealthy channels on the internet are to blame for the prevalence of teenage
drop-outs in schools today [3].

Cybersecurity can also be described as the process, state, or activity in which
communication systems and information are protected from modification, un-
authorized access, or exploitation. Therefore, cybersecurity knowledge can help
prevent people from cyber threats such as ransomware [14]. Children are often
exposed to numerous threats such as adult content that they may encounter in
games and videos; this content may negatively affect their mental health. To this
extent, parents can also benefit from cybersecurity knowledge by ensuring that
they help protect their children from harmful online content [9]. Parents can do
this by installing parental controls in televisions and phones to restrict children
from harmful content and also engaging their children in active conversations
on their online activities and the associated risks.

On a more positive note, children can use the internet to access numerous
books and journals vital for their education and ultimately expand their know-
ledge and expertise. For instance, YouTube is full of tutorial videos that can help
people tackle common problems in their everyday life. More importantly, people
need skills and knowledge in English to play games to understand the games’
procedures and settings [2]. Therefore, playing games often encourage the ad-
vancement and development of speaking, writing, and reading in English. How-
ever, such games often encourage laziness among kids as they spend long hours
trying to complete the various levels. Too much concentration on these gadgets
and gameplay has proven detrimental to children as they may develop aggressive
or antisocial behaviors in their adulthood [5]. More importantly, such games
may affect their education as they often spend more time playing video games

instead of reviewing their course contents and lessons [5].
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Principles of Cybersecurity

Typically, cybersecurity principles guide how people and institutions can protect
themselves from cyber threats that may be detrimental to their stored data and
information. In this manner, the cybersecurity principles help protect vital data
and information, and they are grouped into four main categories; protect, go-
vern, respond and detect [4].

The governing principles are often involved in managing and identifying var-
ious security risks, which helps detect cyber threats. Additionally, the protection
principles are designed to implement multiple security controls to help prevent
and reduce vulnerability to cyber threats [10]. There are also response principles
that are designed to recover from and respond to various cybercrime incidents.
Therefore, this principle helps prevent a similar occurrence in the future. Finally,
the detect tenets ensure cybersecurity incidents are detected, solved, and un-
derstood to avoid negative implications [8].

More importantly, these principles follow their separate guidelines (labelled
G1 to G5) to ensure the security of given cyberspace is maintained. For instance,
the G1 often involves a Chief Security Officer who provides oversight and lea-
dership in cybersecurity programs. In this manner, they overlook various pro-
cedures to avoid any mistakes. The G2 is also critical as it helps identify faults in
multiple systems, data, and applications. In this way, they are often documented
to allow for future reference. The G3 is also vital as it helps in the integrity,
availability, and confidentiality of applications, data, and various systems. Addi-
tionally, the G4 is also vital as it manages the cybersecurity processes embedded
in different frameworks [14]. The G5 code is also critical as it helps document,
manage, and identifies the applications and systems authorized for use [3].

The protect principles also have various categories. The first is the P1, a sys-
tem designed to help deploy, maintain, and design applications according to
confidentiality, value, availability, and integrity. The P2, on the other hand, is
designed to support and deliver trusted suppliers to online users; this allows in-
stitutions to benefit from their innocence. Additionally, there is the P3 that is a
system configured to help propagate and reduce the vulnerability of systems to
cyberattacks. The P4 is also vital in ensuring that applications and systems are
kept accountable, auditable, and secure. Lastly, the P5 is critical in ensuring that
the various security vulnerabilities are identified and curbed [9].

The detect cybersecurity principles have proven essential in promoting cyber-
security among various institutions. For instance, it has the D1 code to help
detect abnormal activities and security events in multiple systems and applica-
tions. More importantly, the D1 is significant in promptly correlating, analyzing,
and collecting data on abnormal activity. The response principles are also vital in
promoting cybersecurity as they have the R1 that identifies and reports cyberse-
curity events externally and internally to relevant bodies [1]. The R2 is also crit-
ical as it helps eradicate, contain, and recover from cyber-attacks promptly.

Therefore, these systems can help institutions protect their data from cyber
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threats. More importantly, they are often able to help institutions recovery from
cyberattacks. Finally, the R3 usually ensures business continuity and creates de-
velopment plans that help entities recover from cyber-attacks [8].

Educational institutions can take advantage of the various maturity modeling
plans to help in ensuring that cybersecurity is upheld. The five maturity levels
include; incomplete, initial, managing, developing, and optimizing. Initial means
that the cybersecurity principles are utilized but poorly. The incomplete means
that the codes are not implemented or partially implemented. The developing
model means that the principles are well implemented. On the other hand, the
managing principle means that the regulations were established as standard
business policy and practice. Finally, the optimizing model implies a deliberate
focus on continual improvement and optimization [2]. Therefore, cybersecurity

is often ensured when these principles are upheld.

3. Need for Cybersecurity Knowledge

Research conducted by the Multimedia and Cyber Crime Investigation Division
revealed that cyber-love scams concern the United States [11]. In such cases,
scammers often find their victims over the internet and spend quality time en-
suring trust is established before seeking financial help or personal information
that could compromise the victims’ security. These cases have been on the rise
recently, as some most youths find it to be a lucrative way to earn money faster
[11]. The number of cybercrimes in the United States has tremendously in-
creased, with 814 cases reported in 2012 and 1095 cases reported the following
year, and a relative increase in 2020 primarily due to the COVID-19 pandemic
[15]. These cases have been rampant and have contributed to the loss of money
from victims. More importantly, the downloading and uploading of internation-
al films and local music without the owner’s consent increased. In such cases,
fake internet profiles have made it impossible to make arrests and curb this
problem. Although the US has various measures to curb internet fraud, the vice
is still prevalent today targeting older and younger victims [7].

Furthermore, the fraudulent purchase of illegal goods over the internet is pre-
valent in the US, with the nation recording billions in losses involving housing,
tourism, and the automobile sector [12]. Therefore, this calls for the incorpora-
tion of cybersecurity education in schools to prevent cybercrime among young
people; this will also transpose into adulthood. A culture of cybersecurity know-
ledge will be cultivated among people. More importantly, cybersecurity know-
ledge and education are also crucial in preventing addiction to pornography and
computer games available on the internet. This addiction often results in the de-
velopment of antisocial behaviors [12].

As teenagers spend most of their time socializing and playing computer
games, they often develop addiction towards the virtual world, and in most cas-
es, they may lose touch with the real world. Addiction to computer games can be

inevitable with time, and children’s precious time may be consumed with their
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gadgets. In this way, such kids could struggle with their education and interac-
tions with friends. Therefore, the internet is responsible for having adverse ef-
fects on young people [1]. This can be prevented by implementing cybersecurity
knowledge in schools.

More importantly, the excessive use of the internet is associated with an im-
balance in sleeping patterns; children often spend their nighttime browsing the
internet and playing video games. Typically, the imbalance in sleeping patterns
is associated with health problems that may affect a child’s life. Therefore, cyber
threats come in various ways that affect people in numerous ways. For instance,
excessive internet use has been linked to depression and trauma as some people
hope to live the life they see on the internet. In such cases, internet users often
post their luxurious lives that may be stressful to those struggling with life.
However, research has revealed that some people post fake lives, causing unne-
cessary psychological damage to their colleagues [9].

Additionally, cybersecurity knowledge is vital among young internet users as
some may not be aware that they are victims of cyberattacks. Also, some internet
users have reported not being conscious as they attack other internet users. For
instance, cyberbullying may be conducted by children wishing to have fun and
tease their friends. In this regard, they may be unaware of the extent of damage
caused to their friends [7]. Therefore, cybersecurity education will educate young
internet users on various forms of cyberbullying; more importantly, it will help
them prevent such attacks. For instance, research has revealed that internet users
who turn off comments and notifications from their posts are likely to avoid cy-
berbullying [8].

3.1. Attacks and Vulnerabilities

A cyber vulnerability is a weakness in the implementation, design, internal con-
trol, and operation of various computer systems. Most of these vulnerabilities
are documented and inputted by the Common Vulnerabilities and Exposures
(CVE) database. Usually, vulnerabilities can be hunted, exploited, researched,
and reverse-engineered using customized scripts or automated tools [5]. There-
fore, to ensure the security of computer systems, it is vital first to comprehend
the attacks that can be perpetrated towards a computer. Understanding these
threats is crucial in developing measures to combat them and ensure safe use of

the internet. The examples include:

3.1.1. Backdoor

The backdoor is an algorithm or cryptosystem that offers a secret method in by-
passing authentications. Typically, these cyber threats provide a solution to
passing security controls, often detrimental to internet users. Additionally, this
cyber threat exists because of poor configuration and original design that may
lead to such a cyber threat. Also, the danger can be employed by an authorized
person in allowing legitimate access. However, cyber attackers may also take ad-

vantage of backdoors and use them for malicious purposes. In either way, re-
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gardless of their use, they still pose vulnerabilities among internet users [1].
Usually, backdoors are hard to detect, and they often require IT experts to con-

duct a sweep on a given computer system.

3.1.2. A Denial-of-Service Attack (DoS)

A denial-of-service attack is often designed to disrupt a network or machine re-
source. In such cases, they often make these resources unavailable, which may be
challenging to internet users. For instance, attackers, in this case, can deny in-
ternet users access to vital websites by simply inputting wrong passwords. In this
way, the incorrect password is inserted severally until the account is blocked.
Typically, these attacks are rampant where an attacker comes from a significant
point, and it, therefore, becomes impossible to pinpoint their location. Also,
these attacks are ordinarily common among zombie computers with a range of

possible techniques that include; amplification and reflection attacks [3].

3.1.3. Direct-Access Attacks

Direct access attacks often involve cyber attackers gaining physical possession
and access to a computer. Usually, these computers are often considered vital to
a given entity and organization due to the information stored. Therefore, physi-
cal access to these computers could be detrimental to the victims [3]. Attackers,
in this case, may make operating system changes and modifications that affect
the data inside the computer. Additionally, attackers may install critical loggers
and software worms that may ruin the data and information inside the comput-
er. In such cases, even when security systems protect computers, attackers may

find ways of bypassing them [13].

3.1.4. Eavesdropping

Eavesdropping has also been on the rise recently, with attackers aiming to listen
to private conversations. Typically, these intimate conversations are often con-
ducted over the internet, and attackers may access such discussions. For in-
stance, in the US, NSA and FBI utilize software such as NarusInSight and Car-
nivore to monitor conversations across networks. Although there are various
criticisms regarding the act, with researchers claiming it is a breach of confiden-
tiality, the authorities have asserted that eavesdropping is vital for national secu-
rity [2]. In this way, many criminals have been caught while making plans to

perpetrate attacks.

3.1.5. Phishing

Phishing has been rampant today, and they are employed in acquiring sensitive
data and information such as passwords, credit cards, and usernames that can be
used in perpetrating attacks against internet users. This is typically done by de-
ceiving internet users, often leaking their usernames and passwords. Typically,
phishing is conducted through instant messaging and email spoofing to ensure
that internet users trust the cyber attackers completely. Relatively, such attackers

may create fake websites that ask for passwords and usernames [7].
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3.1.6. Social Engineering

Social engineering is a cyberattack that aims to convince internet users to dis-
close personal information and secrets such as card numbers and passwords.
Generally, social engineering involves gaining internet users’ trust by posing as
trustworthy institutions after which personal information is retrieved. Usually,
attackers often impersonate banks, senior executives, customers, and contrac-
tors, which helps them gain access to personal information [1]. Emails are often
sent to finance and accounting department personnel requesting illegal action
[1].

Cybersecurity education in schools has also proven critical in ensuring young
internet users understand the various cyber threats they are exposed to. For in-
stance, internet users who use computers are often at risk of suffering a malware
attack. Malware is a virus created and utilized for malicious intent. Typically,
malware includes numerous software that is not limited to trojan horses, viruses,
rootkits, crypto-jacking, worms, and spyware. Likewise, internet users can also
suffer from ransomware attacks. Cyber-attacks are conducted on a computer
system where the software encrypts crucial data and information in exchange for
a ransom; this malware could paralyze a given organization [14]. To this extent,
cybersecurity education could be essential for the future generation as it will lead
to a society that acknowledges cybersecurity awareness. More importantly,
children in schools could be empowered on the responsible and safe use of on-

line platforms and resources to help establish a cyber safety culture [8].

4. Limitations of Cybersecurity Education

The most popular social media applications used in the US include Instagram,
Facebook, YouTube, Twitter, and Linked. These applications have been respon-
sible for ensuring friends keep in touch even when they are in different states. In
this regard, these platforms have held communication going across the nation.
More importantly, the media have profiles that provide news and meaningful
information to people across the US. Thus, people can learn from the vast array
of images, audio, and videos available in these social media applications. How-
ever, the problem arises where the explosion of this information results in vari-
ous security and privacy risks [10].

The accuracy and authenticity of information on the internet have often been
a subject of question. Researchers believe that it is impossible to verify this in-
formation since they are posted by people a million miles from us [5]. Therefore,
people have to be extra careful, especially when sharing these videos and images.
More importantly, children have to be protected from fake information as it may
misguide their life. In this case, cybersecurity education would be vital in ensur-
ing young internet users are equipped with the necessary knowledge to defend
themselves against fake information. Also, they can learn to take responsibility
for their actions over the internet [9].

Cybersecurity education, however, faces various challenges that often hinder

its implementation in learning institutions. For instance, the main challenge is
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ensuring that tutors are well trained with up-to-date information to promote
their ability to understand various cyber threats today critically. More cyber
threats frequently emerge today, posing a challenge to tutors as they have to
learn how to combat such threats. Additionally, the other challenge is that it may
be impossible for teachers to track the use of phones and computers by learners
while at home [10]. Therefore, although cybersecurity education may be imple-
mented in schools, learners are still exposed to cyber threats at home.

Parental control has also proven challenging, especially to those guardians
that are always busy with work. Children often left at home are likely to misuse
the internet through gadgets such as phones and computers. In such cases, par-
ents may lose track of how their children use the internet, exposing them to var-
ious cyber threats. For instance, children left unattended may get addicted to
pornography or video games that may have tremendous implications on their
mental health. In such cases, these kids are at a greater risk of developing antiso-
cial behaviors such as rape and molestation [4].

Additionally, the lack of expertise has proven challenging to the implementa-
tion of cybersecurity education in learning institutions. With the limited number
of cybersecurity professionals, it becomes challenging to incorporate cybersecur-
ity education in schools. More importantly, the implementation of the instruc-
tion requires money and resources that may be challenging to schools that are
struggling with their finances [14]. In such cases, failure to secure funds and
grants from the government could lead to the program’s loss [1].

To add on, most teachers in schools lack the expertise and knowledge regard-
ing cyberspace. Therefore, schools may be forced to hire IT professionals to help
with cybersecurity awareness among children. In such cases, schools with li-
mited resources may fail to hire IT professionals leading to the failure of such
programs [12]. Government ministries should come in to assist schools in in-
corporating cybersecurity knowledge in learning institutions [6].

Today’s speed of technological advancement poses risks and new challenges to
schools wishing to implement cybersecurity education in their curriculum. There-
fore, IT professionals may find it challenging to develop their skills and know-
ledge to the latest technology [9]. In such cases, ensuring the safety of children
against cyber threats may be challenging. Therefore, implementing this program
in schools calls for teachers to increase their sensitivity to technological ad-
vancement and change. Additionally, some teachers may lack access to specia-
lized learning materials that may be challenging, significantly when expanding
their technical know-how [13].

To mitigate these limitations, early training and exposure to cybersecurity
should be conducted through cybersecurity seminars and symposiums [5]. More
importantly, the implementation of this program requires the collaboration of
both students, teachers, and parents in ensuring cybersecurity awareness is
promoted among students. Parents should ensure they perform their role at
home by providing parental control as their kids use the internet on phones and
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computers [14]. People exposed to cybersecurity training are often expected to
train others as they are the nation’s future in cyber defense.

5. Methodology

This research paper is vital in highlighting the numerous studies conducted on
cybersecurity awareness in schools. Therefore, the report utilizes various data-
bases such as Google Scholar, Emerald, EBSCOhost, Sci, and Scopus in getting
information regarding the importance of implementing cybersecurity education
in learning institutions across the US. While exploring these databases, the key-
words used included cyber awareness, cybersecurity, and cyber education. More
importantly, the literature chosen was in English, widely used by most people in
the US. Additionally, the research utilized research published between 2014 and
2021; out of the 100 studies discovered, only 14 were employed in this research
paper. Finally, these studies were chosen based on their scope, context, and res-
pondents.

Table 1 below summarizes the studies selected in terms of location, research
focus, methodology, application, and research areas. Table 2 below outlines the

process employed in choosing the studies.

Research Questions

1) What is the significance of cybersecurity education in learning institutions?
2) What are the challenges faced in the implementation of cybersecurity

awareness in schools?

Table 1. Studies reviewed.

Application of

Methodology Area Research Focus Location . X
cybersecurity education
Quantitative (2) Cybersecurity Students USA Safety
Qualitative (3) Cybercrime Students UK Mobile Application
Concept Paper (3) Reasoning Educators USA Legislations
C tion/
Case Study (3) oncep Ton Employees Korea Infrastructure
Perception
Quasi-experimental (3)  Awareness Parents USA Security Training

Table 2. The process of selecting past studies.

Keywords such as cyber education, cyber awareness, and cybersecuri
Search Journals W Y > CY! 8 y ty
were used.

. The selected studies were based on the research objective and focus. They
Select 14 Studies . A L e
mainly focused on cybersecurity education in learning institutions.

Database Used  Google Scholar, Emerald, Sci, Scopus, and EBSCOhost.

English Language, cybersecurity education in schools, the importance of
Limit The Studies cybersecurity awareness among young internet users, published between
2014 and 2021.
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3) How can stakeholders combat these challenges in implementing cyberse-
curity education?
4) How can a society that embraces cybersecurity awareness be established?

5) What is the importance of a nation that embraces cybersecurity awareness?

6. Discussions and Results

This research paper had findings that are structured according to the objectives

and research questions.

6.1. The Significance of Cybersecurity Education in Learning
Institutions

According to various research findings, learning institutions can significantly
benefit from cybersecurity education. Researchers have revealed that most adults
are often unwilling to spend time or money seeking cybersecurity knowledge in
programs and seminars. In this case, such adults often fall victim to cyberattacks
due to the lack of knowledge on shielding themselves from such attacks [8].
Therefore, schools have proven to be the best place to ensure adequate training
on cybersecurity. This is because young people are often ready and willing to
learn, and this skill can help them provide a cyber defense to the United States as
a nation.

In schools, teachers and administrators can organize activities and programs
that help train on cybersecurity. Additionally, schools in the US are provided
with grants and financial allocation from the federal government to ensure they
can cope with any financial constraints. In this regard, schools in the US, espe-
cially in New York, are better positioned to implement cybersecurity education
in their curriculum [11]. More importantly, schools can organize symposiums
and seminars where students bombard their heads on cybersecurity issues. This
can help improve students’ knowledge and skills on cybersecurity awareness.
Government funding can help cover the expenses of these seminars [14].

Additionally, cybersecurity education has proven vital in changing the mind-
set of students. The advancement in technology and the internet has encouraged
invention and innovation among young people. The videos and images on the
internet can help improve creativity among young people. Therefore, cyberse-
curity awareness can help young internet users ensure that they benefit from the
internet without falling victim to cyberattacks. Today, most people lack informa-
tion on the effects and importance of cybersecurity awareness, an aspect that
compromises cyber ethics within the community. Therefore, incorporating cy-
bersecurity education in learning institutions can help increase awareness among

internet users [3].

6.2. Strategies Stakeholders Can Utilize in Promoting
Cybersecurity Awareness in Schools

Teachers of kindergarten schools have asserted that cartoons can be a vital re-

source in discussing cybersecurity awareness among kids. Additionally, primary
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schools have also cited that animations go a long way in attracting students’ at-
tention. Therefore, animals that display the importance of cybersecurity aware-
ness can be used to teach students. For instance, tutors have cited that the Ipin
and Upin stories can be vital in teaching cybersecurity education among stu-
dents [12]. Additionally, high schools and universities that offer Communication
and Information technology courses can include cybersecurity awareness in
their curriculum to ensure each student has a chance to learn the effects and
importance of cybersecurity [12].

Additionally, the safety issues relating to cybersecurity can be taught through
other courses and subjects. For instance, in English and Literature, students can
be given assignments to write essays on cybersecurity awareness. More impor-
tantly, in other learning activities such as debates and mock parliaments, stu-
dents can discuss various aspects of cybersecurity. Also, speech competitions can
be organized where the central theme is cybersecurity; this can help train stu-
dents on cybersecurity awareness. Cybersecurity weeks can also be organized in
learning institutions where students learn the significance of cybersecurity [4].

The education programs meant for teachers and tutors can also incorporate
cybersecurity courses in their curriculum to ensure teachers get full training on
the subject. Additionally, teachers will offer proper guidance to students when
they already taught in their education programs. More importantly, the teaching
models should be adjusted to include cybersecurity topics. In this way, future
generations can understand how to protect themselves from cyber threats. Addi-
tionally, the government should subsidize expenses incurred in implementing
cybersecurity programs in schools to ensure most learning institutions are mo-
tivated to incorporate the program in their curriculum [1].

Additionally, through cybersecurity awareness, students can learn to protect
themselves from various cyber threats. More importantly, young internet users
can learn to keep themselves secure and safe on the internet. Despite the inade-
quate access and demography to technology, teachers do not possess the neces-
sary cybersecurity knowledge to teach their students [2]. In this way, future gen-
erations can understand how to protect their information and data from unau-
thorized access. However, researchers have revealed that natives have problems
accepting cybersecurity awareness training because they believe that nature
would protect them from harm [9].

Providing vital knowledge to uplift and upgrade students’ and teachers’ com-
prehension of cybersecurity is critical to move towards a society protected from
any cyber threats. More importantly, an area protected from cyber threats can
help prevent the evolution of cybersecurity threats. Due to the advancement in
technology, new and emerging issues arise every day, and therefore, a solution
utilized yesterday may be ineffective today. Therefore, programs on cybersecuri-
ty must be frequently upgraded to ensure they are up to date; in this way, they
can tackle new and emerging problems [7].

However, some critics doubt the significance of cybersecurity training and

education in schools as they claim this will only cause extra expenses to struggle
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schools. For instance, private schools that lack government funding may be
skeptical about implementing cybersecurity education in schools as it would be
expensive. The expenses include hiring IT consultants, training teachers, and
purchase of computers [11]. Although it is costly, researchers have asserted that
it is worth it because it helps protect internet users from cyber threats. Since
education is often up to date, it can help address the emerging cybersecurity is-
sues [5]. Moreover, schools that aim to promote cybersecurity awareness can be
utilized to ensure students get a better understanding of cybersecurity. Although
cybersecurity principles have evolved over the years, most Information Tech-
nology consultants are still largely ignored. Therefore, the development of in-
formation security programs often fails to acknowledge the various principles of
cybersecurity awareness [1].

In the United States, a cybersecurity awareness program called the GenCyber
was invented to help train people to promote cybersecurity [13]. The program is
a summer camp for grade school teachers and students supported by the NSF/NSA.
Since implementing this program, teachers and students have claimed that their
cybersecurity has tremendously improved through the awareness program.
More importantly, the awareness program has ensured that cybercrimes have
been reduced by almost half, with most internet users surfing the internet safely
[13].

Therefore, such programs should be implemented across the United States to
ensure that students and teachers improve cybersecurity at school and home.
Additionally, the program can be vital in promoting cybersecurity preparedness
and awareness among the surrounding community. In addition to this program,
schools can incorporate councils and clubs focused on promoting cybersecurity
awareness. Students can compete and get exposure to cybersecurity through
these clubs and promote it from an individual to a communal level [2]. Through
these programs and seminars, students can get directions and guidance from
their tutors regarding cybersecurity. In this manner, teachers will also be im-
proving their skills and knowledge concerning cybersecurity. According to
Straub (2014), teachers and students can benefit from these programs if they
become devoted and objective [14]. In this way, the aims and objectives of these
programs can be outlined to ensure all students and teachers are on the same
page regarding cybersecurity. More importantly, these seminars will help in-
crease the use of technology among students, leading to inventions and innova-
tions that can improve their creativity in class [9].

Additionally, students need to comprehend the importance of cybersecurity in
their lives; in this way, learners will have the self-drive to participate in cyberse-
curity awareness programs. Researchers have revealed that the most effective
way of promoting comprehension and understanding among students is
through active learning. At this age, students often use the learner-centered ap-
proach that allows them to track their learning process. Therefore, students can
look on the internet at the various aspects of promoting cybersecurity. In this

case, teachers are only there to supervise and guide the student-centered learn-
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ing process [1].

Active learning also proves essential in encouraging the comprehension of the
importance of cybersecurity awareness. Through active learning, students can
develop an awareness of cybersecurity threats such as cyberbullying and help
prevent such cybersecurity incidents. More importantly, teachers should limit
self-protection and cyber-sex in such cases to ensure they stay aware of harmful
sites. Researchers have revealed that these contaminated sites often ask for per-
sonal information frequently retrieved and used for malicious purposes [3].
Therefore, it is crucial for parents, the government, and teachers to be proactive
in tutoring students about the various cybersecurity sectors and how to over-

come the criticisms on sex education.

7. Conclusions

Based on the research finding, it is evident that there is a need for cybersecurity
education in learning institutions. This is because it can help protect people
from various cyber threats through increasing cybersecurity awareness. More
importantly, internet users can understand their vulnerabilities when using mul-
tiple social media platforms such as Facebook, Instagram, YouTube, and Twitter
through cybersecurity awareness. Also, internet users can learn to prevent some
cyberattacks such as cyberbullying by simply understanding their negative im-
plications on other internet users. Besides, cybersecurity awareness can help in-
ternet users understand the legislations associated with various cybercrimes [4].
However, the implementation of cybersecurity education faces various chal-
lenges that range from the lack of governmental support to insufficient re-
sources. More importantly, teachers’ lack of skills and expertise poses a chal-
lenge, especially when they are expected to train their students on cybersecurity
[10]. Therefore, relevant parties such as the government, parents, teachers, and
peers must develop the best solutions to protecting young internet users from
cyberbullying and other various forms of cybercrimes. Finally, the media such as
radio and television should help spread the word on the significance of cyberse-

curity through campaigns that may be interesting and interactive to children.
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