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Abstract

We developed L3SN, a scalable, longevous, adaptive, and internet accessible wireless sensor network system
for agriculture information monitoring, which is meticulously designed to meet the requirement of thousands
hectares coverage, years of time monitoring and the adverse environment. The system architecture, the agri-
culture sensor device, the mesh protocol, and the web-based information processing platform are introduced.
We also presented some implementation experience. The mesh protocol (LayerMesh) is highlighted, in
which “stair scheduling” and “distributed dynamic load-balancing” are proposed to response the scalability,
longevity and adaptivity requirements. We believe the design of L3SN is useful to many other large-scale,

longevous applications such as hydrologic monitoring, geological monitoring etc.

Keywords: Wireless Sensor Network, Agriculture Information Monitoring, Large-scale, Longevity,

Adaptivity

1. Introduction

Agriculture Informatization is an important area, related
to people life and national interest, is proposed to be
empowered by wireless sensor network technology. For
agriculture information monitoring, the water, soil condi-
tions, the crops, fruits conditions, as well as the condi-
tions of livestock are required to be monitored in
real-time by many spatially distributed wireless sensors.
These wireless sensors are battery or solar energy po-
wered, equipped with wireless radio, storage unit, data
processing unit and various sensing units. They are de-
sired to be easily deployed into the large-scale farmland,
to self-organize to a functional distributed multi-hop
network via wireless communication, to work for years
of time to collect data, and to be self-maintenance
against the environmental dynamics of the four seasons.
If such systems are available, they can bring many
economic and social benefits. However, although the

*PAPER CLASSIFICATION: Application System of Wireless Sensor
Network.

This research is supported by the national 863 high tech R&D pro-
gram of the Ministry of Science and Technology of China under grant
No. 2006 AA10Z216, the National Science Foundation of China under
grant No. 60604033, and the National Basic Research Program of Chi-
na Grant 2007CB807900, 2007CB807901.
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wireless sensor network technology has been fast develop-
ed in the past ten years [1], it is still very challenging to
realize such an agriculture information monitoring sys-
tem. The difficulties come from three aspects.

1) Extremely large in scale. The farmland is often in
the scale of millions hectares. The complexity of network
organization and routing will turn to a qualitative change
when the network scale becomes very large.

2) Extremely long lifetime. Agriculture applications
need the network be functional for years of time, but the
scarce energy on the sensor node can hardly afford this,
especially when the network is large and the sensor has
many data to forward.

3) Adverse environment. The adverse weather will
challenge the durability of the hardware. The growth of
crops will block or affect the wireless links, causing the
network working in a highly dynamic radio environment.

Existing studies have presented some implementation
trails, but seldom results have been presented to tho-
roughly investigate and solve above challenges. In this
paper, we propose and demonstrate L3SN: A Level-
Based, Large-Scale, Longevous Sensor Network for
Agriculture Information Monitoring. We focus on the
design and implementation issues to show how the above
challenges are handled. Our main contributions are two

WSN



656 Y.C.WANG ET AL

folds.

1) The design and development of the L*SN system,
including system architecture, interfaces, hardware, mesh
protocol, and the web-based information processing
platform.

2) The level-based mesh protocol, which is named as
LayerMesh is highlighted. We specially designed “stair
scheduling”, and “distributed dynamic load-balancing”
to handle the above challenges.

To our best knowledge, it is the first time that the fol-
lowing key points are developed and demonstrated for
the large scale sensor network.

1) Load-balancing problem in large scale network is
solved and implemented by a fully distributed algorithm.

2) The two-tiered architecture and the open interface
design provides infinite scalability.

3) The “stair scheduling” and “adaptive routing” pro-
vides novel solutions for energy efficient and adaptive
longtime maintenance.

With these key issues, we designed and developed the
L®SN system. The following sections of this paper are
organized as follows. In Section 2, related work will be
introduced. In Section3, the architecture and interfaces of
L*SN system will be presented. The LayerMesh protocol
will be introduced in Section 4. Some implementation
results and experience are discussed in Section 5. We
conclude the paper in Section 6.

2. Related Works

2.1. Agricultural Information Monitoring Using
Wireless Sensor Network

Wireless sensor network system for agriculture informa-
tion monitoring has attracted great research attentions.
Some preliminary experimental systems have been re-
ported. Jenna Burrell, et al., investigated different sensor
network configurations in vineyard application [2], and
summarized some design guidelines for agricultural
monitoring system. Murat Demirbas, et al. [3] deployed
a small scale sensor monitoring system in a green house
and drew suggestions that single-hop cluster should be a
better solution for easy-to-use and network longevity. A
mobile field data acquisition system was developed by
Gomide et al. [4] to collect data for crop management
and spatial-variability studies. Mahan and Wanjura [5]
cooperated with a private company to develop a wireless,
infrared thermometer system for infield data collection.
Cross-bow developed eKo system [6], which involves
solar-powered “eKo node” with zigbee radio and “eKo
view” for real-time data rendering. It uses Xmesh proto-

Copyright © 2010 SciRes.

col to make the eKo system easily setup.
2.2. Large-Scale Longevious Sensor Network

Studies of Large-scale longevious sensor network can be
categorized into two classes: 1) application-oriented and
2) theoretical-oriented. In the first class, an early study of
WSNs for habitat monitoring is reported in [7]. In [8],
Werner-Allen et al. deployed a WSN at Ecuador to moni-

toring the activity of an active volcano. But the system
scale is only 16 nodes. GreenOrbs [9] is reported as a
large-scale system for canopy closure estimates, which
had 120 sensors in 2009. However they used only the
built in low power listening mode to conserve energy,
which is not very energy efficient.

In theoretical aspect, many results can be found in the
literature. Li et al. [1] studied the message, energy and
time complexities for data collection, query and aggrega-
tion in large scale network. Yick et al. [10] provided an
extensive survey for the main results of this area. How-
ever, up to now, few results are found to thoroughly in-
vestigate and solve the scalability, longevity and envi-
ronment dynamics of agricultural wireless sensor net-
work.

3. L3SN System: Architecture and Interfaces

We designed and developed L®*SN. The system architec-
ture and interfaces are introduced in this section.

3.1 System Architecture

L3SN is designed with the aim of open architecture and
standardized interfaces. Figure 1 shows the system ar-
chitecture and the standardized interfaces.

Particularly, the architecture of L3SN includes a Two-
tiered Sensor Network for data collection and an Infor-
mation Service Platform for data rendering and processing.

1) Two-tiered Sensor Network.

The sensor network in L3SN is composed by many
low-tier energy-limited nodes (LNSs), and some high-tier
gateways. The LNs in low-tier capture environmental
data and report the raw data to the gateway. The gate-
ways organize the neighboring LNs into clusters and
work as the cluster head. It collects information in its
cluster, aggregates the information, and reports the re-
sults to the Internet. Through the Internet, the data cap-
tured by the wireless sensors are finally reported to the
service platform and utilized by end users.

2) Information Service Platform.

The information service platform contains data log-
ging daemon, database, and web server. It provides data
storage, data processing, data querying and other agri-
cultural information services to users.

WSN
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Figure 1. System architecture and the standardized inter-
faces in L3SN system.

3.2 Standardized Interfaces

In order to easily integrate more kinds of agriculture
sensors into the system, and in order to standardize the
connection from the sensor network to the internet ser-
vice platform, we propose two standard interfaces in L*SN:

1) Sensor-Wireless Interface

The “Sensor-Wireless Interface” defines mapping
functions, which transform the sensory data that is cap-
tured by the sensor devices to the meaningful data which
is easily interpreted by the LN nodes. For a sensor type
Si, which provide raw data X, the interface is defined as:
Si(X)={Y =1(X); (Ymin; Ymax); Yprecision} 1)
where f(X) is a mapping function which transforms the
raw data X to meaningful value Y. The variables (Y min;
Ymax) Characterize the measuring range of the sensor S;,
and Y precision 1S the measurement accuracy. With this in-
terface, the raw sensory data of diverse format can be
transformed to the regularized format. Therefore, data
from different kinds of sensors can be easily interpreted
by the LN nodes.

2) WSN-Internet Interface

The “WSN-Internet Interface” performs the task of
data aggregation. Since the gateway collects data from
all the LNs in its cluster, the data at the gateway is large
in amount and has some redundancy. In addition, the
message collected from a LN contains both the sensory
information and the routing information. The sensory
information is the agriculture data, and the routing in-

Copyright © 2010 SciRes.

formation represents the multi-hop route that the mes-
sage has traveled. The data aggregation at the gateway is
performed in the following way:

1) Non-compressive aggregation to the sensory data.
The agriculture data from different sensor is accumulated
and forwarded to Internet in bulk for avoiding of infor-
mation loss.

2) Compressive aggregation to the routing data. The
routing information is mainly used for topology con-
struction and maintenance at the service platform. If all
the routing information from all the messages is trans-
mitted to the service platform, it will be very redundant.
A light weight compressive aggregation algorithm is
developed. If the received routing information at the ga-
teway is: R = [Ry, Ry, ..., Ry], where n is the number of
sensors in the cluster. R; is the route from the node i to
the gateway. We find that the routes of leaves are
enough to construct the routing tree, so the routes from
the intermediate node will be filtered out during the ag-
gregation. A white list based searching algorithm is de-
veloped to carry out data aggregation. The compression
rate is n/n, where n, is the number of leaf nodes.

Once finishing the aggregation, the sensory informa-
tion and the routing information are formatted by the
Wireless-Internet interface into standardized message
types by adding preamble and ending marks, so that the
information platform can easily interpret the received
information.

Using the above two standardized interfaces, the L3SN
system can integrate different kinds of hardware, includ-
ing sensors and gateways. So user can focus on their ap-
plication-oriented development and hardware, and easily
access the wireless sensor network protocols and the
information platform of LSN, which support the scala-
bility and easy-to-use features.

3.3. Mesh Protocol

For the two-tiered sensor network, sensors in the differ-
ent clusters use different radio channel and are assigned
different GrouplDs, so that sensors in one cluster will not
affect the sensors in the other clusters. A LayerMesh
protocol is meticulously designed within one cluster to
organize the large amount low-tier sensors to work in
energy efficient way, to smartly select multi-hop route
and to be adaptive to the environmental dynamics. The
key feature of LayerMesh is that routing and scheduling
are based on the level information.

The basic functions of the LayerMesh can be sepa-
rated into two phases:

1) Setup phase. When the sensors are initially dep-
loyed, they have no knowledge about the neighbor sen-
sors and environment condition. All sensors are initially

WSN
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active. The mesh protocol is designed to let the cluster
head broadcast self-organization messages periodically,
and let the LNs forward the messages. Via this CH
broadcasting and LN forwarding process, all the LNs
finish the tasks of:

a) time synchronization to the cluster head;

b) neighborhood survey;

c) local-level determination;

d) transmission route selection.

2) Runtime phase. After the setting up phase, LNs are
turned to online data collection status by receiving a
command broadcasted from the CH. Once entering this
status, each LN calculates and schedules its wakeup time
based on its local-level, and turns to sleep mode imme-
diately. Each LN sleeps for most of time to save energy
and wakes up in the assigned slot to collect data and to
transmit data to its parents along the transmission route.
Its parents must have waked up to receive the message to
work in cooperation. Therefore, the tasks in working
phase include:

a) Energy efficient scheduling;

b) Cooperative multi-hop communication;

c) Longtime route maintenance.

To efficiently carry out above tasks to meet the re-
quirements of scalability, longevity and adaptivity, two
key innovative designs were proposed and developed in
LayerMesh.

3.3.1. Distributed Dynamic Load-Balancing
Load-balancing is one of the keys to deal with the scala-
bility and longevity challenges. Figure 2 illustrates the
load unbalance problem in multi-hop sensor network.
The load of node A is six times of the load of node B,
caused by the multi-hop load accumulation. Node A will
die much quickly than the node B, although they are in
the same level. This problem is general and serious when
the network scale is large. Previous research has proved
that the load-balance tree construction problem with de-
terministic link is NP-complete [11].

Our solution is to propose a distributed dynamic
load-balancing algorithm. In this algorithm, the links are
no longer deterministic, but probabilistic. At time t, a
node i updates the traffic assignment probabilities to its
parent candidates based on the following neighborhood
information:

1) L(t) = [L%1,LY%2....,L%n],the current loads of parent
candidates.

2) P(t) = [P',P%,...,P\] the traffic assignment proba-
bility from i to its parent candidates at time t. where n is
the number of parent candidates. k means the level num-
ber. We have developed an algorithm using Equation (2)
to update the transmission probabilities of the node i. Its
convergence and optimality in load balance has been
proved [12].

Copyright © 2010 SciRes.
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Figure 2. Load unbalance problem caused by load accumu-
lation in multi-hop sensor network.

Pit+1 — - i | (2)

Before transmission, the node i generates a random
number x for route selection. It transmits data to parent
candidate j if:

j-1

Y Pt <x< 2’: Pt (3)
c=1 c=1

3.3.2. Stair Scheduling
We have developed a level-based stair scheduling
scheme to carry out energy efficient data collection and
cooperative multi-hop communication. The key idea is to
schedule the sensors based on their levels. As shown in
Figure 3, sensors in each level spend most of time in
sleeping. The sensor in level k will wake up one slot ear-
lier than the sensors in level k-1. After waking up, each
sensor will be active for only three time slots:

1) R-Slot, each sensor in level k listens to channel to
receive data from its children (in level k + 1)

2) T-Slot, the sensor transmits the locally collected
data and the forwarding data to its parents (in level k-1).

3) Syn-Slot, the sensor listen to the channel to receive
the message from its parent and do time synchronization.

From the network point of view, the active slots of the
sensors form a stair like scheduling scheme. The key
point for stair scheduling implementation is the multi-
hop time synchronization. In setup phase of LayerMesh,
we use PulseSync[13] MAC stamping method to do mul-
ti-hop time synchronization. In stair scheduling, we also
use a Syn-Slot to do online time-synchronization. In our
experiments, the time synchronization error within 10
hops is less than 1ms. So the stair scheduling can be effi-
ciently implemented. More details of collision avoid-
ance and implementation of stair scheduling can be re-
ferred to [14].

4. L3SN System Development

We developed prototypes of the L3SN system, including
the LNs, the gateways, and the information service plat-
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Figure 3. Level-based Stair Scheduling for energy efficient
data collection and cooperative multi-hop communication.

form, and we have developed and tested a L3SN system
with 60 LNs and one gateway.

4.1. LN Node

Our LN is shown in Figure 4. It is composed by:

1) A solar panel for energy recharge, which can pro-
vide up to 200mw/hour energy supply in a sunny day.

2) Waterproof shell and four waterproof interfaces for
easily plugging in of different agriculture sensors. The
four interfaces are RS232, 1°C, RS485, Analog respec-
tively.

3) A RF230 radio companied with 12dB antenna. The
measured maximum transmission range is 300m, and the
data rate is 250k bps.

4) The speed of MCU is up to 16MHz when power
supply is enough. The MCU has 128K ROM, 8K RAM,
and 10bit ADC.

5 We use air-temperature,  air-humidity,
soil-temperature (RS485), soil-humidity (RS485), light,
and CO2 sensors which can be easily plugged into the
LN.

The sensor-wireless interface converts the voltage
values from sensors to meaningful temperature and hu-
midity data. For example, the scope of voltage reading of
the humidity sensor is 0- 1500mv; the measurement ac-
curacy is 3%, and its transformation function is y = f(v)
= 0.05071(v -106.9), therefore the interface of the hu-
midity sensor is:

S(v) = {0.05071* (v-106:9); {0; 1500}; 3%} 4)

4.2. Gateway

The gateway is composed by a sink sensor, a serial con-
verter and a GPRS DTU [14]. The composition of the
gateway is shown in Figure 4. The sink sensor use the
same hardware as the LN, it is connected to GPRS DTU.
The GPRS DTU provides transparent data forwarding
from the sink sensor to the Internet. It supports standard

Copyright © 2010 SciRes.

TCP/IP protocol, and can be always online by heartbeat
signal. The WSN-Internet interface is applied to the sink
sensor, as explained in Subsection 3.2.

4.3. Weather Station

We have also developed weather station to monitor the
weather information including wind speed, temperature,
light etc. The weather station is built based on Davis’s
product and we

4.4 Information Service Platform

We developed the information service platform. The
platform consists of a data collection daemon, a data
base and a web server.

1) The daemon processes data reception from the
GPRS DTUs, and stores the received data into the data-
base.

2) We build the database using mySQL][14]. It main-
tains the sheets of LNs and gateways to store the histori-
cal and the real-time data.

3) The web server is implemented by JavaScript and
Tomcat. It uses the Google Earth API to render the to-
pology information of the sensor network, and supports
graphical rendering of the real-time and historical data of
the LNs and the gateways. The web server also supports
various query forms for spatial and historical data analy-
sis.

The snapshots of the web pages are shown in Figure 5
and Figure 6.

5. Conclusions

We have design and developed L3SN, a level-based,
large-scale, longevous sensor network for precision
agriculture information monitoring. It is composed by a
two-tiered sensor network and an information service
platform. In the low tier of the sensor network, a large
amount of energy-limited sensor nodes (LNs) are dep-
loyed to capture and report information of their desig-
nated vicinity. In the high tier of the sensor network,
some powerful GPRS gateways organize the LNs to
form clusters and report the aggregated information to
the Internet. The information service platform is de-
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Figure 4. The prototype of LN node and the gateway.

Figure 5. The prototype of LN node and the gateway.

Figure 6. The prototype of LN node and the gateway.

signed to log, render and analyze the temporal and spatial
agriculture information to provide value-created ser-
vices. We have presented the key design issues of L3SN,
including the system architecture, two standardized in-
terfaces and the mesh protocol. Distributed dynamic load
balancing and stair scheduling and adaptive routing are
proposed to handle the large scale, longevous and adap-
tivity requirements.

In future work, we will 1) further improve stair sche-
duling to enhance the energy efficiency performance.
The scheduling scheme will be made adaptive to the load
of the sensors. So that redundant time slots can be saved
to improve energy efficiency. 2) In the second stage, we
plan to deploy more 300 LN nodes to Huantai City,
Shandong Province to do larger scale field test.
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Abstract

In recent years, many methods of safe vehicle navigation and partial motion planning (PMP) have been pro-
posed in vehicular ad-hoc network (VANET) field. In order to improve the limitation of traditional PMP, this
paper presents a novel effective way to plan motion with cooperation of roadside fixed sensors (RFSs). With
their cooperation, the vehicles can get the surrounding information quickly and effectively, and give highly
accurate projections about the near future conditions on road. After proposing our algorithm, the worst case
is analyzed and methods are found to solve the problem. Finally we conduct one elemental contrast experiment,
driver situation awareness, with or without the “cooperation” of RFSs in highway scenarios. The result
shows that the vehicles can make a better PMP based on the forward conditions received from RFSs, and

extend the warning distance obviously when emergency happens.

Keywords: Partial Motion Planning, Safe Vehicle Navigation, Roadside Fixed Sensors, Cooperation

1. Introduction

It is a dream of human beings to achieve autonomous
mobile vehicles since the invention of cars. With the
rapid development of science and technology, and
through the persistent and unremitting efforts by scien-
tists, many novel tools which are equipped with modern
technologies are used in cars such as GPS navigators and
PSD sensors. By using those tools, unnecessary accidents
can be avoided and destination can be achieved easily as
well [1].

However, there is still a long way to make the dream
come true. The tools are only used to human in order to
make the driving safer, but it cannot take the place of
human’s driving so far. The 2007 DARPA Urban Chal-
lenge presented the fact that there are plenty of works to
do if achieving fully autonomous driving especially in
urban environment with the extremely complicated con-
ditions, such as traffic lights and pedestrians, and safe
navigation is also a huge problem.

In safe navigation field, reaching a goal and avoiding
collisions are two main purposes and the analysis is car-
ried out in detail [2]. So far, a proven method is the layer
structure. In that structure, the safe navigation architec-
ture can be divided into five layers as follows, mission

Copyright © 2010 SciRes.

manager, route planning, partial motion planning (PMP),
low level components, and hardware layer [3]. Nowa-
days, with the GPS’s development, the research emphasis
has been changed to partial motion planning.

There are two main paradigms in partial motion plan-
ning [4]. They are the plans based on prior information
and real time information. And the latter seems to be
safer and more reliable. Several schemes have been pre-
sented firstly in mobile robots [5,6]. In real time model,
the systems are obliged to make a relatively correct deci-
sion within a restricted time. If not, the vehicles may be
in danger passively.

Nowadays, in vehicular ad-hoc networks (VANETS),
cars can be equipped with communication device so as to
exchange information about position, speed, traffic jams
or other road conditions. Safe navigation is one of the
VANETSs applications. Vehicle to vehicle communica-
tions provide a new way of collision warning forwarding
and intersection collision warning.

This paper is organized as follows: Section 2 briefly
reviews the previous work and the limitation that is not
resolved completely. And in Section 3, an effective im-
provement is provided: the “cooperation” with RFSs,
with details of the algorithms to achieve “cooperation” in
Section 4. Then contrast experiments are carried out in
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Section 5 and Section 6 concludes the paper.
2. Previous Work and the Limitation
2.1 Previous Work

In this section, we discuss the related work on safe navi-
gation of Partial Motion Planning.

On hazardous terrain, a fuzzy logic approach is ad-
vanced in [7]. In that paper, navigation strategy is com-
prised of three simple and independent behaviors:
seek-goal, traverse-terrain and avoid-obstacle. Those
three behaviors are combined through appropriate
weighting factors in order to generate the final steering
and speed commands. The weighting factors are pro-
duced by fuzzy logical rules that are taken the current
status into account. Also in [8], they employ fuzzy rea-
soning to allow for aggregation decisions based on a
flexible and extensible set of criteria. These criteria can
be application specific and enable a dynamic fragmenta-
tion of the road according to the applications’ require-
ments.

In order to acquire safe motion planning, Inevitable
Collision State (ICS) has been characterized by [9]. The
most important contribution of ICS is that it promotes a
dynamic relationship properly between collision states
and safety states. Thus we can guarantee stronger safety
and giving a safe partial motion planning.

In [4], ICS takes into account the dynamics of both the
system and the moving obstacles. The core of safety is-
sues is computing ICS-free partial motion in the shortest
period of time. The paper [4] presents a property in order
to reduce the complexity of the PMP algorithm, which
simplifies the safety checking of a trajectory. If one par-
tial trajectory is an 1CS-free partial motion, the trajectory
is collision free.

Another safe navigation technology is using virtual
stick [10]. They propose a reliable method for navigating
the robot to the target point, and draw an environment
map using infrared sensors. However, it is difficult to dis-
tinguish distance information using only one-dimensional
image information. So they use a virtual stick that
represents different distances with different colors to
improve the perception of the position and distance of the
obstacle.

2.2 Limitation

All above methods only concern the one-car situation
which is myopia. We cannot get enough information of
the driving environment only by sensors or measure in-
frastructure equipped on a single car, especially in the
complex and volatile urban scenarios. Each car needs to

Copyright © 2010 SciRes.

be kept in contact with others nearby. However, the number
of cars is huge and they are all in motion. Those external
factors have made it more difficult to ensure the reliable
connections.

One significant reason of “partial” lies in the real-time
limitation in PMP. In an environment featuring moving
objects, you have to decide upon the further action with-
in limited time, otherwise you would take the risk of being
hit by another moving object. Getting the conditions of
front road sections in time can short the PMP processing
time.

In addition, a prior information updater does not exist.
Even if there was one, the prior information would not
update in time. Prior information would be collected by
single car with the whole system in a lack of sink, as a
result, cars would fail to send what they have already
collected and therefore could not acquire front road con-
dition.

3. An Effective Improved Method: the
“Cooperation” with RFSs

In this part, we propose a novel approach to solve prob-
lems mentioned above. We introduce “cooperation” with
RFSs into PMP. Figure 1 shows the structure of “coop-
eration”. Cars send and receive messages from RFSs,
and RFSs can transmit these messages to each other. The
latest technology is applied to enable every single car to
detect its own possible collision, but ignore the transmis-
sion among cars. In a word, messages are transmitted
from car to RFS, from RFS to car, and RFS to RFS. In
Section 4, the three types of messages will be expounded
in detail.

Traditional safe navigation of partial motion planning
is based on single cars. In their opinion, if one car man-
ages to do well in collision avoidance, the whole work
would be finished. However, that is very shortsighted.
One successful navigation even one successful partial
motion planning depends on the accuracy grade of
real-time information and front-road condition. In this
case, RFSs are used as sink, and they can aggregate
messages from cars and transmit warning messages or
other significant messages from each other. In this way,
as is shown in Figure 1, for example, Car5 can hardly
get known about the condition of Carl by itself when
Carl is collided, because Car3 has covered Car5’s sight.
But collision messages can be transmitted from RFS1 to
RFS2, and then to RFS3, and at the same time both RFS2
and RFS3 send warning messages to cars nearby. In this
way, Car5 manage to acquire the front condition.

4. Algorithms to Achieve “Cooperation”

In this section, we give an intimate design of three types
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of messages mentioned in Section 3, then put forward
our novel algorithms in dynamic road scenarios, and at
the end advantages of this cooperative methods will be
summarized.

4.1 Design of Three Types of Messages

As is shown in Section 3, the three types of messages are
from car to RFS (C-R), from RFS to car (R-C), and RFS
to RFS (R-R). The basic message formats are shown in
Figure 2.

As is shown in Figure 2, there are three types in this
paper, 0 means C-R, 1 means R-C, and 2 means R-R.
Len means the length of data segment. CRC is cyclic
redundancy check, and it is used to check whether data
transmission is true or not.

C-R messages are the source knowledge of the system.
Cars can get information from sensors which are attached
to them. In this paper, attention is paid to the danger cars
may meet. Each C-R message’s source address is car’s
own 1D, when moving into a new road section, cars will
receive RFS’s broadcast message. Immediately after cars
get RFS’s ID in source address of RFS’s broadcast mes-
sage, then cars begin to send C-R messages. Data seg-
ment of C-R messages contains the following informa-
tion: car’s velocity, acceleration, distance from forward
obstacle, and some flag bit for RFS’s judging safety,
such as danger flag, ICS flag and emergency flag.

/ /
‘ Carl ‘ ‘ Car3 ‘
=

Car9 |::>
E ?
Carg
T
o

Figure 1. The structure of “cooperation” with RFSs.

SRC ADDRESS DST ADDRESS Type Len

Data CRC

Figure 2. Basic message format.
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R-C messages are always regarded as prior informa-
tion, as RFSs sends warning alarm or motion suggestions
based on conditions of front section. Therefore, source
address of R-C is RFS’s own ID, messages are sending
in flooding way thus any cars which is in this section can
get R-C messages. Therefore, destination address should
be defined as “1” sequence. Data segment of R-C mes-
sages consist of following information: forward section
cars (if in the middle of the road), forward intersection
queue length (if in urban scenarios), forward highway
exit queue length (if in highway scenarios). The most
important data is flags of warning alarm and motion
proposal. These flags are concerned of safety of drivers
and passengers’ lives and property.

R-R messages are the information exchanged between
each RFS on roadside, using cable transmissions in order
to make sure the reliability while transmitting. Both
source address and destination address are RFS’s ID. We
specially point out that source address is RFS’s own ID,
and destination address is upriver RFS’s ID. That is because
in traffic flow, if one car has passed the scene of accident,
that car has no relationship to this accident. Data segment of
R-R messages consist of following information: emergency
state and RFS’s ID of accident site (if has), numbers of
passing cars in last 10s.

Based on the elementary design of message formats
above, the algorithm of “cooperation” in dynamic scenarios
will be discussed next.

4.2 Algorithm of “Cooperation”

“Cooperation” can be used similarly between highway
scenarios and urban scenarios, although the two scenarios
are very different.

In highway scenarios, all the obstacles are cars, thus
the participators in the whole system are simpler and it is
easier to monitor data and administer them. However, we
cannot ignore the accidents happening on the highway.
The velocity of each car reaches 120 kilometers per hour,
that is to say, an ordinary car may run 10 meters or more
in the time of a blink of an eye. Without a reliable warn-
ing system, it is very dangerous for those following cars
while one car may suddenly have an accident. While in
urban scenarios, obstacles can be cars, motorcycles, bi-
cycles and pedestrians. Thus system must be very com-
plex and it is more difficult to monitor a very exact
real-time data. However, we should supply a reliable
service to decrease the number of accidents, and coopera-
tion with RFSs can provide all the cars around front road
conditions and cars can analyze messages they have re-
ceived and control their speed itself, and once they meet
an accident forward they can take measures immediately.
Figures 3(a) (b) (c) shows the brief flowcharts of algo-
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rithm for the RFSs at the intersections or highway exit,
on the middle of the road and for the cars respectively.

As is shown in Figure 3(a), there is no prior RFS for
the sensors who are settled at the intersections or high-
way exit. So they can only send interaction or exit mes-
sages to cars nearby in flooding way, thus they can re-
ceiving C-R messages as feedbacks. Then analyze the
received message and judge whether there exists an
emergency flag. If so, then send emergency messages to
the cars nearby and send danger message to the next RFS;
if not, just record this C-R message in the buffer and
regularly (10s, e.g.) send road condition messages to next
RFS based on the information recorded last period of
time.

In Figure 3(b), we can observe that there are more as-
signments for those RFSs in the middle of roads. First
they have to listen to receive messages so as to get in-
formation from prior RFS and once they have received
R-R messages they can make a judgment whether danger
flag is included. If so, they send warning message to cars
nearby and send danger messages to next RFS in addi-
tion if original danger message is from prior RFS to
make sure danger messages can send at least three RFSs
to extend warning area. Their other assignments such as
receiving R-R messages exclude danger flag; receiving
C-R messages and dealing with C-R messages are same
as RFSs at the intersections or highway exit.

At last, we analyze Figure 3(c), which is cars’ beha-
vior. When drivers are driving into a new road section,
what they can do is driving steadily and safely. But they
have no idea of front road condition; as a result, they
have to receive information passively. In our algorithm,
just like a seasoned driver, cars receive messages from
RFS around, and when cars get R-C message, analyze it
and record RFS’s ID so as to make contact with the
nearest RFS, then check whether there exists emergency
flag, if so, brake the car immediately, and if just exists
warning flag, that means in the front section of the road,
there happens an accident, so decelerate the car imme-
diately, and else just control car’s velocity as the case
may be. It is worth notice that once the car meets an ac-
cident, an emergency brake should be carried out by the
automatic control immediately, send collision message at
the same time. Thus we can make sure the RFS can get
road condition and notice other cars in time, and then the
car have to wait for aids.

4.3. Worst Case
We must realize what the worst case is, and we should
make measures to overcome the trouble. In this system,

we enumerate three bad cases as follows, the failure of
RFS, the failure of Cars and substantial cars on one sec-
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tion. In this part, we discuss the method to solve them.

Once the RFS lost efficacy and the supervision on the
road section may be missed. While one car runs into a
new section, and RFS of that section is right out of work,
it cannot get R-C messages and once it gets a traffic
accident, it cannot be helped to send emergency messag-
es and as a result, “cooperation” does not work and cars
behind the traffic accident scene will not receive any
warning message.

Sending Intersection
or Exit Message
and Receiving C-R
Message

Analyze Message

mergency
Flag?
Y

v

Send Emergency

Message to Cars
Nearby

3
Record

Message in
Buffer of RFS

Send Road Condition
Message to Next RFS
Regularly

Send Danger
Message to Next
RFS

(a) Brief flowchart for the RFSs at the intersections or highway
exit.
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(b) Brief flowchart for the RFSs on the middle of the road.
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v
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Collision Detective
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Message
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R-C Message? Ni
Y

Analyze Message

Record RFS 1D

“mergency
Flag?

Control Car’s
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<

Y

Brake the Car Decelerate
i the Car
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Immediately
Send C-R
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(c) Brief flowchart for the cars.
Figure 3. Brief flowcharts of “Cooperation” with RFSs.

Also, it is the same to cars, once cars cannot send their
emergency messages or they cannot receive R-C mes-
sages from RFS, it will be very dangerous for either
those failure cars or cars behind them.

Another criticality factor of this system is vehicles’
number, we have to take into account that the bandwidth
and the considered RFS’s capability. While cars’ number
is very huge and thus bandwidth is not enough, and
emergency messages may be drop in RFS’s queue, which
means it is blind of RFS if traffic accident happens
around, and that case is not allowed absolutely.

And our solutions are listed as follows. First, we pre-
pare spare RFSs and Car sensors in order to eliminate the
error coursed by failures happen on sensors. We have to
take the cost if the whole system into account, if we pre-
pare too much sensors, it is a waste of money, so there is
a dynamic balance between safeties and costs. Here we
choose the scheme that each car has a spare sensor, and
every four RFSs have a spare sensor. Second, we use
priority queue to make sure emergency messages are not
dropped by RFS while the condition of communication is
in a dickey state. In [11], priority concept is brought
forward firstly in vehicle ad-hoc network field. And in
this system, we apply this comparatively mature idea,
and we give some improvement to satisfy the need of
safe navigation.

5. Contrast Experiments
In this section, we introduce our contrast experiments.

Firstly we introduce the experimental platform, and then
our contrast trial in highway scenarios will be shown in
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the second part, at the end of the second part, we give
our analysis of this experiment.

5.1. Experimental platform

As is shown in Figure 4, we use HBEROBOCAR as our
experimental platform. Figure 4(a) shown the car and
Figure 4(b) shows the RFS. All the messages of this
system are transported by ATmegall28L just as Figure
4(b) shows. Our car equips some sensors, such as PSD
sensors and ultrasonic sensors so that it can detect for-
ward obstacles, and also it quips one ATmegal128L in-
terface so that it can communicate with RFSs while con-
necting with ATmegal128L node.

This car is 23 cm long and 15 cm wide, and 1:18 to the
true car. The highest speed of the car is 47 cm/s. In this
experiment, we pay our attention to the different speed
after 60 cm of the traffic accident happens and warning
distance between with and without RFSs.

5.2. Experiments in Highway Scenarios
We apply four cars and two RFSs to simulate the high-
way scenarios as is shown in Figure 5. Carl is the first

car which would have an artificial accident thus we can
measure car2 to car4’s reaction time and stop distance.

(a) One experimental car with PSD sensors and ultrasonic sen-
sors.

(b) RFS sensor used for communication
Figure 4. HBE-ROBOCAR experimental platform.
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Figure 5. The simulative scenarios of our contrast experi-
ments.

At First, we do not use RFSs and only four cars driv-
ing on the simulative scenarios. Suddenly the car runs
upfront meet an accident, and we measure each car’s
speed when car runs into the 60 cm of the traffic accident
and warning distance when accident happens. We will
repeat for 20 times.

Then we add RFSs and with three RFSs and four cars,
then we let the first car to have an accident just like the
experiments above, then measure each car’s speed and
warning distance too. Also, we make the experiments for
20 times.

The results are shown in Figure 6 and consolidated
measured data are shown in Table 1.

As is shown in Figure 6 and Table 1 above, while
adopting “cooperation” with RFS strategy, each car’s
speed at 60 cm after accident is much slower and the
warning distance is much wider than the case without
RFSs. Car2 is in front of Car3 and Car4, thus Car2’s
speed at 60 cm after accident is a little higher than Car3
and Car4. However, we can clearly find that the perfor-
mance is improved obviously.

6. Conclusions and Future Work

In this paper, it is shown how to develop a novel safe
navigation algorithm based on “cooperation” with RFSs,
S0 as to improve the safety factor for the drivers while
driving cars. Our experimental results show our algo-
rithm effectively reduces the chain collision and extends
the range of divers’ situation awareness.

In the future, we focus our research priority on how to
create a novel transport protocol so as to overcome

Copyright © 2010 SciRes.

12345678 9101112131415161718 19 20
each experiment

(a) Speed of each car at 60cm after accident.

(b) Each car’s warning distance
Figure 6. The result of contrast experiments of with and
without RFSs.

Table 1. Average data of the contrast experiments.

cars Average data of measured without with
parameter RFSs RFSs

car? speed (60cm)(cm/s) 31.93 23.86
warning distance(cm) 79.95 189.05

car3 speed (60cm) (cm/s) 31.22 20.59
warning distance(cm) 79.65 207.15

card speed (60cm) (cm/s) 30.77 18.58
warning distance(cm) 80.05 214.40

wicked condition such as very high speed, too many cars
and atrocious weather.
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Abstract

Currently, there are kinds of algorithms in order to detect real-time urban traffic condition. Most of these
approaches consider speed of vehicles as a main metric to describe traffic situation. In this paper, we find out
two important observations through several experiments. 1) In urban city, the speed of vehicles is influenced
significantly by some factors such as traffic lights delay and road condition. The actual situation rarely satisfy
hypothesis required for these solutions. Therefore, these traditional algorithms do not work well in practical
environment. 2) Traffic volume on a road segment shows strong pattern and changes smoothly at adjacent
time. This feature of traffic volume inspires us to define a metric: traffic-rate, which is used to detect traffic
condition in real time. In our solution, we develop a novel traffic-detection algorithm based on original-
destination (OD) matrix. We illustrate our approach and measure its performance in real environment. The

performance evaluations confirm the effectiveness of our algorithm.

Keywords: KNN; Linear Least Square; OD Matrix; Traffic Status Detection

1. Introduction

Nowadays, traffic congestion has been a serious problem
in many urban cities. In China, it caused about 5%-8%
GDP wasted each year. Therefore, governments cost
million dollars to build Intelligent Transportation System
(ITS). In response to these challenges, Original-
Destination (OD) matrix is often required as application
input to provide service for transportation. OD matrix is
a non-negative matrix f (i, j) which represents volumes
of traffic from a source ito a destination j. In a road
network, element f (i, j) in the OD matrix means the
number of vehicles from road segment i to road seg-
ment j .However, traditional algorithms to construct OD
matrix do not work well in real world, since their solu-
tions do not consider features of real traffic condition.
Furthermore, the traditional algorithms of traffic detec-
tion have limitations when runs in real environment. In
their solutions, speed of vehicles is considered as a main
metric to identify traffic states. Nevertheless, we find
that speed is influenced significantly by traffic lights.

*Supported by the National Natural Science Foundation of China under
Grant No. 60970106, the National Grand Fundamental Research 973
Program of China under Grant No.2006CB303000, and Key Program
of National MIIT under Grant 2009ZX03006-004.
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In this paper, we study this problem using GPS devic-
es which have been equipped in taxis and buses in
Shanghai. All GPS vehicular data are transferred to the
local APs which are deployed in intersections, and GPS
reports would be sent to a data center, where we run our
algorithm to construct OD matrix and analyze traffic
condition. We receive a great support from Shanghai
government and have deployed a cost-effective system to
collect traffic information. However, there are still lots of
challenges to process information in a metropolis like
Shanghai.

First of all, due to vehicular GPS signal is always va-
rying, all GPS location data we collected are not only
large and noisy but not uniformly distribute. Some areas
near downtown produce most of traffic volumes. Figure
1 shows millions of GPS reports on each road from Jan-
uary 5 to January 20 in 2007. In addition, according to
our statistics, almost 30% vehicles lost their GPS reports.
Besides, the solution must consider the fact that not
every vehicle has installed GPS device.

Although taxies and buses have installed vehicular
wireless communication devices whose communication
range is about 200 meters, it is costly if we deploy AP
every 200 meter. Thus, we need to interpolate traffic
volumes on road segments that do not have AP. Fur-
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Figure 1. GIS map of Shanghai with spatial distribution of
GPS reports from January 5 to January 20, 2007.

thermore, because of errors of GPS data (the range of the
error is about 20 meters to 100 meters), we have to firstly
apply our own GPS-correcting algorithms to abandon
“dirty” data and amend incorrect ones.

The last but not the least, it is difficult to capture every
factor which has effect on traffic condition. For instance,
traffic lights delay and complicated condition of road
have significant impact on traffic condition. Meanwhile,
these factors are difficult to be estimated using a simple
model. This is why most proposed algorithms do not
work well in real life.

Fortunately, we find out a spatial-temporal model that
is able to overcome these limitations to reconstruct OD
matrix. In addition, we define a metric: Traffic-Rate,
which is used to describe current traffic condition. We
are going to discuss them in Subsection 2.5.

The remainder of this paper is organized as follows:
Subsection 1.1 provides background and compares our
approach with related works. We then introduce our spa-
tial-temporal algorithm and traffic-detection solution in
detail in Section 2. We demonstrate our evaluation result
in Section 3. Finally, we present conclusion in Section 4.

1.1. Related Work

Due to importance of OD matrix, there are a number of
works focus on how to estimate OD matrix accurately in
recent years [1-3]. However, most of their solutions work
on highways or freeways, where traffic lights timing and
behavior of drivers are not issues because there are no
intersections and vehicles’ routes followed a certain way.
On the other hand, traffic situation of an urban is so
complicate that the technical conditions which required
for these solutions are difficult to be satisfied. Yin Zhang
et al. [4] illustrate a novel algorithm to estimate a traffic
matrix in Internet whereas our solution runs in the Vehi-
cular Sensor Network (VSN), more importantly, they do
not give the fact to prove their observation.

Copyright © 2010 SciRes.

With rapid evolvement of intelligent traffic system
(ITS), a lot of efforts focus on monitoring traffic and
incidents detections installing sensors like camera on
roads [5]. From a practical perspective, these approaches
need large sums of money to deploy numbers of sensors.
Moreover, Lin et al. [6] and Coifman et al. [7] propose
schemes to detect traffic condition by installing traffic
detectors. Meanwhile, their solutions work on freeway
not an urban area. How to define an appropriate metric to
describe traffic condition is also a hot topic for research-
ers. For example, Jungkeun Yoon et al. [8] analyzed
main factors which influence traffic states. Furthermore,
some researchers [9-11] propose interesting schemes to
estimate velocity of vehicles to reflect traffic condition.
However, they do not take condition of roads into ac-
count. Therefore, their solutions have limitations when
runs in real environment.

2. Spatio-Temporal Original-Destination
Matrix

In this section, we give a brief introduction to OD matrix
first. Then we present our algorithm in detail. This con-
struction algorithm consists of two important rules that
are observed by experiments. We take advantage of OD
matrix to implement traffic-detection solution.

2.1. Original-Destination Matrix

For a road network with N intersections which con-
nect M road segments, the OD matrix is a square
M xM matrix. In this paper, the element f(i, j,t) in
OD matrix represents traffic volumes from roadi to
roadi during[t,t + At) . In order to get more convenience
for calculation, we convert OD matrix as a 2-dimensional
array, where columns represent OD matrix at different
time while the rows represent the evolution of traffic
volumes in each route.

2.2. The Spatial Component

After extracting and analyzing millions of real vehicles
GPS reports, we find the first important fact that there
are strong correlations of traffic volumes among road
segments. In practice, road |to some extent has similar
traffic flows with road j .

As is shown in Figure 2, we choose K (K = 4) road
segments which have the most similar traffic-rate (the
rate represents throughput of traffic in a road) evolution
for each road segment. Finally, we find out that most
neighbors consist of a linear combination of the target
road segment. In our solution, we develop this discovery
by using an approach: KNN (k-Nearest Neighbors).

WSN



670 K.ZHANG ET AL.

©— Target :
—+— Neighborl |!
Neighbor2 1‘
——— Neighbor3 |
b

|

|

|

Neighbor4

TrafficRate

Time (minute)

Figure 2. Traffic-rate comparisons between 4 neighbors
and target road.

The KNN algorithm to calculate correlation is given as
follows:

1) A GPS dataset is used as the train dataset to con-
struct a complete OD matrix.

2) Any row in the OD matrix could be considered as a
vector. We take advantage of (1) to calculate similarity
of vectors. Always, we set K = 4 that a road segment has
four neighbors.

3) We use linear regression to find a vector of weights
o(k)(k =1,2...K) so that roadi is expressed by combina-
tion of roadk . In (1), road: represents the ith row of OD
matrix.

Correlation(roadi, roadk) = cos g = roadi - roadk

|| roadi || x || roadk ||

()
roadi = Kf w(k)roadk 2

Even though we use just one train dataset to find
neighbors for each road segment, the neighbor relations
of the road segment can still be hold for other dataset.

2.3. The Temporal Component

As is show in the Figure 3, the left picture shows a dis-
tribution of traffic-rate from 11:00 p.m to 13:00 p.m during
one day. We interpolate these values and present them in
the right picture, which implies that traffic rate changes
in a small range (less than 0.1). Thus there is the second
important truth: The evolution of traffic volumes on a
road segment can keep “stable” during a time interval,
which is based on the fact that a number of vehicles do
not appear suddenly in the same time at same place,
namely f (i, j,t) = f(i, j,t + At) .

Meanwhile, from the second fact, we can construct a
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Figure 3. Traffic-rate in 4roads within 2hours.

temporal constraint matrix TM to show the smoothly
changes of traffic volume on each road.

The construction of TM matrix is simple, and the form
of TM matrix is given as follows:

1 -1 0
0 1 -1
™ =

0 0 1

2.4. Construction of OD Matrix

Linear Least Square procedure is often used when con-
structing OD matrix in industry. Constructing OD matrix
is modeled as follows:

Q= BX ®)

where Q represents total traffic volumes on the road
segment and can be easily measured by device like traf-
fic detector [6,7]. In (3), where B is a topological matrix
which represents the connectivity of each road segment
in an area. Our goal is to find X which is the OD matrix.
In practice, B is often a low-rank matrix. Hence, there
are probably several solutions to this equation so we
have to answer two questions as follows:

1) Which solution is the best?

2) What constraints should we add to estimate X
more accurately?

As we mentioned above, B and X are sparse ma-
trices. In implementation, we set a rank value as input
and pick the solution whose rank is less than our input as
final result.

Through analyzing several experimental results, we
are inspired from the spatial component that each road
can be linear expressed by its neighbors, so we can take
advantage of KNN to build a spatial matrix SP to ex-
press which rows in the OD matrix are neighbors.

The construction of SP is given as follows:

1) Use KNN method to find the set of weights for each
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road segment.

2) For k = 1, 2, 3,...K, we let SP(i,i)=1 and
SP(i, jx) = —w(K)

Then, a spatial constraint equation is given as follows:

SP*X =0 @)

Meanwhile, according to the temporal feature, the
temporal constraint equation is given as follows:

TM*X =0 ()

Now, we have acquired two constraint equations
through capturing features of traffic volume. In our sys-
tem, we use standard Linear Least Square (we develop
this procedure in Matlab) which is based on (3), (4), (5)
to estimate X .

2.5. Real-Time Traffic Condition
Description and Alarm

How to describe traffic condition is a meaningful but
difficult problem which always fascinate researchers
[9-11], who proposed variety of algorithms to try to pre-
dict speed of vehicles. Intuitively, a fast transit velocity
implies a good traffic condition. However, another
non-negligible is that speed can be influenced by many
factors which are difficult to measure, such as behavior
of drivers, traffic lights delay and condition of road.

As is shown in Figure 4, we select a taxi randomly
and display its changes of speed during an hour. We can
see that the taxi stop when t = 17 min and runs slow at
some time. These are normal phenomenon because of
traffic lights which have a significant impact on speed.
On the other hand, as is described in Figure 4, speed
does not have a regular pattern to predict in reality.

Instead, we propose a solution to capture the traffic
status and broadcast warning message to avoid traffic

60

50

Velocity (kmph)
w IN
S S

n
o

Time (Minute)

Figure 4. Speed changes during an hour.
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congestion. We do not just use traffic volumes as a metric
to identify traffic status. Because different road has dif-
ferent number of lanes and length, it is unreasonable to
use traffic volume to identify traffic jam in such cases.

Considering different condition of roads, in this paper,
we define “traffic-rate” Rt as a metric to describe current
traffic condition. The number of lanes and length of road
are taken into account in our design.

We calculate Rt using following:

Ri = Sin+1 (6)

Sin + Sout +1
where Sin expresses the number of vehicles that enter into
the road during[t,t+ At), Sou expresses the number of
vehicles that leave the road during [t,t+At) .

Meanwhile, we assign a threshold A for each road
segment. From a simple perspective, if we find Ri>A4 , we
think current traffic status is changing. Before we discuss
how to classify traffic status in detail, we give a solution
to calculate A dynamically.

There is a traditional solution to calculate A : we can
analyze the past GPS reports and take advantage of a
maximum a posteriori (MAP) classification with both
likelihood functions and a priori probabilities to calcu-
late 4 for each road segment. But this solution cost too
much time because of thousands of road segments. More
importantly, it does not have enough flexibility.

Now, we propose an experimental formula below to
calculate A dynamically.

LxN

A= V(T+D) )

where V expresses the mean speed of vehicles on the
road and T is an estimation value which can be calcu-
lated by using GPS information to show how long a taxi
may stay in the road. In (7), where D is the traffic light
duration, L represents length of the road and N represents
number of the lanes. Since on a road, the bigger Lx N is,
the more vehicles the road can contain.

However, we observe that traffic light duration can be
calculated as follows:

L
D ~ —x Sou 8
Y Sou ®)

whereL, V and Sou have the same mean we mentioned
above. Equation (8) has an intuitive mean that vehicles
should leave the road in traffic light duration.

Then, (7) is equivalent to

N
A= 9
1 + Sout ( )
Rather than previous studies, we do not simply identi-
fy two traffic states: good and bad. In our design, we
divide current traffic status into five states: FREE,
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NORMAL, ALERT, BUSY and OVERLOAD. Since we
must send warning messages of traffic condition to ve-
hicles before traffic condition becomes worse. Another
benefit is that we can make flexible policies when we are
processing traffic information. The rules to identify traf-
fic status on a road are given as follows:

1) 0<Ri< 1, the traffic state is FREE;

2) A<Rie<24,the traffic state is NORMAL;

3) 24<Re<31, the traffic state is ALERT,

4) 31 <Ri<44,the traffic state is BUSY;

5) 44 <Ri <1, the traffic state is OVERLOAD.

In our experiments, A ~0.23 for most cases. When we
detect that current traffic state is ALERT, we start to
send warning message to those related vehicles around
the road.

3. Experiments
3.1. Experimental Setup

We have collected a great number of real traffic data
which are generated in real time by installing GPS de-
vices in taxis and buses from data center in Shanghai.
Even we do not collect all vehicular GPS reports since
some vehicles do not install GPS devices, the evaluations
also show that our solution can work well.

The fields (id, longitude, latitude, velocity, angle,
timestamp) denote the GPS reports, where id identifies a
taxi, the pair (longitude, latitude) shows current coordi-
nates of the taxi, timestamp is the time report, the
pair(velocity, angle) shows current speed and driving
direction of the taxi, which is used with Shanghai map to
calculate the short-term destination in our algorithm.

The basic experimental parameters are given as follows:

3.2. Methodology

In order to demonstrate the effectiveness of our solution,
we have developed a mobility model to generate vehicu-
lar GPS reports in a target area. The mobility model con-
sists of three parts:

1) We load GIS map of Shanghai to generate topolog-
ical matrix.

2) We set source and destination coordinates for each
node. Traffic light duration is set according to surveys.

3) The nodes send GPS reports randomly and some
nodes do not send. Moreover, for making our simulation
close to real life, we also insert real GPS traces into our
test dataset.

Our initial OD matrix lost elements at some positions
and some elements have error in their value.

At last, we measure performance using the Normalized
Mean Absolute Error [4].
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3.3. Performance

NMAE =

(10)

Figure 5 shows the performance of our algorithm ST and
comparison between SRSVD Base [4], KNN, and ST
when GPS reports lost randomly. The default parameters
have been listed in Table 1. We can clearly realize that
ST outperforms the other interpolation algorithms in our
experiment. Since we capture spatial and temporal features
of traffic flows, ST has more rules and techniques to
interpolate missing values than KNN and SRSVD Base.
Although there is high GPS data loss, ST can still keep a
good performance. From the comparison, we find that
there is significant difference between ST and other
algorithms when GPS-LOSS-PROBABILITY = 0.6.
KNN works well if enough GPS reports have been col-
lected in the datacenter. However, the performance of
KNN decreases sharply when more and more GPS data
lost. Because even we have chosen the best K neighbors
for target route, we still do not have another rule to in-
terpolate traffic flows for target road segment.

SRSVD Base does not work well, since it is to some
extent a pure technique of matrix calculation. Therefore,
it is not able to be adapted to complicated traffic condi-
tion.

3.4. Simulation

The basic experimental parameters are displayed in Table 1.
In followed experiments, we assume that 30% vehicles
do not install GPS devices. Figure 6 shows evolutions of
Rt on different road segments. At first, we select three
different road segments randomly in center of Shanghai.
Secondly, we collect the GPS reports on these roads from
11:00 to 12:00 on January 7 2007. At last, we recon-
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Figure 5. Performance for GPS report loss.
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Table 1: Experimental parameters.

Target Area 3.5km?
Time duration 2hours (11:00-13:00)
Time granularity 5min
Number of road segments 146
Weather Sunny

structed OD matrix using ST to calculate Rt. In this
experiment, we find that traffic lights have little effect on
Traffic-Rate and Traffic-Rate changes smoothly.

In order to demonstrate performance of equations of A :

We select 10 road segments randomly and monitor the
traffic volume from 9:00-22:00 on January 10 2007.
Then we calculate Reand A every 5 minutes. Mean-
while, we use mean speed of these vehicles to detect
current traffic status. Finally, we compare our result with
pre-defined traffic state.

Figure 7 shows that the accuracy of our solution and
comparison with traditional policy. Apparently, from this
experiment, speed is not a good metric to detect traffic
condition. Since it is often influenced by many factors,
and there are always some vehicles have “strange” driv-
ing behaviors because of habits of drivers. On the other
side, we can clear see that even 90% of accuracy can be
achieved at sometimes. There are also two least values
which are about 0.712 at 12:00 and 0.734 at 17:00. Since
they are two important time points when people come off
duty, and traffic condition at that time is difficult to be
captured. But in general, the performance of thre-
shold-based Traffic-Rate is good and adapted to the real
environment.

In Figure 8, the axis of abscissas represents proportion
of vehicles that installed GPS devices. This experiment
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Figure 6. Traffic-Rate changes during an hour on 3 roads.
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Figure 8. Accuracy of threshold-based Traffic-Rate.

proves that the more vehicles send GPS reports, the bet-
ter performance of our algorithm is.

4. Conclusions

In this paper, we have presented a practical solution to
detect traffic condition which is based on OD matrix in
an urban city by using a cost-effective system of vehicle
GPS sensors. Our algorithm consists of spatial and tem-
poral components which are based on neighbors of roads
and stability change of traffic volumes during a time.
Meanwhile, we use traffic-rate to capture traffic status
rather that speed. As a result, our solution overcomes
many limitations in existing approaches and vyields a
good performance.
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Abstract

In many applications continuous aggregation of sensed data is usually required. The existing aggregation
schemes usually compute every aggregation result in a continuous aggregation either by a complete aggregation
procedure or by partial data update at each epoch. To further reduce the energy cost, we propose a sam-
pling-based approach with time window based linear regression for approximate continuous aggregation. We
analyze the approximation error of the aggregation results and discuss the determinations of parameters in
our approach. Simulation results verify the effectiveness of our approach.

Keywords: Approximate Aggregation, Continuous Aggregation, Sampling, Sensor Network

1. Introduction

Wireless sensor networks (WSNs) offer a powerful and
efficient approach for monitoring and collecting infor-
mation in a physical environment. To extract the sum-
mary information about the monitored environment, the
aggregations of sensed data, such as sum and average,
are common interesting queries for users. Therefore, a lot
of algorithms and protocols for aggregate query processing
in WSNs are proposed [1-8].

The existing works addressed two types of aggregate
queries which include exact and approximate aggregate
queries. The exact aggregate query requires all the
sensed data to be involved in aggregation computation to
obtain the exact aggregation results [1,2]. However, the
exact aggregate query processing often incurs great energy
consumption and is also very sensitive to the packet loss
and node failure during the data aggregation. Considering
the approximate aggregation results would be enough to
reflect the information of the environment, approximate
aggregate query processing is addressed to save energy
and achieve robustness against the failure of the links
and nodes [3-8]. In the research of the approximate
aggregate query processing in WSNs, sampling is widely
used as a powerful and energy-efficient technique to ob-
tain the statistical information of the environment. A
number of sampling based schemes have been proposed
for approximate query processing in WSNs [8-10].

In the applications of WSNs such as monitoring air
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pollution and water quality, the users are often interested
in understanding how the environment changes over time
and observing data trend in a time window. In such cases,
continuous aggregation of sensed data is usually required.
In a continuous aggregation, the query aggregation pe-
riod is divided into epochs and one aggregate answer is
provided at each epoch. The existing aggregation schemes
usually compute every aggregation result in a continuous
aggregation either by a complete aggregation procedure
[1,2-4,7] or by partial data update [8] at each epoch.
However, the users, who are interested in the time-
evolving characteristic of aggregation results, are more
concerned about the data trend rather than each individ-
ual accurate aggregation result. On the other hand, the
communication cost of the existing schemes could be
substantial, especially for continuous query with a short
epoch and a long period. Motivated by such circum-
stances, we propose a sampling-based approach with
time window based compression for approximate con-
tinuous aggregation.

Our approach leverages the batch-based design to
compute a period of aggregation results at one time.
While giving a series of good approximate aggregation
results to provide accurate data trend information, it
achieves greater energy-savings than the existing ap-
proaches by avoiding individual computation cost of
every epoch. In our approach, the combination of data
compression and sampling techniques is exploited. A
small portion of sensor nodes transmit to the base station
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(BS) a compact description of their sensor readings dur-
ing a time window. The BS computes approximation
aggregation results of every epoch in this time window.
In this paper, linear regression modeling is adopted by
sensor nodes to compress their sensor data in a time
window. We analyze the approximation error of the
aggregation results and discuss the determinations of
parameters in our approach.

The rest of the paper is organized as follows. We pre-
sent our approach and approximation error analysis in
Section 2. We discuss the determination of parameters in
our approach in Section 3. Simulation results are pre-
sented in Section 4. Finally, we conclude this paper in
Section 5.

2 Approximate Continuous Aggregations

2.1 System Model and Time Window Based
Framework

We assume a multi-hop sensor network with N number
of sensor nodes. The BS knows N. All the sensor nodes
and the base station are loosely time synchronized. Each
node has the same communication radius R.. We assume
a continuous querying environment for sensor networks.
For a continuous aggregation query, the base station
initially disseminates a query into the network, consisting
of the epoch duration, the lifetime of the query evalua-
tion and a sampling ratio o .

During the period of a continuous aggregation query,
aggregation computation is conducted at time intervals.
Each time interval consists of | number of successive
epochs. The BS computes the aggregation result of every
epoch in a time interval at one time. Such a time interval
is referred to as time window and represented by
[t+Lt+1]. Iis the time window size. Let Ag,,,,..., AQ,,,
denote the aggregation results from | successive epochs
t+1,..,t+1.

In the network, the aggregation computation involves
sampling sensor nodes that participate in answering the
aggregation query, and collecting a compressed repre-
sentation of sensor readings within a time window from
each sampled node.

After receiving the query from the BS, each sensor
node u generates a random number rn, in the range of [0,
1). If m, <p, u is sampled for the aggregation query,
otherwise u is not sampled. Let S={s, |1<i<m} (m
is the sample size) be the set of sampled nodes. At the
end of a time window[t+1t+1], each node s €S
generates a compressed representation M, of its sens-
ing readings {f .0 .,...f,} that contributes to the
aggregation in the time window|[t+1t+1]. The genera-
tion of M, depends on the specific data compression
method we adopted. After that, s, transmits M, to the
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BS. The BS reconstructs the sensor readings of every
sampled node s; by M, denoted by
{Fitw it rig)  and computes an approximation
answer Zak(tJrls k <t+l) for a specific aggregation
query.

Definition 1. ((&,0) -approximation aggregation ):
Let A  be a true aggregation result of epoch k, ,@k
is called as (e,0) -approximation of A , if
Pr(Ag,—A [>&)<s.

2.2. Modeling Sensor Data with Error
Constraint

In our framework, a sample is not a single sensor reading
but a compressed representation of the sensor readings,
which enables a sensor node to transmit its sensing read-
ings in a time window with less communication cost. It
can be built by either lossy or lossless compression me-
thods.

Considering the inherent redundancy of sensor data
and the fundamental limit of lossless compression in
information theory, we use a data modeling approach,
linear regression, to achieve a lossy compression of sensor
readings. Linear regression has been widely used to cha-
racterize data in sensor networks and answer aggregation
queries [11-13]. On this basis, lossless compression me-
thods always can be used for any possible further size
reduction. Nevertheless, we note that our framework
does not depend on any particular compression method.
However, data compression with linear regression model-
ing would introduce errors in the reconstructed data.
Therefore, we put error constraints on the modeling
process in our approach. If sampled nodes find that the
variance of error incurred by modeling exceeds some
threshold o7, referred to as error constraint, they choose
to transmit their original data. Otherwise, model pa-
rameters including error variance are transmitted.

2.2.1. Linear Regression Model
Regarding the sensor readings r,,,....I;,, of a node in
each time window [t+L1t-+1] as a function of the se-
quence number from 1 to I, a linear regression model
[14] for these sensor readings is built in the following
form

R=X0+¢ (1)
whereR = (1,,,,...1.,,)", ®=(6,,6,,...0,)",

st Yp

h® h@ . h@O) (11 . 1
(_|B@ RO @] 12 2
h() h() .. h() L

&= (Erpsmtia) -
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In the model, {h (x)|h(x)=x",0<i< p} are the set
of basis functions, 0,0,,...,0, are regression coeffi-
cients, and & is a random error vector. Besides, the
time window size | is larger than p+1. According to
Gauss-Markov conditions [14], we also have E(g) =0,
Var(s)=oc® and Cov(g,&)=0 where i=j ,
i,je{t+1.. t+1}.

By the least square estimate, the estimation of regres-
sion coefficients, denoted by © =(gy,9,---4,) , can be
computed by solving the following matrix equation, us-
ing, for example, Gaussian elimination:

A®=b @)
whereA=X"X, b=X"R
Once determining | and p, we can see that the ma-

trices X and A do not change with R, so they just
need to be computed only once for an aggregation query.

2.2.2. Error Variance and Data Reconstruction
Besides computing regression coefficients ® , each sam-
pled node also needs to estimate the variance of the er-
rors, denoted by &, to decide whether to transmit orig-
inal data or regression coefficients.

Under Gauss-Markov conditions [14], an unbiased es-
timator of error variance o can be computed by

~»_ (R-X0)"(R-X0)
d l-p-1

®)

Given an error constraint o?, if 5°<o?, the node
transmits  p+1 number of regression coefficients
© = (9 -0, and o0 to the base station. Other-
wise, it transmits | number of original sensor readings.

By the regression coefficients of ® received from a
sampled node, the BS can reconstruct its sensor readings

R=(f.p-»re,) Inthe time window by

R=X0 4)
where X can be pre-computed by the BS with | and
p.
In the rest of this paper, we regard both the original
readings and the regression coefficients as model pa-
rameters and do not distinguish them. A sample trans-
mitted by a sampled node s, is denoted
by M; =(@,e0) - When M, =(@,0) , M, represents
the original sensor readings.

2.3. Approximate Aggregation

2.3.1. Aggregation Estimation

At the end of each time window, the BS waits for the
arrivals of all samples for some time t,. The waiting
time t, should be larger than the maximum time
needed for the message delivery from the samples node
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to the BS.

After reconstructing sensor readings {r, [1<i<m}
of sampled nodes {s,|1<i<m} atepoch k ina time
window [t+1t+1] by Formula (4), the approximation
aggregation result ,&ak of epoch k (t+1<k<t+l)
can be obtained by

'@k = F(FLksIA’z,k»'--»IA’m,k) (®)

where F is the estimator function of aggregation results.
Now we specifically discuss how to estimate the results
of aggregation queries including Average and Sum re-
spectively.

Average Average aggregation is estimated by

~a 13,
Ax :E,Z:; lik (6)
Sum Sum aggregation is estimated by
~a ~a N&,
Ac=NA=—>"1, O
miz -

2.3.2. Approximation Error Analysis

~

Let g =Gy —ri - If the estimator function F is a
linear function, Formula (5) can be rewrote as
AAgk = Ffy = 210 Tk — 250 Tmk — Em) ®)
= F(rl,k’rZ,k""’ rm,k)_ F(;’1,k’22,k""’2m,k)
where r,, is the original data of epoch k and ¢, is
the residual in the linear regression model (1) of node
S .
Then, the approximation error of ﬂgk to the exact
aggregation result A, of epoch k is

IAAgk—Ay |
= F (s Ty Ti) = A~ F G Bagors i) | ©)
< ‘F(rl,k’rz,k""’rm,k)_A( | +

sampling estimation error modeling estimation error

| F(g‘l,k’g‘Z,k""’;‘m,k) |

where |F(r,,...T, ) —A | is the estimation error with
original data samples, referred to as sampling estimation
error, and |F(z,...ngp,) | 1S referred to as modeling
estimation error. The above result indicates the ap-
proximation error consists of two types of errors includ-
ing sampling estimation error and modeling estimation
error. Because these two errors separately rely on different
factors such as the sample size or the number of regres-
sion coefficients, we regard them as two independent
random variables.

Now we specifically analyze the approximate error of
Average and Sum. Let A? and A’ be the exact aver-
age and sum result of epoch k (t+1<k <t+1) respec-
tively, ie, A’ :ﬁziN:lri,k and A = ZiNzlri’k . By
Formula (8), we have
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l m m
==>r,
mizd: ik Zl:glk
As we can see, Ac is a linear combination of two
random variables R, and Z,, Rk=ﬁzim:1|’i,k and
= ZI 180k * i i
Accordlng to the linear regression theory, under
Gauss-Markov conditions, the residual ¢, foIIows a
normal distribution N (0,6 (1— py)) where o’ s
the error variance in the linear model at node s, ,
k'=k-t and p,. is the K'-th element on the prin-
cipal dlagonal of matrix P, = X (X" X)™*XT. Con5|der-

ing that oi in M, isan unblased estimator of &7, we
have
1- Py &~
z, ~ N(o,%za.z) (10)
i=1

Since R, is the mean of original data samples, ac-
cording to the general results in the sampling theory [15],
we have the following results:

E(Rk) = Aka

Var(R,) =— S (1——)

1 ,
_mé("i,k_'af)

Confidence Interval:

1-f ’1—f
Rk_(p%Sk TSA?SRk‘FQ)%Sk m]:l—a, (11)

where f=m/N, ¢, isthe upper «/2 point on the
standard normal distfibution, s; =-1>"" (1, —R,)’
is the (unbiased) sample variance and is an unbiased
estimator of the population MSE(Mean Square Error)
S?.

By the above discussions, we have the following results:

Lemma 1. Under Gauss-Markov conditions,
{O i#j

F(1=Pye) i=]

Proof. If i=j, since the samples r, and r;, are
assumed to be independent random variables in the sam-
pling theory, r, and 2‘],k are independent and we
have

Pr

E(rE(r,kg,k)

E(r, kSJk) E(r.k)E(ng) 0.

If i=j, accordlng to the linear regression theory, we
know g, and g, (0<x<p) are independent, thus
E(9i,ei) = E(9; )E(g;,) =0. Then, we have

( k5|k) E[(9|0+9|1k +9|2k’2+ +9| k' +€|k)5|k]
=E(zn) =07 (- Puc)
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Theorem 1. Let &'=-1>" (f,~A)? and
k"=k—t.Then
R 1- Py &
EG) =8~ 201 (12)
N i3
Proof. It can be easily shown that
~2 C ~ _n 2
Sk~ m(m — 1)§§(ri,k I’j,k)
i<j
- ZZ (rlk er

For each pair (p;.r;,) (i#]j,1<i,j<N), the
probability that they are both being reconstructed due to
the corresponding nodes (i, j) being sampled, is
m(m-l)/(N(N-l)). Then, with Lemma 1, we have

EG) == (ZZ (Fix—13)°)

i=1 j=1
I:]
» A~ 2y M(m-1)
2m(m l);]zzl E((I’i,k_l’j,k) )N(N )
i#]
2N(N NN D & 2 E )
i#]
2N(N 1).21221((“k P-EGr)-EGD)

T
—

i)
- 2 EGR) = Si - 1&*20

Byreplacmg Sz by s, E(gi) by sk,and o’ by

oi in Formula (13), we can estimate s’ by
A~ — Py N ~
Si#%zi“ilm . However, Y" 2% can not be

obtained since sampling all nodes is prohibitive in our
approach. Thus, we use an upper bound of s, denoted
)?, and estimate it by g +(1- pg)o due to

ci <07
Theorem 2.

~a a * 1_f 1 UL ~2
Pr | - |S qpars _+_¢az (17 p ’) i
A A o k\’ m m e kk éa (13)

2(1-a,)(1-cr,)

where f =2 s =./ss+(1-pu)or , ¢, and o,

are respectlvely the upper «, /2, a,/2 point on tHe
standard normal distribution.
Proof. Define theevents A, B and C respectively as
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~a 1-f 1 u ~2
A A=A Lo, S . [—+—0, ‘
R Y
1-f

B: |R—-Ad<Lp, S; /
IR—A? ¢7,k m
. 1 O~ 2
C: |Zk|5*(/’ﬂ (- pkk’)ZO’i

m i=1

because s> sZ, by Formula (12) we have

i
Pr(B)=Pr( R — Al < Puy Se V) =1l-a

since Z, ~ N(O,l'n:’—;k’zg'iz),
i=1

1 moA2
‘ Zk |S_¢ﬂ (1_ pkkr)ZO'i =l—az
m = o1

By Formula (9), we have | Ax — A* [<|R, — A* | +]Z, |.
When inequalities B and C are satisfied, A must
hold. Because sampling and modeling errors are inde-
pendent random variables, so B and C are inde-
pendent events. Then, we have

Pr(A) > Pr(BC) = Pr(B)Pr(C) > (1-a,)(1-a,)

Lete, =@, S /u+l 1-p )i”
k %7' N m(ﬂ%z Kk’ i:l oi -

Since A, = N A; = NR, —NZ,, we can easily derive the
following results from the above analysis of average:

Pri| As— A [<Ng > (1-a)1-a,)  (14)

here Formulas (13) and (14) give the approximation error
& (Ng ) of Average (Sum) aggregation with the
probability guarantee (1-¢,)1-«,).

Pr

3. Parameter Determination

From Formulas (13) and (14) we can see that with given
the probability guarantee, i.e., «, ande,, the approxi-
mation error depends on the error constraint & and the
sample size m. In this section we discuss the selection
of their values with the desired error bound for &, by
users, denoted by &; .

3.1. Error Constraint ¢?

As shown in Formula (3), 5, indicates the average er-
ror for the data reconstructed in a time window. Thus,
o, specifies the maximum degree of the average error
that the user can tolerate for the reconstructed data. A
larger o, would allow larger errors in the reconstructed
data and may enlarge the approximation error. On the
other hand, a larger o7 gives the sampled nodes more
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chances to transmit their model parameters instead of
their original data and further reduce the communication
cost. Thus, the trade-off exists between communication
cost and approximation error.

Here we provide one possible solution to determine o .
During the first time window of aggregation, all sampled
nodes transmit their original data to the BS. The BS fits
the specified model to these data and computes the mod-
eling errors {67 |1<i<m} for all sampled nodes. A
histogram is computed to count the number of error val-
ues falling into each bin, which reflects the quality of
data modeling for the sensor network. According to this
frequency distribution, the user can select a value of o7
as large as possible while ensuring an acceptable ap-
proximation error. Finally, the BS broadcasts o to the
sensor network and each sensor node works on the new
error variance constraint. This procedure could be con-
ducted reactively when substantial sampled nodes start to
continuously transmit their original data, which indicates
the changes of the nature of data in the sensor network.

In our experiments on real data set, we show linear re-
gression well characterizes the sensor data and incur few
original data transmissions even with a small error vari-
ance constrain.

3.2. Sampling Ratio o

From Formulas (13) and (14), a larger sample size m
enables a smaller approximation error.
It is easily shown that we can relax &, to

_ * [1-f 1
& = ‘P%,Sk\/T*'ﬁW%O'T

without changing the inequality relationship with the
probability guarantee (1-¢,)(1-«,) in Formulas (13)
and (14). We consider the least sample size to satisfy
& <& forany k in[t+Lt+1]. With an approxima-
tion of f=m/N —0 (for relative small sample size
and large population), we have

1 * 1
ﬁ(ﬂ%rsk +W¢LZZO'T < &q

which should hold for any k in [t+L1t+1]. Then, we
can obtain the least sample size m, required by epoch k
in the time window [t+Lt+I] to ensure & is less
than a threshold &;

)2, t+1<k <t+l (15)

For each epoch k in [t+L1t+I1], if the BS finds
m < m,, it can issue another sampling request to obtain
m, —m samples. However, s, cannot be obtained be-
fore sampling, we give the following estimation if the
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upper bound rpacand lower bond ry, of sensor readings
are known

. 1 &or. .
S ~ max min 16
k \/m_1§( ) (16)

We can obtain an estimation of the required sample
size, denoted by m,, for all epochs in the time window
[t+Lt+1] by inserting Formula (15) into Formula (16).
The sampling ratio o is set to be not less than m,/N.

3.3. Time Window Size |

When all sampled nodes transmit their original data, the
approximation error includes only the sampling estima-
tion error and no modeling estimation error. Thus, the
aggregation computation with original data needs a less
sample size than with the compressed data by modeling
to achieve the same approximation error. Let m, be the

sample size needed to obtain (g,0) -approximation

aggregation by collecting the original data, then

1—
¢% Sk m,

tionof f,=m /N —0,

© —g where f =72 With the approxima-

o

mo = (¢’%~5k)2 /g'I?

on the other hand, we have
o0=1-(l-a)l-a,)=>0>a =@, <o,
2

2

As above, we also have ¢, <g,, .
2 2

According to the above discussion on sampling ratio,
we have
* 2 2 * 2
m (¢ﬂ3k+¢ﬁo-.r) /& (¢ﬂsk+(oﬂo-r)
t 2 2 — 2 2

mo ((O%Sk )2 / g_?

(gD%Sk)z
* 2
@8+ 0300) | (sitor)’

> 17
(40%‘ Sy )2 SE

2
Zw =+ Zye

k Sk

Without data modeling compression, the aggregation
requires m,(I+1) original data transmissions for a time
window to achieve the approximation error & . With
the data modeling compression, our scheme requires
m(p+2) data transmissions to achieve the approxima-
tion error & . To achieve energy savings, we should
havem, (I +1)/m,(p+2)>1, then

l+1> (p+2) 2 > (p+2)a+ Try?
m S,

0 k

In the case of o7 <S,, 1+°S'—:<2, we could set
1+1>4(p+2).
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4. Simulation Evaluation

To measure the performance of our secure aggregation
scheme, we simulate a sensor network based on the data
from a real world deployment with 54 sensor nodes (1D
from 1-54) in the Intel Research lab, which includes a
trace of sensor readings collected between February and
April, 2004, node location and network connectivity in-
formation. The sensors collected time-stamped humidity,
temperature and voltage values in 31 second intervals.
We use the first 2000 epochs of the data set in the day
03/08 with the largest size among all days and assume a
continuous aggregation query on the temperature attribute
during this period. The periodic aggregation is conducted
on it with a time window size | =40, i.e., 50 time win-
dows. In the linear regression model, we let p =3.

To show the performance of linear regression model
for describing sensor data, we investigate the distribution
of error variance and its impact on data transmission for
all sensor nodes.

Figure 1 shows temperature readings (in degrees Cel-
sius) of 52 sensor nodes in 2000 successive epochs,
which are used for our simulation. Figure 2 shows the
error variance of linear regression model in every time
window for all sensor nodes. For all time windows, all
the sensor nodes have error variances less than 0.2. Fig-
ure 3 shows under different choice of error constraint
o, the number of sensor nodes which has a larger mod-
eling error variance than o7 in each time window. We
can conclude most of sensor nodes at most of time win-
dows are consistent with variance constraint. When
o? >0.07, less than 10% of sensor nodes exceed o7 ;
when o7 >0.1, the number decreases to 2% .0ur ex-
periment indicates only a small portion of sampled node
will transmit their original data.

Figure 1. Temperature readings (in degrees Celsius) of 52
sensor nodes in 2000 successive epochs (excluding two
nodes with incomplete data and one node with abnormal
data).
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Figure 2. The error variances of linear regression model in
all sensor nodes for each time window.

Figure 3. the number of sensor nodes with error variance
2 . - .
> 07 ineach time window.

Assumingo = 0.4 and o? =0.2, Figure 4 shows the

difference between the average aggregation result esti-
mated by sampling with time window based compression
and the aggregation result estimated by sampling with
original data transmission in every epoch. As we can see,
the difference is in [-0.2, 0.25]. It indicates that our ap-
proach with data compression can obtain the estimation
of average aggregations close to those obtained by the
approach without data compression, even when the sam-
ple size is the same. It also indicates our approach
achieves the energy efficiency while obtaining the ap-
proximate estimations, since in each time window only
five numbers are sent from each sampled node.

Figure 4. The difference between two average aggregation
results respectively estimated by the approaches with and
without data compression in every epoch.

Copyright © 2010 SciRes.

5. Conclusions

In this paper we propose a sampling-based approach with
time window based linear regression for approximate
continuous aggregation. The approximation error of the
aggregation results is analyzed. The determination of
parameters in our approach is also discussed. By simula-
tion results on real data set we verify the effectiveness of
our approach.
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Abstract

In this paper we classify the greedy routing in sensor networks into two categories, strong greedy routing and
weak greedy routing. Most existing work mainly focuses on weak greedy routing over geographic location
network or strong greedy routing over greedy embedding network. It is a difficult job and needs much cost to
obtain geographic location or greedy embedding of the network. We propose a light-weight Tree-based
graph embedding (TGE) for sensor networks. Over the TGE, we design a weak greedy routing protocol,
TGR. TGR can archive good performance on path stretch factor and load balance factor.

Keywords: WSN, Greedy routing, Graph embedding, TGR

1. Introduction

Wireless sensor networks (WSN) are deployed in
real-world for monitoring events and collecting data
from the environment [1,2]. The sensor node limitations
in power, computation, storage and bandwidth lead the
sensor network to be very different from the traditional
networks, especially in the data forwarding and routing
aspect. For example, in the Internet, route table can be
used for data routing and forwarding, which is the core
of the Internet routing protocol. The routing in wireless
sensor networks, however, often adopts stateless routing
protocol [3] rather than route table based routing proto-
col because of the above mentioned limitations.

Greedy routing is one kind of stateless routing widely
used in real deployed wireless sensor networks [3,4]. The
most popular greedy routing is based on geographic in-
formation, which is called geographic greedy routing. In
such protocol, the current node often selects the nearest
node to the destination as the next hop to transmit data.
The biggest challenge in geographic greedy routing is the
local minimal problem, when the current node cannot
find a nearer node than itself to the destination even a
path existing from the current node to the destination.
The local minimal problem is caused by the “hole” [5,6]
or the shape irregular of the network. In order to solve
this problem, two approaches are proposed. The first
solution tries to remedy the greedy routing rules but still
relies on the original geographic information. The face
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routing is a classical example of the first solution. In the
face routing, when the current node cannot find the next
hop node by greedy routing rules, it gives up the greedy
routing but adopts face routing in order to detour the
“hole”. The literature [3] proposes how to implement
face routing in sensor networks by planarizing the sensor
network and using right (or left) hand rule. The literature
[4] concludes several different face routing protocols and
proves that GFG and GOAFR + + can be used in any
planar graph and are loop free protocols.

On the other hand, the second solution does not give
up the greedy motivation, but tries to find a new embed-
ding for the network that is satisfying the greedy charac-
teristic [7]. A greedy embedding of an undirected graph
G in a metric space (X, d) is a mapping f :V (G)—X with
the following property: for every pair of distinct vertices
s,teV(G) there exists a vertex u adjacent to s such that
d(f(u),f(t)) < d(f(s),f(t)) [8]. Unfortunately, it is not true
that every finite graph has a greedy embedding into the
Euclidean plane [8]. Even if there exist such embedding
into the Euclidean plane for certain finite graphs, it is a
difficult work to assign such embedding to a sensor net-
work in a distributed manner. The literature [7] embeds
the sensor network into hyperbolic plane by constructing
a spanning tree in the network. This work can achieve
greedy routing over the spanning tree. But it wastes most
links of the original network and cannot reach load bal-
ance.

Inspired by these two solutions, we classify the greedy
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routing into two kinds. One is strong greedy routing,
which does not give up the greedy motivation. The other
one is weak greedy routing, which may give up greedy
motivation when the greedy approach does not work. By
this classification, the embedding approach is strong
greedy routing and face routing is weak greedy routing.
The existing weak greedy routing protocol solution is
still based on the geographic information. As well known,
it is also very difficult to obtain the geographic location
information of all nodes in sensor network.

In our work, we propose a new weak greedy routing
method. It does not need the geographic location. It
establishes a tree-based graph embedding rather than a
greedy embedding. In the tree-based graph embedding,
every node is assigned an interval label: [i, r]. Based on
nodes labels, we design a new greedy routing algorithm
TGR (Tree-based Greedy Routing). When the current
node cannot find a next hop node by the greedy rule, it
uses a default rule to find a next hop node. It is guaran-
teed that TGR algorithm is a loop-free routing protocol.
It means that by using TGR algorithm, any source can
find a path to any destination, while there’s no node
appears along this path twice or more. Another interesting
point is that the source node can route to the destination
even it only knows part of the label of the destination. By
extensive evaluation, our algorithm satisfies small path
stretch factor and small load balance factor.

The rest of this paper is organized as follows. We dis-
cuss graph labeling and graph embedding in Section 2.
Section 3 illustrates the establishment of Tree-based
Graph Embedding. Section 4 describes how to design
weak greedy routing in TGE. Section 5 presents exten-
sive simulation results that show the performance of
TGR. We conclude this work in Section 6.

2. Preliminaries

In this work, we take the wireless sensor network as a
finite graph. We use some techniques on graph labeling
and graph embedding in graph theory.

2.1. Graph Labeling Scheme

A graph labeling scheme is an assignment of labels to the
vertices or the edges of a graph subject to certain condi-
tions [9]. There are many researches focused on such
area from 1960s. The labels can be integers, integer
intervals [10] or bits. There are different forms of graph
labeling according different motivations, such as distance
labeling, graceful labeling and harmonious labeling, etc.
In our work, we only label the node and assign a unique
integer pair to each node. An integer pair also can be
taken as an integer interval. It can be formulated as fol-
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lows, L: N — N2
2.2. Graph Embedding

Graph embedding [11,12] is a technique for map- ping a
guest graph G into a host graph H in graph theory. It is
defined in [12] as follows. An embedding of the graph G
(the guest graph), consists of two mappings: (1) The
node-assignment function o maps the set of nodes in G
one-to-one into the set of nodes in H. (2) The edge-
routing function p assigns to each edge {u,v}eE(G) a
path in H that connects nodes a(u) and a(v).

For sensor network, there are many researches on how
to build a tree structure among the whole network. For
tree structure, the node only keeps its parent information
(the root has no parent) and children’s information,
which are all its first hop neighbors. Firstly our work
maps a shortest path tree into a sensor network. Then a
labeling process is running by visiting the tree.

3. Tree-Based Graph Embedding

In our work, we have the following assumptions. Firstly,
a wireless sensor network is a connected graph. Secondly,
the node in a wireless sensor network does not know its
own and other nodes’ location information. Thirdly, we
also assume that it is a static network or in a period it
keeps static, which means no node will be added and no
node will fail in a certain period.

The establishment of TGE includes two steps. The
first step is building a tree structure for the network and
also counts the total number of sensors. Then the labels
are assigned from the root using top-down approach at
the second step.

3.1. Counting Nodes Number by Spanning
Shortest Path Tree

At first, a node is selected randomly as root node. Then
the root node broadcasts a “HELLO” message to other
node. The other node figures the shortest hop number to
the root node. During this process, each node also selects
one neighbor node whose hop number is less than itself
as its parent node. At last a spanning shortest path tree is
established in the network.

After the SPT is established, every intermediate node
except the leaf nodes can be seen as a root of one
sub-tree. Then each leaf node initials and sends a
“COUNTER = 1” message to its parent. When the parent
of all leaves receives the “COUNTER = 1” message, it
sends a “COUNTER = m” message to its parent, where
m equals the number of its children plus 1. All the inter-
mediate nodes do the same operation. At last the root can
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receive a “COUNTER = n — 1” message and counts the
total nodes number n of the network.

During these two processes, each node only sends 2
messages at most. The first one is the “HELLO” message
and the second one is the “COUNTER = i” message. But
every node may receive several pieces of messages for
both “HELLO” and “COUNTER = i” message. When
considering transmission and receiving cost both, the
cost of the whole network is (2 + d)-n, where d is the
average node degree of the network.

3.2. Label Assignment

After the first step, the SPT is established and the root
node figures out the total number of the network. Then
the root node initials the label assignment process. In-
itially, the root node sets its label in the form of a interval
[1, n]. The root node also knows the nodes number of
each sub-tree rooted by each of its children nodes. Sup-
pose it has k children nodes C;, C,,...,Cy. C;. count stands
for the nodes number of the sub-tree rooted by C; . The
root keeps 1, the left boundary of interval [1, n], and di-
vides the interval [2, n] into k sub-intervals in proportion
to Cy.count, C,.count, ..., Cy. count. For example, we can
assign [2, Cpcount + 1], [Cicount + 2,Ci.count +
C,.count + 1],...,[n — Cy.count + 1, n] to C,C, ,...,Ci SEP-
arately. More generally, for the intermediate node N, if
its label is [i, r] and it has I child nodes C;,C,,...,C,. Then
we can assign [i + 1,i + Cy.count], [I + Cy.count + 1, I +
Cy.count + Cy.count],...,[r — Cy.count + 1, r] to Cy,
C,,...,C), the same procedure as the root node.

After the label assignment process, the Tree-based
Graph Embedding is also established. Figure 1 shows an
example of the TGE network. In the TGE network, each
node has a label [i,r], which is also an interval. We call
the left boundary i as the ID of the node and r is called
the range of the node. From the process of the label
assignment, we can see the integer interval [i, r] of the
intermediate node N with label [i, r] includes all the
nodes IDs of the sub-tree rooted by N.

4. Routing Algorithms over TGE

Suppose the source node® is S: [is, rs] and the destination
is D: [ip, rp]. For the source node S, when it needs to
send a packet to D, it can only get the ID of node D, such
as by Hash function. There are two cases for S and D as
follows,

1) Inclusion case: ip € [is, s].

2) Separation case: ip ¢ [is, Is]-

"The task of the routing is to find a next hop node to forward the data.
When the next hop node is selected, we take it as source node. The
source node means current node hereafter.
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Figure 1. The TGE network and node labels.

For the inclusion case, there must exist one child node
C: [ic, rc] of S, s.t., ic<ip<rc. Then the source node S
can send its data or query to C directly. But for the se-
paration case, the source node has no such child node to
be the next hop node. About the separation case, we
have the following three approaches.

4.1. TBR: TGE-Based Basic Routing Algorithm

It is obvious that the root node: [1, n] knows how to find
any other node in the network by routing along the span-
ning tree. So the basic idea for source node to deal with
the separation case is sending its packet to its parent
node on the tree until meeting the inclusion case.

4.2. TBHR: TGE-Based Basic Routing
Algorithm with One-Hop Information

In the above basic routing, we only use the information
of the spanning tree. It means that the path linking any
two nodes is a path in the tree. In some cases, however,
the node can get more information from other one-hop
neighbors that are not its parent or children nodes. As in
the figure 1, when node [7,8] wants to find node [12,12],
it can find that node [11,12] covers node [12,12], then it
can send its data to node [11,12] rather that to its parent
node[4,8].

4.3. TGR: TGE-Based Greedy Routing
Algorithm

4.3.1. Greedy Function

The greedy routing mainly focus on the Separation case
ip ¢ [is, Is] for the source node S: [is, rs] and the destina-
tion D: [ip, rp]. For the first case that ip € [is, rs], we also
use the basic routing algorithm. The main task for our
weak greedy routing is to designing a local monotonous
function. First we give the following function

(ip =x)-sgn(y —r5) if ig < x<ip
(x—=ip) if iy <x<ig

f(X,y)={

WSN



686 Z.G. LI

where sgn(n) = 1 when n > 0; sgn(n) = -1 whenn < 0
and sgn(0) = 0. This function satisfies: f(Xy,y1) < f(x2, Y2)
when (1) iD< Xp < X < is or (2)|s< X< X; < iD and
y1>Ts, Y2 >rs. It means that f is monotonous in an open
integer interval.

4.3.2. Routing Rules

Firstly, we define Candidates neighbors as C = {N|N
N(S), is < iN < iD when is < iD or iD < iN< is when iD
< is}, N(S) stands for all neighbor nodes of S in the net-
work. By greedy function, we design routing rules

for Separation case as follows,

1) Greedy Rule: if C # ¢, the next hop node is the node
with min{ f (iy,ry)>0,Ne C}.

2) Default Rule: if C = ¢, the next hop node is the
source’s parent node.

The greedy rule is illustrated in Figure 2. By greedy
and default rules, we design TGR, TGE-based greedy
routing algorithm. TRG is a weak routing algorithm,
because when it can not find a next hop node it gives up
the greedy rule and uses default rule instead.

5. Evaluation

In this section, we evaluate the performance of our me-
thods. The first important problem is about the length of
the path connecting the source and destination pairs (S-D
pairs). The load balance is another performance factor.
First, we compare three algorithms on the path stretch
factor. Then we compare their load balance when there
are many S-D pairs. We also evaluate the usage of cross
links that are not on the embedding tree. Our testing net-
work has 500 nodes randomly scattered in a square area.
The average degree is about 14. The diameter of the
network is 16 hops.

5.1. Path Stretch

In a connected network, any S-D pair has a shortest path
connecting them. In a stateless sensor network, however,
it is difficult to find the shortest path without flooding. In
this evaluation, we randomly select 1000 S-D pairs, and
simulate their paths generated by TBR, TBHR and TGR

1 ls rs Ix Iy Ip n
(a) is< ip
N
‘ — 1 -

! . - . !
1 Ip Ix Iy Ig s n
(b)is>ip

Figure 2. Greedy rule.
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respectively. In Figure 3, the X-axis stands for the length
of the shortest path between S and D. Figure 3(a) plots
the length of every actual routing path for TBR, TBHR
and TGR. From Figure 3(b), we figure out the average
length of the routing path with the same length of the
shortest path. We can see that for the two nodes with
distance less than 8, the average case of the TGR is
shorter than the TBHR; and when the distance is less
than 11, the TGR is shorter than TBR. For the two nodes
with distance longer than 8, the average case of TBHR is
shorter than TGR, and when the distance is longer than
11, the average case of TBR is shorter than TGR. We can
see that (1) TBHR is always better than TBR, that means
the one-hop information is very important; (2) when the
distance is larger, the path length generated by TGR is
longer than TBR and TBHR. That is because for the long
distance two nodes, their path length by traveling the tree
(TBR and TBHR) approximates with their shortest path
length.

5.2. Load Balance

In Figure 4(a), there are 1500 pairs of S-D pairs trans-
missions randomly selected in the network. If a node has
forwarded a packet, its load counter adds one. After the
simulation, we order the nodes according to their load
counter decreasingly. We compare the load counter dis-
tribution about TBR, TBHR and TGR. It is obvious that
there are more than 50 nodes among 500 nodes, which
the load counter of TBR is about twice as the TGR. The
load counter lines of TBR and TBHR are very close.
After that, all three lines are smoothly and approximately.
It is because in TBR and TBHR, the root and the nodes
near the root should transmit more packets. In TGR,
some source nodes can find their destinations by not
passing the root node or the low-level nodes in the em-
bedding tree, even the source and destination belong to
two independent sub-trees. Figure 4(a) shows the trans-
mission load from single node respect. For the whole
network, we use load balance factor to metric the load
performance. The load balance factor can be defined by
using the variance of the packets account of all the nodes
participated in the routing work,

2L -0’

¢ n

where L; is the packets account passing the node i, L; is
the average packets of all nodes that have forwarded
some packets, n is the total number of all nodes that have
transmitted packets. If ¢ becomes larger, it means the
load balance get worse; if ¢ becomes smaller, it means
the load balance get better. We call ¢ as the load balance
factor. In Figure 4(b), for the same network, we ran-
domly select different size of S-D pairs from 50 to 1500
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increasing by 50. We can find that all the load balance
factor of TBR, TBHR and TGR increasing with the size
of the S-D pairs. But the TGR increases slow comparing
with TBR and TBHR.

(a) The distribution of the length of actual path.
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Figure 3. The average length of actual path vs. the length of
the shortest path between S and D.
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Figure 4. Load balance comparison.
5.3. Cross Link Usage

The links of a spanning tree only covers a small part of
all the links of the whole network (as Figure 1). TBR
wastes all cross links not on the SPT. For TBHR, it has
at most one chance to use cross link not on the SPT. We
compare the cross link usage about TBHR and TGR.
From Figure 5, we find that TGR uses more cross links
than TBHR. The percent of cross link usage of the TGR
can achieve 40% in average. This can also explain why
the load balance factor of TGR is better than TBR and
TBHR.

6. Conclusions

In this paper, we classify the greedy routing in sensor
networks into two kinds, strong one and weak one. Then
we propose a new weak greedy routing (TGR) over a
tree-based graph embedding (TGE). TGE is a light-
weight labeling scheme and graph embedding technique

o o o
> o ®
:

The percent of cross links

o
N

> 6 10 14 26 30 34 38

18 22
The path length

Figure 5. The label embedding network.
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It assigns each node an integer interval. Base on nodes
labels, TGR can achieve good performance in path
stretch factor and load balance factor for a static con-
nected network. In future network, we will study how to
implement TGE and TGR in dynamic networks for re-
solving nodes adding and nodes failure.
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Abstract

Wireless sensor networks (WSNs) and wireless mesh networks (WMNSs) are popular research subjects. The
interconnection of both network types enables next-generation applications and creates new optimization
opportunities. Currently, plenty of protocols are available on the security of either wireless sensor networks
or wireless mesh networks, an investigation in peer work underpins the fact that neither of these protocols is
adapt to the interconnection of these network types. The internal cause relies on the fact that they differ in
terms of complexity, scalability and network abstraction level. Therefore, in this article, we propose a unified
security framework with three key management protocols, MPKM, MGKM, and TKM which are able to
provide basic functionalities on the simplest devices and advanced functionalities on high performance nodes.
We perform a detailed performance evaluation on our protocols against some important metrics such as sca-
lability, key connectivity and compromise resilience, and we also compare our solution to the current keying

protocols for WSNs and WMNSs.

Keywords: Wireless Mesh Sensor Network, Key Management, Adaptive Security, Group Key

1. Introduction

The success of wireless technologies today caused the
international wireless network research community to
have high hopes for the future. Wireless mesh sensor
network (WMSN) is a new architecture that merges ad-
vantages of wireless mesh networks (WMN) and wire-
less sensor networks (WSN), especially on scalability,
robustness and balanced energy dissipation [1]. Wireless
sensor networks and wireless mesh networks are popular
research subjects. The interconnection of both network
types enables next-generation applications and creates
new optimization opportunities [2]. Many application
scenarios could benefit from a successful and optimal
interconnection between WSNs and WMNSs. For exam-
ple, a wireless mesh network can be used as a backbone
for collecting sensor data from remote sensor clusters, or,
resource intensive calculations with sensor data may be
performed on a mesh router instead on a sensor node.
Although plenty of research is available on all aspects of
either wireless sensor networks or wireless mesh net-
works, little information is available on the interconnec-
tion of these network types. Their difference between

Copyright © 2010 SciRes.

WMNs and WSNs in wireless technologies, addressing
protocols, routing strategies and security mechanisms
make an effective interconnection be challenging.
Especially, WMSNSs are always deployed in hostile
environments to track target, monitor battlefield, detect
intruder or do some scientific explorations and the open-
ness of the wireless environment makes security in
WMSNs a critical concern in the deployment of such
group applications. In wireless communication environ-
ments an adversary not only can eavesdrop the radio
traffic in a network, but also can intercept the exchanged
data. To prevent the malicious node impersonating good
nodes for spreading misleading data intentionally, secret
keys should be used to achieve data confidentiality, inte-
grity and authentication between communicating parties
[3]. But in WMN networks, security and trust is most
often guaranteed using either pre-shared keys, or by re-
lying on certificate based encryption techniques [4]. Be-
cause of the limited capacities of sensor nodes, the secu-
rity approaches used in WMNSs are not suitable for
WSNs [5]. Some sensor nodes might be unable to im-
plement any certificate based security mechanism at all.
Therefore, the development of adaptive key management
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protocols is a promising approach to enable low end de-
vices to participate in heterogeneous network architec-
tures securely.

Adaptive key management protocol is an effective
approach to provide efficient and secure interconnection,
while respecting the individual characteristics of each
network type. The main difficulty with adaptive key
management protocols is the creation of a basic key
management protocol version that can be deployed on a
very basic network node. Current popular key manage-
ment protocols in WMNs such as the [6-8] are relatively
complex. Even though the performance of sensor nodes
will increase over time, there will always remain a class
of devices that is unable to run these complex protocols.
Therefore, there is a need for novel, simple techniques
that are able to provide basic functionalities on the sim-
plest devices and at the same time they can be extended
to support advanced functionalities on high performance
nodes. Thus, an adaptive and modular key management
approach is needed.

In this paper we present a unified security framework
that embodies three key management protocols which
can provide adaptive security for WMSNSs for the need of
the applications. The framework includes three key
management protocols: a) the Matrix based Pairwise Key
Management (MPKM) protocol for sensor nodes with
limited resources. b) the Matrix based Group Key Man-
agement (MGKM) protocol for the network with sinks or
cluster heads except the sensor nodes; c) the Threshold
Key Management (TKM) protocol for the network with
mesh nodes in addition. All of these three protocols are
interrelated elements: MGKM can be extended from
MPKM, and TKM can be extended from MGKM.
Therefore, the accession of MGKM and TKM in the
WMSNs will not increase the storage or communication
overhead of sensor nodes.

2. Related Works

Key Management is one of the main challenges in se-
curing wireless networks, and has been addressed by
many authors. In this section, we present an overview of
some approaches and protocols for keying management
in both WSNs and WMNSs respectively.

2.1. Key Management in WSNs

To date, the key management protocols in sensor net-
works can be mainly classified into two types: pairwise
key management protocols and group key management
protocols. In pairwise key management protocols [9-14],
each pair of communication nodes should establish a
shared key. One attractive idea in the pairwise key man-

Copyright © 2010 SciRes.

agement is key pre-distribution, i.e., pre-installing a li-
mited number of secrets in sensor nodes prior to actual
deployment; after the deployment, if two neighboring
nodes have some common keys, they can setup a secure
link by the shared keys. While in the group key man-
agement protocols [15-17], the key idea is to broadcast
information that is useful only for trusted nodes. Com-
bined with its pre-distributed secrets, this broadcast in-
formation enables a trusted sensor node to reconstruct a
group key. Most pairwise key and group key manage-
ment protocols in WSNs are based on symmetric key
cryptography, such as Du’s [12] key Matrix based, Cam-
tepe’s [9] Combinatorial Design based, Liu’s [13] poly-
nomial based protocols. These solutions are designed to
sustain severe computation power, storage, mobility, and
energy constraints, and as a result have limited scalability
and robustness. Although some research [18] shows that
the right selection of algorithms and associated parameters
along with code optimization can make public key cryp-
tography feasible for sensor networks. For example, the
ECC and RSA based key management protocols. The
major shortcomings of them are the associated expensive
computation and the high probability of likely penetra-
tion by malicious agents. Also all current asymmetric
key related studies only support their feasibility for
WSN’s. Unfortunately, as we know, none of current
works propose complete key management infrastructure
compatible public and private key cryptography.

2.2. Key Management in WMNs

Secure group communication is a mature research area
and has a large body of research literature. The main
objective of a secure group communication protocol is to
ensure the data confidentiality against outsiders such that
only legitimate group members can recover the group
data. Existing solutions for wired networks [19-21] are
not well suited for WMNs as they fail to take into con-
sideration the multi-hop communication paradigm fea-
tured by WMNSs, as well as the communication security
among mesh clients within the coverage of a mesh router.
These protocols also do not exploit unique features of
WMNSs, such as the broadcast nature of wireless com-
munication. ARSA [7] proposes attack-resilient security
architecture for WMNSs, which uses ID-based cryptogra-
phy (IBC). SeGrOM [8] propose a new protocol frame-
work for secure group overlay multicast in WMNs. LSSS
[6] presents an ideal linear multi-secret sharing protocol,
by using monotone span programs. Though, they achieve
efficient and secure group communication in WMNSs.
They can not be employed in the WSNs due to their ex-
pensive energy consumption and also they can not offer
modular security for WMSNSs.
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In general, none of the existing protocols considered
the unique features of WMSNSs, such as coexistence of
resources constrained sensor nodes and powerful mesh
nodes, increasing scalability when remote cluster sensors
get interconnected thanks to the presence of a WMN, all
of which can be leveraged for designing more optimized
protocols. Our work tries to fill this gap by designing
such a complete key management infrastructure specially
for WMSNs based on our previously key management
protocols [14,17].We will take into account the diversity
of nodes’ ability and propose a unified key management
framework, which includes simple techniques that are
able to provide basic functionalities on the simplest sen-
sor devices and at the same time they can be extended to
support advanced functionalities on high performance
mesh nodes.

3. System Model and Assumptions
3.1. Network Model

Define our target network environment is the intercon-
nection of WSNs and WMNs, called WMSNs. The
WMNs include a set of static wireless routers, called
mesh nodes (MN), organized in a backbone network and
communicating through multi-hop wireless links. Mobile
clients (MC) connect to the wireless mesh through a lo-
cal access router, called access point (AP), and commu-
nicate with each other through the wireless mesh. While
the WSN has the hierarchical architecture consisting of
numerous sensor nodes (SN) grouped in clusters and
each cluster has a cluster head (CH), which is responsi-
ble collecting and merging local data from sensor nodes
and send it to mesh nodes. Clusters of sensors can be
formed based on various criteria such as location, com-
munication range, resource and energy capabilities, etc.
(See Figure 1). Resource intensive calculations with
sensed data may be performed on a MN. MN here can be
considered as an actuator node in WSNs and can take
immediate response when monitoring some abnormal
phenomena in WSNs. Many application scenarios could
benefit from successful and optimal WMSNSs. For exam-
ple, the WMNs can be used as a backbone for collecting
sensor data from remote sensor clusters. For clarity, we
describe the terms in the scope of this article is specified
as follows:

Sensor nodes are network nodes with limited capabili-
ties in terms of processing power, memory capacity and
bandwidth, equipped with a sensor and/or actuator chip.
As such, a sensor node can be a source of data in a net-

Copyright © 2010 SciRes.

work, but could as well be used as intermediate node to
forward data from one sensor device to another, or to a
data collection device, called a cluster head (see Figure
1 (ii)). Sensor nodes are small sized and limited in cost.
With WSN, all forms of wireless networks between sen-
sor devices are indicated [1]. These sensor networks are
self-forming, and are used to gather data in places where
the use of cabled sensors is hard, costly or undesired. No
restriction is made based on network size or topology:
both single hop networks between SNs and a CH, and
complex multi-hop networks with meshed topologies are
considered.

Mesh nodes are relatively powerful networked nodes,
equipped with relatively powerful wireless interfaces and
thus are able to transmit and receive at higher band-
widths than sensor nodes. With WMN or wireless mesh
networks, all forms of wireless networks between mesh
nodes are indicated. Again, there are no restrictions on
the topology. Mesh networks are often used as a wireless
backbone for the interconnection of end user devices.
WMNs might also offer additional functionality to the
client networks; for example, provide an uplink to the
Internet (see Figure 1(i)). Mesh networks are self-
forming and self-healing, and are therefore an ideal solu-
tion to provide connectivity in places where cabled net-
works cannot easily be installed. Furthermore, because of
their self-organizing character, mesh networks can be
rolled out fast, making them ideal candidates to be used
as emergency network infrastructure.

3.2. Definitions and Notations

In the following section, we give some definitions and
notations used in this paper unavoidable.

Figure 1. Wireless mesh and sensor network architecture
example.
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4. Proposed Framework

In this section, we first describe MPKM, our basic key
management protocol handling the pairwise key estab-
lishment for the resource limited sensor nodes. We then
describe two additional protocols, (a) MGKM, a key
management protocol handling the group key of the
WSNs and (b) TKM, a key management protocol han-
dling the key sharing in WMN using the asymmetric
cryptography. All these protocols together can manage
the key establishments in WMSNSs. Since MPKM and
MGKM are previously proposed in [14] and [17]. Here
we include them only to form the unified key manage-
men framework. Thus, we will focus on the TKM proto-
col in the latter of this paper. Due to the node resource
limitation, MPKM and MGKM are based on symmetric
key cryptography while TKM is based on asymmetric
key cryptography. All of these three protocols are inter-
related elements: MGKM can be extended from MPKM
and TKM can be extended from MGKM. (See Figure 2).
Therefore, the accession of MGKM and TKM in the
WMSNs will not increase the storage or communication
overhead of sensor nodes. This is one of the advantages
of our framework and it just satisfies the requirement of
key management technique in WMSNs, scalable and
lightweight.

4.1. The Matrix Based Pairwise Key
Management (MPKM) Protocol

In MPKM, each sensor node is programmed according to
the application requirements before network deployment.
As we all know, Blom proposed a key distribution ap-
proach [12], which allows any pair of nodes in a network
to be able to find a pairwise secret key. As long as no

more than nodes are compromised, the network is per-
fectly secure. For the sake of key updating, we modify
the Blom’s symmetric matrix construction in [14]. We
briefly describe how to use our modified version of
Blom’s key distribution approach to establish paiwise
key as follows. Some used notations in this paper are
given in Table 1.

The base station (BS) in WSNs (acting as a trusted
server) first computes an*n matrix B over a finite field
GF(q), B is considered as the public information, g is a
prime, and g<n. One example of such a matrix is a
Vandermonde matrix whose elementh, =(g’)' mod q,
where g is the primitive nonzero element of GF(q)
and g’ is the jth column seed. That means:

gn—l (QZ)n—l (g3)n—1 . (gn)nfl
Table 1. Table type styles.

A sensor node i (i=,1,...,n), where N, is the trusted deal-
Ni er and it has more power than normal sensor node, i.e.
the cluster head in a cluster.

Row seed of the matrix D; the row seed used in each row
i of matrix D should not bigger than s;.

Si
Column seed of matrix B

Ki The pairwise key between node N; and N;

Ks The group key of the initial set N={ N, Ny, ..., N, }
GID; The group or cluster identity of cluster i

ID; The identity of sensor node i

Kai The group key of the sensor cluster i

sk The secret key to be shared by the mesh nodes

sk; The secret key share of mesh node i

Figure 2. Overview of our key management framework.
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This construction requires that n®><e(q) ie.,
n’ <q-1. Since B is a Vandermonde matrix, it can be
proved that the n columns are linearly independent when
g,9°,9%---,g" are all distinct.

Next, the BS generates n row seeds s,---S, ,
where s;(i=1,...,n) is the random prime number of
GF(q) and it is only known to the powerful node (N,) in
the network, e.g., the cluster head of WSNs. And then
BS creates a random n*n symmetric matrix D over
GF(q). Each row of the D is composed of hash values of
the row seeds. Differing from the construction of matrix
B, the elements in symmetric matrix D are generated as
follows:

for(i=Li<n;i++)
for(j=Lj<n;j++)
{if (i> j) dj =H'(s;);else d; =H(s);}

where dj; is the element in matrix D. An example of ma-
trix D with size 3*3 is shown as follows:

H'(s)) H*(s)) H(s,)
H?(s) H?(s,) H(s,)
H(s;) H(s,) H(s;)

At last, the BS computes a n*n matrix A= (DB),
where T indicates a transposition of the matrix. The ele-
ments in matrix A denote asa;, wherea; = Z;deﬁbﬂi .
The matrix B is public while the matrix D is kept secret
by the base station. Since D is symmetric, the key matrix
K = AB can be written as:

K= (DB)'B = B'D'B = B'DB = (AB) " =K'

Thus K is also a symmetric matrix and K;; =K;; ,
where K is the element of K at ith row and jth column.
We take K; (or K;) as the pairwise key between
node N; and node N;. To carry out the above computation,
nodes N; and N;should be able to compute Kj and Kj;
respectively. This can be easily achieved using the fol-
lowing key pre-distribution procedure, for node N;:

1) Store the ith row of matrix A at node N;, denoted as
r(A) e, 1 (A)=[a;], (j=1--n).

2) Store the ith column seed g' of matrix B at N;.

After deployment, each node has a piece of secret in-
formation as described above. When nodes N; and N;
need to find the pairwise key between them, they first
exchange their column seeds of matrix B (since B is the
public information, it can be sent in plaintext). Then, by
using the preloaded secrets, they can compute K;
(or K;; ) respectively as: K;; :Z,"B:laiﬁbﬁj . It can be
proved that the above protocol is n-secure because all the
rows in D are linearly independent. And this property
guarantees the uniqueness of the pairwise keys in the
cluster.
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4.2. The Matrix Based Group Key Management
(MGKM) Protocol

When nodes with better resources, named as CHs, are
deployed in the network, they can be used to collect and
merge local data from sensor nodes and send it to mesh
nodes. Mesh nodes then distribute the required informa-
tion to the end user clients. Now, we assumed that after
deploying the new nodes into the operating WSNSs, the
clusters can be formed based on various criteria such as
capabilities, location, and communication range etc. [17].

Now, without loss of generality, let N = {N;, Np, ..., N;}
be the initial set of participants in each cluster group that
want to generate a group key. Assume that there are n-1
sensor nodes and a powerful node N, in a cluster (N, may
be a CH). The detailed steps of the group distribution are
presented as follows.

Step 1: Initially, each node N;(l<i<n-1) is pre-
loaded a row r;(A) from matrix A and column seed g' as
described in Subsection 4.1. Then, after deployment,
each node pre-computes Kj, Kii_ (ie., K, =Z;:1awbﬂi)
an K;' . N; sends the enciphered message (N
C =E, (K;)) to node N, and keeps;:in its local
memory. Kj, is the pairwise key between node N; and Nj.
|| stands for message concatenation.

Step 2: Node N, computes K;, as above. Upon receiv-
ing each(N;,C,)(L<i<n-1), node N, deciphers them
and computes x=KKji. Next, node N, com-
putes k. =k, []"'x - Finally, the powerful node N
broadcasts (Np, X;... X,.1) to other nodes.

Step 3: On receiving the broadcast messages, each
node N,(1<i<n-1) computes the common group
Key K = x KT % -

Note that the client N; may pre-compute k! to re-
duce the computational load. Until now, storage limita-
tion is becoming less of a concerning issue as many
add-on memory cards are widely available. And we can
prove that the proposed protocol is a contributory group
key agreement protocol. Reference [17] for detailed
prove process.

4.3. The Threshold Key Management (TKM)
Protocol

If a WMN is added to an already existing WSN to collect
the sensed messages, should any adjustments to the WSN
protocols be made? In general: the less adjustments are
to be made on either WSN or WMN protocols, the faster
an interconnection can be realized and the sooner an in-
terconnection strategy might be adopted. Moreover, us-
ing either a single symmetric key or by relying on certif-
icate based encryption techniques to achieve key man-
agement operations for the mesh nodes risks high proba-
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bility of key leakage or creates a vulnerable point in the
network. Thus, based on the two former key manage-
ment protocols, MPKM and MGKM, we design a thre-
shold key management protocol for mesh network. In
such a system, the group keys of the WSNs will be cal-
culated as a secret key shared by n mesh nodes. And the
secret key can be recovered by a coalition of t mesh
nodes.

4.3.1. Preliminaries of Threshold Secret Sharing
The proposed protocol is based on the (m, k) threshold
cryptography [22]. Generally speaking, threshold cryp-
tography is used for distribution of a secret value S based
on polynomial interpolation, and an (m, k) threshold
protocol allows m parties to perform cryptographic oper-
ations, so that any k parties can jointly perform key dis-
covery whereas (k-1) parties cannot derive any informa-
tion even after collusion. The parameter k represents the
threshold. A sample threshold cryptography protocol
proposed by Shamir can be explained as follows:
Consider the secret S, we can store the secret about S
into n shares (sy, . . ., Sm) Via a randomly chosen k degree
polynomial f(x) = ag+a;x+...+ay_1X k1 where a5 = S. Se-
cret shares are obtained by s; =f (i),i=1...m. Them
shares of secrets are simply {f (1), f(2),... , f(m)}. Given
k points from the above m shares, we can derive the
coefficients of f(x?< by interpolation and hence calculate
the secret S = f(|)L (0) , where L;(0) is the La-
grange coeﬁlment such as

H]#I( B
HJ¢|(X — X )

Therefore, the above protocol is a (n, k) threshold
cryptography protocol.

4.3.2. The Proposed TKM Protocol

We assume that there is a Trusted Server (TS, the base
station in WSN also can act as a TS) which can calculate
the secret key and the key shares for bootstrapping the
mesh nodes. And we also assume that when a WMN
with m mesh nodes is added to an already existing WSN,
each mesh node is innocent and cannot be compromised
during the first several minutes after deployment since
compromising a node takes some time. Based on this, the
system initialization process is carried out in two phases:
secret key calculation and mesh nodes bootstrapping. In
the first phase, the TS will collect the group keys of the
sensor nodes and calculate the secret key to be shared by
the mesh nodes. Here, we assumed that the messages
delivered among sensor nodes and mesh nodes are al-
ways encrypted by their group keys, the collaboration of
t mesh nodes can decrypt them. In the second phase, the
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TS creates an (m, k) sharing (sky,k, . . . , sky) and pri-
vately distributes these shares to m mesh nodes where (m
< M) and M is the network size.

Secret key calculation phase: We assume that before
the WMN is added, the WSNs are classed by t clusters,
and each cluster has a CH and several SNs. Also, the
keys in WSNs are already established by using MPKM
and MGKM protocols. Thus, in this phase, the TS

® Step 1: Broadcast a hello message {ID+s, hello}

to the sensor nodes in WSNS.

® Step 2: On receiving the hello message, each CH

or the SNs will reply a message which contains
its group keys {GID;, Kg;, IDcn}.

® Step 3: By distinguish the different group keys

Kgi(i=1,..., t) from the WSNSs. The TS calculate
the secret key SK for mesh nodes as following:
Sk = Kg1 @Kgp @...... @Kgt , Where @ represents XOR
operation.
Mesh nodes bootstrapping phase: In this phase, the TS
performs the following operations:
® Stepl: Create a random polynomial of degree k— 1
f(x) =sk + a;x + - - - + a1 X *(mod p) where p is a
large prime number and sk is the shared private key
of the mesh nodes.

® Step2: Calculate and send to each node i the cor-
responding share of (sk): ski = f (i)(mod p). For
simplicity i is assumed to be an integer and nodes to
be initialized range from1...m

® Step3: Calculate and store locally the decryption
supplementary keys S; for each sensor group as fol-
lows, and then deleted the Kg; (i=1,..., t) perma-
nently.

S;=sk @KGi(i =1,.., t)

When a mesh node j receives messages from sensor
nodes, it should broadcast a request to its neighbors. Af-
ter collecting k-1 valid shares from its neighbors, it com-
bines them with its share in order to issue the secret key
sk. If the WSN only have one group, then sk = Kgy, the
requester mesh node j can use sk to decrypt the received
messages immediately. If the WSN have two or more
groups, the requester node j should ask the TS for help.
The TS replies with the group i’s decryption supplemen-
tary keys S;. Then, the mesh node j decrypt the received
messages by calculate sk @S;, where sk @S;= Kg;.

5. Post Deployment Operations

Network post-deployment issues are critical factors in
determining the efficiency of any key management pro-
tocol for WMSN specific environment. Each protocols
working in correspondence to these issues is explained
against the following matrices.

Scalability: Each of the three protocols supports node
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additions after network deployment. In case of MPKM
and MPGM, when a new node 1Dy Wants to join the
network, the BS will generate the key information for
node n + 1 and the Real-Time generation (RTG) program
in [14] will be triggered to expand the key matrix. Thus,
all nodes in its cluster will establish new pairwise key
with this node. And periodically their group key also will
be updated according to reference [17].

In TKM, when a new sensor cluster wants to join the
existing WMSN, here we assume that the pairwise keys
and group key in this cluster have been established by
using the MPKM and MPGM protocols. The main issue
in this procedure is the secret key updating and the key
share information updating for existing mesh nodes.
There are two types of techniques can address this prob-
lem.

1) Regeneration: in this approach, the TS first recal-
culate the secret key by XOR sk and the new cluster’s
group key, here we denote it as Kgnew. S0, the new secret
key for the mesh nodes in new mesh network is sk’=sk &
Kenew- Then, the TS recreates a random polynomial of
degree k—1: h (x) = sk’ + byx + - - - + b_xX** (mod p)
and resends the key share for mesh nodes. Finally, the
mesh nodes can establish new secret key to guarantee the
network security. The drawback of this approach is that
it introduces substantive communication and computa-
tion overhead.

2) Real-Time updating: This technique relies on the
following Homomaorphic property. If (S, . . ., Sqy) is an (n,
k) sharing of Sand (s’y, . . ., S’y is an (n, k) sharing of S,
then(s; @ s’y,...,S, @ ') isthe an (n, k) sharing of
Se S, if wesetS” =0, then we get a new (n, k) sharing
of S.

Now, let (sky,...,Sky) be the (m, k) sharing of sk and
Kenew IS the group key of the new cluster, the TS creates
a random polynomial of degree k — 1: p (X) =Kgnew + C1X
+ .« + ¢ X Y(mod p) where p is a large prime number.
And then the TS calculates the corresponding share of
(Kenew): Ki = p (i) (mod p) and sends it to each node i.
Thus, the mesh nodes can get a new sharing (sky’,...,Skn)
of sk” where sk;’= sk; ® K.

Key connectivity: Key connectivity is described as the
number of keys required to be stored on each node for
specified level of required network connectivity.

MPKM establishes a pairwise key for each pair of
nodes in the same cluster. Since the keying information
of the nodes in one cluster is coming from the same
symmetric key matrix, each pair of nodes in one cluster
can establish a paiwise key. This provides 100% cluster
wide connectivity.

MPGM provides good key connectivity on frequent
broadcast basis. In a typical information gathering scena-
rio where the primary purpose of the nodes is to gather
data and forward it to BS or MN, nodes in one cluster
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communicate with each other more frequently. Such
communication is ensured by a common cluster wide
group key. Hence, broadcast based cluster-wide key
connectivity is ensured.

In TKM, to encrypt the communication between the
sensor nodes and the mesh node needs the sensor’s group
key, which is established in MPGM. And the decryption
of the communication messages needs local collabora-
tion of the neighboring mesh nodes by using the thre-
shold cryptography. All these keys are established and
secure. Therefore, complete network-wide key connec-
tivity is ensured by using these three protocols.

6. Performance Analysis
6.1. Security Analysis

We have proposed an adaptive key management frame-
work for WMSNS in this paper. From simple MPKM to
complex TKM, they can provide modular security ser-
vices from basic functionalities to advanced functionalities
on kinds of nodes. For instance, they can establish both
pairwise key and group key for sensor nodes with the
same pre-distributed secrets and update their keys at the
same time. Meanwhile, the secret key of the mesh nodes
also can be established by extending the key manage-
ment of the group keys. Furthermore, our framework
satisfies the security requirements of both WSNs and
WMN:Ss. In this section, we analyze the security of our
proposed key management framework.

Compromise resistance: In MPKM, since the paiwise
key of each sensor node in our protocol is different from
each other, the discovery of the captured keys cannot
give out any knowledge of the keys in the innocent nodes.
Moreover, any node’s failure or compromise triggers a
key updating process and, thus, the keys shared by the
captured nodes and the innocent nodes are get rid of.
That means MPKM provides sufficient security, no mat-
ter how many sensors in the same cluster are compro-
mised MPKM can achieve perfect compromise resilience.
In MPGM, the group key is established by the collabora-
tion of all the nodes in the same cluster, no participant
can predetermine the common key and each node has the
same right to verify if its contribution is included in their
currently used group key. Also, the group key can be
updated periodically. Thus, MPGM has perfect group
fairness and compromise resilience. In TKM, any k
nodes can jointly perform key discovery whereas (k — 1)
nodes cannot derive any information even after collusion.
Thus, it is k secure and has (k — 1) resistance. Also, the
secret key can be updated when the group keys changed
or a new cluster wants to join the WMNS.

Group confidentiality: In MPGM, nodes that are not
the part of the group should not have access to any key
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that can decrypt any data broadcast to the group. For the
message, only the powerful node (such as BS or TS) can
decrypt the message to get the contributions of the client
nodes by using its pairwise key with the client nodes.
With the same reason, only the contributory nodes can
recover the group key by using their own contribution.
Therefore, the group key is group confidential.

6.2. Comparison with other Protocols

Now let us compare our protocols with the available key
management techniques for wireless sensor networks and
wireless mesh networks. Such as Du’s [12] key Matrix,
Camtepe’s [9] Combinatorial Design, Liu’s [13] poly-
nomial based protocols for WSN, ARSA [7], SeGrOM [8]
and LSSS [6] for secure WMN group communication.

For convenience, the following notations are used to
analyze the various properties: Y: Yes or has; N: No or
hasn’t; Inc.: will increase; Nor.: remain normal; A: the
threshold, represents that if more than A nodes be com-
promised, the protocol is not secure; little p: the protocol
only provides p connectivity; big P: the protocol pro-
vides 100% or strong key connectivity. Table 2 lists the
comparisons among our protocols and protocols only for
the WSN or WMNSs.

We consider the performance comparisons in terms of
the scalability, compromise resistance, key connectivity,
nesh nodes security, modular security service. It is ob-
vious that only our protocols can be scalable when the
network size changes. If some nodes are compromised
by the adversary, protocols for WSN and WMN only
have a certain level of resistance, if the number of com-
promised nodes exceed the level, the network will not
secure any more. While our protocols can maintain 2P+4
resistance, which mean MPKM and MPGM can maintain
perfect compromise resistance, only TKM has a thre-
shold A. In terms of nodes security, only our protocols
can provide security protection for both sensor nodes and
mesh nodes and the storage for nodes will not increase
no matter other two protocols being included or not.
Thus, from the table we can see only the protocols pro-
posed in our framework can be adaptive for WMSNSs.

7. Conclusions

The interconnection of heterogeneous WSN and WMN
networks is a pilot case which can be used to derive di-
rections for the research on future heterogeneous net-
work architectures. One of the major challenges for the
development of future network architectures is the crea-
tion of adaptive key management protocols for the diver-
sity of network nodes. In this paper we have presented an
adaptive key management framework for WMSNSs. It
includes three possible keying implementations for dif-
ferent network nodes, i.e. pairwise key for sensor nodes,
group key for high and low level sensor nodes and secret
key shares through threshold cryptography for mesh
nodes. The results clearly show that they can adapt to the
different resource availability and achieve levels of secu-
rity. In short, no matter the addition of low end nodes or
high end devices to a secure environment might intro-
duce security risks. The design of our key management
framework can give simple but effective security solu-
tions for each level of devices. And as we know, our
framework is the first one which provides adaptive and
modular security service for WMSNSs. This is extremely
important for the future generation of integrated net-
works.

Adaptive security is an interesting future research
track. It will remain a continuous challenge to integrate
low-end devices in future networking environments. In
our future work, we would like to investigate new keying
mechanism with better extension properties to provide
perfect security and robust continuity for future genera-
tion of integrated networks.
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Abstract

A wireless sensor node is typically battery operated and energy constrained. Therefore, it is apparent that
optimal energy management is one of the most important challenges in WSN development. However, energy
management requires in-depth knowledge and detailed insight concerning specific scenarios. After Carrying
out a large number of experiments in precision agriculture, we find that it is the sensors that have never been
concerned consuming the most energy of the node. In order to conserve energy and prolong the lifetime of
WSN, we design and carry out a dynamic energy management strategy for sensors. The basic idea is to shut
down all sensors’ power when not needed and wake them up when necessary. Valuable conclusions are
extracted and analyzed.

Keywords: WSN (Wireless Sensor Network), Precision Agriculture, Dynamic Energy Management, TinyOS

1. Introduction

A large number of intelligent micro-sensor nodes with
sensing, processing and wireless communicating capabil-
ities form wireless sensor network (WSN), which com-
pletes complicated tasks in some specific field, such as
precision agriculture. Compared with old methods, WSN
has significantly drawn extensive attention. It does not
rely on fixed infrastructure and has many characteristics
such as fast setup, strong survivability and so on [1]. It
has been considered as a good scheme to conduct preci-
sion agriculture data collection and processing. In 2002,
Intel has a project looking at how WSN can be used to
improve grape production. They worked with agricultur-
al scientists on a long-term deployment of WSN in a
wine grape vineyard. By densely monitoring and analyz-
ing they found the relationship between grape quality
and climatic conditions. It has been proved that WSN
could play a role in precision agriculture.

Just the same as other applications, energy constraint
of sensor nodes is the major problem for precision agri-
culture. Data aggregation [2] and low power listening [3]
algorithms are effective method to reduce energy con-
sumption in normal wireless sensor networks. However,
after a sufficient number of experiments we found that
energy consumption in precision agriculture has some
special issues. Generally speaking, in order to monitor
the growth conditions of crops, one node has to connect
with many sensors, such as Co2 sensor, air temperature

Copyright © 2010 SciRes.

sensor, air humidity sensor, light sensor, soil tempera-
ture/moisture sensor and so on. Although the sensors
consume a large portion of the energy, we never pay any
attention to this issue in our previous research. It is
necessary to reduce the energy consumption of sensors.
We design and carry out a sensor dynamic energy man-
agement (SDEM) to reduce energy consumption of sen-
sors and extend network lifetime. The basic idea is to
shut down sensors when not needed and wake them up
when necessary [4,5]. The experimental results indicate
that SDEM is an effective technique in reducing node
energy consumption without significantly degrading
performance.

The remainder of this paper is organized as follows.
Section 2 gives the energy consumption of all parts of
the sensors in precision agriculture. And we get a con-
clusion that the sensors consume most of the energy. The
architecture of the SDEM is described in Section 3, and
Section 4 reports the hardware and software design and
some considerations about implementation. In Section 5,
the actual deployment is described in detail, and finally
Section 6 reports our conclusion and gives some direc-
tions on the ongoing work.

2. Sensors Energy Consumption Analysis
A sensor node has several major components: processor,

memory, A/D converter, sensing unit and radio. Each
node sleep mode corresponds to a particular combination
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of component power modes. In general, if there are N
components labeled (1, 2, ... , N) each with K; sleep
modes, the total number of node sleep modes is Zinzl k;
[6]. However, from a practical point of view not all sleep
modes are useful. Optimizing the key issue could achieve
a noticed effect. In our case, the NPUnode used in preci-
sion agriculture consists of a processor Atmel2561,
which has rich resource such as 256K bytes in-system
programmable flash, 4K bytes EEPROM, 8K bytes
SRAM and so on, a RF230 chip acts as the radio unit, an
AT45DB041B chip acts as an extern memory. And the
NPUnode has been equipped with six sensors, just as
showing in Figure 1. Each component is controlled by
the micro-operating system (TinyOS). Table 1 enume-
rates the characteristics of all devices of the NPUnode.

Sensor transducers translate physical phenomena to
electrical signals, and are classified as either analog or
digital devices depending on the type of their output.
There are several sources of power consumption in a
sensor, including 1) signal sampling and conversion of
physical signals to electrical ones, 2) signal conditioning,
and 3) analog to digital conversion. Given the diversity

of sensors there is no typical power consumption number.

In general, however, passive sensors such as temperature
sensors etc., consume negligible power relative to other
components of sensors, array sensors such as Co2 sen-
sors can be large consumers of power. As shown in Ta-
ble 1, the current value of Co2 sensor is 30mA, some-
times even reaches the max value 150mA. And other
sensors also have power dissipation.

In accordance with Table 1, we draw a figure of
energy consumption of major components. Just as shown
in Figure 2, the sensors energy consumption is far more
than other components. According to electric power
formula W =Pt =UIt, we know that reducing the run-
ning time is the only way to decrease energy consump-
tion while not change the sensors characters. T is the
data collection period, while T, is the working time
of sensors and T,,, means the period that sensors is in
the idle state. And the relationship between them is
T =Toorking + Tiae @A Tige >> T 004, - Data collection
period is a long time in agriculture application. For ex-
ample, the nodes we have deployed in greenhouse in
YangLing only need to report the sensor data once an
hour. This means that the sensors only need to work for
several minutes per hour, so they should be turned off
when they are idle to save energy.

3. Sensors Dynamic Energy Management
Nodes energy consumption is application specific. In

precision agriculture the sensors consume the greatest
portion of the node energy. The reason is that one node is

Copyright © 2010 SciRes.
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always connected with several sensors to monitor plant
growth environment. However, the most time of sensors
is in idle state and waste a lot of energy. For the purpose
of saving energy of nodes and extending the life of WSN,
we design the Sensors Dynamic Energy Management
(SDEM) strategy which turns on the sensors when the
node receives an acquisition command from root and
turns it off when the sensors are in the idle state. The
principle of SDEM is showed as Figure 3.

3.1. Hardware Design

SDEM needs independent hardware design supporting.
The NPUnode supports power with DC 5 V or 3.6 V
Nickel-Hydrogen Battery. And the sensors used to mon-
itor the plant growth environment need different voltage.
A power supply of DC3.0 V is designed for light sensor,
soil temperature sensor, temperature and humidity sensor.
Co2 sensor and soil Moisture sensor power are supplied
with DC5.0 V. The hardware design is described as in
Figure 4. XC6221B and TPS61202 chips which are
connected with ATmega2561 1/O pins translate battery
power to DC3.0 V and DC5.0 V to meet above

Figure 1. The NPUnode and equipped sensors.

Table 1.The devices of the node and their characteristics.

Device Type Characteristics
ATmega 256 K Bytes Flash, 4 K Bytes EEPROM,
Processor 2561V 8 K Bytes Internal SRAM,
er:2.7~5.5V,10 mA
Power: Voltage: 1.8 V~3.6 V, SLEEP:
Radio RF230 0.1 pA, RX: 16 mA, TX: 17 mA,; Fast
Power-Up Time <1 ms
Flash AT45DB0 Power Supply: 2.7 V~3.6 V, 4 mA Ac-

41 tive Read

Temp and Temperature range: —40°C to
Humi SHT11  +123.8°C ; Humidity range: 0 to 100%
Sensor RH; Power : 3V, 0.5 mA
Light Range: 10,000 lux~100,000 lux; Power :
Sensor 15129002 25V 1033V, <10 mA
i Range: —70°C to + 500°C; Power:3VDC,
Soil Temp PT1000 9 '
Sensor 3 mA; Response time <10 s
Soil Mois Range: 0~100% (m3/m3) ; Power
Sensor TDR-3  Supply: 4.5 ~5.5V DC, 50~70 mA;
Response time: <1s
. Range: 0-2000 ppm; Power: 4.3 VDC
Co2 Sensor GEé‘g(e)I:ure ~7.0 VDC, 30~150 mA; Response time:

<2 min
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Figure 2. Energy consumption of node in precision agricul-
ture.

Turn sensors power on
and warm up for a while

‘ Gather all sensors data ‘47

Turn off sensors

power

Figure 3. Principle of sensor dynamic energy management.

demand. Inputting L level signal for 1/O pins we can
provide power for sensors. On the other hand, we can
turn off the sensors power supply by inputting H level

LDO (On/Off)

—» (XC6221B)

DC3.0V | Soil Temperature Sensor

+ Enable the circuit by inputting L level signal
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signal for I/O pins. It is easy to implement in TinyOS.
3.2. Software Design

The software system considered here is based on TinyOS
2.1 [7] which is an embedded operating system especial-
ly for WSN applications. The extreme power limitation
of nodes forces the operating system to take very differ-
ent approaches than traditional computing classes. Ti-
nyOS is implemented using NesC programming lan-
guage—a dialect of C programming language. It inte-
grates with model of components/module and events
driven model. Over the past few years, TinyOS has
grown from a small research project to dominant operat-
ing system for low power wireless sensor networks.

At a high level, TinyOS provides three things to make
writing systems and applications easier [8]. 1) a compo-
nent model, which defines how you write small, reusable
pieces of code and compose them into larger abstractions;
2) a concurrent execution model, which defines how
components interleave their computations as well as how
interrupt and non-interrupt code interact; 3) application
programming interfaces (APIs), services, components
libraries and an overall component structure that simplify
writing new applications and services. The HplAtm256-
GeneralllOC is the most important components to design
the SDEM. It exposes the ATmega256’s 53 digital 1/0
pins as 53 GenerallO interfaces, hiding the slightly dif-
ferent instruction sequences needed to perform some
operations on some 1/O pins. Some 1/O pins can be set
atomically in a single assembly instruction. On the pur-
pose of turn on/off the sensors power, we need to use the
interface GenerallO to enable/disenable the pins of At-
mel2561 which connect with XC6221B and TPS61202
by inputting Low/High level signal. The GenerallO in-
terface offers commands to configure, read and write a
typical microcontroller digital 1/0 pin. Firstly, after the
OS initializes all needed components and booted suc-
cessfully, we call GenerallO.makeoutput() to make the
pins as a controller. Then the NPUnode enters a ready

Light Sensor,

Temperature and Humidity Sensor

LDO
(XC6221B)

DC5V/3.6V Nickel | |
Hydrogen Battery

—>

MCU
ATmega 2561

DC3.0V

Enable the circuit by inputting L level singaI

DC/DC(On/Off)

> (TPS61202)

DC5.0V,

Co2 Sensor
Soil Moisture Sensor

Figure 4. The hardware design of SDEM.
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state waiting for the command from root. Once the node
receives the sampling command, it then calls the com-
mand GenerallO.set() to turn on the sensors power and
waits for 2 minutes for warming up the sensors. After
reading all sensors data and sending it back successfully,
nodes calls GenerallO.clr() to turn off the sensors power.
The Figure 5 and Figure 6 show the implementation of
SDEM.

module AgriMonitorC{
uses {
interface Boot;
interface Read<uintl6 t> as SensorReader;
interface GenerallO as PowerControl;
}
¥

implementation {
event void Boot.booted(){

PowerControl.makeOutput();
PowerControl.clr();

}
event void SettingsValue.changed(){

if( receive read sensor command ){
call PowerControl.set(); //turn on the sensor power
/twait for a while to warm up the sensors
SensorReader.read();
//read other sensors data

K
H

event SensorReader.readDone(error t err, uintl6_t val){

if(get all sensors data)
call sensorDataSend.send(&msg, len);
¥
event sensorDataSend.sendDone(message t* m, error_t err){
if{err == SUCCESS){
call PowerControl.clr();//power off sensor power
}
else{
errorControl();
}
}

Figure 5.The module implementation of SDEM.

configuration AgriMonitorAppC{}
implementation{
Components AgriMonitorC as App;
Components MainC;
App.Boot -> MainC;

Components HplAtm256General IOC;
App.PowerControl -> HplAtm256General IOC.PortCO;

Figure 6.The configuration wired the needed components.

Copyright © 2010 SciRes.

4. Experiment Results

We deployed NPUnodes in field crop production in
YangLing, LuoChuan, AnSai in ShaanXi province, just
as showing in Figure 7. The NPUnodes are equipped
with Co2 sensors, temperature and humidity sensors,
light sensors, soil temperature sensors and soil moisture
sensors to collect important data for plant growth envi-
ronment. The collected data is gathered at the edge of the
field by a field gateway and further transferred via GPRS
to a PC server for data analysis. Once something odd
happened the server will send message via MMS to far-
mers. In addition to the agronomic experiment, we ex-
pect to gather data and statistics on the behavior of
NPUnodes in real-world experiment. For energy-
efficiency considerations, we use SDEM strategy in
NPUnodes and they reported data only once per hour. To
get the exact value of sensors, we need to wait sensors
warm-up for two minutes. The rest of the time we turn
off the sensor power to save energy.

From collected voltage data of NPUnodes, we make a
comparison between the SDEM strategy and before me-
thods. Just showing in Figure 8, we can give the conclu-
sion that the SDEM strategy has significantly saved
energy. After making in-depth research we find that the

Figure 7. NPUnode deployed in greenhouses with six sen-
sors.
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Figure 8. Lift time of sensors between SDEM and before
method.
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SDEM strategy almost has extended the NPUnodes life
time from 1 month to 3 months. However, SDEM should
save sensors energy 30 times than not using SDEM
nodes, theoretically on the condition that NPUnode re-
ports sensors data once per hour (all sensors only turn on
for 2 minutes). The reason is that not only the sensors
consume the energy, other components such as radio,
processor etc. also consume the energy.

5. Conclusions and On-Going Work

In precision agriculture, nodes are always equipped with
several sensors which consume a large portion of nodes
energy, especially active sensors. In order to save energy
and extend the lifetime of nodes, we design and imple-
ment the SDEM strategy based on our NPUnodes. The
basic idea is to shut down devices when not needed and
wake them up when necessary. And then we deployed
our nodes in greenhouse. From the voltage data collected
we give the conclusion that the SDEM strategy can sig-
nificantly save energy of nodes, and extend the life time
of nodes from one month to three month.

The nodes need continuous work for one year or more
in precision agriculture. So the nodes need an unfailing
supply of energy. Next time, we will make a serial re-
search and supply solar power for NPUnodes. Maybe it
is a way to solve the energy problem finally.

Copyright © 2010 SciRes.
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Abstract

Wireless Sensor Network provides a potential technique for monitoring the indoor environment. This paper
presents a Building Monitoring system based on Wireless Sensor Networks. A clustering-based network
specified for building monitoring is proposed, which is inspired by LEACH (Low Energy Adaptive Cluster
Hierarchy) method. Further, two key ideas are used to implement the clustering-based network. First, the
configuration module of building management software is used to conduct all nodes in a room forming a
local cluster. This cluster formation method does not consume node energy. Second, because cluster-heads
cannot directly transmit packets to the sink node due to limited wireless communication range, the cluster-head
communications are represented by a multi-hop tree rooted at the sink node. The experiment has been made
to demonstrate the feasibility of the proposed results.

Keywords: Wireless Sensor Networks, Building Monitoring, LEACH, Cluster

1. Introduction

According to the 2007 UN Environment Program [1],
about 40 percent of total energy is used for heating,
cooling, lighting and ventilation of buildings. Substantial
savings can be made by applying these functions only
when and where they are needed. Such control is only
possible when indoor conditions such as temperature,
relative humidity or light are measured. Wired sensors
could certainly be installed at sensing locations, but such
a step requires significant effort and an additional set of
wires throughout a building. Estimates of the cost to
deploy wires ranged from $2.2 per meter for new build-
ings to $7.19 per meter for existing constructions in 2002
[2]. In addition, running wires in existing constructions
induces other problems, such as destroying appearance
of buildings. Transmitting sensing data wirelessly pro-
vides a significant benefit for monitoring indoor envi-
ronment. However, traditional wireless systems suffer
from their own disadvantages, such as high running cost,
and high energy consumption of monitoring devices.
Wireless Sensor Network (WSN) [3] which consists of
dense sensor nodes that continuously observe physical
phenomenon provides an opportunity for building moni-

*Supported by the Key Project of Zhejiang Provincial Ministry of
Education under Grant NO.ZD2007003, and the Zhejiang Provincial
Natural Science Foundation of China under Grant NO.Y1080163.

Copyright © 2010 SciRes.

toring [4,5]. Thomas Schmid [6] reported their experience
with the implementation, deployment and operation of
SensorScope, an indoor environmental monitoring net-
work based on WSNSs. Literature [7] demonstrated an
industrial-strength wireless sensor network application
for indoor environment monitoring. This application is
integrated WSNs with a Building Management System.
Won-Suk Jang showed how advanced WSN technologies
can be used to monitor conditions in and around build-
ings [8]. A WSN system was deployed in a number of
residential and commercial buildings in [9]. W.S. Jang
and W. M. Healy investigated WSN performance metric
for building monitoring applications [10]. It appears that
WSN provides huge potential for building monitoring.
However, it still needs getting more attention conti-
nuously.

The main contributions of this paper are as follows: 1)
a Building Monitoring system based on WSNs (BMW
SNs) is presented; 2) inspired by LEACH (Low Energy
Adaptive Cluster Hierarchy) method [11,12], a cluster-
ing-based network specified for building monitoring is
proposed; 3) the configuration module of building man-
agement software is used to conduct all nodes in a room
forming a local cluster. This cluster formation method
does not consume node energy; 4) because cluster-heads
cannot directly transmit packets to the sink node due to
limited wireless communication range, the cluster-head

WSN
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communications are represented by a multi- hop tree
rooted at the sink node.

The remainder of the paper is organized as follows.
Section 2 describes the overview of BMWSNSs. The im-
plementation of the clustering-based network is given in
Section 3. Section 4 shows experimental results. Conclu-
sion is given in Section 5.

2. System Overview

Figure 1 shows the architecture of BMWSNSs. Several
sensor nodes are placed in each room. Because the data,
such as temperature, humidity and light intensity, sensed
by nodes in the same room are highly correlated, a node
termed cluster-head is installed in each room. The clus-
ter-head receives data from other nodes in the same room,
performs data aggregation, and forwards data to a sink
node which is connected to a computer through a RS-232
connection. The building supervisor can get the indoor
environment with the help of building management
software installed on the computer. So it is possible to
control the electro-devices.

Figure 2 shows hardware images. The sensor node
powered by 2 AA batteries consists of a main board and

Q.F.DONG ET AL.

a sensor board. The main board contains a microproces-
sor (ATMEGAL128L) and a radio (CC2420). The sensor
board contains temperature/ humidity sensor (SHT11),
light sensor (STL2550), and human detection sensor
(BISS0001), and is plugged into the main board via a
41-pin connector. The sink node is composed of the main
board and a bottom board which integrated UART con-
nector, power outlet, and program interface. At the
computer, the building management software is written
in Qt, using Sqlite as the database.

The BMWSNs has the following features from the
view of end-user.

1) Displaying curve: it displays curves of temperature,
humidity, light intensity, and human detection of the
selected room.

2) Configuring node’s attributes: the node’s attributes
can be configured by plugging the node into the bottom
board. These attributes include long address, room num-
ber, normal/abnormal measurement period for each sen-
sor, as well as alarm threshold for each sensor. This con-
figuration module is useful in cluster formation.

3) Tipping alarm information: the alarm information is
flipped automatically when the measurement exceeds the
corresponding alarm threshold.

T AN R et

%o

Figure 1. The architecture of WBMSNs.

LIJART onnector

(a) main board

(b) sensor board

(c) bottom board

Figure 2. The sensor node consists of (a) and (b); the sink node is composed of (a) and (c).
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4) Storing data: the historical data is stored in the da-
tabase. It can provide a reference for investigating power
saving scheme.

3. Implementation of the Clustering-Based
Network

The periodic listen and sleep mechanism in S-MAC [13]
protocol is adopted to save node energy. This section
focuses on how sensor nodes process their original sens-
ing signals and transmit data to the sink node. This is a
hot spot and difficult problem in the study of WSNs. It
relates to data aggregation, routing, topology control and
so on. Moreover, it should be oriented to the specified
application.

As mentioned previously, there is strong correlation
among the data from nodes in the same room, so we con-
structed a clustering-based network inspired by LEACH
method. All nodes in a room form a local cluster, with
one node acting as the cluster-head. All non-cluster-head
nodes must transmit their data to the cluster-head.

In LEACH, it is assumed that all cluster-heads could
communicate with the sink node directly. However, the
wireless communication distance is limited, so this as-
sumption is impracticable. Thus it is necessary to design
a simple and feasible protocol for transmitting data from
a cluster-head to the sink node.

3.1. Cluster Formation

In LEACH, nodes elect themselves to be cluster-heads
with a certain probability. Due to space constraints, the
details of the cluster formation in LEACH are omitted,
interested readers should refer to [11,12]. However, this
algorithm is not suitable for building monitoring applica-
tion. There are two reasons for this. First, performing this
process is difficult and power-wasting in actual applica-
tion. Second, it is assumed that the data from all nodes is
highly correlated. In fact, the correlation only exists
among nodes in the same room. Therefore, it would be
better to cause nodes in the same room to form a local
cluster using a simple method. To do so, the configura-
tion module of the building management software is used.
The node’s attributes need to be configured before the
node is placed. Using the room number, the node’s short
address is calculated according to Equation (1).

Ao =FxF,+RxR, +n Q

where F and R denote the floor and the room of this floor,
respectively. For example, if the configured room num-
ber is 324, thenF =3,R=24.F_ and R are the maxi-
mum number of nodes that are allowed in each floor and
in each room, respectively. The two values are deter-
mined by the designer. n denotes the sequence that the
node is deployed in a room.

Copyright © 2010 SciRes.

The node which is first placed in a room is treated as
the cluster-head automatically. So the cluster-head’s
short address is known to the other nodes in the same
room. Let all nodes in a room form a local cluster. Ob-
viously, this cluster formation mechanism does not re-
quire node energy expenditure, and the relationship be-
tween the node and the room is also established. Besides,
it is easy to add or remove a node as long as the number
of deployed nodes in a room is less than R, .

Each node starts to measure temperature, humidity,
light intensity, and human detection periodically after
deployment. The measurements are packed and sent to
the cluster-head every twelve hours. Then the data ag-
gregation is performed in the cluster-head by Equation
).

V[V, |-V | -+<]l vy if for human detection sensor
N
result = ZVI _(Vmin +Vrmx)
=2 otherwise
N-2

(2
where Vi is the sensor measurement value of node i for
a certain period, N is the total number of nodes in the

local cluster, andv,;, = igl].i'nN Vi, Vig = Max v;. Excep-

tionally, for human detection sensor, Viis equal to one if
node i has detected the human otherwise Viis equal to
zero. Performing data aggregation at the cluster-head
decreases much amount of data which needs to be trans-
mitted to the sink node. Because the energy used for
computation is much less than the energy for communi-
cation, this aggregation process reduces the overall sys-
tem energy expenditure.

A node speeds up sensor acquisition frequency once
one of the sensor measurements exceeds the correspond-
ing alarm threshold. A warning message is sent to the
cluster-head as soon as the measurement exceeds the
alarm threshold continuously for ten periods. The clus-
ter-head forwards this warning message directly and dis-
cards the data from other cluster members. So the elec-
tro-devices can be regulated as quickly as possible.

Remarkably, the data aggregation makes sense only
when all nodes in a room are synchronized in time. To
do so, the cluster-head broadcasts a synchronization
message periodically. The newly added node don not run
the sensors until receiving the synchronization message.

3.2. Cluster-Heads Transmission Protocol

As mentioned above, the wireless communication range
is limited, so cluster-heads need transmitting packets to
the sink node via multi-hop manner. Denote the sink
node as S,, and the cluster-head communications are re-
presented through a multi-hop tree rooted at S, (see
Figure 3). There are two key sub-processes in imple-
menting the multi-hop tree. The two sub-processes are
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Figure 3. An example of multi-hop tree. The red circle de-
notes the sink node, while the yellow ones denote clus-
ter-heads.

tree initialization and tree maintenance. The goal of the
tree initialization is to initialize a tree with cluster-heads
and the sink node. The tree maintenance is aimed at up-
dating the tree structure to balance energy consumption
among cluster-heads.

3.2.1. Tree Initialization

All cluster-heads are separated originally. The sink node
forms a “network” and its depth in the network is zero.
The aim of the tree initialization is to expand the network
to construct a tree rooted at S,. The initialization pro-
cedure is described as follows.

Step 1 A cluster-head that plans to join the network
broadcasts a join-network request message. This clus-
ter-head is termed CH. Meanwhile, a timer with fixed
time period is scheduled. Then CH waits for response
message during this time. The waiting time period should
be long enough so that it allows multiple neighbors to
response to the request.

Step 2 Neighbors of CH would receive the
join-network request message. The neighbor sends out a
join- network response message containing its depth in
the network if it has joined the network, otherwise it dis-
cards the request.

Step 3 CH chooses the neighbor whose response mes-
sage has the strongest received signal strength (RSS) as
its candidate parent. The RSS is indicated by the re-
ceived signal strength indicator in cc2420 chip. Then CH
unicasts an association request message to the selected
candidate parent.

Step 4 Upon reception of the association request mes-
sage, the candidate parent responses it and adds CH to its
children table.

Step 5 Receiving an association response message in-
dicates that CH has joined the network successfully. CH
stores information of the parent node and its depth in the
network. CH’s depth in the network is one more than the
depth of parent node.

If CH cannot receive any join-network response mes-
sage when the timer expires or it fails to request associa-
tion, it tries to join the network again after a random de-
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lay.

Using this method, neighbors of the sink node join the
network firstly. Then do the two-hop cluster-heads of the
sink node. A tree rooted at S, is formed gradually.

3.2.2. Tree Maintenance

Each cluster-head can send packets to its parent after the
tree is formed. However, the energy consumption among
these cluster-heads is very different even they have the
same depth in the tree, because each of them has a dif-
ferent number of children. Therefore, it is necessary to
perform tree maintenance to balance the energy con-
sumption.

To do so, each cluster-head updates its parent periodi-
cally, and the update period is computed randomly to
avoid radio interference. The updating process is similar
to the tree initialization sub-process, and the difference
between them is that the join-network response message
from node j contains more parameters about node j in
the updating process. These parameters include the
children numberc;, the residual energy E; , and the
depth d; in the tree. The combinations of them are con-
sidered in Step 3. Denote E as the initial energy of 2
AA batteries. A cluster-head i chooses the neighbor n
as its parent with probability P,,, as calculated by Equa-
tion (3):

_ (Uc,)A(/d,)%(EnlE)®
"y @) (A/d) % (E; IEY®

jepi

eEp (3)

where p, is the set of cluster-heads that response to the
join-network request from cluster-headi, and 4, 5,, and
[, are nonnegative weighting factors for each item.

4. Experiments

The BMWSNSs is operated in buildings, and the material
quality of the buildings, environmental condition, and so
on can affect the distance and quality of the wireless
communication. Figure 4 shows the packet loss rate
versus the wireless communication distance between two
nodes which are separated by a wall. It indicates that the
packet loss rate is lower than 20%. The packet is re-
transmitted if it is lost, then the packet loss rate is less
than 4%. This demonstrates that deploying a cluster-head
in each room can guarantee the network connectivity if
all rooms are smaller than the size of 15 x 15.

The BMWSNs is tested with 21 nodes deployed ran-
domly in several rooms. The node’s attributes are confi-
gured using the configuration module of the building
management software before the node is deployed. The
actual deployment is shown as Figure 5. The sink node
is deployed in room 323. Each room has a cluster-head
and several sensor nodes. The figure between brackets
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Figure 4. The packet loss rate VS. the distance.

denotes the node’s short address. In the test, the maximal
number of nodes that are allowed in each floor and each
room are 100 and 10, respectively.

Figure 6 is a network topology graph as the BMWSNs
starts up. The dotted lines with arrow denote communi-
cation links. It demonstrates the feasibility of the pro-
posed clustering-based network. All nodes in a room
form a star network centered on the cluster-head and all
the cluster-heads build a multi-hop tree rooted at the sink
node. Along this tree, all packets can be delivered to the
sink node. For example, the route from nodes in room
322 to the sink node is as follows:

NS322 - CH322 —» CH323 — SINK

where NSn and CHn denote the sensor nodes and the
cluster-head in room n, respectively.

Figure 7 shows the temperature curve of room 323. It
also can display curves of other parameters by clicking
on the icon at upper-right corner. This provides reference
for controlling electrical devices in real time.

We regulate the temperature of room 322 at 16°C (The
upper and lower thresholds of temperature are 18°C and
26°C, respectively), then the alarm information is flipped
automatically (see Figure 8).

Figure 9 shows historical temperature analysis chart.
It provides a basis for building energy-saving plan.

5. Conclusions

The system architecture of BMWSNSs is presented and an
overview of system features is given. This paper focuses
on the two key methodologies which are used to imple-
ment the clustering-based network specified for building
monitoring. The experiment was made to demonstrate
the feasibility of the BMWSNs. However, there exist
shortages inevitably as a result of exploratory research
on applying WSNs to building monitoring. We will per-
form further tests to find problems, and then improve it
from both hardware and software. Future plans for the
BMWSNs include:

Figure 5. The actual deployment.
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1) Usually, electric devices are regulated only when
the data exceeds the alarm threshold. Therefore, nodes
could store normal data locally in order to save com-
munication energy consumption, and the user queries
data depending on the need. Thus nodes deployed in the
building construct a distributed storage and query data-
base.

Figure 6. The network topology.

Figure 7. The temperature curve of room 323.

Time Stamp Room Id Warning Infomation
o 2010/07/03 11:21:06 322 Temperature excess of the expected range
1 2010/07/03 11:21:12 322 Temperature excess of the expected range
2 2010/07/03 11:21:18 322 Temperature excess of the expected range
3 2010/07/03 11:21:24 322 Temperature excess of the expected range
4 2010/07/03 11:21:30 322 Temperature excess of the expected range
5 2010/07/03 11:21:36 322 Temperature excess of the expected range

Figure 8. The alarm information.

Copyright © 2010 SciRes.

Figure 9. The historical temperature analysis chart.

2) In current WBMSNSs, a node is always the clus-
ter-head once it is configured as a cluster-head. This
leads to exhausting the energy of these cluster-heads
quickly. In order to solve this problem, it is necessary to
explore a mechanism for switching cluster-heads auto-
matically.

3) How to deploy nodes to optimize the network per-
formance is also the focus of further research.
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Abstract

Traditional routing protocols as TCP/IP can not be directly used in WSN, so special data-centric routing
protocols must be established. The raised data-centric routing protocols can not identify the sensor nodes,
because many nodes work under a monitoring task, and the source of data is not so important some times.
The sensor node in the network can not judge weather data is come from the some sink node. What’s more,
the traditional method use IP to identify sensors in Internet is not suitable for WSN. In this paper, we propose
a new naming scheme to identify sensor nodes, which based on a description of sensor node, the description
of a sensor node is hashed to a hash value to identify this sensor. The different description generates different
identifier. Different from IP schema, this identifier is something about the information of the sensor node. In
the above naming scheme, we propose a new data-centric routing mechanism. Finally, the simulation of the
routing mechanism is carried out on MATLAB. The result shows our routing mechanism’s predominate in-

crease when network size increase.

Keywords: Wireless Sensor Network, Routing, Hash Value, Sensor Identifier

1. Introduction

Wireless sensor network has become a research focus of
computer technology; it is a complex system which
combines the sensing, embedded computing, distributed
processing, wireless communications, and many other
technologies. Since the concept of sensor network was
proposed, a growing number of research institutions be-
gan to join into the field. The WSN could collect infor-
mation from physical world directly, then it links with
the logic world through the network [1], it greatly ex-
tends the traditional network ability and the ability of
human being to control the physical world.

2. Recent Research

Wireless Sensor Network is a large scale network of
hundreds or thousands of sensor nodes. These sensor
nodes are networking by self-organization. WSN with
many features: sensor nodes are random spread in sensor
field, so it is infrastructure-less; the sensor node is ener-
gy restricted, so node can not support long communica-
tion range, and they communicate with other nodes by

*Corresponding author.
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multihop. What’s more, WSN is scalability, easy dep-
loyment, low cost, application-related and so on.

For those features, WSN can not direct use traditional
networking technologies. And researchers have begun to
study its exclusive technology. Wireless sensor networks
have many key technologies, such as routing protocols,
MAC protocols, location, time synchronization, etc., in
these key technologies, the routing protocols is a re-
search hotspot.

The routing protocols of traditional networks focus on
the availability of a high quality of service and the
equitable and efficient of network bandwidth. In the
wireless sensor network, the node energy is limited and
nonrenewable, the node can not support the large dis-
tance of information transmission, so the data packets
pass through network to reach the destination node by
multihop way. So the routing protocols need to use
energy efficiently. At the same time, the number of
nodes is very large in WSN, the node can only get the
nearby network topology information, and every node
should find its routing path according this partly infor-
mation. These problems are not encountered in tradition-
al networks, which determine the routing algorithm of
traditional networks can not apply to wireless sensor
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networks. One important goal of the routing protocol of
sensor network is to maintain a longer network lifetime.
Currently, researchers have classified the proposed
routing protocols in WSN into four categories [3-5]. The
first category is hierarchical routing protocol, such as
LEA CH; the second type is geographical routing, such
as GAF, GEAR. The third category is a reliable route
routing protocol, such as SPEED. The fourth category is
data- centric routing protocols, such as SPIN, Rumor,
DD and so on.

For wireless sensor networks is a network which
closely related to application, and it is data-centric, more
researchers focus on data-centric routing protocols and
got many achievements.

SPIN [6] is a kind of data-centric routing protocols; it
sends messages though network by negotiation. When a
node A want to send a message, it first send a ADV,
ADV is used to broadcast meta-data which is a descrip-
tion of the data that ready to send; another node B who
receive the ADV and it is willing to receive the data send
REQ back to A to request data; at last, the node A send
the data to B.

Directed diffusion [7] is a data-centric routing me-
chanism. “Interests” in particular sensing information are
disseminated over the sensor network starting from the
sink. “Gradients” back towards the sink are constructed
in the meanwhile. This essentially uses flooding to sub-
scribe to interested events. Once a sensor detects the in-
terested events, an energy-efficient routing path between
this sensor and the sink will be reinforced. To maintain
robust paths for information flows, the sinks need to pe-
riodically cast their “interests” to the sensor network.
Directed diffusion also supports in-network processing.
Every sensor is equipped with local memory to cache
sensor data for identical data aggregation or suppression.
Rumor routing [8]: when a sensor node in sensor field
sensing an event, it generates a proxy message (agent),
agent messages randomly select a neighbor node to for-
ward, at the same time the query sent by sink node is also
spread in the network randomly. When the two of them
meet, the path from source node to sink node formed.
Rumor overcomes the defect of energy consuming DD in
broadcast interest in network, but it is so randomness that
the delay of data is obviously.

3. Main Title

The nodes in SPIN, Rumor, and directed diffusion
routing mechanism algorithms are not have an identifier.
Because there are too many nodes in a WSN, to maintain
an identifier will consuming lots unnecessary energy,
what’s more, WSN is a network of data-centric, care
little about where the data come from but the detail of the
data; so identifier in WSN is seems not so important as in
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traditional network. But this no identifier also bring
many problems, we can not know where the data is ex-
actly come from. Take DD for example, a node in net-
work can not judge the different interest come from
which specific node, in Figure 1, several sink nodes all
broadcast a interest , and they reach node A, in this mo-
ment A can not distinguish the source of the interest, and
do not know how to deal with it. And in Figure 2, an
interest reach node A from one sink node in different
path. The node can throw all interest but the first one or
it can establish gradient for each interest. But what about
the situation in Figure 3.

In this paper we propose a new naming schema to give
an identifier to each node in WSN. Considering the fea-
ture WSN have, the identifier is not just numbered like
IP address, but something about data-centric. Base on
this naming schema, we propose a new routing mechan-
ism. At the last of paper, we have simulate to verification
the effectively of the routing mechanism.

Sink node 1 Q\

oy,

Sink node 2 Q—data—>
R T
Sink node 3 Q/

Node A

Source node

data—»@

Figure 1. Interests from different sink nodes.

@"XQ\

da "?

Source node
data»@—data data—>©
%"’\Q/w AN

Node A
Figure 2. Interests from one sink node.

Sink node 1

Sink node Source node

Figure 3. The complex topology from source node to sink
node
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4. Naming Scheme Based on Hash Value

Paper [9,10] proposed a data-centric storage scheme, use
data itself to describe its storage location, that is the
name of the data represent a keyword, you can use this
keyword to find the data. And queries can be routed to
the data directly by the name of the corresponding node.
In this paper, we propose a new naming scheme accord-
ing to data-centric scheme above. We first describe the
data by attribute pairs, for example: there is a sensor
node in the room 621 of library to monitor the tempera-
ture, and then it has a description below:
ATTRIBUTION{

Service = temperature

Room = R621

Building = library
} @)

If the node has more than one sensor model, performs
several monitor task, for example the sensor node in
room 621 not only monitor the temperature but also ob-
ject monitor, then it can also describe like this:
ATTRIBUTION{

Service = Object Monitor
Room = R621
Building = library
} )

One node could have several descriptions, but one de-
scription can only describe one node.

Meanwhile, we use the same naming scheme to name
the query, such as a query to check the room 621’s tem-
perature, and then the description of this query is:
ATTRIBUTION{

Service = temperature
Room = R621
Building = library
} ©)

After each node and query has its description, we use a
certain hash algorithm to generate a hash value, and use
this hash value to identify the node or query. For the
above description (1) and (3), (1) describes the detail of
node in room 621 and (3) describes the query whose des-
tination is node in room621. We can find that the de-
scription of (1) and (3) is identical; by the same hash
function the query will generate the same hash value
with its destination node. So it can be routed directly and
correctly. Thus each node in network will have a unique
identifier.

According to this naming scheme, we can map the
complex physical topology of a network to
one-dimensional logical topology. As shown in Figure 4.
One node could have several ID to identify itself, for
example v6 mapped to a3 and a6, but one ID can unique
identify a node.
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physical topology
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. al a2
logical topology

Figure 4. Mapping from physical topology to logical topol-
ogy.

This naming scheme based on hash value is aiming to
solve the problems in raised data-centric routing me-
chanism which has no uniform identification. And this
naming scheme is different from the traditional network
which base on IP address, the ID of node is not just a
number, but a keyword of data, it is data-centric.

5. Routing Mechanism

Base on the above naming schema, each node maintains
a routing table, a logical neighbor table and a physical
neighbor table, and according to those routing informa-
tion, messages can be delivered to destination efficiently.

5.1. Tables of Routing Information

5.1.1. Routing Table

Routing table is used to help messages to deliver to des-
tination, it maintains three parameters. The first parameter
is leader node, leader nodes are those identifying
hash-value that closest to R/2" away from the hash value
of local sensor, while R as the range of the hash domain,
and n is the routing scope. The second parameter is path,
it record the path to the leader and the third parameter is
cost it spends from local node to leader. Figure 5 is the
structure of the routing table.

For one node, there are several scopes about leader.
The first scope is the node whose ID is closest to R/2,
and the second scope is the node whose ID is closest to
R/4, and third scope R/8..., we select leader by the for-
mula below:

U,=v+ R
2 n
“n” is the scope of leader. So, node v0’s namespace can
be segmented as in Figure 6.
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Leader Path Cost

Figure 5. Routing table.
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Figure 6. Name space of node V0.

With the segmentation of the name space and the se-
lect of leader, routing table records the path to the nodes
whose identifying hash values are exponentially changed,
and it makes message to reach the destination quickly.

5.1.2. Logical Neighbor Table

Each node also maintains a logical neighbor table; the
logical neighbor records the node whose hash value is
closest to local node. It provides a shortcut to reach the
destination.

Logical neighbor: the node whose hash value is closest
to local node. Path: the path from local node to logical
neighbor. Cost: the spending from local node to logical
neighbor. Figure 7 shows the logical neighbor table.

5.1.3. Physical Neighbor Table

Each node also maintains a physical neighbor table, it
record the physical neighbor which is one hop away from
local node.

The parameters maintain by physical table is similar
with logical neighbor table.

Physical neighbor: the node which is one hop away
from local node. Path: the path from local node to physi-
cal neighbor. Cost: the spending from local node to
physical neighbor. Figure 8 shows the physical neighbor
table.

5.2. Routing Process

Wireless sensor network has many restrictions in various

Logic neighbor Path | Cost

Figure 7. The logic neighbor table.

Physical neighbor ‘ Path ‘ Cost ‘

Figure 8. The physical neighbor table.
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resources, so the process of routing should be simple and
efficient. When the networking begins, nodes in network
broadcast “hello” packet to other nodes. And node con-
structs its routing tables by received packet. The step is
below: (local node with hash value VO receive a message
send by node whose hash value is V1)

1) Node VO receives a hello packet which contains its
destination V1.

2) Node VO judges whether the packet is sent from its
physical neighbor who is only a hop away, if yes, records
the node to its physical neighbor table, and continue.

3) Node VO judges whether it is the first packet re-
ceived, If yes, records V1 to its logical neighbor table,
else compare with the item which is already in logical
table, if it is closer to local node’s hash value, replace the
original item with new V1.

4) Node VO should determine whether the V1 is a
leader, a simple calculation of distance between the hash
value can be drawn. If yes, records it in routing table and
records the path to it, else forward it.

5) Wireless sensor networks based on specific size and
the number of nodes to define the hello packet time to
live. Before the routing mechanism works, we should
design a reasonable life time for “hello” packet to save
energy consumption of network. Figure 9 is the flow
chart.

The judge in dashed box is to construct node’s routing
table, Figure 10 shows the detail flow chart.

start

Receive a “Hello” message
Cinclude V1)

orward form
physical neighbo
irst received
message

1-V0|<|Origina
hash_value in logical
table-VO0|

Leader? Recqrd V1in
routing table

Record V1 in physical
neighbor table

Record V1 in logical
neighbor table

Replacement the logical
table item with V1

Figure 9. Flow chart of routing tables establish.
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start

A 4

“Hello” message
(include V1)

Record V1 as 1st
leader

Record V1 as 2nd
leader

Record V1 as 3th
leader

V1-V0=R/8

Figure 10. Flow chart of leader definite.

With the three tables of routing information, the node
can forward every packet wherever its destination is. The
routing mechanism as:

1) When a node receives a packet from other node, it
first checks its physical neighbor table and logical
neighbor table to determine whether there is a path to the
destination node, if yes, send the packet to node record
by either table.

2) Otherwise, the node calculate its own hash value
and the packet hash value to determine which scope of
leader the node need to help to forward the packet. For
example: If the packet’s hash value is closer to the 1st
leader, then it forwards the packet to its 1st leader.

3) Repeat step one, step two, until the packet accu-
rately reach its destination.

5.3. Route Maintenance

By the networking is complete, we need maintenance the
routing information regular to ensure the correctness.
The simplest method is to periodically broadcast the
node’s hash value contains in a “hello” packet, to declare
its own survival. If one node hasn’t broadcast a hello
packet for a long time, then other node will think it is for
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some reasons departed from network, and the path con-
tains this node will failure.

When invalid nodes leaver or new nodes join the net-
work, the routing table and neighbor table need to be
updated.

5.3.1. New Nodes Join the Network
When a new node needs to join a network, its routing
information should be constructed first.

1) To join a sensor network, a new sensor first con-
tacts one of its “physical” neighbors randomly to con-
struct physical neighbor table. A sensor’s physical
neighbors are those sensors geographically close.

2) Then this sensor generates [logR—-1] joining re-
quests with a key R/2n plus its identifying hash value.
Conceptually, these joining requests will be forwarded to
the sensors that are numerically closest to each key. The
Sensors visited by a joining request will be recorded in
this request to track the routing path. When those re-
quests reach the destination, the destination node records
the new node and reply. After collecting all the replies,
the new sensor can construct its own routing table.

3) This sensor generates a joining request with a key
of its own identifying hash value. This joining request is
used to construct the neighbor table. When the numerically
closest sensor to that hash value receives the joining re-
quest, it returns its logical neighbors and the paths to the
neighbors to the new sensor and meanwhile updates its
neighbor table with that hash value and the routing path
recorded in the request. The reply of this reply provides
the information of node’s logical neighbor.

5.3.2. Nodes Withdraw from the Network

Wireless sensor network is a kind of dynamic, adaptive
network, if a node’s energy is exhaust, or for other rea-
sons lost its contact with the network. So the routing in-
formation is not correctness, to support robustness of the
sensor network, the sensors need to update the routing
tables periodically.

5.3.3. Support for Mobile Node
Although most of the nodes in wireless sensor network
are fixed, there is a part of node need mobility, and those
nodes always play an important role. How to support
mobile nodes properly is a new challenge in wireless
sensor network. Figure 11 shows the WSN with mobile
node A.

By the naming schema raised in paper, each nodes use
a hash value to identify themselves, so we can map the
complex physical topology into a 1-D logical topology,
as Figure 1 describe. In this case, as shown in Figure 7,
a mobile node S5, it moved from TO, T1, T2 moment,
but the hash value of S5 is changeless, so whenever the
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physical topology of the network changes, the logical
topology is changeless, shows in Figure 12, because the
identifier of the mobile node is abiding.

In this paper, we support mobile nodes by the routing
information that each nodes maintains. Firstly, we re-
quest node add an attribute to describe the node’s mobility.
And then we add constraints to routing tables:

1) Each node maintain a routing table, all the nodes
maintained in this table must be immovable.

2) An immovable node will maintain two different
logical neighbors, an immovable logic neighbor table
and a mobile logical neighbor table. However, the mova-
ble sensor needn’t maintain a mobile logical neighbor
table.

0 Q 0000

00 O OO O
0 @@@’\\@
0O 0000

9
O O O QMobhodeA

Figure 11. Mobile nodes in WSN.

o O O
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22 a3 a4

gl

i al
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Figure 12. Mapping from physical topology to logical to-
pology with a mobile node.
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3) Movable sensors also maintain an immovable logic
neighbor table and a mobile logical neighbor table. Dif-
ferent from tables immovable node maintain, it didn’t
maintain the path to neighbor node for those path is va-
riable.

By the constraints written above, When a mobile node
willing to send a packet to the immovable node, it can
just forward packet to its nearest immovable physical
neighbor, and then the packet will be forwarded accord-
ing to routing mechanism. If a node has a packet to send
to the mobile node, there is no direct path to the mobile
node, the sending node will just sent it to the mobile
node’s logical neighbors. Mobile node sends regular
send hello messages back to its neighbor to get the pack-
et. In this way, data flow from mobile node to immova-
ble node is established.

Here follows the concrete steps:

1) The mobile node broadcast a hello packet to other
node when reach the new place to get its physical neigh-
bor information.

2) When a mobile node to send a packet, it send the
packet to its physical neighbors.

3) When an immovable node has to communicate with
mobile node, either node sends packet to it or replies. It
sends the packet to mobile node’s logical neighbor.

4) The mobile node periodically sends hello packets to
its logical neighbors to get the packet.

6. Simulation

We compare proposed routing mechanism to Directed
Diffusion, Rumor, and Flooding. Figure 9 is describes
100 nodes random distribution in the 100 meter multiply
100 meter space. Figure 13 depict node A’s logical
neighbor and leader. We can see from Figure 14 that the
logical neighbor and leader are well-proportioned in the
region. In Figure 14, red arrows point to node A’s leader,
and blue arrows point to its logical neighbor.
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Figure 13. 100 nodes in 100m*100m.
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The Figure 15 shows the packet number required for a

success query
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Figure 14. Logical neighbor and leader of node A.
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Figure 17. Average energy dissipated of a query.

The Figure 16 shows the average hops a packet cost
to destination node. From which we can see that pro-
posed routing mechanism is advantageous when the
network scale increased.

The Figure 17 is the average energy dissipated for a
discovered routing path.

7. Conclusions

The proposed routing mechanism is superior to other
data-centric routing, especially when nodes in a WSN
increased.
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Abstract

To aware the topology of wireless sensor networks (WSN) with time-variety, and load-balance the resource
of communication and energy, an opportunistic routing protocol for WSN based on Opportunistic Routing
Entropy and ant colony optimization, called ACO-TDOP, is proposed. At first, based on the second law of
thermo-dynamics, we introduce the concept of Opportunistic Routing Entropy which is a parameter
representing the transmission state of each node by taking into account the power left and the distance to the
sink node. Then, it is proved that the problem of route thinking about Opportunistic Routing Entropy is
shown to be NP-hard. So the protocol, ACO-TDOP, is proposed. At last, numerical results confirm that the
ACO-TDOP is energy conservative and throughput gainful compared with other two existing routing protocols,
and show that it is efficacious to analyze and uncover fundamental of message transmission with Opportunistic

Routing in wireless network using the second law of thermodynamics.

Keywords: Wireless Sensor Network, Load-balance, Time-variety, Opportunistic Routing Entropy

1. Introduction

MULTI-HOP wireless networks, the same as mobile Ad
hoc networks and wireless mesh networks, is considered
to be convenient and cost-effective solutions in many
important areas, such as traffic monitoring, environmen-
tal monitoring, and military security. Due to effects of
multi-path fading, signal interfering and path losses, the
link of WSN is time-varying. Besides, the power and
working state of each node is time-varying, too. So the
key challenge of multi-hop wireless networks protocol is
ensuring that the “best” receiver of each packet forwards
it.

At present, most of the traditional multi-hop routing
protocols in WSN typically adopt routing schemes and
techniques similar to those in wired networks [1]. The
protocols, such as DSR, OLSR, AODV and LEACH,
have proposed to update the network routing periodically
in order to adapt to the change of network, but messages
are still transmitted through static routing. These me-
thods can partly solve the problem of energy consump-
tion balance; however they cannot solve the dynamic
changes of the link which is caused by the time-variety
of the network [2].

Copyright © 2010 SciRes.

The opportunistic routing which is proposed in recent
years is a new dynamic routing based on multi-hop. It
proposes a transmission method based on the opportunistic,
that is, next relay is selected dynamically for each packet
and each hop. Through a large number of experiments
[3-6,7], they have verified the rationality and practicality
of the opportunistic routing compared with traditional
route in the network traffic process. To ensure the relia-
bility and validity of the dynamic transmission network,
the key of opportunistic routing algorithm is how to
select the next hop node. Currently, there are two re-
searching aspects on opportunistic routing:

One aspect is to establish best routing for wireless
network [8,9]. This aspect primarily builds the shortest
path or near the approximate shortest path to improve the
network throughput performance. Kai Zeng et al. [10] set
up an optimization model for the throughput of the op-
portunistic routing through a combination of graph theory
and network flow theory.

The other aspect is on the balance of energy consump-
tion in opportunistic routing [11-13]. Lakshmi V. et al.
[14] proposes two opportunistic transmission strategies
referring to energy, one of which is to eliminate the
nodes whose residual energy is less than threshold during
establishing the transmission path dynamically, and the
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other is that the network nodes are divided into concentric
ring-type structure while the receive node as the center.
With the latter strategy, when the message is sent to the
ring whose nodes are close to the sink node, it will con-
sider the residual energy to make the distribution of
energy consumption reasonable.

According to the studies above, the network transmis-
sion throughput rate and the energy balance are the key
factors of dynamic establishment of opportunistic routing,
and they are interactional and interdependent. For exam-
ple, in order to achieve maximum network throughput
rate and minimum delay, it is necessary to establish the
shortest path, while the shortest path will lead to unbalanced
energy consumption of the network. On the contrary, in
order to balance the energy consumption within the net-
work, packet transmission will avoid some node which is
on the shortest path but has little energy left, which will
increase the number of hops of packet transmission, in-
creasing the time delay and reducing the network
throughput rate. To coordinate these two factors, some
scholars have proposed to use the opportunistic routing
which is mainly to use heuristic algorithms, such as ant
colony algorithm, to get the transmission path selection
strategy [12,15]. But at present, we lack the optimization
model and analysis methods of transmission routing
based on time-varying characteristic, which is necessary
for improving the performance of opportunistic routing,
and the theory related with static networks is unable in
the time-varying networks [16].

To solve the problem, this paper gives the data transfer
rule that refers to the residual energy of the node and the
shortest path of the network, based on the second law of
thermodynamic.

2. Problem Formulation

Taking into account the shortest path and energy balance
with the time-varying characteristics of the network, we
propose Opportunistic Routing Entropy which provides a
theoretical basis for using opportunistic routing to create
dynamic data transmission path. And we prove that it is a
np-hard problem to get the best path which is time- va-
rying and opportunistic.

2.1. Network Model and Assumptions

This article assumes that nodes in the network are distri-
buted randomly in a rectangular area, and there proper-
ties as follows: 1)Within the network, the unique sink
node is deployed in the center of the area, the rest of
sensor nodes will not move any more after deploying,
and the location information of each node is unknown. 2)
The identity of each node is unique. 3) The status of each
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node is equal, with the same computing and communica-
tion capabilities, as well as initial energy.

Combining the properties above, the network model is
defined as follows:

Definition 1 Network communication diagram.

The communication graph of an N-node wireless sen-
sor network is an undirected graph, G(V,E). V is the set
of communication node, and V= Sgink U Seensor, Where Sgink
is the sink node and Sg.sr is the set of sensor nodes.
Each sensor node has a fixed communication range, R.
dj is the distance between node i and node j. E is the set
of edges and E = ej(i,jeV) , dj <R.

Definition 2 Communication distance.

In graph G, the communication distance is D(0, S)
which value is the hop count between node o and node s.

Definition 3 Set of neighbor node.

The set of neighbor node is N(u), and N(u) = ni(n;eV,
euwi €E), which includes the nodes which could commu-
nicate directly with node u.

Theorem 1 In WSN, the shortest path problem based
on time-varying and the opportunistic method for trans-
mission is shown to be NP-hard.

Proof. With the opportunistic method, the nodes of
WSN could choose the best link to repeat the messages
considering the condition of current network. Even
though the same node sends two messages in succession,
it may take different paths for transmission these two
messages, if conditions of the network transmission link
changed, for example interference etc. And the latter
message may arrive earlier than former.

So the WSN transmission link working in the oppor-
tunity method is NO-FIFO, when thinking about the
time-varying characteristics of communication links.
Ariel Orda et al has proved that in the time-varying net-
work, if the communication link is NO-FIFO, its com-
plexity of the shortest path problem is NP-hard. There-
fore, in Opportunistic Routing, the shortest path problem
based on time-varying is shown to be NP-hard [16].

2.2. Opportunistic Routing Entropy and
Programming

The second law of thermodynamicshe (also called en-
tropy law) developed by Rudolf Clausius, is the essential
theory of thermodynamic. Entropy indicates that the sys-
tem develop to the internal stable state without external
interference. The greater the entropy is, the more stable
the system is.

Because nodes of WSN require the separate power
supply as well as independent operation on normal con-
ditions, its data packet transmission is in a relatively in-
dependent system. Nodes will consume their energy
during the data packet transmission process. In order to
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balance the energy consumption of each node to extend
the network lifetime, we should choose the node with
more residual energy, less energy consumption and
shorter number of hops from the sink node as the next
hop. Therefore, according the second law of thermody-
namicshe and the data packet transmission process in the
time-varying network model, we have defined the Op-
portunistic Routing Entropy and established the optimi-
zation model.

Definition 4 Opportunistic Routing Entropy.

Opportunistic Routing Entropy, S, is the measure of
transmission state of each node in WSN. Referred to as
Shannon entropy, Sop cannot decrease too. It is given by
(1). The more Sy, the less energy left and the more hops
to sink node.

V)
s, (U t)=-%0 1
op(Us 1) .. (1) @)

In (1), hy is the hop count between nodes u and the
sink node, wy(t) is the weight that node o communicates
with node u which is in neighbor node set N(o) of node o
at moment t. Eqy(t) is residual energy, which can be cal-
culated by A/D converter in real time.

During data transmitting, it will choose the node with
small Opportunistic Routing Entropy as data forwarding
node, and the Opportunistic Routing Entropy of this
forwarding node will be progressively larger. Sy, is on
behalf of the probability of each node to be selected as
next hop during data transmission. Smaller S, is, more
probability the node will be selected as next hop.

Therefore, during forwarding the data, it will choose
the neighbor node with small Sy, as the next hop node.

. h
min. S(u,t) = ———
Eqp (OW, (1)
st. E,p (D) =E (t)-E()
E,(t)-E()>0
E,(u), E(u) >0 (2)
w, (t)>0
1-w,(t)>0
h,>0
w, (t),h, >0
Referring to Theorem 1, it is shown to be NP-hard to
get the shortest path of our model, so the problem of
route thinking about Opportunistic Routing Entropy is
also shown to be NP-hard.
According to computational complexity theory, any

np-hard problem do not exist completed algorithm within
polynomial-time unless P = NP [17]. At present, there
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are two solutions to such problems, one is completed
algorithm which can get the optimal solution but with
high time complexity, and the other is to use heuristic
algorithms which can only get the approximate optimal
solution but within polynomial-time. As a result, we
propose a heuristic algorithm based on ant colony opti-
mization for the model which we establish.

3. ACO-TDOP Based on Ant Colony
Optimization

Ant colony optimization (ACO) takes inspiration from
the foraging behavior of some ant species. Routing algo-
rithms based on ACO algorithm have achieved good
results in the network, especially in wireless sensor net-
works.

3.1. Probabilistic Decision Rule of ACO Based
on Syp

When the source node o wants to send data, it will select
the next hop node by following the random-proportional
rule (see Equation(3)). It is a function thinking about the
Sep and the amount of pheromone trail present on the
connections between the nodes. So, it could choose the
node with maximum value of P(j, t) as the repeat node.

r(iy ,
S,, (1,
SOy (3

> y Ie
s, (i,t)
where:

P(j, t): the probability that the ant in the data packet
move to node j at moment t.

7(j, t): the pheromone level of node j at moment t.

Sop(J; 1): the selection entropy of node j at moment t.

N : the set of neighbors of the current node.

p: a parameter which determines the relative influence
of heuristic values Syy(j, t) (5> 0).

P(it) =

3.2. Pheromone Updating Rule

When received the data packets from node u, node j will
update its Pheromone (j, t). Introducing of the residual
rate p(t) (Equation (6)), we have improved the existing
calculation model of pheromone.

Pheromone z(j, t) based on residual rate:

c(jt) = p®)r(j,t-1) +Ar 4)
Ar(t) = [1+(h, - h )]xAw (5)
p(t)=EL(t) (6)
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where p(t) is the pheromone accumulated parameter,
which indicates the proportion of pheromone remaining
at moment t. When the node has little residual energy, its
residual rate p(t) is small and its evaporation of phero-
mone is faster relatively. E;y; represents of the initial
energy of the node, and the initial energy of each node is
fixed and equal in our model. h, is the hop count be-
tween nodes u and the sink node.

In Equation (4), =(j, t) is the pheromone level of cur-
rent node at moment t, and z(j, t-1) is the pheromone
level of current node at moment t-1. At is the new added
pheromone, and in Equation (5),if the value of (h; - h;) is
greater than zero, then it can conclude that node j is
closer to the sink node than node i. Hence, the algorithm
will reward the path from node i to node j by depositing
more pheromones. If the value of (h; - h;) is equal to zero,
then it means that both nodes i and j have the same hop
count to the sink node. As a result, the algorithm will
deposit the amount of pheromone z(j, t) on the path. If
the value is less than zero, the algorithm will not deposit
pheromone on this path.

3.3. ACO-TDOP Algorithm

Combining Opportunistic Routing Entropy with ant colo-
ny algorithm, we propose a new routing algorithm,
ACO-TDOP, and Figure 1 presents its Working state
diagram.

The main process is as follows:

1) Initial state: Starting from the state, SO, initialize
the system variable, and the sink node will flood the in-
itialization packet to all the nodes in the network firstly.
After the node receives this packet, it will compute the
hop count to the sink node.

S1:
Waiting
for ant

Flag_ant=0 and

t>=T_wait t<T_wait

Flag_ant=1

S2:
Rec. Mes.
Com. P(j,1),

t<T_collect

S3:
Next hop
selection

~_

t>=T_collect

Figure 1. State machine of ACO-TDOP.
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2) Ant waiting and information gathering: After in-
itialization, the source node will enter the state S1 to wait
to send ants. When the source node wants to send ants, it
will send a request packet to each neighbor node, and
wait for feedback messages from neighbors, that process
is the state S2. During the waiting time T_collect, we
will calculate the selection probability P(j, t) of each
neighbor on the basis of feedback message, which in-
clude Opportunistic Routing Entropy Sy, and pheromone
7(j, t). After the waiting time T_collect, the node will
enter to state S3.

3) Next hop node selection: We will select the node
whose P(j, t) is largest among the neighbors in N as the
next hop to send the ant.

4) Pheromone update: This is the state S4, and there
are two kinds of mode which can be converted to this
state. One mode is to update the Pheromone immediately
after sending a message over, the other is that the phe-
romone will be evaporated when the node is idle for a
period of time such as T_wait. If the residual energy of
the node is less than the threshold ¢, then the node will
be die and close its communication so as not to transmit
any information.

4. Simulation Results
4.1. Simulation Environment

This experiment simulation environment is NS-2. For
these simulation experiments, we assumed that there are
300 sensor nodes distributed randomly in a 300x300
square region. All nodes have the same transmission
range. There is a single sink node located at coordinates
(150, 150) of the wireless sensor networks, which rece-
ives the data of all source nodes for all the simulations.
The parameters of simulations are listed in Table 1.

Simulation is mainly on two aspects, one of which is
to compare the ACO-TDOP protocol with other routing
protocols including traditional Ant Colony algrithm and
EEABR on the performance, and the other is to get a
dynamic path with ACO-TDOP protocol by tracking a
packet from the source node to sink node.

4.2. Comparison with Other Protocols

For the Simulation, we will compare ACO-TDOP algo-
rithm with other two algorithms. The first is the routing
algorithm based on traditional ant colony algorithm
which is used to solve the approximate shortest route in
[7] and [13], and the second is EEABR routing algorithm
which is proposed in [11]. EEABR is also based on ant
colony but refer to the energy in the route, which means
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that if there is more energy in one path, the density of
pheromone in this path will increases more and the path
will have more chance to be selected.

In the same simulation environment and net topology
scale, we have done experiment for 100 times to com-
pare the network lifetime of ACO, EEABR and ACO-
TDOP algorithm. Network lifetime can be defined as the
time elapsed until the first node (or the last node) in the
network depletes its energy (dies). From Figure 2, we
can see that ACO has shortest lifetime than others, and
EEABR is shorter than ACO-TDOP. Because ACO-
TDOP considers the left energy of each node in the path.

In order to analyze the residual energy distribution of
nodes at the end of WSN, we also have done test more
than 100 times. As a result shown as Figure 3, EEABR
and ACO-TDOP algorithm has a more balanced energy
consumption of the network, and there are more than
80% of the nodes whose residual energy is less than 35%
of the initial value.

Figure 4 shows the comparison of the throughput rate
after 100 tests. We can see that the throughput rate of
BACO, EEABR and ACO-TDOP are quite similar to

Table 1. Parameters of simulations.

Parameters value
Simulated area 300x300
Number of sensor nodes 300
Initial energy 50J
Sink node location (150,150)
Transmission range 25m

50x10-8J/bit
50x10-8J/bit
50x10-8J/bit

Transmitter energy consumption
Computing energy consumption
Circuit energy consumption

97863
100000 o

89713

80000 —

57289
60000

40000

(snun awin)swnay }IoMieN

20000

0 \ T T T T
ACO EEABR ACO-TDOP

Figure 2. Lifetime of the networks.
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Figure 4. Distribution of throughput gains.

each other. As the test carry on, the BACO has a rela-
tively stable throughput rate owing to without taking into
account of energy consumption, while the throughput
rate of EEBAR and ACO-TDORP is less than BACO for
considering the residual energy of nodes. However, the
throughput of EEBAR and ACO-TDOP is more than
BACO, that is to say they make full use of the residual
energy of the network, so they are better than BACO.

4.3. Path Tracking

In order to verify that ACO-TDOP routing algorithm can
dynamically adjust the transmission path, we have rec-
orded several dynamic paths between source node s and
the sink node, as shown in Figure 5. We can see that the
length of the path is only 10 hops at first, as the consump-
tion of energy, the length of the path can reach to 16 hops.
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Figure 5. Path formation to sink node from the first run to
network lifetime.

5. Conclusions

Based on the analysis of available opportunistic routing
protocols, this paper analyzes and describes the message
transmission process in the time-varying network model
referring to the second law of thermodynamics, and pro-
poses the Opportunistic Routing Entropy to replace the
original entropy so as to indicate the network transmis-
sion status of each node. Further, combining Opportunistic
Routing Entropy and Ant Colony Optimization, this pa-
per raises an opportunistic routing protocol, ACO-TDOP,
for time-varying network model considering the load
balancing of the network resources. So the message is
ensured that the “best” receiver of each packet forwards
it. At last, numerical results confirm that the ACO-TDOP
is energy conservative and throughput gainful compared
with other two existing routing protocols, ACO and the
EEBAR opportunistic routing protocol.
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