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Abstract

Due to the increasing share of renewable energy, new requirements are placed
on control room software. Such software is often exclusive to the supplier, but
other suppliers could offer new and better methods. For security reasons, ex-
ternal applications often have no direct data access to control room software.
Such software can provide information about the power grid via a periodic
file transfer in CIM (Common Information Model) format. These files are
often very large, containing complete records, delivering information not al-
ways relevant to the external applications. Extracting the relevant information
required by external applications can be time-consuming, thus presenting a
problem for time-critical applications. This paper presents a method allowing
different applications to efficiently access the relevant data from the massive
data stream contained in the CIM files. This method has been tested with a
distribution system operator and clearly increases performance, allowing dif-
ferent applications to access the relevant data.

Keywords

Common Information Model (CIM), Grid Control Room Software, Electrical
Grid

1. Introduction

Exchanging and processing data for electrical grid information is one of the
challenges faced by a transforming energy system. The complexity of operating
electrical grids is constantly increasing. The growing amount of variable distri-

buted energy resources needs coordination with schedules and forecasts. This
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requires new approaches (software, architecture and communication protocols)
[1] [2] [3] [4] [5]. Software (such as a control system) for smart grids allows the
coordination of renewable generators in general to be improved and as a more
specific example, it enables a more effective coordination of ancillary services
such as reactive power provision [6] or the smart integration of electric vehicles
into the electricity grid [7]. The monitoring and operation of the power grid is
carried out in the control room. Control rooms are operated with software sys-
tems that are often provided by a single vendor to the grid operator. It might be
helpful for other providers to extend software systems to include new functio-
nalities, since this increases the diversity of the solutions. These new functionali-
ties would represent extensions to the control room software of the grid opera-
tor. However, adding extension modules to existing control room software for
such innovative control approaches is difficult and costly, and in most cases only
possible for the original manufacturer. Control room extension requires conti-
nuous information about the power grid (e.g. topology or measurement data).
Control room software can have the option of periodically providing informa-
tion about the power grid as a CIM (Common Information Model) file to exter-
nal applications. This functionality is often installed in the control room soft-
ware of those grid operators who are obliged to forward information about their
power grid to third parties (e.g., a distribution system operator needs to forward
information over the grid to a transmission system operator) [8]. External mod-
ules can use this functionality to offer new innovations to the grid operator.
Some modules require continuous state information about the power grid (such
as measurements and switching states) and this at a high-performance speed.
Collecting the CIM files periodically and extracting the information they need
can be a time-consuming process for a single application, and many applications
require only part of the information about the power grid. The question arises as
to how the relevant data from the constantly changing CIM files can be made
available to external modules at high speed. In this paper, an approach is pre-
sented for distributing the information from the CIM files to many external ap-

plications with the assistance of modern technologies.

1.1. CIM: Standard for Data Exchange in the Energy Industry

The Common Information Model (CIM) is a UML (Unified Modeling Lan-
guage) based data model for describing the electrical grid [9]. The goal of CIM is
to generate a data model that describes electrical grids as well as related data (e.g.
load schedules and generator models). The CIM uses classes with attributes to
describe the different object type (e.g., “analogvalues” are used for measured
values). The CIM also allows the user to define profiles, which are a subset of the
semantic model and designed for the user’s application. The Common Grid
Model Exchange Standard (CGMES) is such a CIM profile and is published by
ENTSO-E (European Network of Transmission System Operators for Electrici-
ty). CGMES divides the CIM into different profile classes: equipment profile
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(EQ) for device information, topology profile (TP) for grid topology informa-
tion, steady state hypothesis profile (SSH) for load flow simulation and state va-
riables profile (SV) for measurement information. The CIM uses RDF (resource
description framework) files for data exchange. The RDF model uses statements
about resources in the form of subject-predicate-object expressions (triples), e.g.
the wind turbine produces two MW. Each object in RDF is tagged with a Un-
iversally Unique Identifier (UUID) and can be referenced (RDF ID). RDF/CIM
files are in XML (extensible markup language) format by default. CIM offers
many advantages, among others it can speed up complex processes and reduce
errors, as its goal is to increase automation in the energy sector [10]. The CIM
exchange format is clearly defined and the definition of profiles increases the
consistency between producer and consumer during data transfer [11]. Data in-
tegration is a big challenge in the smart grid, which can be solved with the help
of CIM [12] [13].

1.2. Extensions for Control Room Software

Control room software is used to monitor and control the power grid and its de-
vices. New tools and applications for control room software, e.g. optimization
modules can improve grid operation. Connecting control room software to oth-
er systems or applications is often very difficult, especially for security reasons
[14] [15] [16]. Adding extension modules for control room software or updating
this with new functionalities for innovative control approaches requires much
effort [17] and is in most cases only possible for the original manufacturer [18].
The CIM interface, if the control room software for electrical grid can offer it, is
suitable for third-party provider’s access and expansion, so that the existing system
does not need to be replaced or modified beyond standard user customizations.
This interface provides CIM files at periodic intervals (e.g. every 5 minutes).
Figure 1 describes a possible way for control room software to provide CIM
files for other applications. The control room software is usually located in a
so-called high security area that is separated from the other applications (re-

ferred to here as office world) by one or more firewalls. The control room
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Figure 1. Providing CIM files from the control room software for external applications or
processes.
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software can consist of several servers (represented by one symbol in the figure).
Within the high security zone, multiple servers may also be available. After the
control room software has created the CIM file, it is often first copied to other
computers within the high security zone (usually via secure copy protocol).
Then the files are put on a so-called router server. This is also protected by fire-
walls and serves as a link between the high security zone and the office world.
Subsequently, the files are stored on a file server. Due to the many transport
routes, there may be delays until the files have arrived in the final system (e.g.
file servers). Therefore, lower cycles are usually selected for the file transport
(e.g. every 5 - 15 minutes), to avoid a time overlap of the delivery process. The
applications have access to the CIM files through the file server. However, this
means that each process must have implemented its own capture and storage of
the CIM file. Furthermore, an application does not necessarily require the com-
plete data set from the control room software, but only certain data records. The
delivery of the CIM files for the control room can be used to request information
about the power grid to be passed on to third parties (e.g. once a day or manual-
ly by a user). For the control room software, it may be irrelevant whether the
third party already has information about the power grid. Thus, the complete
data set is provided by the control room software, regardless of whether infor-
mation (e.g. measured values) has changed from the last file sent to third parties.
This can lead to a massive increase in CIM data. The CIM standard (IEC
61968-100) defines how existing technologies for distributing and relaying in-
formation (e.g. web service or Java Message Service) can be used to distribute or
forward CIM data. The standard defines the interface for the web service and
concrete message envelopes (such as header or request information) for the
transmission the CIM data. The aim is to increase interoperability for the ex-
change of CIM data [19]. However, the interfaces defined in the standard could
pose a security problem for the control room software. For example, a web ser-
vice would have to be made accessible from outside through the firewall; this
would mean a permanently open interface to the control room software, which
could increase the security risk. A file transfer from the control room software
requires no open access from outside. Furthermore, transferring the file takes
place via several servers and only for a certain period of time. These mechanisms
make unauthorized access or targeted overloading (a so-called denial of service
attack) of the control room software much more difficult. This increases the se-
curity of the control room software, but makes access to required information
more difficult for external applications. Capturing the complete CIM record and
extracting the required information can increase the complexity of the applica-
tion and lead to more computation time. This raises the question of how the
massive data flow of information about the grid in the CIM file format can be
distributed to different applications or services using modern technologies. At
the same time, security must be ensured and existing functionalities of the con-

trol room software are to be accessed.
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1.3. Related Work

An important aspect for the distribution of information concerning the power
grid is the connection to a control room or a SCADA (Supervisory Control and
Data Acquisition) system. For instance, a SCADA system was integrated into the
IT landscape with the help of an ESB (Enterprise Service Bus) to increase its in-
teroperability with other applications [20]. However, the extraction of data from
the SCADA system can be difficult [21]. In order to communicate between dif-
ferent applications, a so-called middleware is often used. This allows indepen-
dent software components to exchange data [22]. This was, for example, used by
an optimal power flow application (OPF) to receive and process data from a
SCADA system. The middleware transforms data from the low-level devices to
CIM and a central database is used for the storage [23]. Another important issue
for the distribution of information concerning the power grid is the interopera-
bility of software systems in the energy sector. CIM is often used to improve
communication between these systems. For example, networking different soft-
ware systems (e.g. geographic information system) via an ESB with CIM as a
unified data model can lead to new features [24]. Another solution provides data
from various software systems installed at a distribution system operator via
adapters. These adapters provide the data as a CIM data model through REST
(Representational State Transfer) [25]. An alternative approach to increasing the
interoperability of a grid operator is to create a reference architecture. This is a
monolithic approach based on the CIM data model and uses an ESB and a cen-
tral database [26]. The use of an open, standards-based platform can also lead to
higher interoperability for applications that require data from different software
systems [27]. Until now, data has been obtained from SCADA systems or con-
trol room software. These data, or data from other software systems, were con-
verted to CIM to increase interoperability. So far, no consideration has been
given to how massive CIM data (e.g. as files) from a control room software can
be effectively made available to other applications without endangering the secu-

rity of the system.

1.4. Scope of This Paper

Control room software has the option of providing information about the grid as
CIM files for other applications. However, many applications do not only re-
quire unique information about the power grid (e.g. which devices are installed),
but also regular information such as switching states or measured values. Col-
lecting CIM files periodically can be computationally expensive and complex for
a single application. This paper describes a new aspect: how information from
regularly transmitted large CIM files can be distributed to many applications
using modern methods. The innovation here is that applications can search for
relevant CIM data and be informed when new CIM records are available and
which records have changed. This new aspect has been examined with regard to
performance using the control room software of a German grid operator. First,
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the methods are presented (2), followed by the selected software architecture
(3.1) and the existing technologies which are used. The following is an example
implementation of the methods (3.2) and an example of an application (3.3) us-
ing the new CIM data method. To evaluate the new method, the implementation
was tested on the premises of a German grid operator regarding data volume

and performance (4).

2. Method for Processing Large CIM Files and Distributing
Their Content

The method describes a modern but in practice thoroughly applied approach to
a new problem. For a better and easier processing of CIM files in object-oriented
programming languages, the RDF model is transformed into an object-oriented
data model. For this purpose, classes are generated from the CIM data model for
the desired object-orientated programming language and the CIM profile. To
store the CIM objects, which are generated from the CIM classes, in a database, a
corresponding database model is set up. The first step is to establish that the
control room software has sent a new CIM file and then CIM objects are created
from this information and synchronized with the database. After that, the CIM
files are validated. The syntax is checked to ensure the CIM file corresponds to
the desired profile (attributes and association are set correctly). It is also deter-
mined whether CIM objects have references to non-existing CIM objects, so it
can be validated how far a CIM file is self-contained. For the use of historical
CIM data, a version object (creation time, file path, profile, version ID, etc.) is
created for each acquisition process and the CIM objects are associated with this
object. To enable applications to recognize which CIM objects have changed
from the previous version, a hash value is created across each CIM object and
mapped to its RDF ID. Furthermore, this allows a faster capture, because only
CIM objects are recorded that have changed or are new. Thus, it can be detected
in the next acquisition process whether a CIM object has been deleted, attributes
have changed or a new object has been added. This information, along with the
result of the validation is transmitted to the applications via a message broker.
Applications gain access via a web interface to the CIM objects. The use of a da-
tabase language e.g. structured query language (SQL) and the resulting concate-
nation of strings can be time-consuming and complex for querying CIM data
(the CGMES profile has over 300 classes). Appropriate APIs (application pro-
gramming interface) provide a simpler solution for filtering data. Furthermore,
these enable a consistent concept for SQL and SQL-proximate query languages.
For better use of the API, so-called query classes were generated from the CIM
data model. The possibility of filtering the data is offered via the web interface.

3. Architecture and Implementation

The distribution of CIM data from the control room software to various applica-

tions and services is performed by a microservice that communicates with other
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applications via REST and a message broker (in this case ActiveMQ). A micro-
service in general can be understood as a stand-alone (runs as one operating
system process) and a small service. Several microservices exchange data and
work together [28]. The communication takes place over the computer network

and the microservice can offer an API that can be used by others.

3.1. Architecture

Distributing CIM data from the control room software to various applications
and services is an important part of a modular platform (called beeDIP) that of-
fers extension modules (e.g. reactive power optimization for PV and wind gene-
rators) for control room software.

Figure 2 shows the developed system architecture of the system platform.
Under “control room software extensions” the extension modules (e.g. state es-
timation, optimal power flow, CIM converter to other formats etc.) are dis-
played. Each block represents a microservice which then may use various tech-
nologies for its task. The control room extensions are a loose component of the
system architecture and can be adapted, redeveloped or discarded depending on
project needs. A uniform interface (proxy) for the programming languages Java,
Python and C-sharp is available for connecting to the message broker and re-
trieving the data via REST. The proxy allows the application or service to register
with other applications or services: as soon as new data is available (e.g. new
CIM files from the control room software), it is communicated to the registered
applications via the message broker and the data is retrieved via REST. For the
corresponding programming language, the proxy provides callback methods,

which are invoked if new data from the desired service is available. This allows
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Figure 2. Architecture of the system platform. The CIM distribution service is an impor-
tant part of it. The dashed lines are example connections.
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the extension to focus on its tasks and does not have to deal with the handling of
REST and the message broker. Extensions for control room software can also
exchange data with each other via the proxy. The service for the distribution of
CIM data from the control room software is part of the data integration services.
In this category, further distribution services are grouped for other communica-
tion standards e.g. TASE.2 (Telecontrol Application Service Element 2). Exten-
sions or other applications can also use the CIM distribution service via REST
and the message broker without the use of the proxy and integration into the

system platform.

3.2. Example Implementation for the CIM Distribution Service

Data (topology, device information, measurement) can be regularly provided
from the grid control room software as CIM/CGMES (RDF) files. Many power
flow tools and applications can import and export CIM data [29]. This imple-
mentation focuses on capturing CIM/CGMES data with high performance and
extracting the desired information, which is necessary for many control room
software extensions. The CIM file integration service attempts to capture the
regular CIM/CGMES data as efficiently as possible. A previous version of the
service is described in [30]. To recognize new files in the control room software,
this service (named CIM distribution service) monitors a folder in which the
CGMES files are copied from the control room software. As with other tools,
information concerning the CIM objects is extracted using Apache Jena [31],
[32]. In detail, this service produces Java objects from this information before
the objects are stored in a database. These objects are created using Java classes
generated from the CGMES data model. This uses Java reflection to generate
CIM objects and set attributes. As a result, the classes and associated attributes
are determined at runtime instead of being permanently stored in the code. This
significantly reduces the number of lines of code and the implementation can be
used for several CIM profiles. The hash value via the CIM attributes is generated
with the hash code function of Java. This determines whether a Java CIM object
has changed in comparison to the previous CGMES file provided by the control
room software. A CIM Java object can have the following status: new, deleted,
changed, error and equal. Thus, CIM Java objects are only established if they are
also new in the CGMES file. This increases the performance, because creating
new objects in Java could be a time-consuming operation [33], especially when
the object is created using Java reflection [34]. Objects that have just changed
will only match the attributes and objects that have been deleted are no longer
recorded. Via the proxy, this status information is communicated to the other
services. The individual profiles (CGMES files) can be captured in parallel,
which also leads to a higher performance. Database types for control room soft-
ware [35] but also for CIM [36] have been analyzed in the past. In this service,
the object-relational database PostGreSQL is used to take advantage of ob-
ject-oriented design (e.g. speed) but still have access to the data through SQL
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[37]. The database structure is set up with Flyway and the individual CIM Java
objects are transferred to the database via EclipseLink. Even if a CIM object has
not changed from the previous version, it will still be saved in the database.
Thus, a complete image of the power grid is stored in the database every time.
This service was implemented with the help of Spring Boot and is integrated into
the platform via the proxy. For the documentation of the REST interfaces, the
framework Swagger is used. To increase security, the REST service can only be
used over HTTPS (Hypertext Transfer Protocol Secure). An API key is used to
determine which services make use of the offering service and can access the
provided data [38]. The REST service allows the extensions to search for specific
CIM objects (e.g. CIM objects for wind generators) and, in addition, filters them
according to certain criteria (e.g. wind generators with high power). This allows
each extension to receive only the required CIM objects. QueryDSL enables fil-
tering for certain CIM objects. For this purpose, a corresponding QueryDSL
class was generated for each CIM class and initialized also via Java reflection ac-
cording to the request, e.g. only wind turbines with a nominal value (CIM
attribute pNominal) above 2 MW and of type onshore (CIM attribute type)
should be returned. The String for the filter function is as follows: filter = (no-
minal P > 2) & filter = (type = onshore). Two QueryDSL expressions are formed
from this dynamically (pNominal.gt (2) & type.eq (“onshore”)), after this, it is
transformed by QueryDSL into an SQL query. To use the REST interfaces, the
proxy will automatically construct a URL (Uniform Resource Locator), based on
the address of the REST interface of the service, the desired CIM type (e.g.
Windgenerating Unit), profile (e.g. CGMES EQ) and the desired filter. With the
help of these search and filter methods, applications have the possibility of ex-

tracting data for a certain grid area e.g. to perform grid calculations.

3.3. Example Extension for Using the CIM Distribution Service:
CIM to Pandapower Converter

Services and applications for grid calculation require constant topology and de-
vice information about the grid that can be provided periodically via CIM from
the control room software. CIM is often too complex and detailed for grid cal-
culations, other models are more appropriate. Furthermore, CIM can be in
node-breaker model and system simulations for example are performed in the
bus-branch model [39]. There are already tools for converting CIM into physical
models for calculations [40]. An open source library for grid calculation and
analysis is available within the pandapower framework [41]. It provides functio-
nalities such as state estimation, optimization, short-circuit calculation or con-
tingency analysis. Since this framework is based on the Python programming
language, grid calculation services using this framework can be flexibly supple-
mented and further developed. In order to use these already available functions,
a converter has been developed from CIM to pandapower data model (load flow

grid). This service uses the CIM distribution service and applies the status in-
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formation about each CIM object. When the data is retrieved, it filters the CIM
objects that are new or have changed. As a result, the data model of the power
grid (in pandapower format) is selectively updated and not rebuilt from each
CIM file. Thus, new CIM data or information can be converted with high per-

formance into a load flow grid model and online calculations are possible.

4. Evaluation of the CIM Distribution Service

The following was analyzed for the CIM distribution service evaluation: What
amount of data do the extensions for control room software have to expect, how
can the CIM data be retrieved via the interfaces and at which speed can the in-
formation about the grid be distributed? The investigation was carried out on
the premises of a German distribution system operator. For this purpose, the
CIM distribution service, pandapower converter and its required software sys-
tems (such as ActiveMQ v. 5.15.5 and Postgre SQL v.10.5) were installed on a
local Windows server (8 GB of memory; Intel Core I7 with 2 cores and 2.8

GHZ). Grid control room software from PSI (http://www.psienergy.de/) pro-

vided CIM files every 15 minutes.

4.1. Analysis of the Data Volume of a Distribution Grid

This authentic grid of a distribution grid operator consists of 270 devices (pro-
ducers and consumers) and their electrical equipment (over 6000 cables, switch-
es etc.). For the description of the devices in the grid, CIM needs numerous
(about 18.000) additional virtual CIM objects (such as base voltage, geographical
region etc.). In total, there were over 24.000 CIM objects in the equipment pro-
file (EQ file). The Topology profile (TP file) comprised of 3444 CIM objects, the
steady state hypothesis profile (SSH file) 15.800 and the state variables profile
(SV file) 22.000 objects.

Figure 3 shows the required data volume of different data formats for storing
the CIM profiles. As expected, we can see a significant difference in data volume
(in megabytes) between RDF-file, JSON-file and database (db). This is due to the
following reasons: CIM in RDF format (XML syntax) require more space than

JSON format, because XML syntax has a larger syntax overhead than JSON

12

2
EQ EQ EQ TP TP SV sV SV SSH SS

TP H SSH CGMES
data format

data volume in MB
o o 5

IS

Figure 3. Required data volume of CIM in different formats.
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format. For databases, the Meta information (tables, columns, etc.) is the same
for all profiles, since they all use the same database schema and there is no indi-
vidual database per profile. This means that even if information for one of the
profiles is not contained in the database, memory storage is required for storing
the metadata (see “db schema only” in Figure 3). In general, there is less infor-
mation stored in SV, SSH and TP than in the EQ profile and the Meta informa-
tion exceeds the actual information. It must be mentioned that Figure 3 shows
only one record (RDF file). If several data records (RDF files) are transformed
into the different formats (JSON or database), the actual information requires
more data volume than the Meta information in the database. The data storage
evaluation has shown that storing topological and device information (which
does not change frequently) in object-relational databases is sufficient for a sin-
gle grid operator (for the EQ profile, approximately 22 GB is required for a year
with a 15 minute resolution). In view of the volume of data, it is recommended
that CIM data is not stored as RDF files for a longer period, but stored in a da-
tabase. Considering the result regarding the data volume of the database, solu-
tions for processing large amounts of data e.g. NoSQL (Not only SQL) are not
necessary for the time being. Of course, this may change if several grid areas or
longer periods (several years) are considered. Nevertheless, not every application
should store the complete CIM data itself, depending on the format (RDF, data-
base etc.), as this can lead to unnecessary memory usage and not every applica-
tion requires all the CIM data. An application should, if needed, store only the
relevant CIM data.

4.2. Analysis of the Interfaces for Retrieving the CIM Data

After the CIM files have been recorded in the database, the data can be retrieved
via the proxy or via REST. Before that, status information concerning the CIM
file can be retrieved from the message broker.

Figure 4 shows an example of status information concerning the CIM file. It
presented: The file path, the CGMES profile, a hash value for the RDF file, the
time it was captured, its length of validity, status about the capture (successful,
warnings or errors) and status information concerning individual CIM objects,
with the following categories: is equal, has been deleted, has changed, has errors
and is new. In the respective category, the RDF ID and the type of the CIM ob-
ject is displayed. After viewing the status information, the data can be retrieved
via REST. Table 1 shows examples of retrieving CIM objects through the REST

"CimParselnformation": {"file": "...\\toParse\\20180116T0230ZZ1 EQ.rdf","profile":
"http://entsoe.eu/CIM/EquipmentCore/3/1","hashRDF": -6738970429236, "validFrom":
"2018-09-03T14:04:38.000+02:00","validTo": "2018-09-
03T14:19:38.000+02:00","warnings": {  },"status": "SUCCESS","status CIMOb;j":
{"isEqual”: {"a24b640a-...": ["VoltageLevel"],"f6bb9d8c-...

Figure 4. Example of status information of the captured CIM file.
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Table 1. Examples of retrieving CIM data through the REST interface. The performance
could be increased by filtering.

Profile CIM Type Filter Size Duration
EQ Wind Generating Type None 35 0.171s
EQ Wind Generating Type Nominal P > 30 15 0.087 s
EQ Sv Power Flow None 68,000 2s
EQ Sv Power Flow p>0&q>0 175 0.04 s

interface or proxy. The first column (header Profile) shows the CGMES profile
(here EQ or SV), the second column (header CIM Type) shows the CIM type
being retrieved (here Wind Generating Unit or Sv Power Flow). The third col-
umn (header Filter) shows the respective filters for each CIM type. Either no fil-
ter is set or corresponding attributes must meet certain criteria, e.g.: The rated
output (attribute: nominal P) of the wind farm must be above a certain value
(here 30), or the current measured values (CIM type Sv Power Flow) must be
above zero. Here it is also possible to filter CIM objects based on the RDF ID. By
setting the version ID to zero (version Id = 0), the REST interface returns the last
received CIM data. A separate REST interface is provided for retrieving the ver-
sion information. Here the version number, the time of capture and the CGMES
profile are displayed. The fourth column (header Size) shows how many JSON
elements have been returned for the grid specified above via the REST interface.
In the last column (header Duration) the time (in seconds) is listed, until the re-
ceiver (here for test purposes Chrome browser) has received the CIM data.
Figure 5 shows a section for receiving CIM data formatted as JSON. Here the
CIM type Wind Generating Unit with its attributes is represented. For references
to other CIM objects (here Equipment Container) their RDF ID is used, instead
of nested JSONS. This is similar to the RDF syntax and reduces the volume of
data for each retrieval. Since CIM objects are strongly networked with each oth-
er, the JSON documents could become very large with nested representation.
Furthermore, many CIM objects would be listed multiple times because many
CIM objects point to the same object. The presented interfaces (status informa-
tion and REST interface) can enable applications to deal with large CIM files
better and easier. The status information can help applications to analyze CIM
files and their objects better. It is now possible to view individual CIM objects
e.g. that have changed or that have been newly added. If a file has errors (e.g.
syntax errors), warnings (e.g. empty references to other CIM objects) or has not
changed compared to the previous file (detectable by the hash value), this cap-
tured file can be ignored by the application. These mechanisms can lead to
higher performance in the application, since the entire content no longer needs
to be considered. Table 1 illustrates that filtering (e.g. only displaying measure-
ments with a positive value or only certain changed CIM objects based on the

RDF ID) can also significantly reduce response time. Different applications can
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"o

[{"windGenUnitType": "onshore","nominalP": 32,"equipmentContainer": " e5085c12-
9787-4dc8-alal-7611aeaf4333","name": "Test Wind Generating Unit","rdfld":
" 85ac63da-al24-483d-9819..."

Figure 5. Extract of receiving CIM data formatted as JSON.

thus filter unnecessary data and increase performance. A unified interface (e.g.
the same REST URL schema) can simplify the development of applications that
require CIM data because existing mechanisms (e.g. REST data retrieval) can be

transferred to new applications.

4.3. Analysis of the Performance for the Capture and Conversion
of CIM Files

Figure 6 illustrates the time taken (in milliseconds) to parse and save to the da-
tabase of the incoming CGMES profile files (EQ, TP, SSH, SV) every 15 minutes.
Furthermore, the conversion time from CIM to pandapower (includes loading
the data via REST) is shown. Figure 7 shows the total time for the process of
capturing the CIM files into the database, loading the data via REST and then
converting the CIM data into the pandapower data model (every 15 minutes). In
addition, it is displayed that the CIM files in each iteration completely re-capture
the data, load via REST and convert to pandapower (ignoring the differences to
the previous data). The pandapower converter needs about 80 percent of the
different CIM types to convert the grid to a pandapower model. Since the pro-
files are acquired in parallel, the total time is: max (time for storage of [EQ, SSH,
SV, TP] into database) + (time for conversion of the CIM data into the panda-
power data model; includes loading the data via REST). Figure 7 shows that the
first acquisition and conversion of the CIM files takes the most time (about 29
seconds). After that, the capture and conversion time is about 13 seconds. This is
due to the creation of status information concerning the individual CIM objects,
since only new objects or objects with changed parameters must be captured and
converted. Since there are fewer activities in the grid (such as switching events)
during the night (02:00 - 06:00) and thus the CIM files stay largely constant, the
capture and conversion time is also constant at approx. 13 seconds. In the
morning hours and during the daytime, there are significantly more fluctuations
in capture and conversion times due to ever-changing CIM files. These changes
in CIM data are related to, for instance, grid operations such as switching events
or tap changer positions.

Figure 8 shows an overview of the average time saved in percent by parallel
acquisition and observation of changes in the CIM files in contrast to methods
without parallel acquisition and observation of the changes. The capture and
conversion time is on average 16 seconds for the entire period. When the pre-
viously received data is not taken into consideration, an average acquisition time
of 23 seconds is the result. This means that the capture and conversion of the

CIM files, taking into account the previously received data, leads to a time saving
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——Storage of the EQ profile in the database —— Storage of the TP profile in the database
ige of the SV profile in the datab; Storage of the SSH profile in the database

Conversion of the CIM data into the pandapower data model
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Figure 6. Storage time for different CIM profile (EQ, SV, TP, SSH) files and converting
CIM to pandapower data model.
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~==Storage of the CIM data in the database and subsequent conversion of the data model (with detection of the differences to the previous receiving CIM file)

~—Storage of the CIM data in the database and subsequent conversion of the data model (no recognition of the differences to the previous receiving CIM file)

Figure 7. Total time of acquisition, storage and subsequent conversion according to the
pandapower data model. The time is illustrated both with recording of the differences to
the previous receiving file and without it.
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Figure 8. Average time saving by parallel recording and consideration of the differences
compared to other methods.

of 30% on average. With fewer activities in the electricity grid (02:00 - 06:00) the
time saved is 43%. The largest savings are for the pandapower data model con-
verter (45% on average) when considering the differences to the previously re-
ceived data. The outcome of this is that the performance could be increased by

keeping the changes applied by CIM data to a minimum. In an earlier version of
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the implementation without parallel capture and viewing the differences to the
previous receiving files, the total time was about 4 minutes. Here, a timesaving
of approx. 93% results from parallel recording and consideration of the CIM file
changes. This version is more likely to be used for applications that are not

time-critical.

4.4, Conclusion of the Results

Because a control room software is often a heavily sealed system and usually has
no more modern interfaces (e.g. web services) for security reasons, simple file
transfer (usually over many server addresses) of grid data formatted in CIM is
often the only way for external applications to access such complex data as a
power grid. However, this can lead to a delay in data flow that could pose a
problem for many external applications (e.g. module for renewable energy reac-
tive power management). Nonetheless, the evaluation shows that the smart me-
thod can minimize this delay, so that even time-critical applications can process
using the CIM data from the control room software. With this method, it would
be possible for the control room software to make the CIM files available to ex-
ternal applications at a significantly higher rate (e.g. every minute instead of
every 15 minutes). This assumes that no large delays occur in the data transport
of the CIM files to the file servers. The programming languages' independent
technologies (REST and message broker) can access a variety of applications
(here Python application) to the relevant data of the power grid. In addition, it
has become clear that for a single grid operator, data output in the CIM format
does not yet have to be managed by solutions for large amounts of data (e.g.
NoSQL databases). Nevertheless, if necessary, an application should only store
the relevant CIM data, which is simplified by this approach. Some applications
require only part of the data from the control room software. Through defining
the CIM type, setting the filters and data of the period (e.g. by specifying the ver-
sion ID), the counting of data for the individual application can be reduced to a
minimum and thus increase access speed. The administration and storage of
grid data is reduced as both current and historical grid data can be retrieved via
the interface with high performance. The fact that the developed software has its
own server in an office world and no direct access to the control room software

does not increase the security risk of the control room software.

5. Summary and Outlook

The increasing share of distributed generation and the volatile behavior of re-
newable generation from photovoltaic plants and wind turbines require ad-
vanced approaches for the integration into the electricity grid. Adding extension
modules to control room software for innovative control approaches is difficult
and in most cases only possible for the original manufacturer. CIM offers a
standardized data model for power grids, which allows many external applica-

tions to interpret the receiving data unambiguously. For security reasons, most
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control room software does not have modern interfaces making the complex
CIM data available to external applications. However, control room software
may be able to offer CIM data via periodic file transfer (e.g. every 15 minutes), as
this does not endanger the access protection of the control room software. Cap-
turing the CIM files and extracting the necessary information might cause a sig-
nificant delay for external applications. This paper presents a method that uses
modern technologies to deliver data about power grids, modulated as CIM files
periodically provided by the control room software, to external and different ap-
plications. Through filtering and using status information from CIM data
(changes in the CIM data compared to the previously received file), external ap-
plications can retrieve and process data relevant to them. The methods pre-
sented here make it possible to transfer CIM files at a higher rate (e.g. every
minute) from the control room software, so also time-critical applications are
enabled. Furthermore, the data volume required for a single application can be
reduced, since historical and current grid data can be retrieved via the interface
and the application no longer needs to store and manage this data itself. This
method ensures the security and access control of the control room software
while still allowing external applications access to the required data within a
reasonable amount of time. This is also evident in the evaluation where the im-
plemented method is tested using real control room software on the premises of
a distribution system operator. The sample application (a data model converter)
was able to process the CIM data much more efficiently with the help of the filter
and status information. In the future, further approaches for processing data
streams will be investigated, e.g. with the help of Apache Hive Hadoop [42].
Another option for accessing data from the control room software is provided by
the TASE.2 interface. This raises the question of the advantages that arise for ex-
ternal applications through this interface and whether these can complement the
CIM interface or whether both interfaces can be combined with each other. A
further important issue for external applications for control room software is
how data (e.g. calculated set points for reactive power management for distri-
buted generators) can be transmitted with high performance without compro-

mising the security and access protection of the control room software.
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