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Extension of Kerberos with X.509 and Inte-

gration of Elliptic Curve Cryptography in ~ Kerberos is one of the solutions for network security problems since it provides
Authentication. Int. J. Communications,  strong secret key cryptography over the insecure networks. Through the Kerberos
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authentication protocol, a client can prove its identity to a server (and vice versa)
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across an insecure network connection such as on Internet. In this comparative re-
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replaced with Elliptic Curve Cryptography (ECC) encryption in Kerberos during au-
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1. Introduction

Proper authentication is an important aspect of security systems, even in networking.
Hence, the Kerberos [1] was developed by Massachusetts Institute of Technology to
provide a stronger authentication for both client and server applications irrespective of
the communication medium used (secured or not). The protocol can be integrated with
an already existing network without the need for additional protocols to secure com-
munication over that network because the Kerberos can use the already existing user-
name and password for users, to perform its authentication processes [2] [3].

In the version 4 of Kerberos, the DES [3] [4] algorithm was used in authentication

but the limitations of such methods have led to the Kerberos version 5 which makes
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provision for any other kind of authentication algorithm to be integrated for better au-
thentication, such as the RSA. Extensions also exist for the Kerberos that allow for this,
such as PKINIT [4] [5]. The Kerberos protocol requires an authentication server on
which to run as a centralized authentication service. At the host computer running the
Kerberos, authentication server is a database of users and their private keys, as well as
hosts and their private keys too. Both hosts and users (principals) have unique names
and name-type. The x.509 is used to encrypt the principals’ names in the database.
Currently, there exist several variations of the Kerberos protocol, but the underlying
procedure of a classic Kerberos protocol remains the same: client requests the authen-
tication server to confirm the identity of the server; authentication server encrypts server-
generated ID + temporary encryption key (session key) using the client’s key and relays
it back to the client; client encrypts its ticket and the session key using the server’s key
and transmits it back to the server; authentication server uses this to authenticate client,
then to authenticate the server finally. This is a crypto analysis of the Kerberos and
x.509 authentication algorithms and research into improving these protocols by unco-
vering flaws and weak points in the protocols. Work done so far will be reviewed to
find unaddressed issues or concerns about the Kerberos and x.509 authentication pro-

tocols.

2. Literature Survey

In a formal analysis of Kerberos 5, Frederick Butler et al concluded that the Kerberos
was actually structurally sound and took out the over simplification of the protocol in
as it is able to grant or deny certain (not all) requests made by the client to the authen-
tication server [5] [6]. Extensible Pre-Authentication in Kerberos or EPAK [6] [7] came
into play in 2007 when proposing an extension that allows the Kerberos to be inte-
grated with other authentication methods without changing the underlying workings of
Kerberos itself. As the Kerberos became more widely accepted, Saber Zrelli and Yoichi
Shinoda in 2007 [8] [9] suggested the Kerberos as an extensible authentication protocol
for network access authentication thereby eliminating the need for extra authentication
credentials from the users. In 2008, Cervesato et al found a vulnerable spot in the pop-
ular PKINIT extension to Kerberos that allows an attacker (man-in-the-middle) to im-
personate administrative principals [10] [11]. However, the IETF has changed the spe-
cifications of PKINIT to prevent this attack. Sung-Hyun Eum and Hyoung-Kee Choi
proposed a new EAP called “EAP-Kerberos II” in 2008 which uses a ticket (key) in
Kerberos and thereby increases efficiency by 55% [12] [13], and speed as the key can be
downloaded rather than derived. Ahmed Alazzawe et al figured a way to extract Ker-
beros passwords from the RC4-HMAC encryption used by Microsoft in Kerberos using
a method that even reduces the time to crack a single password by about 60% with
brute force [13] [14]. Eman El-Emam, Magdy Koutb, Hamdy Kelash, and Osama Farag
Allah decided to make the passwords independent of the user’s own password when
they suggested in their paper in 2009 [14] [15] that a secret key be generated based on
each profile, encrypted using Triple-Des, hashed using SHA-256, and Blum BlumShub.
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Dahui Hu and Zhiguo Du tried to improve the Kerberos by using a faster RSA algo-
rithm to counter a few mentioned problems [15], such as the speed of the RSA itself
and password guessing. However, their approach is still password-based, which has its
own vulnerabilities. Hossain, Alamgir ef a/ came up with the idea in 2010 of integrating
the user’s position in terms of coordinates during the client authentication on Kerberos,
to form what they called it N-Kerberos [15] [16]. In addition to this, they modified the
BAN [17] [18] logic to create N-BAN so as to reduce the chances of a reply attack by
using the N-BAN to confirm the N-Kerberos. In 2011, Sufyan T. Faraj Al-Janabi &
Mayada Abdul-salam Rasheed looked at implementing public-key cryptographic ap-
proach like PKINIT, PKCROSS, and PKTAPP, at different phases of the algorithm.
However, there were performance issues like bottleneck [18] [19] due to this enhance-

ment.

3. ECCvs. RSA

Since most of the communication systems requires reliable infrastructure to provide
communication in different fields have used public key cryptography to secure their
systems and exchange data. ECC (Elliptic Curve Cryptography) provide secure data
exchange and authentication, authorization and identification features. Variety of the
studies conducted in the literature contains RSA implementation for security however
using 3rd party security mechanisms or algorithms like Kerberos uses requires deep re-
search to expose possible vulnerabilities [20] [21] [22].

However this study focused on the ECC since ECC provides same level of security
while providing less key size in contrast to RSA algorithm. The Key sizes of the RSA
and ECC are shown and classified into 7 different categories in terms of key size and

ratio on Table 1.

4. Simulation Experiment

In this section, a simulation experiment with ASIC simulation package is conducted
and the performance of an application that provides encrypted communication with
ECC authentication and application that provides only plain text communication is
compared. The proposed application examined as how the added ECC security algo-

rithm influences its overall performance.

Table 1. ECC vs RSA key comparison.

Category Type ECC Key Size RSA Key Size Key Size Ratio
A 112 512 1:5
B 163 1024 1:6
C 192 1536 1:8
D 224 2048 1:9
E 256 3072 1:12
F 384 7680 1:20
G 512 15,360 1:30
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The ASIC and FPGA are the two most common simulation package to develop ECC
algorithm and simulate variety of scenarios by the researchers. The ASIC was used to de-
velop a simulation model for implementation of ECC on Kerberos [23] [24] [25] [26] [27].

The ECC is defined as follows:

Y, = ¥ +ax+ i (1)

where x; y € GF (p), and 4qa; + 274, # 0 in the GF(p).

The calculation of a public key which is generated by the multiplication of the private
key with a point G which is shown as an generator point on the curve. Figure 1 illu-
strates the simple ECC. In addition to this, Figure 2, Figure 3 and Figure 4 illustrate
the comparison between ECC and RSA key size, key generation algorithms and digital
signature algorithms.

The algebraic formula used to calculate point addition and point doubling is given as
follows (Formula (2) - (5)):

Xs =72, =% =X (mod p) (2)

Y; = A(X —X%;)—y,(mod p) 3)

When P =Q, 2 =(y, - ,)/(X, —%) (4)

When P=Q, 2 = (3% +a)/2y, (5)
y

A

Figure 1. A simple elliptic curve.
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Figure 2. Key size comparison of ECC and RSA in authentication.
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Figure 3. Comparison of key generation algorithm for ECC and RSA (ms).
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Figure 4. Comparison of digital signature algorithm for ECC and RSA.

5. Findings of DES-RSA-ECC

Much focus have been on extending the Kerberos much like the framework presented
by Phillip L. Hellewell ef al. [28] [29] [30] [31] [32] for integrating new authentication
systems (such as RSA) seamlessly with Kerberos without much change to Kerberos it-
self thereby reducing its limitation being DES-based; support for multiple encryption
types negotiable by both client and server [33] [34] [35]; support for anonymous users
[34] [36] [37] [38]. Notwithstanding, there are a few potential loopholes I wish to draw
attention to and request for comments. First concern is how can the authentication
server itself be authenticated and this problem can be solved through concentrating to
authentication as well as identification. Another question is whether the Kerberos au-

thentication protocol able to identify an AS much like it identifies the usual principals
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(client and server)?, or is it impossible to impersonate an AS during a Kerberos authen-
tication? In other words, how it is possible to make sure to trust to “trusted third party
authentication server”? Further research would be required to properly analyze Kerbe-
ros and check if such vulnerability would indeed be critical or trivial, or even feasible.
Second, while Kerberos is used for authentication, what happens between client and
server after authentication may be susceptible to further attacks. In theory, a loophole
exists such that a form of man-in-the-middle attack is possible, similar to a shoulder
attack.

Hence, an attack is proposed on Kerberos to simulate an environment as follows:
Assume a man-in-the-middle (MitM) trying to impersonate both the client, and the
server at the same time. Also assuming our MitM has found ways to clone or imperso-
nate the client and then simply relays the requests and replies between the legitimate
client and server while keeping copies of intercepted date, whether encrypted or in plain
view. Next, our MitM attacker simply waits for the legitimate server to authenticate the
legitimate client and grants access to the legitimate client. At this point, the MitM cuts
off the client from communication with the server and replace the client in the rest of
the conversation; now our MitM attacker has access to the server and may then proceed
as an authenticated client. In real life, this would be much like waiting for a user to
open up a vault and then the attacker sneaks in from behind and locks the user out [25]
[26] [27]. Meanwhile, the implementation of ECC on Kerberos protocol and working
with combination of Kerberos with ECC provided much better results than RSA en-
cryption. The results exposed that, the total time required to generate key for the cor-
responding transaction, key size and generation of digital signature required more time
than ECC algorithm.

6. Comparison of the Results

Extensible Pre-Authentication in Kerberos or EPAK introduces the advantage of add-
ing new authentication systems easily into Kerberos to increase their usability and per-
formance without changing existing Kerberos-based security frameworks in a way that
also allows complex authentication systems with slow performance can leverage Ker-
beros’ SSO capability [39] [40]. EAP-Kerberos allows for scalability while EAP-Kerbe-
ros II uses a key in Kerberos which is transported to the client securely rather than be-
ing derived, to increase efficiency up to 55% by reducing the number of authentication
messages from 18 to 8 thereby increasing its speed. RC4-HMAC used by Microsoft was
found to be flawed as Kerberos passwords can be extracted from this encryption me-
thod and hence should not be used. Combining PKINIT, PKCROSS, and PKTAPP at
several phases in the authentication protocol improved scalability and security but re-
sulted in performance bottlenecks.

The corresponding simulation outcomes indicate that ECC has more practical and
efficient in terms of key generation time and key size. Since Kerberos protocol serves
vast number of users on the web at given point of time, this becomes a disadvantage for

an algorithm which requires more time to generate a key with greater key sizes. The
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results indicated that signature generation and verification times are almost similar for
both algorithms. Once it is considered for large number of users on the web attempts to

authenticate, the ECC algorithm becomes more efficient.

7. Conclusions

In conclusion, without considering ECC in authentication progress, the Kerberos has
been extended and strengthened using x.509 and with the integration of newer authen-
tication systems. Nevertheless, communication between a once authenticated client and
server may still be susceptible to a form of man-in-the-middle/shoulder attack if Ker-
beros isn’t employed during the entire communication between client and server. That’s
why the deployment and use of ECC algorithm should be more beneficial in Kerberos
Authentication protocol.

Hence it is highly recommended that Kerberos can be used to encrypt further com-
munication between clients and servers in order to “guarantee that subsequent messag-
es on the connection originate from the same principal” [41] [42].

First, it is proposed that EAP-Kerberos II is made as standard, and should also be
used with the Camellia [41] [42] encryption while maintaining PKINIT. Using a faster
algorithm [42], we can further encrypt and authenticate all communications between
authenticated principals in order to ensure that after initial authentication, the rest of
the communication remains between both legitimate client and server.

Also, further analysis is proposed on a 3-way Kerberos authentication protocol where
the client and the server, and the authentication server each has to be identified as legi-
timate and then authorized to communicate. It is highly recommended to conduct fur-

ther research on the proposed field in contrast to the necessity of security issues.
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