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Abstract 
Security information has become so significant in transmission due to the rapid advancement in 
digital data exchange. Thus, it is necessary to protect the confidentiality and licensing of video 
content from illegal access. Currently, High-bandwidth Digital Content Protection (HDCP) provides 
the confidentiality and licensing of digital content for High Digital Multimedia Interface (HDMI). In 
this paper, we have been able to show how cryptanalysts have conducted attacks on the HDCP 
protocol showing its vulnerability in protecting digital contents. Therefore, the HDCP scheme is 
seriously flawed and compromised. Encryption and decryption of audio/video files were imple-
mented in both Data Encryption Standard (DES) and Advanced Encryption Standard (AES) algo-
rithms by means of Python Cryptography Toolkit (Pycrypto). Security analysis such as key space 
analysis and statistical analysis were carried out on the encrypted image. The result of the analy-
sis indicates that AES algorithm is secure and robust; hence the authentication and licensing of 
HDMI can be improved by implementing HDCP design with AES algorithm. 
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1. Introduction 
The means of transporting high-definition (HD) video, multi-channel HD audio and 3D (three dimensional) en-
coded HD video is of great concern to customers. Customers derive a great pleasure from home entertainment 
system; hence they would go to any length to get the best from their equipment. Currently, it is of great impor-
tance to use high quality connectors between devices that are optimized for signal transfer in order to get the true 
benefit of the improvements in video products. Amongst all the audio/video (AV) interconnects that are availa-
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ble, the patronage for HDMI is more as it delivers the best picture, high-definition television (HDTV) and sup-
ports AV cabling over the same cable. As a result of this more and more consumer electronic devices are made 
with HDMI connectivity and a wide range of HDMI devices are currently in use. 

The issue of content protection is as a result of the introduction of the HDMI standard which is used in digital 
communication of high definition content. Content providers involved in the traditional analogue communica-
tion methods experienced problems in analogue hole in which it allowed attackers to gain access to content 
without any restriction. Content providers utilized the opportunity of the introduction of a new standard to era-
dicate the analogue hole, and hence Intel Cooperation decided to include a content protection scheme as part of 
the new standard [1] [2]. 

The licensing and confidentiality of video content transmitted over HDMI is currently made available by 
HDCP which is a specification developed by Intel to protect digital content across HDMI [3]. HDCP is the en-
cryption system used in HDMI and DVI to protect content from being copied by unauthorized users. Every sin-
gle device possesses a unique set of keys that are generated by the HDCP licensing authority and dispensed in a 
manner that any two devices can create a shared key which is used to encrypt content shared between two de-
vices through the use of a unique set of keys [4]. 

However, the approach of this HDCP to content security is seriously flawed and compromised. Rob Johnson 
in [5] implemented an attack on the HDCP protocol by borrowing a number of TV screens that contained device 
keys so as to decrypt HDCP signals. The master key of the HDCP was built by means of some powerful 128 
computers. However, the reconstructed master key was discovered to be the same as the one popped online two 
weeks later. The two keys were proficient to generate keys that could encrypt and decrypt HDCP even though 
they had different minor representations [6]. 

Cryptanalysts in [7] also discovered several weaknesses in the HDCP scheme and the master key that was 
used by the licensing authority was made public on the internet. As a result, the HDCP key exchange protocol 
has been rendered inefficient since anyone can use the master secret to produce a device that is capable of mi-
micking any other HDCP device. 

The main contribution of this paper is to show how cryptanalyst can be used to reveal the vulnerability of 
HDCP in protecting digital contents. In addition, the paper also highlights how the authentication of HDMI can be 
improved upon by using AES encryption algorithm in the design of HDCP. 

The remainder of the paper is organised as follows. Section 2 describes the HDCP protocol and attacks con-
ducted by cryptanalyst showing its vulnerability. Section 3 presents the methodology. Finally Sections 4 and 5 
show the results and conclusion respectively. 

2. High-Bandwidth Digital Content Protection 
In the digital world, each copy is basically a perfect copy of the original; as a result there is increased depen-
dence upon copy protection in order to secure content and to avoid content compromise from unauthorized users. 
Content providers have become more concerned about illegal copying and use of digital content due to its ex-
tensive accessibility hence content protection technologies have been deployed by content providers, electronic 
manufacturers and media manufacturers to protect access to high-value content delivered through dissimilar 
media [8]. One of the links that is exposed to attacks in utilizing HDMI is the digital baseband interface between 
receiving a set-top box (STB) and high-definition television (HDTV) display device [8]. Hence an encryption 
technology known as the HDCP is used in HDMI to protect content from being copied by unauthorized users [9]. 
HDCP was developed by Intel Cooperation in 1999 to protect encrypted digital content [10], prevent pirates 
from capturing digital content that is transmitted over the digital visual interface (DVI) bus connecting DVD 
players and computers to video monitors [11]. In an all-digital content distribution framework the DVI bus could 
be the most susceptible link without HDCP hence pirates could get around the encryption on Blu-ray Disks and 
DVDs by playing the content over the DVI bus and recording the unencrypted, uncompressed exact digital video 
stream to afterward playback later [12]. As shown in Figure 1, HDCP interface protects high-value content as it 
travels between HDCP transmitters and receivers. 

The HDCP Authentication Protocol 
Crosby and other cryptanalysts in [7] were able to explain the version of HDCP that apprehended the crypto-
graphic portions of HDCP, in that the Key Selection Vector (KSV) is assigned to a public vector Av   
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( )40562E Z Z  and a private vector, uA ( )40562E Z Z . The vector uA was kept in tamper-proof hardware but 
in the event of software implementation it was through code obfuscation techniques. Also, whenever devices A 
and B wished to communicate, they interchanged their vectors Av  and Bv  respectively, thereby B computing 

AK v′ = . Bu  and A computing  B AK v u= ⋅  as shown in Table 1. In order to authenticate if the key agreement 
process has been successful in the HDCP, the receiver responds with the 16-bit value that is computed by 

( ), AR h K n′ ′=  when the transmitter has sent a nonce An . Johnson [5] also reasoned along with Crosby that 
HDCP devices comprises of 40-dimentional bit vectors over 562Z . Similarly, Johnson and Crosby have the 
same view about the HDCP authentication protocol as shown in Figure 2 except that the HDCP specification of 
Johnson does not describe how the public and private keys were generated. 
 

 
Figure 1. The content protection chain; Source: [8].               

 
Table 1. HDCP protocol variables; Source: [7].                   

Name Size Comment 

,  A Bv v  40 bits Must have Hamming weight 20 

,  A Bu u  Vector of 40 56-bit numbers  

An  64 bits  

 ,K K ′  56 bits  B AK v u= ⋅ A BK v u′ = ⋅  

 ,R R′  16 bits ( ) ( ), ,  ,A AR h K n R h K n′ ′= =  

 

 
Figure 2. A simple version of the HDCP protocol; Source: [7].        
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3. Methodology 
Since HDMI transfers uncompressed digital audio/video data, uncompressed audio and video files of 36 Kb and 
20,471 Kb respectively were used in the Python Cryptography Toolkit which is a stable and dependable base for 
writing python programs. The following steps were taken in encrypting and decrypting the audio and video files: 
1. Objects such as operating system (os), random and struct were imported from Crypto. Cipher derived from 

AES library. 
2. Next was the declaration of encrypt File function together with parameters. 
3. There are several ciphering mode that is allowed in block cipher symmetric algorithms [13] and the most de-

tectable one is Electronic CodeBook (ECB). This mode has a security weakness due to the fact that the same 
data is being ciphered to the same value [14] [15] [16] as a result selected Cipher Block Chaining mode (CBC) 
was selected in our implementation (CBC provides improved security as every single block is dependent on 
the preceding file) and the block mode of AES was set. The encryption method operates with input consisting 
of 16 bytes blocks and Pycrypto encryption application programming interface (API) is low-level. 

4. By means of using Crypto.Cipher.AES new, a new object known as AES encryptor object was created before 
the encryption mode and key were assigned to the object. 

5. A conditional statement was declared in the program such that if there is no output file, the encryptor will 
create one using the input file name as well as its extension. 

6. The Pycrypto block level encryption operates with key length of 16, 24 or 32 bytes long. In this paper, 32 bytes 
key length was used since encryption strength increases proportionally with the length of the key 

7. For data encryption, the encryptor generates a random value known as initialization vector (IV), this is passed 
into the encryptor object and then the IV is randomly generated for each new encryption so as to prevent at-
tackers from cracking the encryption. Also, the initialization vector is implemented together with the secret key 
so that the encryption will be very complicated for hackers and this is also aimed at to preventing data en-
cryption repetition [17]. 

8. The size of the file and the struct object was written to the output file and the input file was read according to 
the chunk (mass of the data) size. 

9. Also, a condition was declared such that, if the input file is empty, the code execution should break. 
10. Finally, the file was encrypted through the use of the encryptor function. 

Subsequently, to decrypt the encrypted file, the size of the original file is read first from the 32 bytes consti-
tuting the encrypted file and then to initialize the object (AES object), the initialization vector is read. The file is 
therefore decrypted into piece (chunks) i.e., truncated thereby obtaining the actual size of the file. 

Implementation of DES 
The same uncompressed digital 36 Kb audio file and 20,471 Kb video file were used respectively in the Python 
Cryptography Toolkit. The following steps were taken to encrypt and decrypt the audio/video files: 
1. Objects such as operating system (os), random and struct were imported from Crypto. Cipher derived from 

DES library. 
2. Next was the declaration of encrypt File function together with parameters. 
3. By means of using Crypto.Cipher.DES.new, DES encryptor object was created then the encryption mode and 

key was assigned to this object. 
4. A conditional statement was also declared in the program such that if there is no output file, the encryptor will 

create one with input file name plus extension. 
5. DES uses a key length of 8 byte therefore in this encryption 8 byte key length was also used. 
6. The initialization vector (IV) was passed into the encryptor object and the IV was randomly generated for each 

new encryption. 
7. The size of the file and the struct object were written into the output file and the input file was read according to 

the chunk size. 
8. Check if the input file is empty, terminate the code execution. 
9. Finally, the file was encrypted through the use of the encryptor function. 

However, to decrypt the audio/video files in DES algorithm, this involved the cipher block which is made up of 
the secret key, the audio/video file and the algorithm. The decryptor throws a condition that if the input file is 
empty, then the code execution should break. Finally the encrypted file was decrypted by means of the decryptor 
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function. 

4. Output Analysis 
The audio and video files were encrypted and decrypted for AES and DES by means of a PyCryptor Cryptography 
Toolkit in Python programming language. After encrypting the 36 Kb uncompressed audio file by means of a 
secret key in DES encryption algorithm, the encrypted audio file could not play since it was encrypted and then 
decrypting the encrypted audio file, the audio file started playing as the original file. We also observed that after 
encrypting 20,471 Kb video file in the same encryption algorithm, the encrypted video file could not play but after 
decryption the full video file was restored. 

In addition, since AES is usually employed in hardware implementation as it is a very fast symmetric block 
algorithm [18]-[21] and protects very sensitive data we therefore deployed AES encryption algorithm both for the 
audio and video files. The encrypted audio file did not play after encryption until it was decrypted with the same 
secret key used for encryption. After encryption of the video file in this same algorithm, the volume of the en-
crypted video was then 55 Kb (representing just the audio being that it was an audio/video file) although the video 
stream was still encoded. But after decrypting the encrypted avi, the full audio/video stream of 20,471 Kb was 
restored. 

4.1. Security Analysis 
4.1.1. Statistical Analysis 
With the objective of frustrating powerful attacks based on statistical analysis, two methods of confusion and 
diffusion were proposed by Shannon [22]. The superior diffusion and confusion properties of AES have been 
demonstrated by performing statistical analysis on it in [23]. The ciphered image in the AES algorithm was ob-
served to be rather identical and appreciably different from the unencrypted image in Figure 3. And most assu-
redly, after implementing the encryption in Figure 4 and decryption stages, there was no loss of any kind in the 
quality of the image and the decrypted file was the same in magnitude with the original image in Figure 3. This 
observation was the same for the audio file in Figure 5, all in AES algorithm; the size of the original audio was 36 
 

 
Figure 3. Original image (before encryp-
tion); Source: wildlife [24].              

 

 
Figure 4. Encrypted image; After encryp-
tion.                                
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Kb, after encryption and decryption depicted in Figure 6 and Figure 7 reveal that the size of the audio was still the 
same. 

4.1.2. Key Space Analysis 
In this work key space size of 128 bit was used and this is large enough to oppose every form of brute-force attacks. 
During the encryption of this image using different keys, AES was observed to be very sensitive to the secret key. 
In the encryption code, the output of the encryption was structured to be in the form of ciphertext not encrypted  
 

 
Figure 5. Audio (before encryption).    

 

 
Figure 6. Encrypted audio (after en-
cryption).                          

 

 
Figure 7. Decrypted audio (after de-
cryption).                          
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file. After using different secret key for six consecutive times, completely different ciphertext was observed in all 
the secret keys used hence the encrypted image is different for these keys compared to the encrypted image when 
the original secret key was used. AES algorithm therefore, guarantees security as it possesses a feature of sensi-
tivity to different keys during the encryption process. 

5. Conclusions and Further Work 
In the implementation of the HDCP protocol, discovery has shown that the standard used for the HDCP design 
involves a DES encryption algorithm which has a key length of 56 bits, and the actual key space in the design 
being less than 40 as each key space has 20 bits set to 1 and 20 bits set to 0. Hence, through the use of special 
hardware it can be easily cracked by attackers. 

The strength of encryption is not necessarily measured in bits or key size, but it is determined by the encryption 
algorithm design. HDMI being the major focus of this work transfers uncompressed digital audio/video data, so 
encryption and decryption of audio/video files were performed by means of AES encryption algorithm due to the 
fact that it is a robust algorithm that is still unbreakable, and thus it is not susceptible to brute-force attacks. 

Furthermore some security analysis was carried out on the AES encrypted file showing that AES algorithm 
protects the confidentiality and integrity of sensitive information and AES algorithm is also made up of 128-bit 
data length which is large enough since encryption strength is stronger with larger key length. Further works can 
be done on the HDCP protocol by implementing its design with AES algorithm since this encryption algorithm is 
more secure and robust. Through the use of this encryption algorithm, it is possible that the HDCP will be very 
difficult for attackers to crack. 
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