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Abstract 

The Internet of Things (IoT) is a technological revolution that has changed 
everything we do and given us a new perspective on our daily lives, but de-
spite the fact that numerous publications have focused on characterizing the 
many edges and technologies that make up an IoT system, the IoT ecosystem 
is still seen as too complex to be recognized as a stand-alone environment due 
to its significant diversity; hence, the objective of this research is to address 
such a complex environment in a way that highlights its components and dis-
tinguishes them both individually and in relation to their broader context. 
Therefore, the definition of IoT and its emergence were discussed and orga-
nized around the timeline of Internet development phases demonstrating that 
IoT has been a need that has accompanied the presence of the Internet since 
its early stages, and then its growth and impact were discussed and hig-
hlighted with estimates and numbers. On the technical side, each of the fol-
lowing groups, IoT components, protocols, and architectures, was defined, 
discussed, and grouped in such a way that their intergroup organization, as 
well as their placement and contribution to the overall ecosystem, was hig-
hlighted. This, in addition to the various examples mentioned throughout the 
discussion, will provide the reader with a better understanding of the Internet 
of Things and how deeply it has become entwined in our daily lives and rou-
tines as a result of its numerous applications.  
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1. Introduction 

The internet of things, or IoT, is a network of computational and sensor-equipped 
devices that are ready to be connected and work in an internet-connected 
workplace, and where web-based software has provided the software develop-
ment industry more flexibility by allowing a software/database running on a 
server to respond to client requests from a variety of different operating systems, 
the Internet of Things has added even more diversity, since an IoT project ne-
cessitates the usage of diverse devices, systems, and databases that can be hosted 
on various platforms and operated from various locations [1]-[7]. A shipping 
company, for example, could have a cloud-based system on which employees 
from various branch offices can submit orders, as well as another cloud-based 
system that tracks the activity of its drivers who collect items from company 
clients using a Global Positioning System (GPS), and a local server at the main 
branch of the company that uses sensors and other devices and analytical capaci-
ties to keep track of some stocks and send out alerts if the stock of a certain ma-
terial has gone low [8] [9] [10] [11] [12]. 

In addition to the technological diversity shown in the preceding example, IoT 
systems are often made up of smart systems, which add to the system’s complex-
ity, Because each network item is strengthened by the IoT System in such sys-
tems, which enables it to perform even more efficiently by going beyond its basic 
functions and benefiting from the System’s layers, consequently, having such a 
network expands the organization’s prospects while simultaneously raising the 
obstacles it faces and the system’s success, because even a small sensor’s activities 
can be analyzed by software on the Cloud dedicated to tracking its activities and 
filtering the data submitted from it based on some algorithms to determine 
whether the captured data is contributing to the project’s mission or not, and 
whether the data is accurate or noisy [4] [9] [10] [11] [13] [14] [15]. As an ex-
ample, having a watch dedicated to tracking a patient’s pulse may entail doing 
numerous tasks, each of which necessitates accuracy, pattern recognition, and a 
quick response time, where the system may instruct the watch not to measure 
the patient’s pulse if the patient is roaming outside on a sunny day with a tem-
perature above 30 degrees Celsius because the system has learned from previous 
data submitted by other patients that the sun affects human blood pressure un-
der these conditions, and thus the sensor will be sending data that does not serve 
the purpose for which the system was designed [9] [10] [12] [16] [17].  

Therefore, from a system-wide perspective, end-users, particularly non-technical 
users, believe that IoT provides relatively smooth and practical services because 
it packages a mix of data, devices, and a variety of processes in the form of an 
email that the user receives in case of extreme climate events, for example, or in 
the form of a short message on a cell phone (SMS) that the parents of a patient 
receive in case their relative with a weak heart is exposed to any crisis, thanks to 
an application on the patient’s watch measuring the patient’s vital signs [9] [10] 
[16]. 
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Meanwhile, from another perspective, a closer look will reveal the conver-
gence between the individual’s integration into society and the interaction 
among all edges of such technical systems. They both expressed their different 
edges’ need to interact, exchange, and develop themselves in a healthy and or-
derly environment, despite the fact that collisions, whose effects can be re-
sounding, are difficult to avoid [5].  

The complexity of such an environment stems from the fact that it utilizes a 
variety of platforms and technologies that have revolutionized every aspect of 
our lives, including networking, databases, software engineering concepts, cloud 
computing, and machine learning, as well as other factors such as design con-
cepts and user interface, and such diversification appears complicated enough to 
appear as a mash-up of assimilated technologies, devices, and applications with 
no pre-determined boundaries or operating constraints. 

As a result, if there hadn’t been a science working behind the scenes to pro-
vide the necessary visions, practices, frameworks, and architectures to smartly 
boost this transformation from the age of traditionally connected devices to the 
era of smart connected things, which can interpret, decide, and lead in some 
scenarios, this transformation would not have happened [2] [4] [13] [15] [18], 
and the purpose of this paper is to identify the elements that makeup such an 
ecosystem and their responsibilities, as well as how they are organized within 
such a complex environment, what data transfer methods they use, and what 
architectures were proposed to guide the development of such systems, as well as 
to address other aspects of IoT such as defining it, highlighting its potentials, 
growth, impact, challenges and attacks. 

This paper’s sections will be organized as follows, Section 2 will examine sev-
eral definitions from various angles, Section 3 will revise the rise of IoT and its 
economic impact, Section 4 will monitor the causes for IoT’s widespread success, 
and Section 5 will describe the essential components required for any IoT sys-
tem, then Section 6 will show the scope of the components, Section 7 will explain 
the networking concepts that will be used in the following Section 8 while dis-
cussing and grouping the most well-known IoT protocols, Section 9 will focus 
on showing how various architectures may be conceptually separated and briefly 
explain the important components of each of them. Before the conclusion, Sec-
tion 10 will review challenges and attacks.  

2. Definition 

There are too many definitions of IoT in the literature, starting with Kevin Ash-
ton, who was the first to define the term “Internet of Things” in 1999. “The in-
ternet of things has the potential to change the world, just as the internet did. 
Maybe even more so”, says Ashton. With this definition, Ashton not only de-
scribed the IoT, but also gave us a way to imagine the size that this science might 
take up in our future lives, which we’ll talk about in the next section while com-
paring it to the evolution of the internet [11] [19] [20] [21]. 
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To demonstrate even more the hopes that were placed in IoT, another defini-
tion has been added, this time from the standpoint of a corporation. According 
to the Cisco Internet Business Solutions Group, “IoT is simply the point in time 
when more things or objects were connected to the Internet than people”, Cisco 
dates the advent of this technology around 2008-2009; based on this definition, 
it’s possible to gain a sense of how far machine dependency will progress in the 
future [22]. 

Aside from the numerous definitions for the Internet of Things, there was a 
lot of bet on this new technology, and the importance of IoT was widely antic-
ipated, as evidenced by the following preface of the United Nations International 
Telecommunications Union Report from 2005, which serves as a definition and 
detailed explanation for the future of IoT: “Technological advances in ‘always 
on’ communications promise a world of networked and interconnected devices 
that will provide relevant content and information to users, wherever they may 
be located. Machine-to-machine communications and person-to-computer 
communications will be extended to things, from everyday household objects to 
sensors monitoring the movement of the Golden Gate Bridge or detecting earth 
tremors. Everything from Tyres to toothbrushes will fall within communications 
range, heralding the dawn of a new era, one in which today’s internet (of data 
and people) gives way to tomorrow’s Internet of Things” [23]. 

3. Growth of IoT 

Many studies have been done to demonstrate how successfully and efficiently 
the Internet of Things (IoT) can manage with heterogeneous edges when look-
ing back at the phases that the IoT has gone through, especially in the last ten 
years [1] [5] [8]. 

Furthermore, the Internet of Things has proved that it is one of the few 
sciences that will take use of emerging technologies while reserving the right to 
innovate and update both the global environment in which it functions and the 
other parties it comprises [8], or else this entire methodology would have failed 
at the first hurdle, but not with IoT, which prompted the development of new 
architectures in a variety of disciplines, such as [16] from 2009, which intro-
duced a fully integrated biomedical programmable sensor chip, or [2], which 
was able to capitalize on the momentum of a well-known and consistent phe-
nomenon in the tech world, namely the Blockchain that underpins Bitcoins and 
many other cryptocurrencies [24] [25] [26]. 

Because Ashton’s definition connects the potential capabilities of IoT to the 
actual capabilities of the internet, and because IoT arose from the growing need 
for more devices to connect to the internet, and for a better understanding of 
how these needs began to be translated into actual devices, this section will be 
divided into the following sections. Looking at the internet’s growth phases, then 
see how much faith was placed in IoT, whether it performed as expected until 
2020, and how much the IoT has the potential to impact an economy based on 
the number of connected devices [27]. 
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3.1. Internet Development Phases 

Given that Bernes-Lee launched the first website on the Internet in 1991, which 
had come to be considered the date when the Internet became publicly accessi-
ble, that day, however, is divisive because it masks years of growth, which some 
experts split into three parts [22] [28] [29] [30] [31]. 
 1960-1985: The principles for partitioning data into packets that can be deli-

vered across a network appeared, the appearance of wide-area networks, 
connecting computers with a telephone line, the appearance of local area 
networks, the appearance of the electronic mail system, and the invention of 
the TCP/IP protocol. 

 1985-1995: Increase in the number of personal computers (PCs) and local 
area networks (LANs) in use. The World Wide Web was born, and with it 
came the appearance of internet browsers, online stores, and other connected 
items.  

 1995-present: The number of websites on the internet is growing, making 
online shopping a popular trend. Web banks, online marketing, and internet 
music have all followed suit, as has the development of internet calls and 
videos, and eventually social media. 

3.2. IoT Growth 

Knowing that the term “Internet of Things” was coined by Ashton in 1999, but 
the concepts of “Internet of Things” had already permeated our daily lives, the 
first device connected to the internet was invented in 1982, when students from 
Carnegie Mellon university equipped a Cola fridge with micro switches to count 
the number of bottles and detect when the fridge was empty, after 1990, the 
number of connected devices began to increase dramatically, so don’t be sur-
prised if you come across an article from a 1998 newsletter with the title “Inter-
net ovens and fridges are looming on the horizon” [8] [22] [32] [33]. 

The Internet of Things gained popularity quickly, and many organizations, 
industries, and government agencies embraced it. According to some cautious 
estimates, the number of linked devices in 2020 is predicted to be in the 30 bil-
lion, but some optimistic sources predicted over 40 billion by 2020, or even 
more, as in the case of Cisco, which predicted approximately 50 billion by 2020 
(Figure 1) [10] [22] [31] [33] [34] [35] [36]. 

Have the expectations, on the other hand, been met? According to research, 
the forecasted device connectivity was more or less achieved; on average, the 
number of linked devices was approximately 40 billion in 2020, with 75 billion 
expected in 2025 [4] [31] [34] [35]. 

The increase in connection numbers might also be interpreted economically. 
A 10% growth in machine to machine (M2M) connections in the United States 
and Germany over the next 15 years (2018-2032) would result in an increase in 
the gross domestic product (GDP) of $370 billion in Germany and $2.26 trillion 
in the United States (Figure 2) [2] [37] [38]. 

https://doi.org/10.4236/ait.2022.123004


M. Chakroun et al. 
 

 

DOI: 10.4236/ait.2022.123004 40 Advances in Internet of Things 
 

 

Figure 1. 2011 Cisco’s IoT forecasts to 2020. 
 

 

Figure 2. Impact of a 10% increase in M2M connections. 
 

Furthermore, the advantages of IoT have become more tangible than ever be-
fore, not just on a local but also on a global scale. The entire universe recognizes 
the importance of data sharing in combating the modern chokepoint “Corona 
virus.” To accurately characterize the current state of IoT (2020-2021), one must 
consider what life would be like without IoT, which leads to a series of further 
questions. What were the alternatives for the educational industry, which has 
changed to a digital-based operation in most areas of the world [39]? How would 
the health sector manage this pandemic if it didn’t have all of the tools it needed 
to function super-efficiently, to the point that the systems in place to track the 
statistics around the world resembled a portfolio management system [40] [41]? 

4. The Reasons behind IoT’s Rapid Adoption 

The success of IoT originated from the necessity for an efficient system that 
could get the most out of the diversity amongst linked items. We’ll go through 
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some of the key aspects that contributed to IoT becoming a viable option [8] 
[27]. 

4.1. Positioning and Localisation Diversification 

While many GPS-based projects were limited to outdoor use, IoT expanded such 
projects to include inside and underground locations where GPS reception was 
unavailable, which was critical for many industries like manufacturing and 
mining [9] [10] [42] [43].  

4.2. Developing in Cloud Computing Abilities 

One of the primary factors that have propelled IoT to where it is now is the ad-
vancement in networking capabilities, as well as the massive advancement in 
cloud computing [4] [8] [10] [11] [13].  

4.3. Getting the Most Out of the Collected Data 

IoT appears to utilize data more efficiently than any other science; the massive 
amounts of data pouring from sensors and cameras allow for greater pattern 
recognition and prediction of changes in consumer behavior, it enables busi-
nesses to prepare for any impending crisis [10] [37]. 

4.4. Entrusting Great Activities to a Slew of Sensors 

The Internet of Things (IoT) has infiltrated every aspect of our lives, regardless 
of who benefits, whether it is an institution or a person, IoT has greatly contri-
buted to both improving their lifestyles by sharing data and automating a signif-
icant portion of their daily routines, as well as by simplifying and shortening a 
series of processes, which leads to [3] [10] [18]: 
 Reduced efforts/expenses: For example, the job of viewing a company’s 

building, which traditionally required a surveillance team, might be shifted to 
a set of sensors and cameras, which can respond and take action much faster 
than humans because the sensor’s response time is significantly faster [10] 
[44] [45] [46]. 

 Eliminating some costs: The user is now able to deal more closely with com-
plicated things that they previously could not deal with because they were 
strictly close to technicians. For example, the user does not need to know 
how to fix a car, fridge or oven, but he will be able to replace a specific part of 
such Things as long as this Thing becomes smart and tells the user to do so, 
and it redirects the user to where the replaceable item can be purchased and 
how to replace it. As a result, some maintenance costs will be eliminated [3] 
[10] [11] [37]. 

 Eliminating some activities: Users will no longer have to worry about some 
things that are being automated by IoT, such as a coffee maker that orders 
coffee capsules automatically when the quantity of remaining capsules 
reaches a certain threshold [10] [14]. 
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4.5. Great Efficiency and Precision 

This growing reliance on IoT solutions is bolstered by the high levels of preci-
sion attained by machines, as in [47] which compared the human versus ma-
chines accuracy on visual scenes and objects to conclude the lack of evidence 
that human pattern matching techniques should take precedence over ordinary 
machine learning algorithms [11] [13] [14] [48] [49].  

As a result, it’s reasonable to conclude that this rapid adoption of the IoT, as 
well as the associated benefits, stem from the fact that individuals and entities 
are able to have more control over their daily routines because they finally found 
who granted them the ability to control these routines in an automated and 
flexible manner, allowing them to focus more on “business logic” rather than 
getting lost in their procedural activities [14] [50]. 

5. IoT’s Main Components 

The following are the essential components that make up an internet of things 
ecosystem. 

5.1. The Thing 

In the Internet of Things, there is no concrete limit to the term Things. This 
term could be applied to a wide range of objects: “Things were defined as any-
thing and everything stretching from appliances to buildings to cars to people to 
animals, to trees, to plants, etc.” [14] [34].  

The fundamental role of devices and sensors is to collect data, which is the 
first layer of any IoT design, generally known as the Perception layer. Sensors 
were not introduced by IoT, industries had been dealing with sensors for some 
time, but IoT bolstered their use by simplifying their installation process and ar-
ranging communication among the many devices [6] [13]. 

Temperature sensors, motion and sound detecting sensors, light-detecting 
sensors, pressure sensors, proximity sensors, moisture sensors, gas and other 
chemical substance sensors, smoke sensors, and infrared sensors are among the 
many types of sensors available [14]. 

Furthermore, the device’s job is not limited to detecting and receiving data 
from the environment in which it is positioned, but also to allowing things to 
move or go from working to sleep mode or the other way around in response to 
system orders, and this what is essentially done by an Actuator, which we deal 
with on a daily basis, for example, an actuator opens the store doors for us when 
motion sensors detect our presence, or it is what allows a water pump to turn on 
and off based on water level [51] [52]. 

Actuators differ in the type of motion they generate, which can be linear or 
rotational, as well as the source of energy they use to generate the mechanical 
motion. For example, an electric actuator converts electrical energy into me-
chanical motion, whereas other actuators use other sources of energy, such as 
hydraulic actuators, which convert hydraulic energy into motion [14].  
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5.2. Gateway 

An IoT Gateway allows different devices to communicate with each other using 
different protocols. A greater understanding of a Gateway can be gained by 
thinking of it as a network router, as it not only provides bidirectional data 
transfer across multiple networks, but also performs additional functions such as 
basic data processing and providing security functions to identify any unautho-
rized access and prevent some attacks from impacting the system in addition to 
allowing different devices to communicate with each other or with the IoT plat-
form using multiple protocols [1] [12] [14] [51] [53] [54]. 

5.3. Cloud Computing 

Processing the data acquired by billions of devices, users and applications, as 
well as assessing the accuracy and competence of the data collected, is another 
critical part of IoT success. Cloud computing refers to the addition of computing 
capabilities to a system through the use of cloud services. It assists businesses by 
converting all acquired data into visions and paths that guide a company’s future 
insights through analytics in order to improve their products and services [4] 
[18] [49].  

Cloud computing ensures that a company’s systems and services are always 
available, allowing it to get up and running faster than if it had to dedicate a 
room for its own server, which is usually accompanied by a variety of services 
and maintenance activities, including routers, switches, firewalls, database serv-
ers, and mail servers, among other things, all of which incur additional costs and 
time investments and expose the company to a variety of risks [2]. This may be 
avoided by using a cloud computing system like Google, which already has ex-
perts on staff who can ensure you have highly available, dependable, cost-effective, 
and secure cloud computing [33] [50] [51] [53]. 

5.4. Analytics 

Analytics is a collection of managed services that make performing advanced 
analytics on massive amounts of IoT data simple and effective. It allows a firm to 
deduce crucial patterns and trends, as well as a better understanding of its con-
sumers, from vast amounts of data. This results, for instance, in a company’s 
sales and marketing operations being strengthened, as well as being much more 
sensitive to changes in their customers’ needs [9] [18] [53] [55]. 

IoT systems are backed up by analytics, which serves as the key unit for mak-
ing critical decisions. Analytics’ importance is highlighted more in some indus-
tries that must respond in real-time to any recognized trend, such as fraud in 
banking or criminal acts that can be spotted by cameras [9] [10] [27] [49]. 

5.5. User Interface 

End customers are more interested in how user-friendly the device is and how 
much it facilitates connecting to other devices they already own (such as a watch 

https://doi.org/10.4236/ait.2022.123004


M. Chakroun et al. 
 

 

DOI: 10.4236/ait.2022.123004 44 Advances in Internet of Things 
 

or wireless music box) than in what types of complicated backend services are 
running or from which geographical location the services are responding to their 
requests. As a result, and because the user interface is a tangible aspect of the IoT 
system for customers, it will become a criterion for them to choose one device 
over another [9] [10] [18] [19] [27]. 

6. IoT’s Components from a Wider Perspective 

Because an IoT system is made up of various interconnected items, different 
connection scenarios can be observed in any IoT system. For example, a sensor 
may only need to interact with an actuator without sending data to the internet, 
as in the case of a sensor that detects motion and triggers an alarm, or this sen-
sor may also need to send data to the internet so the user can receive an SMS on 
his phone while also triggering an alarm [18] [55]. 

Choosing which connectivity scenario should be provided to each device is 
based on the system preferences, but other factors such as overall security and 
privileges of users and devices should also be considered. Hence, to highlight 
where components are placed within the system’s network based on their core 
purpose, this is how interconnected items in an IoT system might appear in 
Figure 3 [13] [56]. 

A Thing at the network’s edge can establish bi-directional connections with 
[4] [9] [13] [34] [42] [48] [53]: 
 Another Thing (Sensor/Actuator) is to take rapid action without having to 

exchange data with an IoT platform. 
 IoT platform, if the Thing creates IP-based data and has a SIM card or other 

means of connecting to the internet (WIFI, Ethernet), it can communicate 
directly with the IoT platform. 

 A gateway If the Thing is unable to generate IP-based data, the gateway will 
convert the data the device exchanges with the IoT platform into IP-based 
data. 

 

 

Figure 3. a broader view of IoT components. 
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 A router, if the device already generates IP-based data, it can be transferred 
to the IoT platform via a router. 

 A smartphone, where an application is in charge of receiving data and send-
ing it to the IoT platform. 

A Gateway is in charge of bi-directional connections between Things and a 
router; it’s capable of translating data from different protocols such as Z-Wave 
or ZigBee into IP-based data that can be exchanged with the IoT platform over 
the internet via the router. Therefore, even the Smartphone is also considered a 
Gateway because it can allow data to flow between a Thing and the IoT platform 
[4] [18] [31] [50] [53] [54]. 

7. Networking Fundamentals 

This section will go over some of the networking fundamentals that will be 
needed in the next section, which will review and classify the various IoT proto-
cols. 

7.1. Network Topologies 

The most often used IoT network topologies are [12] [27] [34] [37] [50] [53] 
[57] [58]:  
 Peer-to-Peer: it only links two devices. 
 Star: all edges in this network are connected to a central point that serves as a 

link between them; data sent from one edge to another will be routed 
through the central point. 

 Mesh: The nodes in this network can connect directly to each other, and 
Mesh networks can be divided into two types: full mesh, which connects each 
node to the others, and partial mesh, in which some nodes are not connected 
to the rest of the nodes, requiring data to be routed through an intermediate 
node(s) [2]. 

7.2. TCP/IP Communication 

TCP/IP is a set of communication protocols that govern how devices are con-
nected via a network. TCP and IP stand for Transmission Control Protocol and 
Internet Protocol, respectively, and they are the two fundamental protocols in 
this set. IP is a necessary protocol for establishing a connection, but it has signif-
icant limitations due to its inability to track packets and detect problems. This is 
where TCP comes in, providing extra functions like error detection and packet 
tracking [13] [29] [31] [56] [59]. 

The TCP/IP Protocol Stack is divided into four layers: application, transport, 
internet, and network [31] [59] [60] [61] [62]. 
 The application layer represents the software with which the end-user nor-

mally interacts, such as a web browser. 
 The TCP will take charge of the transport layer, the Data at this level is called 

“Segment”, and communication between the TCP and the application layer is 
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done in terms of Port, so the TCP will know from what port the Segment is 
coming from. TCP, on the other hand, does not send a “Segment” all at once. 
Instead, it divides it into packets and attaches the necessary information as a 
header to each packet. The header will contain useful information about 
packet order so that TCP on the other machine knows how to order the 
packet, as well as error tracking information to let the other machine know 
whether a packet was properly received. 

 After TCP has done its mission, the IP layer in the Internet layer will attach 
the sender and receiver IP addresses to each packet before passing it to the 
network layer. 

 The Network layer will convert the packet (known at this level as “Frame”) 
into a physical form and transfer it depending on the medium used to send 
the data. 

7.3. Classification Based on TCP/IP Stacks 

Because devices like a Hub, Switch and Router are more suitable for the net-
working type just described, this section will explain which layer of the TCP/IP 
model each piece of hardware belongs to, as the same categorization will be used 
to classify IoT protocols later [48]. 

Assume that five computers are connected to a Hub via network cables 
(Ethernet cables), which is a piece of hardware that resends any packets received 
to all devices connected to it. So, any packets received from any of the connected 
computers will be resent to the remaining four machines by the Hub. This 
means that the packet will be transmitted to machines other than the intended 
recipient, which creates security problems. However, the important thing here is 
that the Hub job is confined to resending the packet without revealing its con-
tents or the IP addresses it includes. As a result, a Hub job is limited to the phys-
ical level of the TCP/IP model when comparing this work to the TCP/IP model’s 
layers [17] [50] [59] [60] [62]. 

If a Switch is used in place of the Hub, which is likewise a hardware device, 
but unlike the Hub, the Switch will only deliver packets to the destination com-
puter based on the packet’s physical address, and when compared to the TCP/IP 
architecture, one may conclude that the job of a Switch is also limited to the 
physical level (network layer) [2]. 

Performing a job that corresponds to a layer above the Physical layer of the 
TCP/IP paradigm entails leaving a local area network, where a Hub or switch is 
usually used, and sending data over a larger network, which is the Internet, and 
this needs the use of a Router, which is also a hardware device that can read the 
IP connected to a packet, allowing it to determine where the packet should be 
routed next, hence, when compared to the TCP/IP model, the job of a router 
reaches the second level [48] [60]. 

8. IoT Protocols 

This section will list the most popular IoT protocols, which will be organized 
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according to the TCP/IP model layers that were just covered in the previous sec-
tion, and then Table 1 will compare some essential protocol elements at the end 
of this section. 

8.1. Network Layer IoT Protocols 
8.1.1. WI-FI 
A simple example of a LAN would be a computer connected to the router via a 
cable, and on the same network, there might be a smartphone connected wire-
lessly to the router’s access point (routers usually have a built-in access point), 
thus this part of the network is known as a wireless network or WLAN, and this 
is accomplished thanks to the Wi-Fi [9] [18] [37]. 

Wi-Fi is a wireless technology that uses radio waves (2.4 GHz and 5 GHz 
bands) to allow wireless devices to communicate with an access point. Wi-Fi has 
several advantages, including mobility, which ensures device connectivity while 
moving around. It also has a much quicker installation process, but data encryp-
tion is required to prevent unauthorized users from accessing the network and 
stealing your data [2] [57] [58]. 

8.1.2. Ethernet 
Ethernet is one of the most common protocols for connecting devices that was 
created in the early 1980s to carry data between the edges of a local area network 
(LAN). Ethernet began with coaxial wire, and as time went on, new types of 
cables, such as twisted-pair copper cables and fiber optic cables, were added to 
the mix. Ethernet is known for being dependable and low-cost, but its speed is 
dependent on network traffic, and resolving connection issues is difficult [49] 
[63]. 
 
Table 1. IoT network and internet layers protocols specs. 

Protocol Range Max Data Rate efficient battery consumption 

Wi-Fi 6 ~100 meters 9.6 Gbps No 

ETHERNET <100 meters 10,000 Mbps - 

BLUETOOTH ~100 meters 3 Mbps yes 

Wi-Fi DIRECT ~100 meters 250 Mbps yes 

NFC ~20 cm 424 Kbps yes 

BLE ~50 meters 3 Mbps yes 

ZIGBEE 10 - 100 meters 250 Kbps yes 

Z-WAVE 15 - 150 meters 40 Kbps yes 

6LOWPAN ~100 meters 250 Kbps yes 

LORAWAN >15 km 50 kbps extended (>10 yrs) 

SIGFOX 3 - 50 km 1 Kbps extended (>10 yrs) 

NB-IOT 1 - 10 km 1 Mbps extended (>10 yrs) 

LTE-M ~50 km 1 Mbps yes 
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8.1.3. NFC 
First, RFID must be defined; RFID (Radio Frequency Identification) is a tech-
nology used, for example, in hotels to open doors using a card. It’s a read-only 
technology that consists of a transmitter, which is the card, and a receiver, which 
is scanning the card, with data being transferred in one direction from the card 
to the reader [46] [64]. 

NFC (Near-Field Communication) is similar to RFID, but it allows two-way 
communication over a considerably shorter distance. NFC has a shorter range 
(maximum 4 cm) than Wi-Fi and Bluetooth, and unlike those technologies, it 
does not require a battery because it is based on the exchange of electromagnetic 
fields between two coils. An NFC connection is established when two devices are 
taped together. Contactless payment and smartphone cordless charging are two 
of the most prevalent applications for NFC [10] [12] [14] [17] [46] [57]. 

8.1.4. Bluetooth 
This is a short-range communication protocol that is widely supported by most 
smartphones and PCs, and is the most well-known among wearable devices. It 
uses far less power than Wi-Fi [16] [18] [37]. 

8.1.5. Bluetooth Low-Energy (BLE) 
BLE consumes a lot less power than regular Bluetooth and is designed for appli-
cations that need to function for a month or more on batteries. It’s also used to 
send and receive small amounts of data in both directions. So, to illustrate the 
differences between the two technologies, a device that only supports conven-
tional Bluetooth, such as wireless headphones, will not be able to communicate 
with a device that only supports BLE, such as a smart watch. As a result, BLE was 
introduced as a new technology aimed at Internet of Things (IoT) applications. 
BLE is mostly used in wearables, medical devices, and trackers [9] [16] [17] [18] 
[36] [49] [54]. 

8.1.6. Cellular IoT 
Both (NB-IoT/LTE-M) are known as Cellular IoT and are considered the safest 
alternative for IoT connectivity because they operate in licensed spectrum. Fur-
thermore, the SIM card allows secure connections due to the unique properties 
of LTE networks in terms of authenticating and encrypting data in transit [24] 
[36] [37] [43] [54]. 
 NB-IOT: Narrowband Internet of things is a low-power wide-area network 

(LPWAN); it is a protocol for cellular communication tailored for the pur-
poses of IoT. It’s usually used to convey data from a stationary site like in the 
case of smart metering. NB-IoT may handle both IP and non-IP communica-
tion modes, removing the need for a gateway and allowing devices to com-
municate with central servers directly [1] [36] [49]. 

 LTE-M: LTE-M is based on LTE (Long Term Evolution), often known as the 
4G LTE, which provides the fastest 4G mobile internet connectivity. It pro-
vides significantly more capacity than NB-IoT for low-bandwidth data 
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communications. LTE-M differs from NB-IoT in that it supports mobility, 
including voice, and it’s better for sending large messages, whereas NB-IoT is 
better for sending fewer data. This makes LTE-M much preferable for indus-
trial controls and transportation tracking where there’s no nearby coverage, 
such as Wi-Fi or Ethernet, and only small amounts of data need to be sent, 
such as reporting generator status. LTE-M, like NB-IoT, supports Non-IP 
Data Delivery (NIDD), which allows data to be transferred without the need 
for an IP address [1] [37] [49] [56] [58]. 

8.1.7. ZigBee 
This is an additional wireless technology designed to transfer small amounts of 
data over short distances while using low power, but unlike Wi-Fi and Blu-
etooth, it was introduced specifically for control and sensor networks, which de-
fines its main functions, which are to monitor and control devices. ZigBee is 
most widely utilized in IoT applications, and it’s frequently used in home auto-
mation to interact with smart devices in order to collect data like temperature 
and execute control activities like turning on and off lights [9] [12] [17] [18] [37] 
[43] [53] [57] [61]. 

8.1.8. Z-Wave 
It’s a wireless smart home communication system that employs lower frequency 
bands around 1 GHz instead of the 2.4 GHz band used by Wi-Fi, Bluetooth, 
BLE, and ZigBee. 

Furthermore, because it is mostly utilized in home automation, the 1 GHz 
band is thought to be less busy, reducing the possibility of interference with oth-
er devices. Z-Wave is simple to set up and use, although it transmits data at a 
slower rate than BLE [12] [17] [18] [49] [57] [61]. 

8.1.9. LoRaWAN 
LoRaWAN is a low-power, wide-area wireless communication protocol in which 
devices are connected to The LoRaWAN gateway, which is responsible for 
transferring messages from connected devices to the internet, rather than to the 
internet directly. LoRaWAN is becoming more popular in Smart cities and in-
dustrial applications because it is a low-cost long-range bi-directional commu-
nication protocol with very low power consumption. Using the LoRaWAN pro-
tocol to connect street lights to a LoRa gateway is an example of smart street 
lighting [6] [9] [37] [56] [57]. 

8.1.10. WI-FI Direct 
Wi-Fi Direct is a peer-to-peer communication protocol that links devices with-
out the necessity of an intermediary access point. It operates at the same fre-
quency and speed as Wi-Fi, allowing two devices to create a direct Wi-Fi con-
nection without the need for an internet connection. Wi-Fi Direct is significantly 
faster than Bluetooth and consumes significantly more power and is supported 
by the majority of smartphones and tablets [2] [57]. 
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8.2. Internet Layer Iot Protocols 
6LoWPAN 
IPv6 over Low Power Wireless Personal Area Network was created with the goal 
of making the Internet Protocol accessible to small devices [1]. As a result, 
6LoWPAN is an IP-based network similar to Wi-Fi, and each device has its own 
IPv6 address, allowing it to connect to the internet. 6LoWPAN is a low-power 
wireless protocol that is widely used in home automation [12] [17] [37] [49] [54] 
[57]. 

8.3. Application Layer Iot Protocols 
8.3.1. MQTT 
This is a messaging protocol that, unlike typical protocols that rely on the direct 
connection between the device and the server, uses a different concept; it was 
first released in 1999 by IBM. MQTT has a sender and a receiver, referred to as 
the Publisher and Subscriber, respectively. In order to get specific messages to 
specific Subscribers, MQTT introduced the Topic concept, as well as the MQTT 
Broker, which is a central point to which all subscribers will be connected. A 
Subscriber will subscribe to a specific topic then, and the MQTT broker will fil-
ter the messages by topic, sending each message to the Subscribers who have 
subscribed to each Topic [12] [17] [53] [54] [56] [57]. 

8.3.2. XMPP 
XMPP (Extensible Messaging and Presence System) is a well-known communi-
cation protocol that uses XML (Extensible Markup Language) tags to transmit 
and receive messages and presence status over a network in real-time, unlike 
MQTT, which uses a publisher-subscriber architecture, XMPP uses TCP sockets 
to create a client-server approach. Stanzas are snippets of XML tags that can be 
used to communicate between a client and a server for a variety of purposes. 
Message stanzas will be used to convey messages, whereas Presence Stanzas will 
be used to share status information and IQ Stanzas will be used to control server 
setup [2] [11] [17]. 

8.3.3. Sigfox 
Sigfox is a communication technology that allows devices to communicate brief 
messages. Sigfox covers all TCP/IP stacks unlike the other protocols that have 
been examined so far, and the full Sigfox technological stack, including cloud 
servers and endpoint software, is owned by a French network operator (founded 
in 2010). Sigfox is already available in over 50 countries, with the other countries 
to follow soon. 

Practical use of Sigfox is the monitoring of parking lots employing trackers 
that communicate to detect which places have been taken and which spots are 
still accessible. The three main components of Sigfox are objects, base stations, 
and the Sigfox cloud. The objects are the devices that send data to the Sigfox 
base station (antenna), which subsequently sends it to the Sigfox cloud, which 
stores and analyzes it [8] [19] [43] [49]. 
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Sigfox utilizes less power and is effective over greater distances than other 
technologies like Bluetooth and Wi-Fi, which are designed for short-range and 
require more power [36] [37] [56]. 

9. Architectures 

We will begin our discussion of architecture in this section by simplifying it ac-
cording to the main tasks that an anticipated architecture should perform, so 
that the most important aspects of architecture can be highlighted and built on 
top of that to shed light on reference architectures that have the most clout 
among others. 

Developers consider reference architecture to be the cornerstone of their work 
since it allows them to map their work to a guiding model; so, what are the key 
functions that architecture should provide, and who are the major players in-
volved in a structure to make it consistent and sustainable? [50] [65] 

In its most basic form, an IoT system architecture should enable the transmis-
sion of data from Things, which are essentially sensors, to the cloud over a net-
work, as well as the transmission of commands or instructions derived from 
processing and analyzing the stored data to actuators, which represent the parts 
that allow the system to respond to its environment [8] [57]. 

There are four major actors in the data flow model above, in addition to the dif-
ferent activities that allow this flow to keep up with its mission [1] [8] [19] [53]: 
 The devices are represented by sensors and actuators and which also include 

smart devices. 
 Gateways and networks represent a means of gaining access to the world of 

the Internet. 
 The platforms add a number of computational skills to the collected data, in-

cluding the ability to store and analyze it. 
 Applications that bring the user into contact with the real world. 

Building on that, when moving on to discussing reference architectures, it’s 
been noted that the key groups above have been restructured and adapted in the 
form of layers, all while maintaining the same essence [52]. 

There were numerous IoT reference architectures proposed by diverse parties, 
making it difficult for a system builder to pick amongst them. Domain-specific 
architectures, layer-specific architectures and industrial/commercial defined ar-
chitectures are the three basic ways to categorize IoT architectures [52] [60] [66] 
[67] [68]. 

9.1. Layer Specific Architectures 

Gubbi et al. introduced the 3-layers design in 2013, which is considered the most 
straightforward architecture among the others because it is made up of three 
layers and the majority of IoT architectural research starts here [57] [69]. 

9.1.1. The Three Layers Architecture 
The components of this model are organized into three layers (Figure 4(a)) [13] 
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[42] [51] [57] [60] [69] [70]: 
 The perception layer represents sensors, actuators, and other edge devices, or 

“things”, this layer is in charge of tying the whole structure together with its 
surroundings. 

 The Network layer sits on top of the Perception layer, allowing items to be 
extended by connecting them to other objects such as software, network de-
vices, and servers. 

 The Application layer sits on top of the Network layer, cloud and servers are 
typically found here, this layer is in charge of interacting with the user via 
data processing, data sharing, and services. 

9.1.2. The Five Layers Architecture 
The 5-layer design arose from an attempt to expand the constraints of the 
3-layer paradigm by adding two additional layers, the business and processing 
layers (Figure 4(b)) [13] [30] [42] [57] [69] [71]: 
 The application and perception layers are identical to those found in the 

3-layer design. The application layer allows for the personalization of services 
and Perception layer maintains the system’s contact with its surroundings. 

 The network layer: send the Things data in both directions over networks (up 
and down). 

 The Processing layer: the information received from the transport layer will 
be stored, analyzed, and processed by this layer. 

 The Business layer: control the entire system, limiting or enabling processes, 
applications, and models. 

 

 

Figure 4. IoT layers architectures. 
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9.1.3. The Seven Layers Architecture 
The 5-layers architecture is said to be more focused on data storage and 
processing, yet there are other critical factors such as security and privacy that 
the 5-layers architecture overlooks, hence, the 7-layer architecture is regarded as 
the complete model, the entire architecture is depicted as follows (Figure 4(c)) 
[1] [11] [13] [17] [33] [42] [57] [65] [69] [72] [73]. 
 Physical devices and controllers: this layer is made up of physical devices and 

device controllers. 
 Connectivity: this layer is responsible for communication with and between 

level 1 devices, trustworthy network distribution, protocol translation, 
switching, routing, and other security issues, among other things. 

 Edge computing/ Fog computing: Fog computing is having sensors and net-
work gateways handle some of the data processing and analytics; these devic-
es are referred to as edge computing since they are positioned at the net-
work’s edge. This entails equipping physical equipment such as cameras with 
smart data preprocessing capabilities. 

 Data accumulation: this layer performs actions such as storage of things-data, 
big data, and data correctness checking in order to make the collected data 
meaningful and accessible to the system’s applications. 

 Data abstraction: data acquired from things is often known to be in many 
formats. Thus, the main responsibility of this layer is to identify any data 
format conflicts and ensure that data is delivered in a manner that can be ac-
cessed and processed by higher levels. 

 Application: this level’s major duties include monitoring device data, analyz-
ing information, and reporting. 

 Collaboration & processes: individuals and business processes are involved in 
this layer, where people use various applications and methodologies to ex-
tract the most value from IoT data in order to make the best business deci-
sions. 

9.2. Domain Specific Architectures 

The layered reference designs serve as a starting point for system builders who 
want to place all of the previously stated components on the same network and 
get the most out of them. However, an IoT system for surveillance is not the 
same as one dedicated to the automotive industry, the nature of each project ne-
cessitates handling in different ways. For example, monitoring a line of robots 
requires far more sensors than monitoring a building, and the quality of the 
sensors is also different [3]. Furthermore, because robots work in a linked chain, 
task handover occurs in milliseconds or microseconds, necessitating real-time, 
lightning-fast reactions from the system [9] [73]. This meant that data had to be 
processed immediately, rather than being routed to the cloud to be analyzed be-
fore being sent back to the next robot while in a surveillance system, the system 
can wait for seconds to send data to the cloud, after which the data is analyzed to 
ensure that the detected motion is actually a robbery, the system can then take 
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the appropriate action, which could include reporting to a police station, send-
ing Email, SMS, or sending back an instruction to the network to trigger an 
alarm [8] [10] [27]. 

As a result, one can see the difference between an IoT system and an industri-
al IoT (IIoT) system, which usually revolves around one point: IoT is more us-
er-focused, as evidenced by the wearable products it offers or the applications on 
smartphones that a user uses to respond and interact with the system, whereas 
IIoT is more focused on improving industrial operations and preventing issues 
that could cost a significant amount of money [16] [64] [67] [69]. 

This is why industries required an adapted architecture, which led to the IIoT 
architecture. Similarly, other domains required an architecture that efficiently 
mimicked their processes, but since this is outside the scope of this paper, only 
the IIoT architecture is mentioned here because it covers the majority of indus-
tries [3]. 

9.2.1. IIoT Architecture 
Industries, which include Manufacturing, Water, Energy, Telecommunications, 
Mining, and Agriculture [6] [74], are among the various areas addressed by IoT. 
The Industrial Internet of Things (IIoT) is the name given to this type of IoT ap-
plication. Industries anticipate a highly qualified architecture that can meet the 
sector’s expectations and put all of the Things that fall within the scope of IoT 
into action with the Industrial Software utilized by each industry [3] [13] [74]. 

Different variations of IOT architectures are examined in [75], which were 
mainly instantiated from the above x-layers architectures, and then they propose 
a potential Industrial IoT architecture for the manufacturing industry based on 
their review, which is composed of 4 layers as shown in Figure 5. 

The first layer is Data, which is similar to the Perception layers previously 
discussed under the x-layers category, but with more features because data re-
ceived through sensors, asset details, photos, and users will be classed with me-
tadata before preliminary evaluations are made [3]. 
 

 

Figure 5. a proposed Industrial IoT architecture by [75]. 
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The application layer is the next layer, where a Human Machine Interface 
(HMI) and a programming interface application must be built to meet the pre-
viously described requirements and to allow access to process-related data via 
monitoring programs that allow the workshop operator to track the develop-
ment, then, on top of the application layer, a security layer was added, reflecting 
the need to ensure the system’s safety due to the large number of edges, which 
typically include sensors, industrial controls, embedded systems, and other tools 
used for automation, and which outnumber the traditional edges considered in 
other environments [27] [52]. 

The fourth tier is the service layer, which establishes access to external devices 
and services. With the advent of cloud services, this layer has been extended to 
build links to suppliers and vendors as well as employ cloud computing services 
[11] [37] [75]. 

9.2.2. Industry-Defined Architecture 
Because of the growing popularity of IoT and the rapid adoption of its various 
technologies, businesses are increasingly looking for a dependable IoT platform. 
As a result, some companies, such as Google, Cisco, Intel and IBM have devel-
oped their own designs and reference architectures, resulting in the third cate-
gory of IoT architectures, known as industrial/commercial defined architectures 
[18] [33] [51]. 

Reviewing the architecture of each of these platforms is beyond the scope of 
this paper; we’re only interested in putting everything learned together and fi-
guring out how companies combined all of the components into one architec-
ture, which is why one of the major industry players has been chosen, Amazon 
AWS IoT Figure 6 [1] [8] [12] [18] [27] [52] [72]: 

 

 

Figure 6. AWS IoT reference architecture. 
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 AWS IoT Core lets you manage IoT device connections to AWS services (or 
other devices), as well as message routing, authentication, and connectivity. 

 The Device Gateway supports a variety of protocols, including MQTT, 
HTTP, and WebSocket, and ensures a stable and secure connection thanks to 
authentication and encryption, which prevents any untrusted data from 
going through. 

 The rules engine allows the routing of messages to a device or to any AWS 
cloud service, such as Amazon S3, which is essentially a storage service, and it 
also allows you to query the messages using SQL. 

 Device shadow permits dealing with active and inactive devices by preserving 
their statuses, allowing you to speak with them and transmit commands even 
when they are inactive. Synchronization will be maintained whenever the de-
vices become active again. 

 Thing Registry categorizes and organizes the resources connected with each 
Thing. 

10. Challenges and Attacks 

New challenges have emerged as a result of the new aspects and functions 
brought by IoT to traditional information and industrial systems, as well as the 
world of programmable Things in general. The challenges resulting from such a 
major evolution emerged at multilateral levels, as illustrated in this section [18] 
[64] [65] [76]. 

10.1. Challenges 

The massive number of sensors and data sources utilized in IoT systems to col-
lect data from the physical world and convert it into digital form for processing, 
transporting, or storing is becoming an increasingly essential challenge. Particu-
larly because IoT primarily relies on Cloud computing services, which poses 
important problems about what data to store, where, and for how long, and by 
specifying such factors, not only the data management system, but the entire 
system performance will be impacted [13] [22] [27] [44] [45] [76]. 

Data collected from various Things within an IoT system does not always 
have the same formats, for example, a sensor that measures traffic density or 
light temperature does not send data in the same format as a microphone con-
nected to a building’s entrance or a camera that covers a specific area, so data 
heterogeneity is an important factor to consider at this level [17] [35] [54] [64] 
[77]. 

Other dimensions must be considered at this level as well, because the data 
collected touches almost every aspect of life, from our daily routines and activi-
ties to financial aspects and even more crucial data, bringing to the fore even 
more defining challenges, such as data-security, data-privacy, and data-integrity 
[4] [12] [18] [24] [42] [44] [56] [77]. 

Furthermore, a practical system would be expandable, taking into account the 
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increasing rate of emerging devices, which necessitates projecting the current 
system into the future to allow it to handle new protocols for newly connected 
devices while ensuring the availability of actual devices. It’s worth noting that 
the emergence of new network devices comes with it new challenges, such as the 
maintainability of such devices, which originate from many manufacturers and 
so require a new platform to maintain [11] [12] [18] [37] [51]. 

10.2. Attacks 

From a physical standpoint, security and privacy are a major challenge because 
interconnected objects may have some edges exposed outside of a building/area, 
making them vulnerable to piracy, especially wireless connected objects. For 
example, if a camera is hacked, it will be broadcasting the person(s) privacy in 
the wind, and not only the devices/edges are vulnerable, but rather the entire 
layers of an IoT system [13] [18] [44] [76] [77]. The most prevalent attacks are 
listed here and categorized by what they target the most.  

Perception layer attacks [25] [33] [44] [56] [65] [78] [79]: 
 Side-channel: the most common side-channel attacks are: Observing and 

studying the electromagnetic field radiation emitted by a computer monitor, 
Encryption key theft based on power consumption monitoring, spying on 
and capturing the sound of the user’s keystrokes, which will be utilized to 
obtain user-key information. 

 Tag cloning: is the process of exploiting user data obtained through a 
side-channel attack to gain access to confidential information or gain access 
to an unauthorized facility or data. 

 Tampering devices: physical devices and sensors can be tampered with by at-
tackers in order to gain control of them and modify data in various ways. 

 Sensor tracking: manipulating sensors to follow and spy on user position, 
which is highly risky in medical IoT systems. 

Network layer attacks [12] [25] [44] [49] [51] [56] [78] [79]: 
 Eavesdropping: is the practice of monitoring data transmitted by sensors in 

order to gather information about users. 
 Replay: recording and resending a network authentication request in order to 

gain access to a user software account or a device. 
 Man in the middle: An attacker can gain access to data by exploiting a flaw in 

the system, allowing him to tamper with data and secretly repeat communi-
cations between authorized parties. 

 Rogue access: the tracker/attacker will put up a fake wirelessly accessible ga-
teway that the system users would believe is part of the system and they use 
it, allowing the attacker to execute a number of actions, such as storing the 
users’ data [1]. 

 Denial of Service (DoS): is the act of flooding a device with requests, causing 
it to become completely paralyzed. This can then affect other interconnected 
services/devices, causing the entire system to become unavailable. 
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 Sinkhole: the attacker will start this attack by delivering better false services 
to real consumers and advertising them to them. Sinkhole attacks allow the 
attacker to carry out a variety of attacks, such as requesting user data or re-
questing that they download software onto their system so that they can 
monitor other users’ actions. 

Middleware attacks [1] [44] [79]: 
 CSRF: Cross-site request forgery is a common occurrence in RESTful-based 

services, in which an attacker sends an email to a legitimate user with a link 
that leads to a specific request on the system, such as transferring funds or 
requesting an email address update. As a result, the attacker will attack the 
system via genuine users. 

 Session hijacking, Cross-site scripting: in HTTP-based communication, when 
a legal user sends a request to a server, the web server, in order to identify the 
user in future requests and after successful authentication for the user, gives 
back a session-token, which is just a string. The session hijacking attack pri-
marily focuses on stealing the session token, whereas cross-site scripting at-
tempts to bypass the authentication procedure so that the attacker can estab-
lish a connection with the web server and conduct further requests, such as 
stealing the user’s personal data. 

Application layer attacks [6] [25] [44] [79] [80]: 
 SQL injection: it entails injecting SQL queries into the server/application us-

ing the data given by the user. The attacker’s main goal is to change adminis-
tration restrictions/privileges, allowing him to access sensitive data or engage 
in other pirate activities. 

 Ransomware: after executing other acts of piracy to get access to the user’s 
machine/account, the attacker will encrypt the user’s data and demand mon-
ey in exchange for the password to decrypt the hard disk’s content. 

 Brute force: in order to obtain access to the system/device, the attacker will 
use an application/tool that will try all possible combinations of charac-
ters/numbers to guess a legitimate password. 

 Business layer attacks [18] [44] [49] [77] [79]: 
 Deception: the attacker’s goal is to deceive data by using various types of at-

tacks, such as “man-in-the-middle” or “sinkhole,” which might have disastr-
ous consequences depending on how data integrity is compromised. 

 Disruption: performing DoS attacks to make the system or some services in-
accessible will endanger humans’ lives if the system is tied to Medical IoT. 

 Information disclosure: performing some of the previously stated attacks on 
users’ private data. 

11. Conclusions 

This paper covered a wide range of topics related to the Internet of Things, in-
cluding defining it, explaining examples of its different applications, and pin-
pointing its emergence, which turned out to be a necessity that has accompanied 
the Internet since its inception. 
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Furthermore, we highlighted IoT’s tremendous growth and success, where, as 
discussed, IoT has met at least the expectations in terms of numbers, use, and 
popularity, to the point where it now plays a critical role in ensuring people’s 
safety and community security. 

This paper also showed that IoT has gone beyond breaking the barrier of 
worry connected with data protection and privacy for many users, where the 
benefits have outweighed the disadvantages, and the reasons why people have 
embraced IoT were addressed. 

Furthermore, more emphasis was placed on highlighting the complex infra-
structure, including protocols and architectures, in a well-organized and tho-
rough manner then we discussed some of the challenges and attacks that affect 
the IoT ecosystem. 

Finally, other significant factors should be added to the findings of this paper 
because they will have a significant quantitative and qualitative impact on the 
future of IoT, such as the growth rate of IoT, which will not be the same as be-
fore cause IoT has gained widespread popularity and a solid foundation. And 
more importantly, the adoption of 5G technology, which is around 10 times 
quicker than 4G and is already being used in some countries, and how much it 
will accelerate IoT growth.  
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