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Abstract

The private-key structure of CPK has developed from single-layer and mul-
ti-layer to multi-block and composite structure. The scheme structure of CPK
has formed as fixed, flexible or disposable types. CPK digital signature forms
an identity signature protocol not only for data signature, but also for identity
signature. CPK is not only suitable for the authentication requirements of
open global communication network and business network, but also suitable
for the authentication requirements of closed local communication network
and business network. The disposable private-key structure can resist quan-
tum exhaustion.

Subject Areas

Computer and Network Security

Keywords

Public Key, Signature, Authentication, Encryption, Mapping

1 5|8

CPK %5 2%t i CPK 41L& A8H[1181 GAP — B WM 2189 1%, IR i)
TSk, PR — R SRR . CPK A& A 4H 2 CPK %51
R LEAR, 1 CPK A% OHARRFR RS ARl S B A “ FaTiuEs”
MR, T I8 AE W2 50 55 I 2 e N, AR b ARiE R N . I,
MRS BON S RS RR DLR Y R .

H CPK A& AN “GAP — B p il ” 2@ B, SC3l “ —4—iik,
—H—UE” BB, DA E AR MR At e AR AR R p A,
Xof 0 190 4% 0ok A BH L B2 VR SR kA

2. CPKT{ERIE
CPK 7E£ ECC [3] [4] L5230, 4 &40 R ANl B pR B0 R, 5B B 23 N FAEA

DOI: 10.4236/0alib.1107440 Aug. 19, 2021 1 Open Access Library Journal


https://doi.org/10.4236/oalib.1107440
http://www.oalib.com/journal
https://doi.org/10.4236/oalib.1107440
http://creativecommons.org/licenses/by/4.0/

X. H. Nan

FENE a RIABIERE A, 3515 B a=(r )M A=(R ) %5, rNT nil
BELREH, AR (v ) KMC G, T RSN R, A9 (R ) i
HEEGA, AT AP0 AP B ASERIRER: 1 +G=R .
SR AT T YS FEAITE RN, YS FF 92 St b 11 (Alice) 26 MK 254
Hkey f£FHF Hash %t .
YS =Hash,, (Bob) =V,,V;,--+,Vy

Vi E‘J?‘[’«éj‘j Sblty Volle"‘yv31 *E‘%%f%*i" ﬁu%*ﬁ‘%ﬁﬁ E?jﬁ}_‘?o

3. TAREW

CPK FABH I 45 ¥ S M B J2 G b 2 JB R 22 e M RO B M R . B rp 2 b L
SRR X, T2 B S 2 7 T 5 2 (R T T
3.1. AR ESN

JRAGH) CPK AL B B E S5 KK, FX CPK v0.0 fiiA
FEFE AR ARIE T YS P AR 7RI -
YS = Hash,,., (Bob)=Vy, vy, -,V
Bob AL HI L5
bob=Y"" I,y modn
AN BAIE Ty T
BOB = 2.3:10 R[vi,i]

NEHFTLURR BOB £, A LL/IVRL bob R

B, MYPIR AT, TR AEE, ENATTHER K. —
PR B AR FEARBUE B, VBT R T R A T I R O — M, oA T
FESECLTIM. CPK M THUERS rl, AR G RRAERE, KPRy 993,
3.2. MANSEEH

TERT RT3 2 MW7, v 7 AR R AL, FEAL B AR U 4
W1 IESH foc FIAF R year, JERL T CPKv0.9 iRAS.
YS = Hash,,., (Bob) =Vy,Vy,+, Vg, Vgy, Vg
FCCayp = (Vap X Vg5 )

Bob HJFAEH 1 i 5
bob = (2.3:10 iy % FeCeas + year) modn
Bob 2 BHI 136 IE 77 v 5
BOB=Y" R, xfcc+YEAR

FEEAY] YEAR RHMAAH], AR 0 2S8ERT, HFEAZ R

DOI: 10.4236/0alib.1107440

2 Open Access Library Journal


https://doi.org/10.4236/oalib.1107440

X. H. Nan

3.3. AR RGN

2016 F, BEPGEE N KR T “HE ARSI BGE” [518% 30,
X CPK v0.0 S | By, TSGR ARATEEAL | FK Y 993 I Kkt ook
PSERERE, Skl T CPK AAVHHERE, FrHAEAA 3000 4. ABASERGE
BRI 1t B A IR T REXS CPK v0.9 A2, USSR E e =, ik
AIRFE R FRE M, 0 ESBAE — AR S b 2UE 2 1, T HAT
DABG V. B 2E TRV 2 I, AUEA S ZS5, BT
RS HRY NI Z T TS T

I RS fec H— NI 4 A, TR T ZHEMFVH, ffhss
WAHERE) S, FR CPK v1.0.

YS = Hash,,, (Bob) =V, V-, Vg, Vs, Vas
fcCay, [1] = (Viyaz ) (1=0-+-3)

Alice FIFAEH 25 BE A O H B
For j:=0to 3 do

alice[j]:z:for[v_ i ] fce[ j]modn

= i+ jxg 1+ X
alice = (alice[ j]+ year)modn
Alice FJ A8 HHIAIE 7 5.
For j:=0to 3 do
ALICE[j]=>/, R, aiepa) < focl 1]

ALICE =(ALICE[ j]+YEAR)n

3.4. PG RIGH
WEBADF L, —REHEHA G, ATEMAE - EHN S R 2
FRHARS L, AT EHN K B AN AR Hkey A, LA
fFik& P — A
H— A BB 0 (KMC) AR
HaSthey1(BOb):Vo-V1""-V151V31:V32’V33

31

bob = (Zi:o iy % feCleg, + year) modn

S AR

Hash eryl(BOb) = Vi Vis ey Vg1, Vao, Vag

BOB=Y" R, ;xfccly, + YEAR

[vi.i]
BB RN RS HH 0 (SVC) AR

Hash,,,,, (timed-Bob) = wy, w;, -, Wy, Wy, , Wy

bob” — (2.3:10 St % 702655 ) modn

DOI: 10.4236/0alib.1107440

3 Open Access Library Journal


https://doi.org/10.4236/oalib.1107440

X. H. Nan

B AR O R

Hash,,,,, (timed-Bob) = wy, w,, -+, Wy, Wy, W,
" 15
BOB"=) " Stu 1 % FCC 2505

IS ZU AL B 2 5 e
bob” = bob + bob”
I 2 A
BOB* = BOB + BOB’
T35 AN 2R IRAE RS, SRV B A — Ikt

4. FRHlLEt

997 SERLA RIS S BTk, LR B A SF et 45 51
TR, DURBIERT U RO, 5 T SRR, .
RIGH, .

4.1. FHIREEE

[ 5 PR3 I 4 S 1 TP S A O 485 oLk 55 T 4% 1 S5 01 75 3R, RIS SAin
B S AL B FH N % T e (O AR SR ) -

R R /IN ] 58 H 32 % 32

K E A € 4 256 bit;

FIESHEIEE BEN 41

IR BE 8] 5E Sy 27 = 272,

[ %€ AUFK CPK v1.0.

4.2. FRFIIRT5E

RIG A 3E N Jey 35k P A P RSB A X % Rl 45 X 2% g s ) 75 3R s[RI A fin
B S AL B F N % Th e (AN B AR SR ) .

FERER/NEFEN 4 x 4 16 x 165

HEHRKFEITEE Y 64 - 128;

FESEE 2

IR UFRS K B 2m = 26,

RIGRFR CPK v1.1,

4.3. fwHNERE

FHEE P OMBEHRS PO HER—FEH, BHP AR A%
o AR RN BTG R R T R RIS S0 28 BoE R R 25 A i 2%
ThRE (N ELFEHE I %) «

WEEPEE AL, BB 1, KR 32 x 32, WEMEHRS L,
BCEHRE 2, K/ANK 32 x 32 PIANFLLECE A [F 1 Hkeyl F1 Hkey2, ZHHK
FE¥IR 256 LURE; 0 ZSHE—A, WIERKAESN 27 =27,

DOI: 10.4236/0alib.1107440 4 Open Access Library Journal


https://doi.org/10.4236/oalib.1107440

X. H. Nan

— IR CPK v1.2.

5. FXR

CPK 124 FIME MUK DSA [6]568l. — M MI%T25 4 HAIE W 24 i B sk
e, .
SIG, (h)=(s,c); s=k™*(h+c*sk);

VER,, (h,s)=c’; ¢'=s(h*G+c*PK)

iR c=c', WHER] sk Ml PKoE—XF %], BIHEA h 2 1K) 2 TR
Y MAATEE RN ER AR TR AP, & iR .

5.1. MEFHER

CPK [¥1%5 44 /& %44 77 F AR URIR A M RABH AT, BOAIE ARy A IR
PR AEARERT, BHIL, 2544 SI0UER SRR IE I G R o 26— Allice X 1A
h 22 1517

SIG e (N)=(s,c); s=k™(h+cxalice);

VER e (his)=c's ¢'=s7(h*G+c*ALICE)

He=c' I, WAEJT A BEHEOAE:

1) 2544 T AL AN IGAIE it I A 812 — XS

2) ARIRAIE P — R, BUONE PR MARIRIRA [ 3E T B8 UEAR IR
S S

3) HEMIAR RN A h 2 744, Bk h RESER.

BETIR R AR B2, AT ESLEIEN], & BT s
VEUEWT. FEBEAES b, @k T A PR SE B, (BAE BRI R b, AR AESE
BLEANE, RULpr R - ERE A RS, Fre R i iR
JiiEfg v, A RER AR5 52 i B B SR BT & 1k

5.2. MHRIAMNER

FE LRI A 4 e T, UKIEBE TR, IR T AR
SEPERUA U TS, (LA 0. 7R3 LML B ki
FOSCPEE N, B U F SO 2 S A7 A EESE T, K,
FRARLELICHEE B 5 2 S P X, BT 3 47 MR £ B

SIG ice (0) = (S,C); s=k'c+alice
VER 5 ice (0, S) =c'; ¢'=s"c*ALICE

FRRZEY AR IR, SRR DGIE AR IR A s, SR LS
MRESR ISt — AABRRfR 5k =, IFR AR IR eSS, R4,
ER VAR TR =, WAER] T AR A ARBUR SRR . X, fERT IR
HEI “REANRRAT” o XM, FRRZEX AT D, REEE
ZITUEM], AR ESREEE = U7 SR AR . A ARALIRIAIE Bt wT D AR )

DOI: 10.4236/0alib.1107440

5 Open Access Library Journal


https://doi.org/10.4236/oalib.1107440

X. H. Nan

JEPEIER

6. LRIB

ML ERRAAE A FE R AT AE B, CPK FLA 1R I 145 W 4 AR 2 5 38 N
FROANFE PR AIE SR o E TR SR A B 2 A AR SN “ B
HERFE LY, BN FINN “CPK B A F A HI A 51 UK 1 B i Ak 55
FT—57 2 WTREEFERE, CPKEFEZEASEWHE (EH, A2 T Y
AR, 2 IOk 2 B CPR ARSI, 2 Bk 2 i NI 2
CPK [ A E

Conflicts of Interest

The author declares no conflicts of interest.

References
(1]  FEvE, BRBh. W% 2 EBAMSIM]. dbet: BB Tk H AR, 2003.
[2] FEHEEE. GAP — S RIMN[J]. BIEHIA, 2020, 53(12): 3030-3033.

[3] Standard for Efficient Cryptography (2000) SECI: Elliptic Curve Cryptography.
https://www.secg.org/SEC1-Ver-1.0.pdf

[4] Standard for Efficient Cryptography (2000) SEC2: Elliptic Curve Cryptography.
https://www.secg.org/SEC2-Ver-1.0.pdf

(5] EEE, & A6 AHEH R ILEEERT]. THEAUR SR, 2016, 33(12):
291-294.

[6] National Institute of Standards and Technology (1994) FIPS PUB 186, Digital Sig-
nature Standard (DSS), U.S. Department of Commerce.
https://www.govinfo.gov/app/details/ GOVPUB-C13-68d0348eda62ce4d62288b92¢c2
11bac9

Appendix (Abstract and Keywords in Chinese)
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*James P. Hughes (2013) Preface to “CPK Cryptosystem and Identity Authentication—Basic Tech-
nology of Active Management”.
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