/
o Reenres
0.00 Publishing

Wireless Sensor Network, 2021, 13, 1-16
https://www.scirp.org/journal/wsn

ISSN Online: 1945-3086

ISSN Print: 1945-3078

Feasibility and Challenges of 5G Network
Deployment in Least Developed Countries

(LDC)

Ashikur Rahman?, Salsabil Arabi!, Raqgeebir Rab?

'Department of Comp. Sci. & Engg. (CSE), Bangladesh University of Engineering and Technology (BUET), Dhaka, Bangladesh
“Department of Comp. Sci. & Engg. (CSE), Ahsanuallah University of Sci. & Tech. (AUST), Dhaka, Bangladesh
Email: ashikur@cse.buet.ac.bd, salsabilarabishusmi007@gmail.com, rageebir.cse@aust.edu

How to cite this paper: Rahman, A., Ara-
bi, S. and Rab, R. (2021) Feasibility and
Challenges of 5G Network Deployment in
Least Developed Countries (LDC). Wireless
Sensor Network, 13, 1-16.
https://doi.org/10.4236/wsn.2021.131001

Received: November 25, 2020
Accepted: January 26, 2021
Published: January 29, 2021

Copyright © 2021 by author(s) and
Scientific Research Publishing Inc.

This work is licensed under the Creative
Commons Attribution International
License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0/

Abstract

Growing client population, ever-increasing service demand, and complexity
of services are the driving factors for the mobile operators for a paradigm
shift in their core technology and radio access networks. 5G mobile network
is the result of this paradigm shift and currently under deployment in many
developed countries such as United States, United Kingdom, South Korea,
Japan, and China—to name a few. However, most of the Least Developed
Countries (LDCs) have very recently been implemented 4G mobile networks
for which the overall role out phase is still not complete. In this paper, we in-
vestigate how feasible it is for LDCs to emphasize on a possible deployment of
5G networks at the moment. At first, we take a holistic approach to show the
major technical challenges LDCs are likely to face while deploying the 5G
mobile networks. Then we argue that various security aspects of 5G networks
are an ongoing issue and LDCs are not technologically competent to handle
many security glitches of 5G networks. At the same time, we show that most
of the use cases of 5G networks are not applicable in the context of many
LDCs (at least at the present time). Finally, this paper concludes that the start
of the 5G network deployment in LDCs would take much longer time than
expected.
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1. Introduction

Internet-based services such as Internet-banking, web-mail, searching, social net-

works, online chatting and gaming are becoming part of people’s day-to-day ac-
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tivity. A majority of users access Internet using their mobile phones. A recent
study [1] conducted in January 2019 showed that there were 4.4 billion active
internet users worldwide and among them, 3.5 billion were social media users.
Surprisingly, more than half of all video streaming comes from a mobile device.
Since 2011, mobile Internet has grown 504% in daily media consumption. As
computation and storage continue to move into the cloud, the number of mobile
Internet users is also expected to increase at the same pace. Consequently, mo-
bile Internet service providers are under tremendous pressure in making their
systems reasonably scalable and providing guaranteed performance with low la-
tency and high availability. In order to achieve such objectives deployment of
5th generation, mobile networks or simply 5G is inevitable.

Some salient features of 5G networks are high capacity, faster response time
with near-zero latency (4 - 5 ms), high speed up to 10 Gbps, support of wide range
of applications, accommodating 100 times more devices, more software options
to upgrade and ubiquitous connectivity, etc. Such handful features do not come
without price. 5G deployment is a daunting task—even more challenging for
Least Developed Countries (LDCs). According to United Nations (UN), the
LDCs are developing countries with a gross national income per capita below US
$1035 and have the lowest Human Development Index. We have conducted our
research based on the list of LDCs published by UN [2].

Beginning from 1980s, mobile community has received a new generation of
technology every decade. The legacy first generation mobile network was dep-
loyed in 1980s, 2G in 1990s, 3G and 4G in the decades of 2000 and 2010 respec-
tively. In 2019, the initial 5G services commenced in many developed countries
and it is expected to be deployed in a mass scale by 2025. However, the gap be-
tween the last two successive generations 4G and 5G seems quite narrow, much
narrower in LDCs. Although the deployment of 4G networks started in 2010 in
many developed countries, in LDCs the 4G networks were introduced very late
in the decade. The implementation timeline of 4G networks for some LDCs is
shown in Table 1. The deployment pressure of 5G networks will undoubtedly
place a heavy burden on LDCs’ mobile operators. Needless to say that, the mo-
bile operators have not started realizing Return on Investment (ROI) yet for the
4G networks that they implemented/implementing in LDCs. The situation is
even worse in Africa. The mobile operators of most of the African countries are
still running 3G [3]. Surprisingly, 4G deployment in Africa is likely to reach only
32 percent in 2020 according to a prediction made by GSMA. On the other
hand, the countrywide actual 4G adoption is predicted to be only less than 10
percent in 2020.

This paper is all about a feasibility study of possible 5G mobile network dep-
loyment in LDCs. At first, we provide a brief description of new 5G technology.
Then, we discuss major technological barriers that will be faced by LDCs while
implementing 5G. We show that migration to 5G is not an easy task and in-

cludes a number of challenges that are complex, self-interacting and require more
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Table 1. 4G deployment time in LDCs.

Country Name Deployment Year Company
Afghanistan 2017 AWCC
Nepal 2017 Nepal Telecom

Bangladesh 2018 Teletalk, Gremeenphone, Robi & Banglalink
Bhutan 2016 TashiCell
Uganda 2017 Airtel
Somalia 2017 Somnet
Senegal 2018 Orange

time, funds and resources that LDCs are incapable of providing at present. We
also show that most of the over-arching use cases of 5G are not applicable in the
current context of LDCs. They require much more advanced market and eco-
nomic condition which are absent in the LDCs. The prime application of 5G in
LDCs will be be enhanced mobile broadband services. The only other game
changer use case at present time could be the narrow band IoT or NB-IoT in
short. We also show that LDCs are not 5G-ready to handle all its security as-
pects. Finally, we conclude that beginning of 5G deployment in LDCs will re-

quire much longer time than expected.

2. A quick overview of 5G architecture

In this section we provide deployment options of 5G and a brief description of

its network architecture.

2.1. Deployment Options of 5G

At the beginning, 5G will operate under the umbrella of existing 4G networks.
Then it is expected to be fully evolved to a standalone mode when it matures.
Some possible co-existence scenarios of 5G with 4G have been shown in Figure
1. A detail explanation of all these configurations is as follows.

5G technology has two parts, the new radio access interface, and the 5G core.
The first configuration option is that the existing 4G network core, ie, the
evolved packet core (EPC) will remain connected with the Long Term Evalua-
tion (LTE) base stations (the so-called eNodeB base stations) and it will be sup-
plemented by the 5G’s new radio (NR) technology base stations (called gNodeB
base stations, g stands for next generation) as shown in Figure 1(a). The LTE
base station will act as a master. A second option might be to replace 4G core
with the 5G core as shown in Figure 1(b). The 5G core will remain connected
with the gNodeB base stations with new radio (NR) technology. NR base station
will act as a master and will be supplemented by existing 4G LTE base station. As

a third option there could be a combination of both that will happen at more
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Figure 1. How 4G and 5G networks will coexist. (a) 4G eNB master; (b) 5G gNB master;
(c) Both eNB and gNB coexists.
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mature stage. In this configuration Figure 1(c) existing 4G LTE base stations
will remain connected with the 4G EPC core (like before). The mobile operators
will install additional NR base stations attached to the 5G core. Both will coexist
to operate. For all three options, the mobile devices might have single or dual

interfaces and connect to either of the base stations.

2.2. 5G Network-Mobile Network Architecture

Two major components of 5G are discussed below in brief. More details can be
found in [4] [5] and from many other resources available on the web.

Radio access network (RAN). RAN in 5G shall consist of small cells, macro
cells, towers, in building and street-side hotspots and many more. Its purpose is
to allow mobile devices to become attached with the main core. The 5G macro
cell contains gNodeB base stations with new radio technology and covers more
wider area. The new radio in 5G is a more flexible version of LTE radios which
are also software configurable supporting much higher bit rates. However, it is
still OFDM based. In order to provide a continuous connection, a novel concept
of small cells has been introduced in 5G networks. Small cells, containing mini
base stations, operate at the new millimeter wave (mmWave) frequencies. Con-
sequently, their connection range is very short (typically 10 m) and coverage
area is much smaller. But they are distributed in clusters to complement the ma-
cro cells.

The new radio technology of 5G Macro cells contains MIMO (multiple input,
multiple output, sometimes called massive MIMO) antennas consisting of a
large number of multiple elements or connections so that they can operate in
full-duplex mode. As a result, the system is highly scalable accommodating more
users in parallel.

The core network. Like previous generations, the 5G core is the mobile ex-
change network managing mobile voices. It also contains the data network
managing mobile data and internet connections and also has been redesigned to
integrate with cloud-based services. Interestingly, 5G core contains distributed
servers spread over large geographic regions so that content can be accessed lo-
cally and in a distributed way near the client’s premises. Distributed servers also
enable edge computing so that majority of data can be processed at the client's
end without flooding the core network.

Two other important features network slicing and network function virtuali-
zation are also handled by 5G core. Through network slicing several indepen-
dent virtualized logical networks can be created on top of the same physical
network infrastructure. Then network slices can be assigned dedicatedly to an
application or to a user. In order to select resources to fulfill service demands in
an optimal manner, orchestration is used [6]. The orchestration functions per-
form user-specific service demand validation and resource configuration. Each
user receives a unique set of network resources and topology depending on the

need of the application. Network slicing plays a crucial role in supporting mas-
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sive amounts of IoT connectivity [7]. On the other hand, network function vir-
tualization decouples network functions such as domain name services, encryp-
tion or firewall running on dedicated networking elements in customer premises

and moves the functions to run on virtual servers in the cloud.

3. Technical Aspects and Challenges

Despite a handful of features and their potential benefits, there exist significant
technical challenges to implement 5G. Some of the key challenges are listed be-
low.

Spectrum allocation. In order to achieve higher data rates and massive net-
work capacity, 5G requires a high amount of spectrum. The requirement in-
cludes a low frequency band of less than 1 GHz, a mid-frequency band (in 2.3 -
3.5 GHz range) for its macro cells, and a high frequency band (mmWave in 26 -
100 GHz range) for its micro cells. A typical current spectrum usage in LDCs has
been shown in Figure 2. Note that, a handful of clean-ups, harmonization and
policy level interventions are required to make the necessary spectrum available
for 5G which might create some additional challenges. For example, if a chunk
of spectrum in the required band is already sold out to a third party for other
purposes (such as for implementing Wi-Max) then a buy-back option is needed
which may not be feasible always. It might trigger some legal issues. Also, some
part of the spectrum could be already assigned to government organizations for
which the regulatory authority must go through a very hard negotiation process
to recover.

Spectrum costs. Another concern is spectrum prices. A recent study shows
that spectrum prices in LDCs is, on average, more than three times higher than
that of developed countries [8]. Thus, the cost of spectrum could be a major fac-
tor that will make a difference in 5G roll-out from country to country.

Lack of infrastructures. Access to infrastructure is one of the critical aspects
to ensure 5G coverage and capacity [9]. Infrastructure includes towers, antenna
etc to host base stations and accessories needed for their inter-connectivity. 5G

operators consider fiber connectivity as an important factor for the back-haul

A )
Micro Cells / \

FM TV 1G2G 3G 4G 5G Macro cell 5G

Below 1 GHz

1-6 GHz

|| 30 GHz mmWave Band 100 GHz

Figure 2. Spectrum allocation.
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portion of the network to achieve massive capacity. Currently most of the base
stations in 4G are not connected using fiber. Developing optical fiber infra-
structure is expensive and it comes with high maintenance costs too [10]. For
this reason, mobile operators often use microwave radio spectrum to connect
back-hauls. But microwave communication requires a line-of-sight connection
which can potentially be an issue.

Cost of increased network density. Even if the spectrum is abundant the
achievable network capacity shall remain low if the network density is lower.
The density of a network is determined by the number of base stations placed
over a terrain against the population. A higher density requires higher cost.
Lower density is a typical phenomenon in Latin America, Africa, and India. In
order to support the cluster of micro cells the density of 5G networks must be
much higher. This requirement creates an additional challenge of funding and
building adequate base stations to support necessary coverage of 5G networks
[11].

Dynamic spectrum sharing. One of the distinct features of 5G is the use of
cognitive radios. This type of radios can opportunistically detect and use availa-
ble channel in the neighborhood. But this also requires a spectrum sharing poli-
cy to be established among the mobile operators first, otherwise detected oppor-
tunities cannot be used due to payment issue. Regulatory authorities in LDCs
usually do not allow spectrum sharing between operators in a fear of possible

revenue losses.

4. 5G Use Cases and Applicability

In this section we discuss use cases and their possible applicability in the context
of LDCs.

4.1. Use Cases

The earlier generations of mobile networks were intended solely for humans. 2G
was mainly used for phone calls and text messaging between people. 3G/4G is
the generation of smart phones where people use the mobile network for data
services besides usual phone calls/text messaging. In 5G, humans are no more
the sole users—in fact humans are becoming more and more minority users [4]
in 5G and subsequent generations to come. There will be many different types of
users and applications using the 5G networks. The use cases of 5G can be broadly
divided into three major categories:

1) Enhanced Mobile Broadband (eMBB): eMBB has been designed to pro-
vide humans’ voice, data and text messaging services but this time at a greater
speed (10 Gbps) highly suitable for streaming 3D videos, HD TV, playing or
working in the cloud, streaming live events, and much more.

2) Massive Machine Type Communication (mMTC): mMTC has been de-
signed to support hunderds of billions of IoT devices to remain connected not

over Wi-fi or bluetooth but through mobile networks [4]. Some applications of
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mMTC are vehicle-to-vehicle communications, smart cities with asset tracking,
smart agriculture, environment monitoring, smart water management, waste
management, smart grid, energy monitoring, smart home, remote monitoring
etc. Small machines such as sensors, water meters, smoke detectors, bicycles,
buses, alarms etc. will be regarded as the users.

3) Ultra Reliable Low Latency Communication (URLLC): The eMMB and
mMTC have been designed solely for humans and machines respectively but
URLLC has been designed for human-to-machine interaction. This communica-
tion is supposed to be with near-zero latency and near-zero packet losses sup-
porting mission critical applications such as autonomous vehicles, augmented

virtual reality, remote patient surgery using robots etc.

4.2. Applicability of Use Cases in the Context of LDCs

Among three use cases, it is highly likely that eMBB that supports fixed wireless
access for homes and enhanced mobile broadband services will be the prime ap-
plications of 5G in LDCs. Users in LDCs will mostly perform data access, down-
loading and streaming content. Moreover, 5G phones, tablets and hotspots will
remain at an unaffordable price for many years in LDCs as users have very low
average income. Therefore, in order to utilize the benefits of 5G core, users in
LDCs will still continue to use their 4G phones and 4G/5G base stations are
likely to coexist for many years.

Some use cases require well established transport or health sectors and/or ad-
vanced market structures. For example, autonomous vehicles and remote-controlled
robotic surgery under URLCC are clearly futuristic applications which may not
become feasible for a very long time in LDCs.

Massive machine to machine communications (the second use case) depends
on socio-cultural aspects of a country. For example, in order to understand the
actual value of smart cities with asset tracking, smart waste management, remote
elderly people monitoring etc., the social structure needs to be much stronger,
standard of living has to be very high and at the same time people should be well
educated. All of these conditions are mostly absent within the social structure of
LDCs.

For some other use cases the LDCs are not 5G-ready yet. Such applications
include autonomous vehicles and robotic surgery. These are not applicable in
the context of LDCs due to unavailability of supportive economic infrastructure.

Only prospectus 5G use case is the Narrow Band IoT or NB-IoT which is likely
to be a game changer in the context of LDCs [3]. NB-IoT is one of the prime
Low Power Wireless Access (LPWA) technologies that can support end devices
battery for more than 10 years especially in underground, tunnels, indoor shop-
ping malls, basement parking lots, or in rural areas. NB-IoT can be incorporated
in static devices like utility meters, street lights, parking meters, pipelines, and in
mobile elements like vehicles, pets, containers and can easily be used for package

tracking or inventory monitoring [3]. Bangladesh and Sri-Lanka have already
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started building NB-IoT applications. For developing countries, NB-IoT imple-
mentation is easier as they have rolled out 4G very late and newer version of 4G

devices have the required support for NB-IoT.

5. Security Aspects and Challenges

In this section we present a brief discussion on the major security threats of 5G
network. Then we show how LDCs are incompetent to handle those security
threats.

5G network has its own security challenges arising from its adopted advanced
technologies to fulfill its envisioned goals. In this study, we mostly emphasize on
the security threats revealed by three major technologies incorporated by 5G
namely Software Defined Networking (SDN), Network Function Virtualization
(NFV), and Internet of Things (IoT).

5.1. Security Challenges of SDN

SDN establishes centralized and programmable control plane by decoupling it
from the data plane. Independent control and data plane create opportunities
along with some security loopholes. The control information traffic passing
through the controller and data plane channel can be a potential option for
denial-of-service (DoS) attacks [12] making the network resources unavailable to
the users. The data plane itself can be exploited by attackers to produce counter-
feit flow requests having serious consequences on the network [13]. The con-
troller acts as a bottleneck for the network during saturation attack due to cen-
tralized network control [14]. In addition, centralized controller can be manipu-
lated to generate DoS attacks and data theft making it an attractive target to at-
tackers [15].

Hussain et al accused the programmability of SDN for providing malware an
open ground for malicious behaviors including Spoofing and Man-In-The-Middle
(MITM) attacks [16]. They further discussed another attack called controller hi-
jacking, which enables an attacker to exercise unwarranted control over the con-
troller while providing scope to collect sensitive information such as passwords.
The channel between the controller and the switches is established over a
non-secure connection which is highly vulnerable to MITM attacks [17]. It is
quite possible to compromise the controller and manipulate the network ac-
cording to the attacker’s wish through MITM attacks. Due to ubiquitous con-
nectivity, MITM attacks will have even far-reaching effects as it can exploit
real-time transaction and data transfer.

Malicious applications and APIs exposed to unintended software can knock
the complete network down and create a significant damage. The open-source
implementation of OpenFlow, which is the communication protocol of SDN,
provides attackers opportunities to identify possible vulnerabilities. Using Host
Location Hijacking Attack, an attacker can hijack the location information of a

server by using the Host Tracking Service of OpenFlow [18]. Antikainen et al
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asserted in [19] that in the absense of Transport Layer Security (TLS) encryption
with OpenFlow, the attackers can create fake virtual switches to deploy Topology
Spoofing Attacks along with launching state spoofing attacks using a compro-
mised switch. The authors further stated that an attacker can use virtual and
compromised switches to create alternative paths, unwarranted congestion as

well as reserving bandwidth for the attacker himself.

5.2. Security Challenges of NFV

NFV opens promising scopes to address dynamic user requirements, service
agility, and scalability. But these benefits carry along some security challenges. It
provides programmable orchestration and interaction with the infrastructure
using APIs. These APIs are potential sources of security threats [20]. In a cloud
environment, Virtual Network Functions (VNFs) may lead to security threats
like confidential data leakage, malicious loops, network failures, and abuse of
hypervisor, one of the architectural components of NFV [21]. Hypervisor do-
main can face unauthorized access and data leakage [22]. Lal, S. et al [23] pre-
sented existing security threats on NFV and spotted various security attacks on
hyprevisor including Virtual Machine (VM) operating system manipulation,
unauthorized data transfer, and retrieval or data destruction which cause other
vulnerabilities to rise exponentially. They also mentioned about VM escape at-
tack which can be deployed if there is lack of proper isolation between hypervi-
sor and VNFs. Using the aforementioned attack, attackers can even exploit vir-
tual firewalls. The complexity and dynamicity of the virtual environment make
VNFs more prone to configuration error. The breaking of virtual machine is
critical as it is quite impossible to detect. Virtualization also raises authenticity
issue as once a virtual machine is duplicated, the original machine does not exist
anymore. VNFs are highly at risk of DoS attacks, flood attacks, configuration at-
tacks and cloud and VM specific attacks [14]. Inefficient design and deployment
of the application can lead to buffer overflow attacks. The vulnerability of VNFs
to side-channel attacks, distributed denial-of-service (DDoS) attacks [24], and
other cyber-attacks puts the confidentiality and integrity of the users at stake.

5.3. Security Challenges of IoT

Connectivity of massive number of heterogeneous devices to the internet poses
serious security challenges along with making the deployment of security me-
chanisms difficult to scale. IoT devices are vulnerable to traditional attacks such
as MITM attacks, password cracking along with DoS attacks and disruption at-
tacks. Sensors of IoTs can be victims of spoofing attacks, replay attacks as well as
system capturing attacks where attackers try to gather and manipulate data by
accessing sensors [25]. Communication links can be exploited using sniffing and
tampering attacks and information and traffic might get hacked, menacing the
privacy of numerous connected devices. Real-time data transmission among he-

terogeneous IoT devices can face congestion problem due to lack of data rate
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compatibility between sender and receiver devices [26]. The heterogeneity of
connected devices makes the private data unprotected due to the lack of proper
security infrastructure. The absence of cryptographic integrity protection for us-
er data plane provides additional security threats to IoT devices [27]. The expo-
nential growth of IoT devices will make DDoS attacks more catastrophic and

way more easier to arrange [28].

5.4. Competence of LDCs towards 5G Security

While 5G network provides a wide range of security threats, LDCs hardly have
enough capacity to defend against those. Incapability of LDCs in tackling the
security breaches in other domains has been seen in the past. For example, the
incident of Bangladesh Bank Robbery [29] in 2016, known as Bangladesh Bank
cyber heist is a good example of the cyberattacks that went undetected. During
this attack, security hackers illegally transferred $101 million from Bangladesh
Bank. Clearly this type of incident questions the LDCs’ expertise in tackling ad-
vanced security breaches of 5G network. LDCs’ incompetency in defending
against advanced security threats can be pictured due to the following key rea-
sons.

Lack of security experts. LDCs have a large void in number of skilled work-
forces as their education systems are not sufficiently funded to produce such
[30]. In 2012, the total public expenditure on education in developed countries
was approximately 5.98 percent of GDP whereas in LDCs, the percentage was
only 3.6 percent of GDP [31]. In 2016, this expenditure increased to 7.16 percent
in the developed countries whereas it remained almost at the same level of only
3.81 percent in LDCs [32]. Such a lower investment in education cannot produce
efficient IT workers as well as security experts making the sustenance of 5G
network-like new technologies even harder. The governments’ sub-optimal in-
vestment in training of staffs, low investment in research and development
(R&D) are also responsible to a greater extent. In order to handle the security
challenges of 5G, well-trained security experts have no substitute. It is not af-
fordable and sustainable to import skilled manpower and IT personnel always.

Lack of strong infrastructure. Besides competency, protecting 5G network
from security challenges require hardened infrastructure and adequate legal and
regulatory framework. Sub-standard hardware and insufficient equipment can
create a barrier in developing complex and secure network infrastructures. Due
to economic constraints, LDCs cannot even invest enough to import sophisti-
cated security equipment.

Poor funding in R&D. LDCs do not have sector specific Research and De-
velopment (R&D) programs. In LDCs, the proportion of government expendi-
ture on R&D is less than 1 percent of GDP [33]. Therefore, they lack in skills and
scopes to develop their own software and hardware and always need to import
from abroad. Handling the security issues of these exogenous tools is even hard-

er for them as they have lack of field specific knowledge and skill.
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Missing security education. In developed countries, an exhaustive range of
IT security education is included in the curriculum of high school, undergra-
duate as well as graduate studies. For example, USA has created the National In-
itiative for Cybersecurity Education (NICE) for the betterment of long-term cy-
bersecurity posture. Several universities have introduced cybersecurity programs
which are supported by skilled workforce. But in LDCs, IT security education
and awareness is not included in the academic curriculum. Due to lack of con-
cern, resources, and will power, they do not run IT and security education pro-
gram. According to [34], in Ecuador, which is a moderately developed country,
on average, 30 percent university academic curriculum offer no course on cy-
bersecurity, 50 percent offer one course and only 20 percent offer two courses
and students tend to avoid these courses as they are optional in most of the uni-
versities. As a result, LDCs fail to produce skilled manpower to prevent security
attacks against a nation’s critical infrastructure like 5G network.

Resistance to changes. Tauray et al conducted an empirical study on one of
the LDCs namely Gambia and identified 43 ICT barriers in developing countries
[35]. According to the authors, people are always resistant to changes and reluc-
tant to adapt new technologies which are a critical obstacle in establishing any
new technology in any country. According to Mushfoq Mobarak, a development
economist at Yale SOM, highlighted three key constraints that affect technology
adaption in poor countries the most: information failure, cost and risk aversion
[36]. According to Richardson [37], which was based on the technology adop-
tion scenario of a least developed country Cambodia, people face difficulty in
finding advantages of adopting ICT and therefore, are reluctant to adopt new
technologies. Establishing 5G in LDCs, where more than 75 percent of the pop-

ulation still live in poverty, will not be much different from that.

6. Conclusion

We present a short survey on the feasibility of 5G network deployment in the
current context of Least Developed Countries (LDCs). While implementing 5G,
LDCs are likely to face several technical, and security challenges. Some of the
technical challenges are creating contiguous spectrum out of scatteredly assigned
spectrum, high spectrum prices, poor mobile network infrastructure, lack of
policy in dynamic sharing of spectrum, etc. Handling these issues needs a huge
amount of economic resources as well as skilled manpower. Some of the security
challenges are DoS/DDoS attacks, MITM attacks, exploiting existing loopholes
in open-source software—all inherited from SDN. There are some NFV related
threats such as confidential data leakage, malicious loops, network failures and
abuse of hypervisor by malicious VMs. And then the support of massive IoT
opens up major security threats like spoofing attacks, replay attacks, system cap-
turing attacks, sniffing and tampering attacks, etc for which defense mechanisms
are extremely difficult to scale due to massiveness in a number of devices. In or-

der to maintain the security of SDN and prevent DoS/DDoS attacks, it is re-
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quired to improve the security of centralized control plane along with control-
ling frequent access to the SDN. The security of the shared channel between data
and control plane needs to be increased to handle MITM attacks. The NFV se-
curity can be increased by using firewalls and message encryption. Researchers
as well as some other organizations are dedicatedly looking for possible coun-
termeasures to overcome these challenges and propose several solutions as well.
However, LDCs do not have enough expertise to handle 5G security challenges.
Neither do they have enough funds to create skilled security professionals. The
major use cases of 5G are not applicable in the present context of LDCs as they
lack advanced market structures and their economic condition does not support
many possible applications. Overall, the beginning of 5G deployment is likely to
take more time than expected and once deployed, its countrywide actual adop-

tion will take even much longer time span.
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LDC—Least Developed Country,
NFV—Network Function Virtualization,
SDN—Software Defined Network,
VNF—Virtual Network Function,
MITM—Man-in-the-Middle,
DoS—Denial of Service,

LTE—Long Term Evaluation,
VM—Virtual Machine,

RAN—Radio Access Network,
MIMO—DMultiple Input, Multiple Output
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