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Abstract

Recently, Cooperative diversity in wireless communication systems has gained much attention. A simple
two-user cooperative diversity scheme called decode-and-forward cooperation scheme has been presented by
Laneman (2004). Each user has one partner to decode its information and retransmit it by employing repeti-
tion coding. This scheme can offer diversity order of two. But the bandwidth efficiency is low. In this paper,
we propose a bandwidth efficient three-user cooperative diversity scheme based on relaying superposition
symbols. Each user has two partners and each partner relays superposition symbols of the other two users
instead of repetition. Thus, the bandwidth efficiency is improved compared to the baseline decode-
and-forward cooperative diversity scheme presented by Laneman. Moreover, the proposed scheme can also
offer diversity order of two. Then, in order to improve the system performance, a new constellation labeling
for the superposition 8PSK modulation is designed. It is a simple way to exploit the symbol mapping diver-
sity and a gain of about 2 dB can be obtained. Furthermore, the performance improvement comes at no addi-
tional power or bandwidth expense.

Keywords: Cooperative Diversity, Bandwidth Efficiency, Superposition Symbols, Symbol Mapping Diversity

1. Introduction

Multiple-antenna technique has been studied extensively,
and it is an efficient technique to exploit spatial diversity
and offer capacity gain compared to single-antenna sys-
tems [1,2]. Transmit diversity [3] has been proposed to
improve the performance for systems with multiple
transmit antennas.

However, in wireless communication systems, users
may not be able to support multiple antennas because of
the limitation of the size or cost. In this scenario, coop-
erative diversity, which has been proposed to achieve the
transmit diversity, has gained much attention when each
user only has a single antenna [4,5]. In cooperative
communication systems [6,7], each user transmits its
information to a destination and receives its partners’
information and then serves as a relay for its partners.
Hence, the destination can receive each user’s informa-
tion from several independent paths to efficiently resist
the slowly fading effect. In baseline decode-and-forward
cooperation scheme [7], two users transmit their infor-
mation on orthogonal channels. Each user has one part-
ner and decodes the partner’s information and re-encodes

Copyright © 2009 SciRes.

and retransmits it through its own channel, thus, the di-
versity order is two. However, the bandwidth efficiency
is decreased by 1/2 compared to a non-cooperative di-
versity scheme. In order to reduce the bandwidth loss,
some cooperation schemes are proposed in [8-12]. In [8],
distributed space-time codes are used for cooperating
transmission. Multi-source cooperation coding approach
is introduced in [9-12]. In those cooperation schemes,
data of multiple users are jointly encoded by relays. The
bandwidth efficiency of these schemes presented in [8-12]
is improved greatly, but the decoding complexity is too high.

In this paper, we propose a cooperative diversity
scheme based on superposition modulation, which offers
the same diversity order as the baseline decode-and-
forward cooperation scheme does. The bandwidth effi-
ciency of the proposed scheme is only decreased by 1/3
compared to a non-cooperative diversity scheme and the
decoding complexity is much lower than that of these
schemes presented in [8—12]. Moreover, a new constella-
tion labeling for the superposition modulation is de-
signed to improve the bit error rate (BER) performance
when the system employs 8PSK modulation. Using the

Wireless Sensor Network, 2009, 1, 1-60



2 M. W.CAO ET AL.

new constellation labeling, the system performance can
be improved without any additional power or bandwidth
expense.

Also, a cooperation scheme of two-node system
based on superposition BPSK modulation is proposed in
[13]. In this system, each node transmits a superposition
of its own data with the data received from its partner in
the previous slot. The performance of this scheme pre-
sented in [13] is further analyzed in [14,15]. In [16], the
generalization of the scheme proposed in [13] to a multi-
ple-user scenario is considered. In [17], a novel coopera-
tion scheme based on the algebraic superposition of
channel codes over a finite field is proposed. In [18],
user and relay use the in-phase and the quadrature com-
ponents of a QPSK signal, respectively for cooperating
transmission. These schemes proposed in [13-18] are
different from our scheme in which each partner re-
transmits the superposition symbols received from dif-
ferent users and each user’s own symbols are not super-
posed with its partners’ symbols.

The rest of this paper is organized as follows. In Sec-
tion 2, system model is introduced, and a bandwidth effi-
cient cooperative diversity scheme is proposed. The di-
versity order is discussed in Section 3 and a new symbol
mapping is designed in Section 4. The simulation results
are described in Section 5. Finally, conclusions are
summarized in Section 6.

2. System Model

In this scheme, three users (A, B, and C) transmit their
information to a destination (D). Assume that all chan-
nels between users and the destination (uplink channels)
are Rayleigh flat slowly fading channels, which remain
constant over at least six slots. We consider multiple
access channels as time-division multiple access (TD
MA). Thus, these users transmit in their own slots, re-
spectively. If symbols a;, b; and c¢;, which take values

from an M-ary alphabet {s,,s,,...,s,,,} , are transmitted
from these users through three orthogonal channels, re-

spectively, then the received baseband signals 7;;, »; and
73 in the destination can be written as

i =hpa; +n, 1)
= hBDbi +n, )
1y =hepe, + 0y, 3)

where hyp, hpp, and hcp are channel fading coefficients
between users A, B, C, and the destination D, respec-
tively, and n;, n,, and n; are additive noises. They are all
modeled as independent complex zero-mean Gaussian
random variables, and

e{lhol =& {ll} = £ {lheo =1 )

and

a{lnf}=e{lm[ =2 {n[} =, (5)

Copyright © 2009 SciRes.
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(b) System model of the proposed cooperation scheme.

Figure 1. System models of the baseline and the proposed
cooperation schemes.

Note that & denotes the expectation operator.

Simultaneously, each user receives the other users’
information through the channels between users (in-
ter-user channels) and relays its partners’ information
only if it decodes correctly, which can be determined by
the cyclic redundancy check (CRC). The destination is
assumed to be informed of whether relays decode cor-
rectly or not. Generally speaking, the user is close to its
partners and they may have line-of-sight connections.
Thus, the quality of inter-user channels is better than that
of uplink channels. In this paper, we take inter-user
channels to be additive white Gaussian noise (AWGN)
when line-of-sight connections exist.

2.1. Baseline Scheme

The decode-and-forward cooperation scheme presented
in [7] is regarded as a baseline scheme. The system
model of two-user cooperation scheme is shown in Fig-
ure 1 (a). Each slot is divided into two segments with the
same length of time. Each user transmits its own symbols
in the first segment and remains inactive in the second
segment. The partner receives these symbols in the first
segment, and then retransmits these symbols by employ-
ing repetition coding in the second segment if it decodes
correctly, otherwise, it remains inactive.

2.2. Proposed Scheme

The system model of the proposed cooperation scheme is
shown in Figure 1(b). Each slot is divided into three seg-
ments with the same length of time. In the first slot, user
A transmits its own symbols a; and a; in the first two
segments, respectively, and remains inactive in the third
segment. User B only detects @, in the first segment and
user C only detects a, in the second segment. Coopera-

Wireless Sensor Network, 2009, 1, 1-60
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tion processes are similar in the second and third slots
(see Figure 1(b)).

In the fourth slot, user A transmits its own symbols a;
and a4 in the first two segments, respectively, and the
superposition symbol (b, +¢,) in the third segment if
both of b; and ¢; are decoded correctly, where [ is a
power-normalizing scalar. In this paper, we set
p =\/§/2 to satisfy the transmit-power constraint. If
user A can only decode the symbol of user B (or user C)
correctly, then user A only retransmits b; (or ¢;) instead
of f(b+c¢) in the third segment. If neither of the

symbols of user B and user C can be decoded correctly,
then user A remains inactive in the third segment. User B
detects a; in the first segment and user C detects a4 in the
second segment. Also, cooperation processes are similar
in the fifth and sixth slots (see Figure 1(b)).

In the following slots, similar cooperation processes to
those executed in the fourth to sixth slots are executed. In
the last three slots, each user remains inactive in the first
two segments and only retransmits the superposition
symbol in the third segment.

Each user transmits its own symbols in two segments
and serves as a relay for other users in only one segment.
We assume that the total number of slots is large so that
the loss of overhead in the first three slots can be ne-
glected. Therefore, the bandwidth efficiency is only de-
creased by 1/3 compared to a non-cooperative diversity
scheme.

In this scheme, symbols received from two different
partners are superposed, and then the superposition
symbols are retransmitted from the user. This can pro-
vide diversity order of two. However, if symbols re-
ceived from each partner are superposed, respectively,
and then retransmitted from the user, the diversity order
of two will not be achieved.

3. Diversity Order

Assume that perfect channel state information is avail-
able in the receiver and ideal cooperation is considered,
which means each user can always decode other users’
information correctly. The maximum-likelihood (ML)
decoder in the destination works with pairs of transmit-
ted symbols instead of single symbols. Thus, the decod-
ing complexity is higher, but it is still much lower than
that of the schemes presented in [8-12].

Assume that M-PSK (M > 4) modulation is employed
and Gray code is used to map bits to symbols. Without
loss of generality, we consider the pair of symbols g; and

b;, where a,,b, €{s,,s,,...,s,,_, } . Assume that a;, b; and

2

T(al. +b,) are transmitted from user A, B and C, re-

spectively, the corresponding received baseband signals

Copyright © 2009 SciRes.

are ry;, ry; and ry. The receiver computes the decision
metric
2

2he, (a, +b,)

|rli - hADai|2 + |”2f - hBDbi|2 + B

;=

(6)

over all possible pairs of symbols {a,,5,}, and a deci-

sion is made in favor of the pair of symbols that mini-
mizes the metric.

There will be three cases for each decision.

case 0: The decision is correct.

case 1: The decision results in one symbol error.

case 2: The decision results in two symbol errors.

The probability of case 1 for each decision is

Pr(casel)
= Pr(q, isdecoded correctly, b, is decoded incorrectly) .

+Pr(a, is decoded incorrectly, b, is decoded correctly)

)
Equation (7) can be approximated as
(1 +[1col /2) 2,
Pr(casel)~2¢40 \/ N,
®
J(MBDF Hheo ' 2)d2,
+0
2N,

where Q(-) is the Gaussian Q-function and d,;, is the

minimum Euclidean distance between pairs of signal
points in the constellation. Let

7= driin /(SNO ) )]
then (8) can be simplified as [19]

Pr(casel)z2+2 T4 2—7 (10)
I+y 1+2y

when y >>1, the probability is
3
Pr(case 1):§7/ 11
If the receiver decides erroneously in favor of symbols
a (a,#a)) and b (b, #b/), the value a +b' may

be probably equal to the value a, + &, . Thus, the probabil-
ity of case 2 for each decision can be upper-bounded as

(o +1F ) 2
2N,

2
A 2y A
2 1+2y 1+2y

Wireless Sensor Network, 2009, 1, 1-60
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when y >>1/2, we obtain
Pr(case 2)<3%}/‘2 (13)

From (11) and (13), we can conclude that each erro-
neous decision most results in one symbol error and the
average BER for each user is approximated as

o1
log, M
1 3 5
~ X—y
log, M 16

Dy X%Pr(case 1)

(14)

which shows that the diversity order of two is achieved.
In baseline decode-and-forward cooperation scheme,
the average BER for each user is approximated as
, 1 3

= x—y72 15
log, M 2’ 13

by

4. Design of Symbol Mapping

We observed from (14) and (15) that there is signal-
to-noise ratio (SNR) loss for the proposed scheme com-
pared to the baseline scheme. That is mainly because the
power of the superposition symbol is equal to that of a
single symbol transmitted in the first two segments in the
proposed scheme. The total average energy for each
symbol in the proposed scheme is 3/4 times as large as
that in the baseline scheme. However, we can mitigate
the SNR loss by exploiting symbol mapping diversity.

In most communication systems, multi-level modula-
tion techniques such as M-PAM, M-PSK and M-QAM
are employed to improve the bandwidth efficiency and
the bit-to-symbol mapping for those modulation constel-
lations is Gray code bit mapping. However, some en-
hanced Automatic Repeater request (ARQ) schemes
[20-23] to extract additional diversity called symbol
mapping diversity between retransmissions have been
proposed. In those schemes, for exploiting the symbol
mapping diversity, the bit-to-symbol mapping for the
second transmission (first retransmission) is not Gray
code bit mapping. For example, in the scheme proposed
in [21], Gray code bit mapping is employed in the first
transmission and another different symbol mapping is
employed for maximizing the minimum combined
squared Euclidean distance (CESD) [21] in the second

3
1 -~
2 -7 N
[2) \Q1
/ N
s N
! 5
! \
6, 0
0 dg o A
4 /J
N /
N V;
\\@ "
79+ A
1 e
5
1 0 1

Figure 2. Signal constellation of SPSK modulation.

Copyright © 2009 SciRes.

transmission. The method proposed in [21] is further
discussed in [22] and a symbol mapping diversity
scheme in Multiple-Input Multiple-Output (MIMO) sys-
tems is presented in [23]. The symbol mapping diversity
can provide great BER gains in AWGN and Rayleigh flat
fading channels. In this paper, we design a new symbol
mapping for superposition 8PSK modulation.

The superposition symbols lead to a superposition
modulation and we use Gray code bit mapping for 8PSK
modulation and another symbol mapping for superposi-
tion modulation. The constellation of 8PSK modulation
is showed in Figure 2. Each point represents an 8PSK
symbol, which is labeled by 3 bits represented as an octal
number. Since each erroneous decision most results in one
symbol error and erroneous selection of an adjacent sym-
bol, these distances between pairs of signal points, such as

{(s,.sj > s[.sk) }

,0<i, j,k<7and j#k  (16)

{(sjsl. < sks,.) }

which differ in only a symbol and two different symbols
s; and s, are adjacent in 8PSK constellation, should be
increased as large as possible in the superposition con-
stellation. Based on this principle, the constellation of the
superposition 8PSK modulation is designed and shown
in Figure 3. Each point represents the superposition of
two 8PSK symbols, which is labeled by 6 bits repre-
sented as two octal numbers.

5. Simulation Results

In the simulation, we assume that uplink channels are
Rayleigh flat slowly fading channels. When we suppose
that there exist line-of-sight connections, inter-user
channels are assumed to be AWGN channels. Otherwise,
inter-user channels are assumed to be Rayleigh flat
slowly fading channels. In baseline decode-and-forward
cooperation scheme, each user employs repetition coding
to relay its partner’s information. Set the symbol energy
as Es and assume that all inter-user channels have equal
average SNR and so do all uplink channels.

15" ‘ ' 75
e T -
e am S
54 - _~70770 1221 4664™ < "< 67
1+ o e NS
s, 36 -7 03 Noa
. 63cr “o AN
‘s 245 3357 N
05¢ o] . LT T 6 N b\
r 51 . ~ vos2t
; / 04 7 ARG \
( ! ] () \\
" 6 71176006 76 L )
0f40p | Z@ | o | | 026
. ! 10&1 53354224 00 | r[
\'\ \ 7 N , 62 ; [
\ 134 N . ; 37/
05\ 043 N o _ 07 /730,
v 17 4423 Y g
VN 8B %3 o0 /s,
v, B -0 ///
At RN e e
. T<0220 4774 1661 - - 32
~o- -0~
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-1‘57\ L L \13 L L
1.5 A 0.5 0 05 1 15

Figure 3. Signal constellation of superposition 8PSK
modulation.
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Figure 4 shows the simulation results of the BER per-
formance versus the uplink SNR per symbol (Es/N,) for
ideal cooperation and real cooperation (all inter-user
channels are assumed to be AWGN and they have equal
average SNR=15 dB). All cooperative diversity schemes
employ QPSK modulation with Gray code bit mapping
and the non-cooperative diversity scheme employs
BPSK modulation. Hence, the transmission rate is 4/3 bit
/s/Hz for the proposed cooperation scheme and 1 bit/s/Hz
for baseline cooperation scheme and the non-cooperative
diversity scheme. The analysis result of the proposed
scheme is also given and it matches the simulation result
very well when Es/N, is large and they all indicate that
the diversity order of two is achieved. It is shown that the
performance of real cooperation is almost the same as
that of ideal cooperation when inter-user channel SNR=
15 dB.

When line-of-sight connections do not exist, we take
inter-user channels as Rayleigh flat slowly fading chan-
nels and set that inter-user channel SNR is always 10dB
higher than uplink channel SNR. The similar simulation
is performed, and the results of the BER performance are
shown in Figure 5. It is observed that the results are simi-
lar to those in Figure 4.

BER

—e— non-cooperative
—&— ideal cooperation: proposed scheme
10“‘ ——H— ideal cooperation: baseline scheme
— %~ - real cooperation: baseline scheme
— /— -real cooperation: proposed scheme
analysis: proposed scheme

T T

0 5 10 15 20
Es/N, (dB)

Figure 4. BER performance of ideal cooperation and real
cooperation.

BER

—e— non-cooperative il
—&— baseline scheme
—©&— proposed scheme
107 ‘ :

0 5 10 15 20
Es/N0 (dB)

Figure 5. BER performance of cooperation schemes em-
ploying QPSK modulation and non-cooperative scheme
employing BPSK modulation when inter-user channels are
Rayleigh flat slowly fading channels.
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—S— proposed scheme, new mapping

—®— baseline scheme
1076 T T T Il Il
0 5 10 15 20 25 30

Es/N, (dB)

Figure 6. BER performance of cooperation schemes
employing 8PSK modulation when inter-user channels are
AWGN channels.

BER

10'5 | —%— proposed scheme, Gray code
—S— proposed scheme, new mapping
—*— baseline scheme

0 5 10 15 20 25 30
Es/N, (dB)

Figure 7. BER performance of cooperation schemes emplo-
ying 8PSK modulation when inter-user channels are
Rayleigh flat slowly fading channels.

Figure 6 shows the simulation results of the BER per-
formance versus Es/N, for real cooperation (all inter-user
channels are assumed to be AWGN and they have equal
average SNR=20 dB). All schemes employ 8PSK modu-
lation. It is shown that there is about 2 dB SNR loss for
the proposed scheme employing Gray code bit mapping
compared to the baseline scheme. However, using the
new symbol mapping, a gain of about 2 dB can be obtained
and the performance of the proposed scheme is similar to
that of the baseline scheme when Es/Nj is large.

When inter-user channels are Rayleigh flat slowly
fading channels, the simulation is also performed and the
results are shown in Figure 7. Also, the inter-user chan-
nel SNR is always 10dB higher than uplink channel SNR.
The proposed scheme with proposed symbol mapping
has similar performance with the baseline scheme, and
they both outperform the proposed scheme without
symbol mapping diversity.

6. Conclusions

A cooperative diversity scheme using superposition
modulation is proposed and a new symbol mapping is

Wireless Sensor Network, 2009, 1, 1-60
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designed. The bandwidth efficiency of the proposed
scheme is more efficient than that of the baseline decode-
and-forward cooperation scheme because of superposi-
tion modulation. Moreover, it is demonstrated that the
BER performance of the proposed scheme with the pro-
posed symbol mapping is almost the same as that of the
baseline cooperation scheme employing 8PSK modula-
tion and the decoding complexity is moderate.
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Abstract

Amplify-and-forward channels in cooperative networks provide a promising improvement in the network
coverage and system throughput. Under line-of-sight (LOS) propagation conditions in such cooperative
networks, the overall fading channel can be modeled by a double Rice process. In this article, we have stud-
ied the statistical properties of the capacity of double Rice fading channels. We have derived the analytical
expressions for the probability density function (PDF), cumulative distribution function (CDF), level-
crossing rate (LCR), and average duration of fades (ADF) of the channel capacity. The obtained results are
studied for different values of the amplitudes of the LOS components in the two links of double Rice fading
channels. It has been observed that the statistics of the capacity of double Rice fading channels are quite dif-
ferent from those of double Rayleigh and classical Rice fading channels. Moreover, the presence of an LOS
component in any of the two links increases the mean channel capacity and the LCR of the channel capacity.
The validity of the theoretical results is confirmed by simulations. The results presented in this article can be
very useful for communication system designers to optimize the performance of cooperative networks in
wireless communication systems.

Keywords: Amplify-and-Forward Channels, Channel Capacity, Cooperative Networks, Line-of-Sight Component,

Double Rice Process, Double Rayleigh Process, Level-Crossing Rate, Average Duration of Fades

1. Introduction

Increased network coverage, improved link quality, and
provision of new applications with increased mobility
support are the basic demands imposed on future wireless
communication systems. One promising solution to fullfil
these requirements is the use of cooperative diversity
techniques [1-3]. Single-antenna mobile stations in co-
operative networks assist each other to relay the trans-
mitted signal from the source mobile station (SMS) to
the destination mobile station (DMS). The cooperation of
single-antenna mobile stations in such networks to share
their antennas for transmission of the signal makes it
possible to form the so-called virtual multiple-input mul-
tiple-output (MIMO) system [4], thus, achieving the di-
versity gain. Moreover, such cooperation between mo-
bile stations results in increased network coverage with

February 26, 2009. The material in this paper is based on “On the Sta-
tistical Properties of the Capacity of Amplify-and-Forward Channels
Under LOS Conditions”, by Gulzaib Rafiq and Matthias Pdtzold which
appeared in the proceedings of 11th IEEE International Conference on
Communications Systems, ICCS 2008, Guangzhou, China, November

2008. ©2007 IEEE.

Copyright © 2009 SciRes.

enhanced mobility support.

For the development and analysis of wireless commu-
nication systems that exploit cooperative diversity, a
solid knowledge of the multipath fading channel charac-
teristics is required. Recent studies illustrate that mo-
bile-to-mobile (M2M) fading channels associated with
relay-based cooperative networks under non-line-of-sight
(NLOS) propagation conditions in different propagation
scenarios can be modeled either as a double Rayleigh
process [5-8] or an NLOS second-order scattering
(NLSS) process [9]. On the other hand, different scenar-
ios under LOS propagation conditions lead to modeling
the overall M2M fading channel either by a double Rice
process [10], a single-LOS double-scattering (SLDS)
process [11], a single-LOS second-order scattering
(SLSS) process [9], or a multiple-LOS second-order
scattering (MLSS) process [12,13]. These studies pro-
vide results for the statistical characterization of M2M
fading channels in cooperative networks under different
propagation conditions. The impact of double Rayleigh
fading on the performance of a communication system is
investigated in [14]. Even with all this research going on,

Wireless Sensor Network, 2009, 1, 1-60
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the important question regarding the maximum possible
information transfer rate in such fading channels is still
unanswered. Thus, the purpose of this paper is to fill in
this gap in information regarding the capacity of am-
plify-and -forward channels in cooperative networks.

Studies pertaining to the analysis of the outage capac-
ity of double Rayleigh channels can be found in [15,16].
However, to the best of the authors’ knowledge, the sta-
tistical properties of the capacity of double Rice channels
have never been investigated. The analysis of the statis-
tical properties of the channel capacity can be very help-
ful to study the dynamic behavior of the channel capacity.
Here, the statistical properties of interest include the PDF,
CDF, LCR, and ADF of the channel capacity. The PDF
and CDF of the channel capacity provide the information
regarding mean value and variance of the channel capac-
ity. The LCR and ADF of the channel capacity, on the
other hand, give a deep insight into the temporal varia-
tions of the channel capacity [17]. The LCR of the chan-
nel capacity is a measure of the rate at which the channel
capacity crosses a certain threshold level from up to
down or vice versa. However, the ADF of the channel
capacity is defined as the average duration of time over
which the channel capacity is below a certain threshold
level [18,19].

In this paper, we have investigated the statistical prop-
erties of the capacity of amplify-and-forward channels in
cooperative networks. The transmitted signal from the
SMS is received at the DMS via a mobile relay (MR).
The MR amplifies the received signal and forwards it to
the DMS. We have assumed that there is no direct trans-
mission link between the SMS and the DMS. Moreover,
it is also assumed that the LOS components exist in both
of the transmission links, i.e., the SMS-MR and MR-
DMS links. Hence, the overall fading channel is modeled
by a double Rice process [10]. We have derived exact
analytical expressions for the PDF, CDF, LCR, and ADF
of the channel capacity of double Rice channels. The
results are studied for different values of the amplitudes
of the LOS components in the two transmission links of
double Rice channels. It has been observed that the sta-
tistics of the capacity of double Rice channels are quite
different from those of double Rayleigh and classical
Rice/Rayleigh channels. Specifically, for medium and
high signal levels, the presence of LOS components in
the two cascaded transmission links increases the mean
channel capacity and the LCR of the channel capacity.
However, it results in a decrease in the ADF of the
channel capacity.

The rest of the paper is organized as follows. In Sec-
tion 2, we describe briefly the double Rice channel
model and some of its statistical properties. The statisti-
cal properties of the capacity of double Rice channels are
studied in Section 3. Section 4 presents the statistical
properties of the capacity of double Rayleigh channels.
Numerical results are discussed in Section 5. Finally, the
concluding remarks are given in Section 6.

Copyright © 2009 SciRes.

2. The Double Rice Channel Model

In cooperative networks employing amplify-and-forward
relay, the channel between the SMS and the DMS via a
MR can be represented as a concatenation of the SMS-
MR and MR-DMS channels [8,10]. Figure 1 depicts an
example of the transmission link from the SMS to the
DMS via the MR in such amplify-and-forward relay-
based networks. For the case when an LOS component is
present in both of the transmission links, i.e., the SMS-
MR link and the MR-DMS link, the overall fading chan-
nel can be modeled as a product of two non-zero- mean
complex Gaussian processes given by [10].

() = AMR/ULZ)(t)/US)(t) 0y
where A, is a real positive constant representing the
relay gain and ) (t)= 4" ()+m” (1) (i=1,2) mod-
els the fading in the ith link. Here, 4" (f) denotes the
scattered component and m”(¢) is the LOS component.

The scattered component '’ (f) can be modeled in the
complex baseband as a complex Gaussian process with

Z€ero mean and variance 20'1.2 , ie.,

HO) =@+ jus’(6)  where, p"(t) and (1)
are the underlying zero-mean real-valued Gaussian
processes. The LOS component m”(¢) having ampli-
tude p, , Doppler frequency f, , and phase 6, i can

QR fpit+Opi)
. Let f

Psms

be expressed as m"(¢)=p,e
So» and f, s TEPrEsent the respective Doppler fre-

quencies of the SMS, MR, and DMS, then it can be eas-
ily observed from Figure 1 that f, =/, +f, ~and

Psms PMR

f,, = fo, + 1, - The envelope of the process y(¢) in

PMR

(1) results in a double Rice process given by [10]
B =| 20 |=] Aty O, ()|
= AMR 51 () 652 ()

where &, (¢) (i =1,2) represents the classical Rice process.

@

SMS-MR link

Source mobile
station
(SMS)

/lp“)(t) -

MR-DMS link

1,2

Mobile relay
(MR)

Destination mobile
station
(DMS)

Figure 1. The propagation scenario describing double Rice
fading channels.
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The PDF of double Rice processes Z() is given by [10]

GP+pi VY +pim
J._e 20'l 20'§AR
01 o-MR P4

IO(Zp;jlo(prRde’ 2>0
Yo, O-MR

where /,(-) is the modified Bessel function of the first
kind of order zero [20], oy = (Ayr0,) s and pyp = Ay 05 -

p=(2)=
3)

Pora(2,2) = ipﬁ (\/;’Lj
o 4z

In order to derive the expressions for the statistical
properties of the capacity of double Rice channels, we

need the PDF p_,(z) of the squared process ZX(1)
as well as the joint PDF Do (z,2) of Z’(¢) and its
time derivative Z°(¢)'. The joint Po:2(2,2) can be
found using the joint PDF P.:(2,2) [10] and by using

the concept of transformation of random variables [21]
as

Z/}’2+P12 y2+p|%4R T VPR €050y T 2(Fy
_ 1 | e e M [o | S )
2 4 =
\/27[2(47[616MR) 0 \/ﬂly +p,z e S
Vziy P cos0 | ) )
_( ,),73 : ﬁ(yi)2ﬁ yj ZK(\/ZYﬁlﬂz)
xe 1 e MUV 2paten: d6,d0,dy, z>0,/%|<wn
where 3. Statistical Properties of the Capacity of
By =2(70,) (S, + fro,) 5) Double Rice Channels
B, = 2(770'MR) (fmax2 +fa max3 6) The instantaneous capacity C(¢) of double Rice channels
and can be expressed using a similar formula found in [22] as
27p, f, v* sin@, +27p,, f, zsin b _
K(z,9,0,6,) = —" — " ) =1og,(1+ 7, [E0f )

Vﬂ12y4 +ﬂ222

Here .f;'naxl > .f;'naxz > and fmax
Doppler frequencies of the SMS, MR and DMS, respec-
tively. The expression for the PDF p_,(z) can be ob-

(M

denote the maximum

tained by integrating the joint PDF p_, ,(z,z) over z.

Alternatively, in our case the PDF p_,(z) can also be

found from the PDF p-(z) in (3) using the concept of
transformation of random variables [21] as

1
P (2)=—=p.(Nz)
g 2z
/} +p }ZJ’/’%\/IR
Lot o tim ®
120-1\2/1R I.)-y

I, &’? | 222 gy, z>0.
Yo, O MR

In the next section, we will derive the statistical prop-
erties of the capacity of double Rice channels using the
results found in this section.

'Throughout this paper, we will represent the time derivative of a proc-
ess by an overdot.

Copyright © 2009 SciRes.

= log,( 1+7,2°(¢)) (bits/s/ Hz) )
where y, denotes the average received signal-to-noise
ratio (SNR) at the DMS. Equation (9) can be considered
as a mapping of a random process Z(¢) to another ran-
dom process C(¢) . Hence, the expressions for the statis-
tical properties of the channel capacity C(z) can be
derived by using the results for the statistical properties
of the process E(f) obtained in the previous section.

The PDF p.(r) of the channel capacity C(¢f) can be

found using (8), (9), and by applying the concept of

transformation of random variables as

2" In(2 2" ~1
pc(r)= ( )P:z
Vs = Vs
_2"—]/}/5)*2+p12 7y2+p§/1R
_ 2r 11;(22) le 2(712 e 20']%/[]{
27361 Omr 0V 10)
I, V2" =1p, I, YPur dy, r>0.
2
70, O-MR
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The CDF F_(r) of the channel capacity C(¢#) can
now be obtained by solving the integral given by

F.(r)= Ipc (z)dz. (11)

By substituting (10) in (11) and doing some mathe-
matical manipulations, the CDF of the channel capacity
can be expressed as follows

¥ +pl%/IR

0

2
20,
MR

MR 0
2" -1
]O ypzMR Ql &9 dya }’20
OMr O Y\V,0,

2

2? ln(Z)J [22—1 ZZZ'ln(2)J
Porr|
S == 7, 7

F.(r)=1-

(12)

ch(Zaz')_(

z 2,2
2 —1/75_\/ +p

1/2

(221n(2))2(22—1)’ 5, 29

ET AL.

where Q, () 1is the generalized Marcum Q-function
[20]. The LCR N (r) of the channel capacity C(¢) is
defined as [19]

Ne(r)= TZ'pCC- (r,2)dz, r=0 13)

where p.(z,z) represents the joint PDF of C(¢) and its
time derivative C(t). The joint PDF p .(z,z) can be
obtained from the joint PDF p_, ,(z,z) by applying

again the concept of transformation of random variables as

e e
(4r)’2ny ool o\/ﬂ1y4+ £(2-1/7,) ;

(yz' 1n(2)2z)2(2z 71)_1
o,

2\}ysﬂ1y4 +/32(2Z -1

z

-1
,0,0,,6.
rg 1 2} 1

2 1n(2)2° (22 —1)71/2 [ 5
K
)

2,2 .

YTHPMR YPMR C0502 A\ 2271/;/3)22101 cosBl
2 2 < 2

20MR MR J'e o

N

-

2 z
2K ( (2 71/73)’%61’92}

e do, do,dy

(14)

for z>0, | z'| <o, where K (-,-,-,-) is defined in (7). After substituting (14) in (13) and carrying out some algebraic cal-

culations, we obtain

\/Zr_

_ 1) 2o
N(r)= e Mj B+ /fz(mj

x]i 1+\/§ e%Kz[M.yﬂl,ezj K{ Ey

s

y2 +ﬂ[%/[R

2
20
xe MR

e’% Z(M’yﬂlﬂz]dad@dﬁ r=0

where ®(-) denotes the error function [20]. Finally,
from (15) and (12), the ADF 7.(r) of the channel ca-
pacity C(t) can be obtained using [19]

T.(r)= ]CC—((:)) (16)

The results found in this section will be used in the

Copyright © 2009 SciRes.

2" —1/7Sy2 +p{

2 YPMR CDSBZ A 2y71/;/gy2p| cos
B S E—
o
MR 0

-7

K( 2 ly,e,ej
Vs
o, HzJ 1+®

1 \/5

15)

following section to derive the statistical properties of
the capacity of double Rayleigh channels.

4. Statistical Properties of the Capacity of
Double Rayleigh Channels

The double Rayleigh channel follows as a special case of

Wireless Sensor Network, 2009, 1, 1-60
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the double Rice channel when p, -0 (i =1,2). Hence,

by letting p, >0 (i=1,2) in (10), (12), and (15), the
PDF, CDF, and LCR of the channel capacity of double
Rayleigh channel can be expressed as

2

21 Y
2"InR) F1 202,72 202
pe(r) p__,o_ﬁj‘ e e 27MR dy,r=0
! 27;‘710-1\412 P4
17)
_ .vzz 2" 1
1 7 202, 202,42
Fe(r)] g0 =1 Iye MR o 29070 > ()
MR 0
(18)
and
V2" -1
Ne(r)|, 50 = /—
p O-] O-MR
2l »?
2" -1 o2, 2 202
J/z%[ ; je e M dy, r>0
YV
19)

respectively. The ADF of the channel capacity C(¢) of dou-
ble Rayleigh channel can be found using (16), (18), and (19).

5. Statistical Properties of the Capacity of
Rayleigh and Rice Channels

In this section, we will present the PDF, CDF, and LCR
of the capacity of Rayleigh and Rice channels. We will
study these results along with the statistical properties of
the capacity of double Rice channels in the next section
for comparison purposes. The PDF p.(r) of the ca-

pacity C(¢) of Rice channels can be found using the
PDF P () of the squared Rice process &°(¢) and by

employing the expression presented in (9) corresponding
to Rice processes &(f) as

2"In(2 2" -1
pe(r)= _()pfz[ ]
}/S ° ys

4

O-O }/s

2" l+yxp2
_2h@) adn [(
0
2740'0

r 2
2—1/)} r>0  (20)
where p represent the amplitude of the LOS com-

denotes the variance of the underlying
substituting  (20) in

2
ponent and o,

Gaussian  processes. By

F.(r)= j(:pc (x)dx , the CDF F.(r) of the capacity of

C(t) ofRice channels can be written as

FC(}’)=1—Q1[5, 20_27_/1 ], rz0 @1
0 0/s

Copyright © 2009 SciRes.
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By solving N(,(r):.[:pcc(r,z')dz', the LCR N (r)

of the capacity of C(¢) of Rice channels can be repre-
sented by

r 72’"—1+yxp2
—(2 _})ﬂe @i g

(27-1)

]VC(F)= 647/ /p2
0/s

r=>0

where S under isotropic scattering conditiongzzi:
given by B=2(r f,,.0,) . Here, P (2,2) represents
the joint PDF of the capacity C(¢) and its time deriva-
tive C(t) and f,. denotes the maximum Doppler

frequency.
The results for the PDF, CDF, and LCR of the capac-
ity C(¢#) of Rayleigh channels can be obtained from

(20)—(22), respectively, by letting p — 0 as follows:

2"

@) [2,560

Pe(r)] 0 = Dot hrza (23)
520
_[ 2"
2
Fe()|,0 =1-¢ "7 r20 24)
2" -1
2" -1 7{ Uz}
Nc(”)|pao =L2 Me s ,r20. (25)

27y,

The expressions (23)—(25) have already been pre-
sented in [23, Equations (23-25)]. However, we have
presented these equations here for the sake of complete-
ness.

6. Numerical Results

This section aims at the validation and analysis of the
analytical results presented in the previous section, using
simulations. We have also included the results for double
Rayleigh, classical Rayleigh [19], and classical Rice
channels in our study for comparison purposes. For the
case of classical Rice channels, we denote the amplitude
of the LOS component as o . The Rice processes

ul (@)= @) +m” (1) (i=12) were simulated us-

ing the sum-of-sinusoids model [24]. The model pa-
rameters were computed using the generalized method of
exact Doppler spread (GMEDS) [25]. The number of

sinusoids (Nl([) and N 5[)) for the resulting determinis-
tic processes ”(t) and z"(f) in GMEDS; were
chosen to be N =N’ =20 for i=

The maximum Doppler frequencies f,,, ~and f.

1,2, respectively.

were taken to be 91 and 125 Hz, respectively. We have
assumed that the Doppler frequency f Posrs equals 0.

Unless stated otherwise, the values of the Doppler fre-

Wireless Sensor Network, 2009, 1, 1-60



12 G. RAFIQ

quencies f o and f oos VT set to be equal to

fmax2 and J(max3 >
20 dB. The parameters A,

chosen to be unity. Finally, using (2) and (9) the simulation
results for the statistical properties of the channel capacity
were found.

The PDF p-(z) of double Rice processes Z(f) are
shown in Figure 2 for different values of the amplitudes of
the LOS components p; (i =1,2). In Figure 2, the PDF
of the double Rayleigh process is also shown, which
represents a special case of the double Rice process when
p=p,=0.1It is observed that the presence of the LOS

respectively. The SNR ., was set to

and o, (i=12) were

components has a dominant effect on the mean value and
spread of the PDF of double Rice processes. It can also be
seen that the PDF of double Rice processes is identical for
the cases p,=0; p,=2 and p,=2; p, =0.

Figures 3 and 4 present the PDF and CDF of the ca-
pacity of double Rice channels, respectively. It is ob-
served that the amplitude of the LOS component has a
significant influence on the PDF and CDF of the channel
capacity. Specifically, the presence of an LOS compo-
nent in one or both of the links (i.e., the SMS-MR and
MR-DMS links) increases the mean channel capacity.
Hence, double Rayleigh channels have a lower mean
channel capacity compared to double Rice channels, (e.g.,
when p, = p, =2). It is also observed that the capacity

of classical Rice channels has a lower mean value com-
pared to that of double Rice channels. These facts are
specifically studied in Figure 5, where the mean channel
capacity of classical Rice as well as double Rice chan-
nels is studied for different values of the amplitudes of
the LOS component. Figure 6 shows the influence of the
amplitude of LOS component on the variance of the
classical Rice and double Rice channels. It is observed
that increasing the value of o decreases the spread of

the channel capacity for medium and large values of p,
say p=>1. Moreover, the variance of the capacity of

double Rice channels is much higher as compared to that
of classical Rice channels.

A X Theory
A o p=p2=0 (Double Rayleigh) - Simulation
[
0.4 (I
|
[
To 3J 1 P 2; p: 0
2 0 \ = 2;py =
g ‘ § P17 P2 (m :0:/)2:2)
3 | /‘“\
2 02 /
‘/ pr=p2=2
0.14
e ..
/ \~‘->
S N e e,
0 o oes. oo
0 5 10 15 20

Figure 2. The PDF p=(z) of double Rice processes Z(?).

Copyright © 2009 SciRes.

ET AL.

The LCR and ADF of the channel capacity of double
Rice channels are presented in Figures 7 and 8, respec-
tively. It is evident from Figure 7 that the maximum
value of the LCR of the channel capacity increases with
an increase in the value of the amplitude of the LOS
component p, (i=1,2). It is also observed that the

LCR of the capacity of classical Rice channels is much
lower compared to that of double Rice channels. The
converse statements with respect to the LCR of the chan-
nel capacity are true for the ADF, as can be seen in Figure 8.

0.4 . i i
pP= 2 . —Theory
0.35 (Classical Rl(.(‘)\/\ . Simulation
p=1 !
0.3- (Chssu al Rice)

025" Cllssl(llRwl(lh\\ pL=py=2 |
. p1=p2=0 //

L (Double Rayleigh)

pr=0p2=1_

PDF, p¢ (1)

[p1=05p=1
pr=pz=1

Level, r (bits/sec/Hz)

Figure 3. The PDF p. (r) of the capacity of double Rice
channels.

. p=2
Theory (Class1cal Rice)
- Simulation| ;=

0.8~ Classncal Rice) \<f

0.6 p1=p2=0
(Double Rayleigh)

p1=0;p2=1

CDF, Fc (r)

0.4~

0.2

o 2 4 6 8 10 12 14 16
Level, r (bits/sec/Hz)

Figure 4. The CDF Fc (r) of the capacity of double Rice
channels.

1"

-=-Classical Rice channels
= 10.5[ | » Double Rice channels (p; = po = p) e

10 a

/

75 L

Mean capacity, E{C(t)} (bits/sec/Hz)
©
\ \\ I

5% 05 1 15 2

Amplitude of the LOS, p

Figure 5. The mean capacity E{C(t)} of classical Rice and
double Rice channels.
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Figures 9 and 10 illustrate the effect of the Doppler
frequency on the LCR and ADF of the channel
capacity. From Figures 9 and 10, it can clearly be seen
that the LCR and ADF are strongly dependent on the
Doppler frequencies of the MR and the DMS. It is ob-
served that increasing the Doppler frequencies f ok

and f Dot

results in a significant increase in the LCR. However,
the ADF decreases by increasing the Doppler frequen-
cies of the MR and the DMS.

from 0 to fmaxz and f max , » TEspectively,
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7. Conclusions

In this paper, we have studied the statistical properties of
the channel capacity of the double Rice channels. We
have derived analytical expressions for the PDF, CDF,
LCR, and ADF of the channel capacity. The findings of
this paper give a deep insight into the influence of the
LOS components, corresponding to the two links of am-
plify-and-forward channels, on the statistical properties
of the channel capacity. It has been observed that for
medium and high signal levels, the presence of the LOS
components in one or both of the links of the double Rice
channel model increases the mean channel capacity and
the LCR of the channel capacity. However, it decreases
the ADF of the channel capacity. Moreover, the Doppler
frequencies of the MR and the DMS have a significant
impact on the LCR and ADF of the channel capacity. The
validity of all the presented analytical results is confirmed
by simulations, whereby a very good fitting between the
analytical and simulation results is found.
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Abstract

Cooperative diversity is a promising technology for future wireless networks. In this paper, we consider a
cooperative communication system operating in an amplify-and-forward (AF) mode with a pilot symbol as-
sisted modulation (PSAM) scheme. It is assumed that a linear minimum mean square estimator (LMMSE) is
used for the channel estimation at the receiver. A simple and easy-to-evaluate asymptotical upper bound
(AUB) of the symbol-error-rate (SER) is derived for uncoded AF cooperative communication systems with
quadrature amplitude modulation (QAM) constellations. Based on the AUB, we propose a criterion for the
parameter optimization in the PSAM scheme. We discuss how the pilot spacing and the length of the Wiener
filter should be chosen under the constraint of a tradeoff between pilot overhead, estimation accuracy, and
receiver complexity. We also formulate an power allocation problem for the considered system. It is shown
that the power allocation problem can optimally be solved by means of a gradient search method. Numerical
simulations are presented to verify the correctness of the theoretical results and to demonstrate the benefits of
the parameter optimization.

Keywords: Amplify-and-Forward, Cooperative Communication System, Imperfect Channel Estimations,

Parameter Optimization

1. Introduction

Recently, a new form of spatial diversity called “coop-
erative diversity” has attracted much research interest
because it provides effective diversity benefits for those
devices that cannot be equipped with multiple antennas
due to their size, complexity, and cost. The main idea
behind cooperative diversity is that the mobile users in
the neighborhood share the use of their antennas to assist
each other with data transmission. Cooperative diversity
is realized by collaboration among the users. If the
channel fading from a user to the destination terminal is
severe, then the information might be successfully
transmitted through the cooperative users. Different co-
operative protocols have been proposed to exploit the
diversity that cooperative systems offer (see, e.g., [1-4]
and the references therein). One commonly used protocol
is the amplify-and-forward (AF) protocol, in which the
relay terminal simply re-transmits a scaled version of the

This paper will be presented in part at the 69th IEEE Semiannual Ve-
hicular Technology Conference, VTC2009-Spring, Barcelona, Spain,
April 2009.

Copyright © 2009 SciRes.

received signal to the destination terminal. Depending on
the scaling factor, the AF relaying scheme can be further
divided into two types which are called fixed gain AF
systems and variable gain AF systems [5].

The performance of AF cooperative systems has been
studied in the past from different perspectives. For ex-
ample, [4,6,7] analyzed the performance of AF systems
in terms of the outage probability and diversity gain un-
der different assumptions for the amplifier gain. On the
other hand, the authors of [8—12] derived exact expres-
sions for the symbol-error-rate (SER) and presented
various SER bounds for AF cooperative communication
systems. However, all these papers have assumed that
the perfect channel state information (CSI) is available at
both the relay and destination terminal. More recently, [5]
and [13] have studied the performance of AF cooperative
communication systems with channel estimation errors
by means of Monte Carlo simulations. The accurate SER
expression for cooperative communication systems with
a pilot symbol assisted modulation (PSAM) scheme em-
ploying a linear minimum mean square estimator
(LMMSE) is derived in [14]. To the authors’ best
knowledge, no research has been conducted to solve the

Wireless Sensor Network, 2009, 1, 1-60
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problem of parameter optimization and optimum power
allocation for variable gain AF cooperative communica-
tion systems with a PSAM scheme.

The difficulty in optimizing the system design lies in
the fact that the accurate SER expression is given in form
of a double integral [14]. This prevents us from mini-
mizing the SER directly. In this paper, we propose to use
the asymptotic upper bound (AUB) of the SER to over-
come these difficulties. In particular, we derive a tight
expression for the AUB of the SER for the AF coopera-
tive communication system with a PSAM scheme. The
derived AUB has a simple form and no integrating op-
eration is involved. Using the AUB of the SER, we pre-
sent the criterion for the parameter choice in the PSAM
scheme and show that two parameters used in this
scheme, i.e., pilot spacing and Wiener filter length, can
be chosen in a tradeoff between system performance,
pilot overhead, and receiver complexity. With the de-
rived tight AUB, an optimum power allocation problem
is also formulated for the AF cooperative communication
system. Since the optimization of the power allocation is
very complicated, as it is related to many terms, and ob-
taining an analytical solution is unlikely, we propose to
find the optimum power allocation by means of a gradi-
ent search over a continuous range.

The rest of the paper is organized as follows. In Sec-
tion 2, we describe the system model and some prelimi-
naries of the AF cooperative system with a PSAM
scheme. In Section 3, we derive an AUB of the SER for
an AF cooperative communication system with LMMSE.
In Section 4, we first deal with the parameter optimiza-
tion for the PSAM scheme. Then, an optimum power
allocation problem is formulated. A gradient search al-
gorithm is also proposed to find the solution of the opti-
mization problem. Various simulation results and their
discussions are presented in Section 5. Finally, Section 6
contains the conclusions.

The following notation is used throughout the paper:

(~)* , O, (O, and (-)’1 denote the complex con-
jugate, vector (or matrix) transpose, conjugate transpose,
and matrix inverse, respectively. The symbol E[-] de-

notes the expectation operator, |z| represents the ab-

solute value of a complex number z, and the complex
Gaussian distribution with mean m and covariance P

is denoted by C N (m, P) .
2. System Model

We consider an AF cooperative communication system
which consists of a source, relay, and destination termi-
nal. The block diagram of the system is shown in Figure 1.
We assume that each terminal is equipped with a single
transmit and receive antenna and operates in a
half-duplex mode, i.e., it cannot transmit and receive
simultaneously. We adopt the so-called Protocol II pro-
posed by Nabar et al. [6] as the user cooperative protocol.
This means that two time slots are used to transmit one

Copyright © 2009 SciRes.
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data symbol. The source terminal communicates with the
relay and destination terminal during the first time slot.
In the second time slot, only the relay terminal commu-
nicates with the destination terminal. This protocol re-
alizes a maximum degree of broadcasting and exhibits
no receive collisions [6]. To simplify the following
analysis, we consider a symbol-by-symbol transmission,
so that the time slot index 1 and 2 can be dropped.
Throughout this paper, we assume that the system op-
erates in a Rayleigh flat fading environment with per-
fect synchronization, and imperfect channel estimation
is assumed at the receiver. As in [5], we use a PSAM
scheme for the channel estimation. Pilot symbols are
periodically inserted in data symbols with an insertion
period of L symbols. Since the design of an optimal
channel estimator is very complex, we resort to a
suboptimal LMMSE. We further assume that the data
information symbols are equally probable over a con-
stellation set composed of quadrature amplitude modu-
lation (QAM) symbols of size M , and the pilot sym-
bols are selected from a binary phase-shift keying
(BPSK) constellation.

With these assumptions, let us look at the received
signals corresponding to the % th transmitted symbol.
The received signals in the first time slot at the destina-
tion terminal and the relay terminal are given by

rop (k) = \JPy g, (k) x(k) + ngy, (k) )
s (k) = \[Py g (K)x(h) + g (k) @)

respectively, where P, is the average power of the
transmitted signal at the source terminal, Ag, (k) and
hgp (k) are the channel coefficients from the source
terminal to the destination terminal with distribution
CN(0,05,) and from the source terminal to the relay
terminal with distribution C#(0,02%,), respectively.
The symbol x(k) is the kth transmitted symbol from
the source terminal, and ng,(k) and ng (k) are the
additive receiver noises at the destination terminal and
the relay terminal, respectively, with the same distribu-

tion CN(0,N,). Throughout this paper, we assume

Relay Terminal

hsr \ o

D

hSD

Source Terminal Destination Terminal

Figure 1. Block diagram of the AF cooperative communica-
tion system.
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that E[|x(k)|*]1=1, i.., the transmitted symbols have

an average energy of 1. According to the Protocol II, the
relay terminal will first normalize the received signal by

a factor of E(|7,(k)[) (to ensure the unity of

average energy). Then, the normalized signal will be
amplified and forwarded to the destination terminal
during the second time slot. Therefore, the received
signal at the destination terminal within the second time
slot is given by

Top (k) = \/FR
VP | he (k) P +N,

where P, is the average power of the transmitted signal

by (k) 1 (k) + 1 (K) - (3)

at the relay terminal, Ay, (k) is the channel coefficient
from the relay terminal to the destination terminal with
distribution C(0,07p), and ngy(k) is the additive
receiver noise at the destination terminal with distribution
CN(0,N,) . Using (2), we can rewrite (3) as

Top (k) = /sl D (k) By, (k) x (k) + 1y, (K)
VB g (k) [ +N,
)
where
n' (k) = VB By () 1 () + 1, ()
VP |y (k) +N,
5)

Assuming that ng (k) and n,,(k) are independent,
it can be shown that the noise term ny, (k) is a com-

plex Gaussian random variable with distribution

CNO, (fPe /Py | hse ()| +Ng +1)N,)

PSAM scheme is used for the channel estimation, the
packed transmission can be divided into blocks by pilot
symbols. In each block, there are L symbols in which
the first time slot is assigned to a pilot symbol and the
remaining L—1 symbols are assigned to data symbols.
The channel estimation at each symbol position in a
block is obtained using N, pilot symbols on the left-

Since the

hand side of the symbol position and N, pilot symbols

on the right-hand side of the symbol position. Therefore,
N=N,+N, pilot symbols are used to estimate the

channel coefficient of the desired symbol position.
Let us denote the pilot symbols employed to estimate
the channel gain hg,(k) of the desired data symbol

x(k) asan Nx1 vector pg, =[x(k—L(N,-1)=1),...,
x(k—=1),x(k+L—1I),...x(k+LN,-D]", where [=1,2,...,
L—1 is the offset of the desired data symbol x(k) to
the closest pilot symbol on its left side. Using (1), we

Copyright © 2009 SciRes.
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obtain the received signal vector rg,, corresponding to
the transmitted pilot vector pg,, at the destination ter-
minal as

rgp = \/E diag(psp)hgp +ngp (6)
where hg, = [hgp (k— L(N, =1)=1),..., hg, (k 1),
hep (k+L=1),....hg, (k+ LN, =)' and
ng, =[ng, (k- L(N, =1)=1),...,ng (k —1I),
ngp (k+L—1),...,ng, (k + LN, )"

coefficient and noise component at the pilot symbols’
position for estimating /g, (k) , respectively.

are the channel

Without loss of generality, we assume that positive
unit energy symbols are transmitted as pilot symbols, i.e.,
Psp 1is an all-one vector. Then, (6) simplifies to

rop = Fshgp +ng, @)

With these observations, the channel estimate for
hgp (k) can be obtained by the LMMSE as [15]

};SD (k) =wgprgp ®
-1
) CrSD

filter vector, CrSD =E[1‘SDY§{)] and

is an 1xN LMMSE

0=

Elhg,(k)rgp] are the autocorrelation matrix of rg,

where w¢, =¢
SD hSD’rSD

c
hsprsp

and cross-correlation vector kg, (k) and rg,, respec-
tively. From the LMMSE theory [15], we know that

hg, (k) is distributed as CN (0. v (D) (C;1Hf

Ysp 'sp

H
Chsprsp
function of /g, (k) as R, () =E[hg, (k) hep(k+x) ].
Then, using the system model under consideration of the
channel properties described above, we can finally ex-

(D)) . Let us define the discrete autocorrelation

press CrSD and Chgporep, () as
PyRgp (0)+ N, PyRgp(L) PRgp (N -1)L)
o PSRSED(L) PSRSD(E())+N0 PSRSD((gN -2)L)
PsRsp(N=1)L) FsRop(N=2)L) - FRgp(0)+ N,
&)
€y (D = [Ps Rsp (CL(Ny =1) =), [Py R (L =1,

[Py Ryp (LN, =1)=D)]

(10)

From the LMMSE filter vector wg, , we can see that
each data symbol position in a block requires a different
estimator. However, due to the periodic pilot insertion,
an identical estimator will be adopted at the same data
symbol positions across all blocks in a packet. Therefore,
without loss of generality, we will only consider L —1

Wireless Sensor Network, 2009, 1, 1-60
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different estimators for the data symbol positions in one
particular block in the following analysis and employ the
index [ instead of k to distinguish them. With this in
mind, we can express the estimation error of the /th es-
timator as

esp (1) = hgp (1) = hgp (1) 1)

Furthermore, the estimation error eg, (/) is distrib-

uted as (0,025 (1) » Where oz (D) =05~ ()
H H
(C'SD) hoporp (D). From (11) it follows that we can

model the channel gain /g, (/) as the sum of the chan-
nel estimate };SD (/) and the estimation error ey, (/) , i.e.,
hsp (1) = hgpy (1) + esp (1) 12)

Similarly, we can model the channel gain from the
source terminal to the relay terminal hg,(/) and the

channel gain from the relay terminal to the source termi-
nal hgpp(l) as

hep (1) = };SR (D +egp(D)
hgp (D) = ﬁRD(l)JFeRD(l)

where /g (1), ege(D) s hpp(l)
attained using the same procedure as above.

13)
14

and epy(/) can be

3. AUB Analysis for AF Cooperative Systems

With the above assumption and the estimated channel
gains, maximum ratio combining (MRC) [16] can be
applied at the destination terminal to minimize the SER

of the system. Define B=1-1/M and Ky =3/M-1).

The accurate SER expression for the considered system
with M-QAM is [14]

. =
P=;;P(l) (15)
where
PUy= L I mj 43’7(1) f(l,x, 1_(92 ) dxd6
o (D) + 2sin“@
n29
z 2
1 J‘ a j 4B ’7(1) f(z,x,fgze) dxdd
() + zsinz 5 o
f(l,x,s)=exp(—wﬁa(l,xm)+b(l,x,s)]
—X
B)

) D =2+ Dy 00l mos)

o(l,x,5) = (25 + ay (1) — a3 (D)) x* +sx°
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1

b(l,x,s) = 3
(@ () +Is =y () + s (D]x - s5x)

n(l) = a,(Day (Das (1) explas (1) B(1)]

o (1) = [PSGeZ,SD () + Nyl
1 [P0 g (D]
(= Lt V)T )+ No
? 0
()= PSO-ez,SR(l)+NO
} o g (1)
iy = BProesn D2 O+ (408 DING

(Psozso (D) + N)[(Py + No)oz g (D) + Ny

Note that although the numerical evaluation of the
above expression of the SER is straightforward, it is not
insightful in terms of its dependence on the system pa-
rameters like the pilot spacing or power allocation be-
tween the source terminal and relay terminal. To opti-
mize the system parameters using (15) seems to be in-
tractable. Therefore, a simple and insightful AUB of the
SER is of special interest.

As derived in [14], we know that the instantaneous
SNR of the output signal from the MRC detector is the
sum of two terms: the first term is determined by the
direct signal from the source terminal and the second
term is determined by the relay signal from the relay
terminal. Using the result in [14], the instantaneous SNR
determined by the relay signal can be rewritten as

00 iy
720 D m i+ AO (10
where
r 2
@) L@
az(l)a,;,RD(l)
| g (D)
0=
B a0l 0

From the definition of £(/) in (15), it can be found
that £(/)> 0. Therefore, if we set S(/)=0 in (16),
we get an upper bound of the y, (/). With this observa-
tion, we obtain an upper bound of the SER by simply
setting £(/)=0 1in (15). After some manipulations, we
obtain the AUB of the SER

Pus = —Z—al OlexD+az()] A7)

Note that N,/ P, tends to zero in high SNR regions.
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Therefore, the AUB of the SER can be further simplified as

_ 1 & 4B
Pus=—=> a0 (O+a(0]  (8)
=1

L-1<K,
where
P,c? or (1) + N,
ayy =m0 T o)
% ()

As shown in Section 5, the AUB of the SER in (18) is
very close to the exact SER, especially in high SNR regions.

4. Parameter Optimization

As can be seen from (18), the AUB of the SER is deter-
mined by the function

L-1

M(L,N, P, P) = Y oy D[y D+ ()] (19)
=1

It should be pointed out that ¢, (/),a;(1), (1), for
[=1,2,---,L—1 are related to the parameters L,N,F,
and Py, . This can be deduced from their definition in

(15). As a result, we establish the relation between the
AUB of the SER and the parameters which need to be
optimized. Using the above metric as an optimality crite-
rion, we can now study the parameter optimization prob-
lem of the considered system. In principle, we should
optimize the four parameters L,N,FP;, and P, jointly

to get the optimum system performance. However, the
joint optimization problem is difficult to solve due to the
form of the metric in (19). Therefore, we propose to op-
timize the parameters of the PSAM and the power allo-
cation separately as shown below. Although this method
is suboptimal, our simulation results show that this
method provides a satisfactory performance.

4.1. PSAM Parameter Optimization

For the PSAM scheme, there exists a tradeoff between
the system performance, pilot overhead, and receiver
complexity. While a smaller pilot spacing L leads to a
better channel estimation, the overhead imposed by the
pilot symbols reduces the effective SNR and transmis-
sion efficiency. A similar conflict also exists for the
choice of the Wiener filter length N . A larger value of
N is required to improve the channel estimation, but
this will increase the receiver complexity. Therefore, the
parameters L and N should be accordingly chosen
by taking all these factors into account. We will use the
metric in (19) as the optimality criterion for determining
appropriate values of L and N . In particular, we will

set Py =P, =P/2, where P is the total transmitted
power, and try to minimize the metric M (L,N, Py, FPy)
which characterizes (asymptotically) the performance of

Copyright © 2009 SciRes.

the considered system. Since there is no closed-form
solution to this minimization problem, the suitable values
of L and N can only be obtained by examining the met-
ric M(L,N,Pg,Py),which is presented in the next section.

4.2. Power Allocation Optimization

Now, we will study the power allocation problem for the
considered system. We assume that the parameters L,
N are fixed and the total transmitted power is

P =P+ P,. Under these constraints, we are going to
optimize Py and P, so that the SER performance of
the system is minimized. Since the metric
M(L,N,Pg,P) characterizes (asymptotically) the SER
performance of the considered system, we can state the
power allocation problem as follows.

Problem Statement: Given positive integers L, N,
find a pair of real numbers P; and P, such that the
metric function M (L,N,Ps,P) is minimized under

the power constraint of the transmitted power which is
fixedto P, i.e.,

{Ps,Pry=arg min
5:Fr
Pg+Pp=P

M(L,N, P, Py) (20)

Note that the derivatives of the metric
M(L,N,Pg,P,) with respect to Py and P, will be
expressed as the sum of several high-order polynomials.
This prevents us from finding a closed-form solution for
Py and Py . Therefore, we propose to find the optimum
power allocation by means of a gradient search over a con-
tinuous range.

5. Numerical Results

In this section, we will first verify by simulations the
correctness of the derived expression found for the AUB
of the SER. We will then present some examples illus-
trating the parameter optimization procedure. We con-
sider an AF cooperative communication system with
4-QAM modulation formats using the PSAM scheme for
the channel estimation. Unless stated otherwise, the fol-
lowing parameters are used in the numerical work. We
set Py =P, and assume that the variance of the noise

was chosen to be N, =1. We also assume that the com-
plex channel gains are described by the autocorrelation
functions R, (k) = Ry, (k) = R, (x)=J,2n f, .k T.),
where J,(x) is the zeroth order Bessel function of the
first kind, f,.« 1S the maximum Doppler frequency,
and T,

. is the symbol duration. Note that the variances

of the complex channel gains are normalized to unity.
We further assume that a pilot spacing of L =06 is used
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in the PSAM scheme and the LMMSE with N =6 is
used for the channel estimation. Note that the power loss
resulting from the pilots is accounted for all curves.

Figure 2 shows the theoretical AUB and the Monte
Carlo simulation results of the SER for the AF coopera-
tive communication system with 4-QAM. The results are
presented for two different levels of the normalized
maximum Doppler frequency, i.e f, ../, =0.01 and
Jmax L, = 0.05. From Figure 2, we observe that the AUB
fits very well with the simulated SER for both cases in
high SNR regions.

Assuming Py =P, , Figure 3 plots the metric
M(L,N,P,P,) as a function of the pilot spacing L
and the Wiener filter length N at SNR=20 dB with a

normalized maximum  Doppler frequency  of
JmaxIs =0.05. We observe that for a given N, the
metric M(L,N,Pg,Py) decreases rapidly with L for
L <4. This is because the energy spent by pilot sym-
bols decreases rapidly with L for L<4. As a result,
the energy assigned to each data symbol increases, and
this leads to a fast decrease in the SER. On the other
hand, we also find that the metric M(L,N,FP,Py)

increases with L for L>7. This is easy to under-
stand since large L will increase the channel estima-
tion error, and thus increase the SER. By taking all these
factors into account, we suggest to choose L =6. Now
let us consider the choice of N. From Figure 3, we
observe that for a given L, the metric M (L,N,Ps,FP)
decreases rapidly with N for N <6. However, the
decrease in M(L,N,Ps,P) obtained by increasing

N beyond 6 is minor. Since large N leads to a high
receiver complexity, we suggest to choose N =6 for
this particular case.

“5 Simulation
—¥—Theoretical AUB
i i i

5 10 25 30

15 20
SNR (dB)

Figure 2. Comparison of the theoretical AUB and simula-
tion results of the SER for the AF cooperative communica-
tion systems with various values of the normalized maxi-
mum Doppler frequency f... 7, .

Copyright © 2009 SciRes.
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Now, we turn our attention to the power allocation
strategies. As discussed earlier, we use a constrained
gradient-search algorithm to find the power tradeoff be-
tween the source terminal and the relay terminal. For
of oi =ocsp=0s,=1, and

example, in case

JSmaxIs =0.01 we find the optimum power allocation is
Py /P=0.66 , and PR/P=0.34 . The performance

comparison of the equal power scheme and the optimum
power allocation scheme is presented in Figure 4. This
figure illustrates that the performance of the system with
optimum power allocation is better than that of the sys-
tem with equal power allocation. We can see that a
greater performance improvement can be achieved from

M(LNPP.)

20 20

Figure 3. The metric M (L,N,Pg,Pp) at SNR=20 dB with

a  normalized
fmax I, = 0.05.

maximum Doppler frequency of

%PS/P=0.5
+PS/P=0.66 -

1=

5 10 25 30

1‘5 2‘0
SNR (dB)

Figure 4. SER performance of the AF cooperative commu-
nication systems assuming equal power allocation and op-
timum power allocation.
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5P JP=05
——P/P=0.833

5 10 15 2‘0 2‘5 30
SNR (dB)

Figure 5. SER performance of the AF cooperative commu-
nication systems assuming equal power allocation and op-
timum power allocation.

the optimum power allocation scheme if the ratio

0§R/ U,Zw decreases. For example, in case of

oip =0 =1, opp=10 and f,, T, =0.01, we find
the optimum power allocation is Pg/P=0.83, and
Pr/P=0.17. The corresponding performance compari-

son is plotted in Figure 5. As can be seen from this figure,
the optimum power allocation scheme leads to an im-
provement of 1.5 dB over the equal power scheme. This
further demonstrates the effectiveness of the power allo-
cation optimization.

6. Conclusions

We dealt with the problem of parameter optimization of
AF cooperative communication systems with a PSAM-
based LMMSE scheme used for the channel estimation.
A tight and easy to-evaluate AUB of the SER was de-
rived for the considered system with QAM constella-
tions. Using the derived AUB, we proposed a criterion
for the choice of parameters in the PSAM scheme, i.c.,
pilot spacing and Wiener filter length. We also formu-
lated an optimum power allocation problem for the con-
sidered system. The optimum power allocation was
found by means of a gradient search over a continuous
range. Some illustrative examples for the parameter op-
timization were presented. The benefits of parameter
optimization were demonstrated by the numerical re-
sults.
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Abstract

In WSNs’ applications, not only the reliable end-to-end communications are must be ensured, but also the
reduction of energy consumption and the entire network’s lifetim e should be optimized. All of the above
have become to be an important way to evaluate the performance of routing protocols. In this paper, an op-
timization model for WSNs’ lifetime is firstly advanced. Secondly, the shortage of ETX based routing metric
is solved with the help of the optimization model. Thirdly, an energy balanced routing metric is advanced
which is called EBRM in this paper. The result of simulation in NS-2 shows that, the EBRM metric can not
only prolong the network’s lifetime, but also can ensure the reliable end-to-end communication.

Keywords: WSN, Routing Metric, Reliable Communication, Lifetime, Energy Balance

1. Introduction

The WSNs (Wireless Sensor Networks) is a kind of self-
organized network which mainly aims at applications.
The wireless links are not stable, and the loss of packets
happens frequently in communications [1,2]. To solve
this problem, some routing metrics are adopted in routing
protocol, for example, the ETX (expected transmission)
metric can make a most reliable link to be used. But, the
WSNs is mainly battery-powered, the energy is restricted,
whether the sensor or monitor applications often need a
network with more than one year lifetime. If we only
consider the reliability of communication, some of the
WSNs nodes will be exhausted rapidly. Unfortunately,
the few exhausted nodes are always very important to the
entire network, if they can’t work, the network’s per-
formance will be pulled down and the entire network’s
lifetime will be reduced. So, how to balance the load on
the base of reliable communication become to be a key
problem in WSNs [3,4].

Aiming at the problems above, an energy balanced re-
liable routing metric is advanced-EBRM (Energy Bal-
anced Reliable Metric). This metric can not only ensure
the reliable communication, but also balance the net-
work’s load, and prolong the networks’ lifetime.

2. Mode of Lifetime’s Optimization

Before optimizing the lifetime of network, we must
know that, how to measure the lifetime. In different ap-
plications, the common ways are as follow: the ratio of

Copyright © 2009 SciRes.

remained active nodes in network [5], packets reception
ratio [6] and the time of first blind covering’s appearance
[7]. The mutual character of above ways is that, while
the index of network reaches a set value, the network’s
lifetime is considered to be over. But, in different appli-
cations, it is very difficult to make out a universal index
value to judge the network’s life.

So, in this paper, we use the time of the network
node’s first death as the measurement of network’s life-
time [8]. This metric’s usage range is wider, and it is
used more early, it supposes that, all the nodes place the
same part in the network. Its excellence is that, it reflects
the hypostasis of the lifetime maximization problem, and
this hypostasis is network’s load balance.

Thus, we can set up the model of network’s lifetime. It
is supposed that, there are S sensor nodes in a network,
every node sends a packet an second, and every node s
has D; paths to destination node ». Make 4, as the hops
between node s and node 7 in path p, if node » doesn’t
belong to path p, the 4, is set to be +o. So, the prob-
ability of relaying the packet which comes from node s is

x . . .
S, p.r» 1ts expression is as follow:

H keKs pr ])s(Gs,p'k ’ls,p,k )’ {f 0< hs’p,r <™
L ifhg,, =0 1)
0’ #hs,p,r =®
In the above expression:
K, = {k|0 <hg,, < hsw}, G, is the channel gain

of correspond links, /, is the sending power level of
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node k. The probability of the packets which come from

node s received by node r is s, ., and it equals to the

s,p,r?

probability of the packets sent by node ’s upstream node,

it is node k and A, x=h; 1. So,

x o _ Ix
Ss,p,r - SA',p,/c (2)

Therefore, if sensor node i want to send some packets,
the energy’s decrease speed of node 7 is Vg:

S Ds tx tx Ies
ZS:IZ;):IA s[)lEvpt splEs p;)us,p (3)
And
Et\' — Etx (PA_VP

S, P50

J)+Eac‘k—rx (4)

E;x — Erx +Eack7tx (5)

S,pi
The uy, is ratio of path p’s holding time which is used
by node s. So, node i’s lifetime can be expressed by:

T, =—=-, E; is the initialization energy of node i.

1

_ S Ds x © x x
VE - ZS:IZP:IA(E5 ple P Es ple pi

Ea(A t‘(Nack x Ea(A rxNuLk VX)

s, p.i s, p.i S, p.i s,p.i s,p (6)

According to the above metric, the WSNs’ lifetime
can be defined as 7 =minT,.

So, the problem of WSNs’ lifetime can be transformed
to be a linear programming problem: Minimizing 1/7.

ZZ( ;rszsLsz :xp,iEsrj(p,i)us,p (7)
; s=1 p=1
Ds
Du,, =1, for all s t))
p=1
u,, 20, for all s, p )

The expression (7) indicates the speed of node’s energy
consumption, it is easy to find that, if we decrease the
power consumption in network’s communication, the
longer lifetime of network can be got, the correlation
researches mostly focus on physical layer and link layer.
From the expression (8), we can got that, the node i is
used in Dy paths and following a specifically time ratio
u,,, for example, if the ratio u,, equals to zero, it is said
that, the node i will not be used in path g. So, we can
adjust the value of u, to solve the above linear pro-
gramming problem. In this paper, we increase the net-
work’s lifetime mainly by balancing the network’s load.

3. Energy Balanced Reliable Routing Metric

Because of the complexity and un-reliability in wireless
communications, there are many differences between
wired network and wireless network, so, their routing
protocols are also different. The routing metrics place a
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more and more important part in routing protocols’ de-
sign and performance; every routing metric indicates the
cost of path selection and routing capability.

While in routing finding or routing table’s mainte-
nance, the value of routing metric should firstly be got
from routing table, and then decide the next hop accord-
ing to the metric values. ETX is a metric which aims at
high reliable communication [9], and the value equals to
the final logic transmission times while one packet wants
to be successfully transmitted, it includes retransmissions,
the value ETX=1/pg (p is the forward packet reception
ratio, g is the reverse packet reception ratio). The ETX
value of a path equals to the summation of every hop’s
ETX in the path.

The ETX mainly aims at reliable communication,
however, if only the ETX is used in WSNs, it maybe
cause a too many hops path, and the high quality paths
are frequently used. So the lifetime of the high quality
paths will be decreased, thereby, the entire network’s
lifetime and quality will be decreased. On the basis of
ETX, a reliable and network load balanced routing met-

The main idea of EBRM is that, the time ratio of a
node is according to the node’s remainder energy, for
example, the initialization energy is set to be E, and the
energy has N levels, in several reachable paths, the M
paths with the highest energy level are firstly selected,
and secondly, the most reliable path in the selected M
path is finally selected. The routing method can not only
ensure the end-to-end reliability, but also can decrease
the load of the nodes whose energy is in lowest level. So
the load of network is optimized, and the lifetime of the
network can be prolonged.

The EBRM is not a routing protocol, it is a metric, so,
it can only be used in a routing protocol, it is said that,
the existed protocol’s metric will be changed by EBRM.
The AODV [10] is a very classical protocol; it is very
suitable for WSNs’ applications. The most important is
that, the AODV uses hello packets to maintenance the
routing table, the hello packets are useful for EBRM. The
metric of AODV is Hops; it selects the path which has
the least Hops. Because of the character of wireless
channel, the Hops-AODV can’t be used in WSNs. So the
AODV is improved in this paper, it is called EBRM-
AODV; the main processes are as follow:

1) In the network initialization, every nodes send fifty
packets to each other, and compute the forward and re-
verse packet reception ratio p and ¢, so, the ETX be-
tween two neighbor nodes can be got; In this paper, the
remainder energy of a node is defined to be four level

{Elevel | Elevel=1,2,3,4} , actually the number of en-
ergy level can equal to be any natural numbers according
to the requirements of user. A small number of energy
levels will cause a low performance in energy balance,
but a high performance in reliable communication, for
example, if the number of energy level is set to be one, it
means that, all the paths will always have the same en-
ergy level, and the most reliable path will be in used until

Wireless Sensor Network, 2009, 1, 1-60



24 J.ZHU ET AL.

it is dead; Accordingly, a big number of energy level will
cause a high performance in energy balance, but a low
performance in reliable communication. In our experi-
ment, we define the energy to be four levels subjectively.

2) The source node s broadcasts a routing request
packet (RREQ). The RREQ of AODV is advanced as
Figure 1, the original metric-Hops is replaced by ETX
and minElevel, the value of ETX in Figure 1 is ETX of a
path, it is an accumulative total, for example, if there are
three hops between two nodes, every hop has a ETX, and
the path’s ETX equals to the summation of the three hop
ETXs; The value of minElevel is the lowest energy level
of all the nodes in a candidate path.

3) The relay node M; which receives the RREQ adds
the ETX;;; (the ETX between node M; and node M; )
and the current ETX value in Figure 1. So, while the
RREQ reaches to a destination node, the ETX in Figure 1
equal the path’s ETX.

4) At the time of sending packets, source node s will
firstly broadcast RREQ to find out the reachable paths P;
to destination node d, after the RREQ reaches in d, a
packet called RREP will be send back to s in paths P;. In
the broadcasting, every relay node which receives the

type

symbol ‘ Reserved ‘ ETX ‘ MiNEevel

RREQ identifier

Destination IP

Destination sequence

Source IP

Source sequence

Figure 1. The advanced format of RREQ.

network
initialization

RREQ will count its energy level, if it is less than the
minElevel which is recorded in received RREQ, the
value of minElevel in RREQ packet will be updated to
be the node’s lower energy level.

5) After receiving the RREQ), the destination node will
firstly select several paths with highest energy level. In
these paths, the most reliable path can be got by the use
of ETX.

6) The RREQ is sent periodically by source node to
update the routing table, and check the power levels’
change of the nodes. Along with the usage of nodes, if a
currently used path’s minElevel is lower than a candidate
path’s, then, the candidate path will be used. By this, the
network’s load can be balanced, and the energy cost is
also balanced.

The flow figure of EBRM-AODV is as follow:

So, while the EBRM is used in a network, the recorded
information will be updated frequently, the path which has
a bigger minElevel will be selected. This means that, if a
path’s energy is decreased, the EBRM will select another
path which has more energy. So, every path’s lifetime is
prolonged, and the quality of the network is advanced.

4. Simulation of EBRM Metric

The EBRM'’s capability is analyzed by the result of
simulation in NS-2. The scene is as follow: there are
eighty nodes in a 100mx100m square area, the detailed
parameters of nodes are as Table 1:

The routing protocol is AODV whose routing metric is
Hops, ETX or EBRM; the three metrics’ capability will
be compared. In the simulations, the Energy Model is
used, and the parameters of a node are set to be as follow:
the initial energy equals to 1, and every packet’s sending
costs 0.002, every hello packet’s cost 0.001 and every
packet’s receiving costs 0.0005.

Jode s has packets~ Y
tosend to d ?

Node s broadcasts
RREQ periodically

RREQ reaches relay
node k, the RREQ
is updated and

Does RREQ reach
d?

Select a most

broadcasted by &

Node d send back

reliable one to send
packets from the |€—
paths which has

All paths between s
and d are found out

RREP(contains the
ETX and minEjeel

highest energy level

end

of paths) to s

Figure 2. The flow figure of EBRM-AODV.
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Table 1. The detailed parameters of nodes in NS-2.

Parameter Value
Nodes distribution Random
Channel bandwidth 250kbps
Frequency 2.4GHz
Wireless model Shadowing
MAC protocol IEEE 802.15.4
Power for transmission 20
(mWatt)
Power for idle (mwatt) 1.0
Power for reception(mwatt) 1.0
Power for sleep (mwatt) 0.001
Power for sleep/idle transi- 02
tion (mWatt)
Time for sleep/idle transi- 0.005

tion (s)

Aiming at the three metrics’ capabilities, two experi-
mentations are designed. The first experiment is that, the
plr (packet lost ratio) and the remainder energy are tested
without packet retransmissions; the second experiment is
that, the network’s lifetime with different reliability re-
quirements is tested with packet retransmissions.

In the first experiment, the plr’s calculation is

N, N

P = source " destination (1 0)

lost
N

source

The Ngouree 1S @ number of the packets which are sent
by source node, Ngesimation 1S @ number of the packets
which are received by destination node, and the result is
as Figure 3.

It shows that, the routing’s set up is almost finished
after thirty seconds, the pl/r of ETX-AODYV is lowest, this
is because that, the ETX metric mainly aims at reliable
communications, however, the Hops metric aims at
shortest path, it doesn’t consider the reliability, so,
Hops-AODV causes a highest plr. The EBRM metric
gives attention to energy balance, so, its reliability is a
little bigger than Hops’ and smaller than ETXs.

In the same setting, the relationship between the aver-
age remainder energy of all nodes in entire network and
time is shown in Figure 4.

Figure 4 shows that, the EBRM metric can cause
lower energy consumption than ETX metric, and cause
higher energy consumption than Hops metric. This is
because that, Hops-AODV aims at shortest path, and
shortest path can decrease the number of working nodes,
so the shorter path will cause lower energy consumption.

The ETX metric will not select the shortest path to
transmit packets. For a low plr, it only selects the path
with highest reliability, so it causes lower average re-
mainder energy than EBRM.

In the second experiment, a retransmission mechanism
is added into IEEE802.15.4 to ensure the reliability com-
munication. With the increase of reliability, the three
metrics based on network’s lifetime are shown in Figure 5.
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From Figure 5, the EBRM metric can cause a longest
lifetime, and with the reliability’s increase, the three life-
times are all decreased. The lifetime with Hops metric
drops fastest, it is because that, Hops based protocol will
cause a large number of retransmission packets, it will
not only consume a mass of energy, but also can make
some important nodes dead quickly. The ETX metric
considers the reliability, and the number of retransmis-
sion packets is decreased, so it will decrease the energy
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Figure 7. Energy consumption in no energy balance network.

consumption. But, ETX doesn’t consider the entire net-
work’s energy balance; some important nodes will die
quickly as the Hops metric.

To describe the energy balance lively, the result of en-
ergy balanced network and no energy balance network in
a same setting are shown in Figure 6 and Figure 7.

In Figure 6 and Figure 7, axis X and axis Y construct a
square area where the nodes are distributed. The two fig-
ures show that, the energy consumption in Figure 7 is very
unbalanced, some nodes are consumed heavily, but, the
other nodes are consumed lightly. While the heavily con-
sumed nodes dead, the entire network is almost dead, so,
the lifetime of the network is decreased heavily. In Figure
6, the problem of energy balance is solved, the network’s
load is balanced in the all nodes, every node’s energy is
almost exhausted, this can prolong the network’s lifetime
as long as possible. So the EBRM metric is advanced, it
can balance the energy consumption and ensure the reli-
ability, the entire network’s lifetime is prolonged.

Copyright © 2009 SciRes.

5. Conclusions

This paper optimizes the WSNs’ reliability and lifetime,
and advances a routing metric called EBRM. From the
result of simulation, the metric can balance the entire
network’s lifetime by balancing the energy consumption
on the base of reliable communication, this metric is
more suitable for low reliability and energy restricted
WSNs’ applications.
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Abstract

In wireless sensor network, the primary design is to save the energy consumption as much as possible while
achieving the given task. Most of recent researches works have only focused on the individual layer issues
and ignore the importance of inter working between different layers in a sensor network. In this paper, we
use a cross-layer approach to propose an energy-efficient and extending the life time of the sensor network.
This protocol which uses routing in the network layer, and the data scheduling in MAC layer. The main ob-
jective of this paper is to provide a possible and flexible approach to solve the conflicts between the require-
ments of large scale, long life-time, and multi-purpose wireless sensor networks. This OEEXLM module
gives better performance compared to all other existing protocols. The performance of OEEXLM module
compared with S-MAC and directed diffusion protocol.

Keywords: Routing, Medium Access Control, Life Time of the Network, Energy Efficiency, OEEXLM

Module, Wireless Sensor Networks

1. Introduction

Wireless sensor network consists of large number of
sensor nodes are randomly distributed in a region. Each
node has a limited energy supply and generates informa-
tion when ever event occurs that needs to be communi-
cated to a sink node. The focus of this paper is on the
computation of optimal energy usage for data transfer
and link schedule that maximize the network lifetime.
However most wireless sensor network energy consump-
tion operations involve sensing, computing, and communi-
cating [1]. Generally, communication between nodes con-
sumes more energy than local processing or collecting data
operation. The geographical nature of the deployment
space of nodes makes quasi impossible the replacement or
the recharging operations of batteries. The challenge is to
economize energy inside every node in order to maintain
as long as possible the network functionality.

2. Related Works

Many research works are developed for energy effi-
ciency at each layer of protocol stack by proposing new
algorithms and protocols. In particular, MAC layer was

Copyright © 2009 SciRes.

of great interest for many researchers because it is con-
sidered as an important source of energy wastage such
as overhearing, collision, control packet overheads and
idle listening [2].

In order to decrease or if possible to eliminate these
various sources of energy wastage, several protocols has
been proposed during last years and which are divided
into two main classes: Schedule based protocol TDMA
and Contention based protocol.

In TDMA protocols [3] are employed to avoid colli-
sions by associating a slot time for each sensor node in a
given cluster. This protocols more complex in the WSN
where the nodes in general have a same priority and very
limited resources. The Contention-based protocols are
known as CSMA-based are usually used in the multi-
hop wireless networking. But this protocol generates
collisions due to these useless retransmissions which
cause energy consumption wastage and time consuming
in data transmission.

Some of the power control problems are discussed in
[4,5]. Approaches at MAC layer are Dermikol et al. [4]
infers that some pros and cons of the some of the exist-
ing protocol. One of the first attempts at MAC protocol
for WSN is PAMAS, which reserves battery power in-

Wireless Sensor Network, 2009, 1, 1-60



28 T. V.PADMAVATHY ET AL.

telligently powering off users that are not actively
transmitting or receiving packets. This protocol de-
creased the energy consumption of the network but
maximum latency occurs. Raghavendra et al. [5] the
Power Aware Medium Access protocol and Signaling
(PAMAYS) is a CSMA based protocol in which the nodes
that are not actively transmitting or receiving should
power themselves off. The protocol requires the nodes to
have two separate channels (control and data), which
will require two radios at each node increasing the cost,
size and complexity of the sensor design.

Existing MAC protocol [6,7] turn off the transceiver
when there is no communication between the nodes also
the power savings in these papers results reducing the
idle listening power but also decreasing the collisions. In
these papers they proposed adaptive listening incurs
overhearing. Sleep and listen periods are predefined and
constant, which decreases the efficiency of the algorithm
under variable traffic load.

A new generation of MAC protocols that is Cross-
layer MAC protocols using several layers in order to
optimize energy consumption has been emerged. These
layers can be divided into interaction mode or unification
mode. In the interaction mode, the MAC protocol is built
by exploiting the data generated by other adjacent layers.

Approaches at network layer in WSNs are mostly
used to implement the routing of the incoming data, as
quoted in [8]. It is known that generally in multihop

networks the source nodes cannot reach the sink directly.

Therefore, intermediate sensor nodes have to relay their
packets. Generally, the implementation of routing tables
offers the solution. These routing tables contain lists of
node options for any given packet destination Definition
of the routing tables is the task of the routing algorithm
along with the help of the routing protocol for their con-
struction and maintenance.

MAC-CROSS Protocol [9] is an example of Cross-
layer approach which allows the interaction between
MAC and information of the network layers by making
only the communicating nodes in listening mode and by
putting other nodes into sleep mode. In order to avoid
collisions, MAC-CROSS uses the control messages
RTS/CTS/ACK. On the other hand, a Cross-layer design
mode by unification requires the development of only
one layer including at the same time functionalities of
considered layers.

In this paper, a unified cross layer module XILM [10]
is developed which achieves efficient and reliable event
communication between the nodes with minimum en-
ergy expenditure. But in this protocol the end-to-end
delay increases for low value duty cycle. When the duty
cycle is low 6=0.1, 14% of the transmitted packets are
dropped due to retransmission timeout. Because sender

nodes cannot find any neighbors that satisfy the constraints.

Weiyan Ge ef al. [11] addressed the rate optimization
for multicast communications at the media access con-
trol (MAC) layer, and explore transport layer erasure
coding to enhance multicast reliability in wireless sensor
networks. In this approach they are not addressed the
energy consumption and end-to-end delay.

Copyright © 2009 SciRes.

3. Proposed OEEXLM Module

The proposed cross layer approach replaces the entire
traditional layer protocol architecture that has been so
far used in WSNs. In this protocol we integrate the me-
dium access control and routing to improve the perform-
ance of the network. The communication in OEEXLM
module is based on initiative concept. This module al-
lows the each node to decide whether it can participate
in communication or not. Consequently, this protocol
uses adaptive receiving, stagger scheduling algorithm
and logical link decision algorithm.

A node starts a transmission by transmitting to its
neighborhood an RTS packet to indicate that it has a
packet to send. Upon receiving an RTS packet, each
neighborhood node i decide to participate to communi-
cation or not, that decision can be determined by an ini-
tiative “/” defined as follows:

T4 >R+T
I= B :1 lf‘ y = ylh (1)
E = Ethd

=0 otherwise

The initiative is set to 1 if all four conditions are true
or satisfied. Out of four conditions, the first two condi-
tions related to MAC layer and next two conditions re-
lated to network layer. The first condition checks event
B occurs or not. If 3 = 1 then the remaining three condi-
tions checked by the node, otherwise the nodes are go to
sleep mode.

Because of this, idle listening and overhearing are
avoided. The second condition is adaptive receiving
scheme, the receiver node wait for TA seconds if the
node does not receive any packets from upper layer it
goes to sleep state. The third condition is the node will
check the buffer size yy, if the size is less than threshold
it will choose the alternate path to reach the destination.
Fourth condition is that source node from upper layer
checks the lower layer receiver node energy if it is
greater than threshold E™,, then it will transmit packet
otherwise it will choose the alternate path.

Using this initiative concept, OEEXLM module over-
comes collision, overhearing, idle listening and improve
the throughput, link reliability and extend the life time
of the network.

3.1. Basic Terms Used in OEEXLM

The following assumption can be considered for OE-
EXLM protocol to study the performance. The network
topology used in this protocol is grid architecture. Data
flows from n layer to n—1 layer until the data packet
reached the destination. For simulation MICA2 mote
specification is considered. In this protocol the value of
duty cycle is denoted by & and is defined as ratio of the
time a node is active. The duty cycle is varied with re-
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spect to data transmission. The sleep time for each node

is T, sec. The listen period of each node is less than or

equal to transmission period of upper layer. Transmis-
sion period each layer is 50ms. With in 50ms if lower
layer node does not receive any data from upper layer it
will wait for TA sec and go to sleep.

3.2. Initiation of Transmission

When the event occurs that is § =1 layer n node has a
data packet to transmit, it sends RTS signal to the
lower layer, the lower layer sends the CTS signal to the
upper layer with response the CTS signal the layer n
sends the data to the layer (n—1) for 50ms.During the
receiving period, if a node senses that the channel is
idle and its neighbours are not communicating for a
time TA, it will go to sleep until its subsequent sending
periods. After receiving the packet from n layer, the n-
1 layer route the packets to the destination, each source
node determines a path to the destination by selecting a
lower layer node under its coverage randomly. Thus
messages flow in the correct direction, but do not use
the same path every time. Thus this data exchange
scheme provides both collision avoidance and reliable
retransmission.

4. Mechanism of OEEXLM

Figure 1 explains the mechanism of OEEXLM module. In
this module we integrate the MAC and network layer. In
MAC layer we proposed Power Efficient MAC protocol
which is used to overcome idle listening, collisions, Hid-
den terminal problem, and also to provide a low latency
compared to other existing MAC protocols. The PE-MAC
uses the three algorithms to achieve the energy efficiency.

4.1. Clock Synchronization Algorithm

In clock synchronization algorithm layer » comprises the
source nodes. Initially the nodes in layer # are in sending
mode for 50ms while those in the layer (n—1) are in re-
ceiving mode. The remaining nodes are in sleep state.

Assume that the source nodes generate packets (layer—n).

As the next layer nodes are in the receiving mode, the
source nodes can transmit the packets directly without
checking the status of the lower layer nodes. The pack-
ets are stored in the buffer space of the lower layer
nodes. Once the receiving period of layer (n—1) nodes
ends, the sending period for layer (n—1) starts. The layer
(n—2) nodes shift from sleep mode to receive mode. The
remaining nodes enter the sleep mode.

4.2. Logical Link Decision Algorithm
The LLD algorithm is implemented in this protocol to

ensure that two source nodes do not transmit the packets
to the same receiver at the same time. This algorithm is
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implemented initially when each source node determines
a link to the sink. When all the source nodes determine
their links, the links are compared to ensure that there is
no overlap in the existing links. If there is an overlap,
the LLD algorithm uses a logical link decision to get the
new link to the sink.

4.3. Adaptive Receiving

In Adaptive Receiving algorithm, layer n sends RTS
packet to the lower layer n—1, the lower layer sends the
CTS signal to the upper layer n. With response the CTS
signal from layer n—1, the layer n sends the data to the
layer n-1 for 50ms.Adaptive receiving scheme employs
a time interval TA to handle traffic varies.

During the receiving period, if a node in the n—1 layer
senses that the channel is idle and data from n layer are
not communicating for a time TA, it will go to sleep.
Suppose with in 50ms if the layer n—1 senses any data
from the upper layer 7 it wakes up and receive the data.
This adaptive receiving scheme reduces the packet drop
and improves the throughput of the network.

In network layer we proposed two algorithms: a con-
gestion control and alternate path algorithm. These two
algorithms are used to improve the lifetime of multihop
sensor network by avoiding the collision.

4.4. Alternate Path Algorithm

In alternate path algorithm, each has routing table. Be-
fore route the data packet each source finds a multiple
path to the sink. In this each source node initiate HELLO
message to all lower layer nodes.

The HELLO message contains source ID, type of
node whether it is sink or intermediate node and energy
level which is shown in Figure 2.

Each node in the lower layer updates it table once it
receives the HELLO message. If any node in lower layer
gets more than one HELLO message it sends the nega-
tive acknowledgement NACK signal to the correspond-
ing source node. Then that particular source node
chooses the alternate path to reach the sink.

After setting an alternate route the nodes in the rout-
ing path check its energy level of receiving node. If the
energy level less than the threshold E™,., again the node
choose the alternate path by sending HELLO message
and the routing table is updated.

4.5. Congestion Control Mechanism and
Algorithm

The congestion in the network is due to two traffic. One
is due to generated packet that is whenever node detect
the events it will generate the data packets and that is to
be transmitted to the destination through intermediate
nodes. The rate of generated packets at the node i is de-
noted by A,.
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Figure 1. Mechanism of OEEXLM.

Since the network is a multi hop each nodes plays
dual role that is it act as source as well as router. During
the transmission each node in lower layer receives the
data packet from the upper layer until the data packet
reached at the destination. These packets are referred as
relay packets. If the n—1 layer node receive the data
packets from layer » the rate of relay packet of node i of

n-1 layer is A7, . The input rate of the buffer for the

node i is depends on the rate of relay packets A7, and
the rate of generated packets A,. In OEEXLM module
the rate of input packet at node i’s buffer a,, can be
represented as

a; = 7“11 +7\‘:‘,n—l )

The node is active for a fraction of duty cycle 6 =
50ms. Hence the average time taken a time to transmit
and receive data packet can be given by

Copyright © 2009 SciRes.

Zx :(l+ei)a‘i 'tpkt (3)

T =A" .t )

i,n—1"pkt

where 7, is the average time taken to successfully

transmit a packet to another node and e, is the error

packet rate.

The proposed OEEXLM module avoids packet drops
due to congestion by not allowing upper layer nodes to
transmit data packet if there is not available buffer size
y this is can be controlled by congestion control algo-
rithm. A lower layer node changes the path of transmis-
sion based on its buffer status. During transmission, the
lower layer node i allow P; packets to be transmitted by
the upper layer nodes. Figure 3 shows the buffer queue
model of the node.

Given the condition that the lower layer node has pro-
portionally higher probability to access the medium,
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Figure 2. HELLO message packet format.
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Figure 3. Buffer queue model.

even then the lower layer node may not be able to for-
ward all P packets. So, in the next transmission, the

lower layer node will have some packets from the previ-
ous transmission, which might cause Congestion within
few successive transmissions. Therefore, for each
transmission upper layer nodes check the routing table if
the buffer size y less than the buffer threshold v,, up-

per layer node takes the alternate path. Maximum num-
ber of packet hold by the buffer is N, . The transmis-

sion only occur when y >y,
Yira = Ny 2 Z Zg 'z ®
where N, =v-7,.

As a result of congestion control algorithm, the OE-
EXLM module avoid the layer to layer congestion occur
in the networks. Because of this energy consumed by the
node is reduced there by improving the life time of the
network.

The medium control access scheme uses three algo-
rithms to improve the energy efficiency and in network
layer we use two algorithms to improve the life time of
the networks. These two layers are integrated by using
initiative conditions as per Equation (1).

5. Network Topology

Figure 4 shows the data flow for the OEEXLM module.
The nodes in the network operate in three different
modes-sleeping, receiving and sending. Each node goes
to sleep periodically to save energy and then wakes up
and listens to see if any other node wants to talk to it.
During sleep, the node turns off its radio; therefore the
energy waste due to idle listening can be reduced.

The nodes with same layer-count are given the same
schedule, and the sending and receiving periods are
staggered layer by layer such that when one node is in
sending mode, its lower-layer node is in receiving mode.
After receiving a message from an upper-layer node,
each node can transmit it to the lower-layer node in the
subsequent sending period. So a packet can be transmit-
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ted to sink nodes through multi-layers fleetly and the
end-to-end latency is reduced.

5.1. Performance Evaluation

The Table 1 shows the simulation setup used for simula-
tion.

5.1.1. Latency Vs Network Area (MAC)

Figure 5 infers that in S-MAC a node has to wait till its
neighbouring node as to awake to transmit the message
to it. This results there will be some amount of delay in
S-MAC protocol, which is absent in OEEXLM module.
In OEEXLM module whenever a node is in send state,
the lower layer node is in receiving state. So the source
node can transmit the message to the lower layer without
checking whether the lower layer node is listening or
sleeping mode. Hence the source node can transmit its
message fleetly to the sink through multi layers.

5.1.2. Energy Consumption Vs Network Area (MAC)

The Figure 6 infers that depicts the energy consumption
of S-MAC and OEEXLM module. The comparison is
made for a simulation setup with ten layers, ten nodes in
each layer and a four sink. The graph shows that OE-
EXLM module protocol uses less energy than S-MAC.
This is because the idle listening dominates the energy
consumption in S-MAC protocol but TA can make OE-
EXLM module go to sleeping mode earlier, and the en-
ergy consumption is reduced. The energy consumption
of OEEXLM module is 35% -83% les than existing S-
MAC protocol.

5.1.3. Latency Vs Number of Hop (MAC)

The Figure 7 shows that the latency encountered in OE-
EXLM module compared with that in S-MAC with respect
to number of hops. Obviously the latency of OEEXLM

Table 1. Simulation setup.

Parameters Value
Transmission Range 250 m
Network Area 100 x 100
Number of Sensors 100- 1500
Packet rate 5 pkt/sec
Packet size 512 bytes
Radio Bandwidth 76kbps
Transmitting Power 75mW (270])

Receiving Power

Power Consumption in Sleep mode
Sending and Receiving Slot

Type of mote

Inital energy of sensor node
Energy Threshold E™

36mW (129.6])
100pn W (0.36 J)
50msec

Mica2

2KJ

0.001mJ

Wireless Sensor Network, 2009, 1, 1-60



32 T. V.PADMAVATHY ET AL.

Layer n o o o o
Layer n-1 o)
o O O o O O
Layer 1
o  J
Sink

Figure 4. Data flow diagram for OEEXLM module.
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module is lesser than that in the S-MAC because of
staggered scheduling algorithm. In S-MAC a node has to
wait till its neighbour is awake to transmit the message

to it. This problem is not occurring in OEEXLM module.

In OEEXLM module whenever a node is in send state,
the lower layer node is in receiving state. So the source
node can transmit the message to the lower layer without
checking whether the lower layer node is listening.
Hence the source node can transmit its message fleetly
to the sink through multi layers.

5.1.4. Latency Vs Number of Hops (Routing)

Figure 8 infers the delay as a function of the number of
nodes in the WSN. The delay increases with the number
of hops increasing. Our simulation shows the average
delay of the proposed protocol is better than that of the
directed diffusion. This is because in OEEXLM module,
for each transmission each node in the routing checks
the buffer condition, so that no queue of data occurs in
the buffer.

Due to alternate path algorithm the shortest delay oc-
cur compared to other schemes. As we expected, data
packets are routed through different node-with the help
of proper design of algorithm in routing. Hence, the net-
work congestion can be avoided.

Copyright © 2009 SciRes.

5.1.5. Energy consumption Vs Number of Nodes
(Routing)

Figure 9 infers that energy consumption per node ver-
sus number of nodes. The value of node energy con-
sumption gives the average energy dissipated by the
node in order to transmit the packet from source to
drain. The same metric is used in [6] to determine the
energy efficiency level of WSNs. It is calculated as
follows:

N

Z(ei,initial —el.,resi)
i=1

i

Node Energy Consumption = 6)

S
N Zldatan
=
where N is the total number of nodes, e,,initial initial
energy of nodes, e,,resi is the residual energy of the
nodes, S is the number of sinks and P, is the number

of data packets received by the sink ;.
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The simulation result infers that there is lower node
energy consumption in CRLS protocol over the other
schemes., The energy consumption of nodes in OE-
EXLM module is 34% to 84% lesser than when com-
pared with directed diffusion. This results shows that the
energy efficiency of OEEXLM module is stable and has
little impact by the increase of the network size, while
the performance of other schemes degrades with larger
network size.

5.1.6. Network Life Time

The system lifetime is defined as the number of rounds
for which 75% of the nodes are still alive. CRSL The
transmitted and received energy costs for the transmis-
sion of a k-bit data message between two nodes sepa-
rated by a distance of r meters are given by Equations (6)
and (7), respectively.

E(kr)=E.k+E,, (rk @)

E.(k)=E_k )
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In Equation (7) E,(k,r) denotes the total energy dis-
sipated in the transmitter of the source node, while
E (k) in Equation (8) represents the energy cost in-
curred in the receiver of the destination node. Parame-
ters E, and E,_ are per bit energy dissipation for

transmission and reception, respectively, and £, (r)

denotes the energy required by the transmitted amplifier
to maintain an acceptable radio for transferring data re-
liably. The free-space propagation model is applied, and
the transmit amplifier £, (r) is given by Equation (9)

amp
2
Eump = SFSr (9)

where e, is the transmitted amplifier parameter. The
set of parameter given in [7,8]. e., =10 pI/b/m?.

From Figure 8, we infer that the network lifetime is
increased by using the alternate path and congestion
control algorithm. The network lifetime is given in terms
of rounds till which 75% of nodes are alive. A network
is assumed to be useless when one of the sensor’s en-
ergy is below the threshold.

5.1.7. Data Packet Delivery Ratio

Data packet delivery ratio can be calculated as the ratio
between the number of data packets that are sent by the
source and the number of data packets that are received
by the sink. It can be denoted as R

Successfully delivered data

Data Delivery Ratio =
Required data
(10)

This parameter R indicates both efficient of the rout-
ing protocol and the effort required to receive data. In
the ideal scenario the ratio should be equal to 1. If the
ratio falls significantly below the ideal ratio, then it
could be an indication of some of the packet dropped
because of faults in the protocol design. However, if the
ratio is higher than the ideal ratio, then it is an indication
that the sink receives a data packet more than once. It is
not desirable because reception of duplicate packets
consumes the more energy. The relative number of du-
plicates received by the sink is also important because
based on that number the sink, can possibly take an ap-
propriate action to reduce the redundancy.

Figure 11 shows the data packet delivery ratio of DD
and OEEXLM modules. To eliminate packet loss we use
a rate of 5 packets/second. It is found that the delivery
ratio of the two protocols increase as the node density
increases. When node density is high, there are more
nodes available for data forwarding, and this increases
the delivery ratio. Directed diffusion protocol offers less
packet delivery rates, compared to OEEXLM module
because it does not adapt well its behavior to network
size increase. The OEEXLM module has maintained
constant delivery rates throughout the simulated scenar-
ios because the paths are selected based on the energy
availability and buffer size.
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5.2. Performance Variations with Respect to
Buffer Size

Figure 12 shows the performance variations when the
buffer size varies from 50 bytes to 300 bytes. When the

Copyright © 2009 SciRes.

buffer size is 50 bytes number of packets reached at the
destination is minimum because of congestion but
packet delay is minimum. When the buffer size 300
bytes the number of packets dropped is minimum due to
large buffer and the average delay per packet increases
due to the increased queuing delay.

5.2.1. Packet Loss with Respect Buffer Size

Figure 13 infers that packet loss get reduced due to in-
creasing buffer size. The number of packets dropped due
to buffer overflow in the case of the OEEXLM module
almost zero. This is because each time after receiving
the packets from upper layer the buffer size is calculated
and updated in the routing table. Depending on updated
value the routing path algorithm send the HELLO mes-
sage to the other nodes in the routing.

5.2.2. Packet Delay with Buffer Size

Figure 14 shows Packet delay Vs buffer size. The graph
infers that as the buffer size increases the average delay
per packet increases due to the increased queuing delay.
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When the buffer size is 120 bytes, packet delay is only 4
second from source to destination. When the buffer size
is 300 bytes length the delay is 12 seconds because of
queuing delay. From this graph, we find that as the
buffer size increases the packet delay also increases. But
throughput is maximum because the packet drop is
minimum by compromising the delay.

6. Conclusions and Future Work

In this paper we presented the Cross-Layer Design to
improve the performance of the wireless sensor net-
works. This protocol design is used to give the direct
interactions between the Network layer and the MAC
layer. The traditional Network layer and MAC layer
have been removed, thus simplifying the protocol stack.
Simulation results that our proposed scheme has higher
node energy efficiency, lower average delay and control
overhead than the directed diffusion protocol and S-
MAC protocol. The energy consumption of nodes in
OEEXLM module is 34% to 84% lesser than when
compared with directed diffusion. Further the network
life time is 78% improved compared to DD protocol. In
future we are going to extend the OEEXML design to
Physical layer.
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Abstract

Subarea Tree Routing (STR), a new routing protocol for multi-hop wireless ad hoc networks, is proposed.
The novelty of the STR protocol is to divide the whole network into many subareas constructed as a result of
establishing subarea trees. Its main idea is to identify root nodes by manual configuration or auto-discovery
process firstly, then the root nodes originate the process of establishing subarea trees, and finally each node
either joins in a subarea tree or become an interconnect node. STR belongs to hierarchical routing protocol
and does not attempt to consistently maintain routing information in every node. Furthermore, through the
use of tree’s intrinsic routing function, the STR protocol exhibits hybrid behavior of proactive and on-
demand routing protocols. We prove the correctness of STR, and our simulation results show that the pro-
posed scheme achieves lower route discovery delays, lower route discovery load and better performance of
normalized routing load in large, mobile, ad hoc networks as compared with AODV.

Keywords: Wireless Ad Hoc Networks, Hierarchical Routing Protocol, Proactive Routing Protocol, On-

Demand Routing Protocol, Subarea Tree Routing

1. Introduction

Multi-hop wireless ad hoc network, also called multi-hop
wireless self-organizing network, does not rely on a fixed
infrastructure and the network structure changes dynami-
cally due to member mobility. Wireless ad hoc networks
are very attractive for tactical communication in military
and also expected to play an important role in many
fields without the presence or use of a fixed infrastructure
such as disaster search-and-rescue operations, data acqui-
sition in remote areas, conference and convention centers
etc. Each node in this network not only as a host but also
as a router discovers and maintains routes to other nodes
that may not be within direct wireless transmission range.
To provide communications throughout the network, a
sequence of neighbor nodes from a source to a destina-
tion form a multi-hop path and intermediate hosts relay
packets in a store-and-forward mode.

The major challenges for multi-hop routing in wireless
ad hoc networks are continuously changing network to-
pology, low transmission power, and low available band-

This work was supported in part by National High Technology Re-
search and Development Program of China (863 Program) under con-
tract 2007AA01Z210, and in part by the nature scientific fund of
Guangdong province, China (No. 07006488).
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width. In order to support multi-hop routing, much work
has been done in this area and many protocols have been
proposed. There are different standards to categorize
these routing protocols: proactive routing versus on-
demand routing, or flat routing versus hierarchical rout-
ing and so on.

In proactive protocols [1-6], routes between every two
nodes are established in advance even if no data transmis-
sion is on demand. This is implemented by a node peri-
odically updating its routing information and every node
eventually has consistent and up-to-date global routing
information for the entire network. This approach has the
advantages of timely exchanging network information
such as available bandwidth, delay, topology etc. and sup-
porting real-time services. But it is not suitable for large-
scale networks since many unused routes still need to be
maintained and the periodic updating may incur over-
whelming processing and communication overhead. The
on-demand protocol (e.g. [7-10]) is more efficient be-
cause each node tries to reduce routing overhead by only
sending routing packets when needed for data transmis-
sion and a route is released when the data transmission is
finished. However, when link breakage is detected due to
failure or node mobility, which often occurs in multi-hop
wireless ad hoc networks, the delay and overhead of route
reconstruction may be significant.
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As to flat routing and hierarchical routing, this is a
classification according to the network structure underly-
ing routing protocols. In flat routing protocol, there is a
peer-to-peer relationship between every two nodes and
each node participating in routing plays an equal role.
Routing algorithm is easily realized. However, it is infe-
rior scalability and limits network’s scale in a certain
extent. For example, AODV [7], DSR [8] and DSDV [1]
are typical flat routing protocols. The hierarchical rout-
ing protocol divides the whole network into many logi-
cal areas and different routing strategies are used inside
and outside the logical area. Compared with flat routing
protocol, the hierarchical routing protocol possesses bet-
ter scalability and is propitious to support large-scale
networks. At present, the growing interest in wireless ad
hoc network techniques has resulted in many hierarchi-
cal routing protocols such as ZRP [11], LANMAR [4],
CGSR [12] and HSR [13] etc. In a word, each routing
protocol has its own advantages and drawbacks as well.
Research is continued on commendably satisfying the
demands of multi-hop wireless ad hoc networks on the
aspects of reliability, overhead control, efficiency and
complexity.

In this paper, a novel hierarchical routing protocol that
offers better scalability, low delay, low overhead and
low normalized routing load in multi-hop wireless ad
hoc networks is presented. The main feature of Subarea
Tree Routing (STR) is to construct subarea trees accord-
ing to the actual network environment and eventually the
entire network will be divided into many logical subar-
eas naturally. In addition, STR combines the advantages
of proactive routing protocol and on-demand routing
protocol, which provide the low route acquisition delay
of proactive techniques and the low overhead of reactive
methods. The rest of this paper is organized as follows:
Next, a detailed description of STR, illustrating the key
aspects of the protocol’s operation, is given. Section 3
proves the correctness of STR and we analyze its per-
formance in Section 4. Finally, Section 5 presents our
conclusions.

2. Subarea Tree Routing

Our approach to routing in the multi-hop wireless ad hoc
networks is based on the notion of subarea tree, which is
originated by a selected root node. After a subarea tree is
established, a logical subarea has already been formed.
Namely a logical subarea consists of a subarea tree.
Therefore, the whole network is composed of many su-
barea trees in the end. The STR protocol is hierarchical
and includes the following components:

1. Identifying the root nodes and interconnecting them

2. Establishing subarea trees

3. Dynamic maintenance of subarea trees

4. Routing mechanism

Copyright © 2009 SciRes.

2.1. Identifying the Root Nodes and
Interconnecting Them

In an original network all nodes locate on equal status.
Each node has a unique network identifier (ID or address)
and its type is configured as “initial node”. The root node
is also a central node of a future subarea and we can iden-
tify the root nodes by static method or auto-discovery
process. Static method is to adopt manual configuration
to identify the root nodes and set the necessary parame-
ters for them.

Auto-discovery process is more complex and involves
the following steps: firstly given a regulation, namely the
condition with which the root nodes must satisfy (such as
ID Number, number of neighbor nodes, transaction capa-
bility, residual energy, stability or other measure values).
Then select a node as source node arbitrarily from net-
work (in general convenient for management or opera-
tion), and the source node broadcasts root auto-
discovering request (RADR(Q) message which includes
source node ID and the given regulation. Those nodes
which satisfy the regulation will become root nodes and
broadcast their own information such as node ID and
node type. Every root node will records other root nodes’
information what it has received.

It is interesting that there are two extreme states during
the process of identifying root nodes. The first is that
there is only one root node in the whole network. Namely
the network is composed of one tree. The other is that
every node is a root node. Of course, in general the sec-
ond situation will not happen. However, as a matter of
fact, what we want to identify is to find or approach the
optimal balance point between these two states according
to the real network environment.

Interconnecting root nodes means to build routing in-
formation between every two root nodes. The route dis-
covery and route maintenance between root nodes can be
realized by adopting existing flat routing protocol such as
AODV [7], DSR [8] etc. The initial nodes which route
passes through will become “interconnect node (IN)”.
Both root nodes and interconnect nodes establish routing
tables to store the routing information.

2.2. Establishing Subarea Trees

At first, the definition of “tree node” is the nodes that join
in subarea trees. The “depth” of a tree node is defined as
the hop count between the tree node and its root node.
Root node’s depth is zero and the depth of initial nodes
and interconnect nodes is null. The information of a tree
node at least includes node ID, node type, depth, father
node, child-node-list, the number of offspring nodes and
routing-list, thereinto routing-list stores the routing infor-
mation of offspring nodes.

The establishing process as follows:

Root nodes and tree nodes periodically broadcast Su-
barea Tree Establishing Message (STEM) which involves
node ID, node type, node depth, number of offspring
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nodes and other optional parameters (including number of
neighbors, residual energy, transaction capability, stability
etc.). Its format as Figure 1.

The initial node which receives STEM will set its own
node type as “tree node”; set father node as the node ID
included in the STEM; set own depth as the depth in-
cluded in the STEM plus one. Then it returns Tree Node
Updating Message (TNUM) to its father node. TNUM
involves destination node ID, source node ID, number of
offspring nodes and node routing-list. Its format is shown
in Figure 2. After the father node receives TNUM, it will
update child-node-list, the number of offspring nodes and
routing-list; and continue to send TNUM to its father node
till root node.

If an initial node receives more than one STEM, it will
select the optimal according to the selecting regulations
and discard the others. Selecting regulations involve node
depth, the number of offspring nodes or other optional
parameters.

If an initial node cannot join in a subarea tree after a
stated time T (T>0) since it just connects with intercon-
nected nodes. Here one of the interconnected nodes adja-
cent with this initial node will be upgraded to become a
root node and obtain other root nodes’ information from
the nearest root node. It also notifies other root nodes that
it has become a root node.

At last, all initial nodes will join in subarea trees to be-
come tree nodes. The STEM received by root node or in-
terconnect node will be discarded.

2.3. Dynamic Maintenance of Subarea Trees

Child node identifies whether its father node still exists or
not through detecting the STEM sent periodically by its
father node, and vice versa.

If father node inspects that the immediate relationship
with one child node is already of nonexistence, it will
delete this child node from child-node-list; update the
number of offspring nodes and routing-list; then inform
its father node by TNUM.

If child node inspects that the adjacent relationship
with its father node is already failure, it will configure its
node type as “initial node”; inform all its child nodes to
configure their node type as “initial node” and clear rele-
vant parameters by sending Tree Node Releasing Mes-
sage (TNRM). The format of TNRM is shown in Figure 3.
Nodes whose type is “initial node” restart to join in su-
barea trees.

Num of
Offspring

MessageType | NodelD | NodeType | Depth Optional

Figure 1. The format of STEM.

Num of
Offspring

Figure 2. The format of TNUM.

MessageType | DestID | SourcelD Routing-List

MessageType | DestID | SourcelD TreeNodesReleased

Figure 3. The format of TNRM.
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2.4. Routing Mechanism

From the process of establishing subarea trees, we can see
that every root node has acquired the routing information of
other root nodes by interconnecting process, and father node
has acquired the routing information of all its offspring
nodes during the course of establishing a subarea tree. So
root node knows the routing information of all the tree nodes
in its subarea tree.

Meanwhile, after having finished the process of estab-
lishing subarea trees, a hierarchical network structure is
formed. There are two tiers: the first tier (namely back-
bone) consists of root nodes and interconnect nodes; the
second tier is each subarea tree. Moreover these two tiers
have different routing strategies. The strategy in intra-
subarea as well as among root nodes and interconnect
nodes is proactive routing; whereas the strategy of inter-
subarea is on-demand routing.

Based on the above-mentioned description, the routing
mechanism proceeds as follows:

If the destination node of data packet is its own offspring
node, the node will forward the packet to the destination
directly. If the destination node of data packet is not its own
offspring node, the node will forward the packet to its father
node. That is to say, there are only two directions-up and
down for a tree node to send data packets.

If data packet is sent by interconnected node and no
routing information is found, the packet is sent to the
nearest root node.

If root node can also not find the routing information, it
will send Routing Inquiry Message (RIM) to the other root
nodes. RIM includes message type, destination root node
ID, source root node ID, and data packet’s destination
node ID. Its format is shown in Figure 4. The root nodes
or interconnect nodes which know data packet’s routing
information will return Routing Reply Message (RRM) to
the source root node. The format of RRM is same as RIM.
Note that there is no demand for establishing a new route
in this process and just use the established route.

After receiving RRM, the source root node forwards
the data packet to the root node or interconnect node
which knows the optimal routing. Root node or intercon-
nect node will forward data packet to the destination node
according to the known routing information after it re-
ceives the data packet.

2.5. Example

A simplified example is illustrated in Figure 5 and there
are 22 network nodes. At first all the nodes are “equal”
and each node is “initial node” with a unique ID. The line
between two nodes denotes a wireless link and these two
nodes can communicate directly.

MessageType | DestRootID | SourceRootID DataDestID

Figure 4. RIM/RRM format.
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Assume the condition of becoming a root node in this
example is that the number of neighbors is more than or
equal 4. Let node S broadcasts RADRQ message and
nodes A, B, C will become root nodes. These three root
nodes will broadcast their information so that they can
know each other. Afterwards through existing routing
protocol such as AODV or DSR, they will build routing
information (routing metrics: hop count or burthen is
least in this example): A<>B; A«<>D<C; BoEFoC.
During this procedure, nodes D, E, F will become “inter-
connect node”, illustrated as Figure 6.

Root nodes A, B, C start the establishing process of
subarea trees by broadcasting STEM. The initial nodes
receiving this message will join in subarea trees and be-
come “tree node” simultaneously. Then tree nodes also
send out STEM periodically. In this example, all the ini-
tial nodes except nodes H, I, R will join in subarea trees
successfully through such a process. Under this circum-
stances, interconnect node E will be upgraded to become
root node and it will gain other root nodes’ information
from the nearest root node B as well as notify other root
nodes of its own information. And then nodes E, H, I, R
form a new subarea tree. At last the entire network is
composed of four subarea trees illustrated as Figure 7 and
two tiers of network structure is obvious.

@ : Root nodes

O : Tree nodes @ : Interconnect nodes

Figure 6. Root nodes and their routing.
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@ : Root nodes O: Tree nodes @: Interconnect nodes

Figure 7. Subarea tree formed network.

Assume node S wants to send data packets to node R.
Firstly S sends the data packets to its father node G.
Node G finds node R is not its offspring node and sends
the data packets to root node A. Root node A will
lookup routing information for node R, but it cannot
find the route. And then A sends RIM to root nodes B, C,
E and node E will answer this message with RRM be-
cause it knows node R is its offspring node. Node A
will send data packets to node E while it receives RRM
from node E. Finally node R can receive the data pack-
ets through nodes E and H. The forwarding path is
shown in Figure 8.

3. The Correctness of STR

According to the definition, initially every node in the
network is an initial node. Well then can STR act on all
these nodes and create a complete network structure after
having finished the process of establishing subarea trees?
Strictly speaking, this question is concerned with the ef-
fectiveness of STR and the correctness wants to be proved.
The following theorem assures it.

Theorem 1 We model the network as a graph G =(V,
E), where V is the set of vertices and E is the set of edges.

© : Root nodes O : Tree nodes

s Forwarding path

@ : Interconnect nodes

Figure 8. Data forwarding.
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Assume G is connected, and then there are two situa-
tions for VvEYV through the process of establishing su-
barea trees:

1) v belongs to a subarea tree, namely 3 T=(Vr, Er)
makes v € Vr, thereinto ViV, E1cE; or

2) v is an interconnect node (IN).

Proof:

If v satisfies the condition of selecting root node, then
v becomes a root node; thereupon v belongs to the su-
barea tree whose root node is v.

If v is not a root node, but a node which interconnect
routes of root nodes pass through, then v is an intercon-
nect node (IN).

If v is neither a root node, nor a interconnect node,
then there are four cases:

(1) 3 aroot node r, makes edge (r, v) € E; or

(2) 3 a tree node t, makes edge (t, v) € E; or

(3) 3 a interconnect node i, makes edge (i, v) € E; or

(4) All the neighbors of v are initial nodes.

For cases (1) and (2), v can receive message STEM
from r or t at least and join in a subarea tree because both
r and t broadcast STEM periodically.

For case (3), 1 will be upgraded to become a root node
when v cannot join in a subarea tree in a stated time,
upon that v will receive STEM from i and join in a su-
barea tree.

For case (4), since G is connected, so voEa subareca
tree T, makes

Path (vo, V) = (vo, V1, V2, ..., Vi, Voe1=V) eXists, there-
into v; (j=1,2, ..., n, n+1) are initial nodes. The following
will prove that v can receive STEM and join in a subarea
tree through mathematical induction:

Since vy ET, so v, sends STEM.

When j=1, v; is the neighbor of vy; v; can receive
STEM from v, and become a tree node.

When j=2, v, is the neighbor of v;; v, can receive
STEM from v, and become a tree node.

When j=n, assume v, can receive STEM and become a
tree node.

Thereupon, when j=n+1, since v, is the neighbor of
Vn, SO Vyip can receive STEM from v, and join in a su-
barea tree. Namely 3T= (Vr, E1) makes vE V1.

4. Performance Analysis

4.1. Simulation Model

We used NS2 (Network Simulation 2) to evaluate the
performance of STR. The simulation modeled a net-
work in a 2500m X2500m area with 50 mobile nodes.
Radio transmission range is 250 meters. The mobility
of each node is arranged from 2m/s to 8m/s, and the
pause time of the mobile nodes is zero. Traffic sources
are continuous bit rate (CBR) with the rate of 15kbit/s.
The source-destination pairs are randomly selected
over the network.

Copyright © 2009 SciRes.

Four important performance metrics are evaluated: (1)
Normalized routing load-the number of routing control
packets transmitted per data delivered at the destination.
Each hop-wise transmission of a routing control packet is
counted as one transmission. (2) Route discovery delays-
the delay between a route requests being issued and a
reply with a valid route being received. (3) Route discov-
ery load-the route discovery packets being used to find a
valid route to the destination. (4) Packet delivery ratio-the
ratio between the number of received data packets and
those originated by the sources.

4.2. Simulation Result

In our experiments, we compare the performance of STR
with that of AODV. Figure 9 reports the normalized rout-
ing load. For small number of pairs (say 10), we can see
that the normalized routing load increases with the mobil-
ity of each node in both two protocols. And the perform-
ance of AODV is little better than STR. STR’s poor per-
formance can be attributed to route control messages
used to maintain the connection between child-father
pairs. However, with the increase of source-destination
pairs (say 30); the normalized load of AODV is higher
than STR, especially when the mobility speed increases to
a high level. This is because AODV has a much higher
O/H than STR.

10 node paris

—#— ADDY
—¥— Subarea Tree | |

[

@ ~ @

Normalized Routing Load

0 1 2 3 4 5 B 7 8
Mohility(m/sec)

30 node pairs

—— AODY
272 —¥— Subarea Tree | |

Normalized Routing Load

B 7 8

0 1 2

3 ;i 5
Mobility(m/sec)

Figure 9. Normalized routing load.
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In Figure 10, the route discovery delays are reported.
Here we assume that all source-destination pairs are in
different subarea and the node speed is fixed at 2m/s.
When the hop count of the source-destination is small,
the performance of these two protocol a quite similar.
The route discovery delays increases with hops between
source and destination. However, we can see from the
figure that AODV has a higher increase rate than STR.
Because, in STR protocol, route discovery process only
need to find a route within root nodes. On the other hand,
if the source-destination pairs are in the same subarea,
there will be no route discovery delays by using STR pro-
tocol.

Experiment in Figure 11 shows the effect of distance
between source and destination on route discovery load.
Clearly in both protocols the route discovery load is in-
creased with distance. At the beginning, the route discov-
ery load of STR is almost zero, since when source-
destination pair is close to each other, they are usually in
the same subarea, no route packet need to be used. The
poor performance of AODV is because that it uses an
expanding ring search technique to disseminate the
RREQs, while in STR only the root nodes and intercon-
nect nodes need to handle the Routing Inquiry Message
(RIM).

Figure 12 shows the packet delivery ratio of STR under
various offered load with different speeds. Packet deliv-
ery ratio declines both with speeds and offered load. We
note that at low speeds, packet delivery ratio is sensitive
with offered load. Packer delivery ratio declines while
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offered load is increasing. This is because most data
packets are sent to their father node before they go to the
destination in STR. And it will probably lead to traffic
congestion in some father nodes and cause packet loss.
As mobility increase, the packet delivery ratio is less sen-
sitive with offered load. Since most packet loss ascribe to
the fiercely change of network topology.

5. Conclusions

Subarea Tree Routing (STR), a novel routing protocol for
multi-hop wireless ad hoc networks based on the idea of
establishing subarea trees and dividing the whole network
into many logical subareas, has been proposed. This pro-
tocol constructs a hierarchical network structure with two
tiers in which different routing strategy is adopted, and
routing mechanism combines the advantages of proactive
routing and on-demand routing. Indeed, since the extents
of proactive routing are restricted in intra-subarea as well
as among root nodes and interconnect nodes, STR does
not incur heavy overhead due to maintaining routing in-
formation, especially in large, mobile, ad hoc environ-
ment. Furthermore, since on-demand routing is operated
only between root nodes whose number is very small in
general, the delay due to route searching is also low.
Theorem 1 assures the correctness of STR and our ns-2-
based simulation has confirmed the advantages of STR
and demonstrated a significant routing efficiency and
scalability improvement.
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Abstract

The information transmission is transparent for the user in the ZigBee wireless sensors network, which are
lack of interactivity and self-constrain. The information in the ZigBee wireless sensors network can not be
viewed in a real time by a friendly interface. Modbus protocol is embedded into ZigBee stack, in this way,
we can implement interaction well and the information can be viewed in a friendly interface. The paper
presents the measures to embed the Modbus protocol into the ZigBee stack provided by Chipcon company,
which contains address bound mechanism, information centralized storage, and flexible monitoring, by
which we can monitor the real time information from the ZigBee wireless network and use some instructions
to control the remote device in a friendly interface, which can be used well in the middle and small ZigBee
monitoring wireless sensors network. We implement it in the plant physiological ecology monitoring system.

Keywords: ModBus Protocol, ZigBee Stack, Monitoring

1. Introduction

Wireless ZigBee is a very low-cost, very low power
consumption, two-way, wireless communications tech-
nology [1,2], which can be used widely in consumer
electronics, home and building automation, industrial
controls, PC peripherals, medical sensor applications,
toys and games [3,4]. Now ZigBee technology also can
be used in Agriculture monitoring and control [5].
ZigBee wireless communication is transparent to the
user, which is not convenient for the user to know the
consecutive data information in a real-time system. We
need a friendly interface to observe the information in
the wireless network. ModBus protocol is widely used
in industrial monitoring and test, which is an applica-
tion layer messaging protocol, positioned at level 7 of
the OSI model, that provides client/server communica-
tion between devices connected on different types of
buses or networks [6]. In the plant physiological eco-
logical monitoring system, the information transmis-
sion between the coordinator and PC by ModBus pro-
tocol, we can easily observe the real-time data from the
remote field-device. This paper presents the method to
implement ModBus protocol based the TI ZigBee stack,
and the plant physiological ecological system hardware
platform and test results are proposed.

Copyright © 2009 SciRes.

2. Implementation Platform

The implementation platform contains software platform
and hardware platform. The basic software platform is
the TI ZigBee-stack 2006, and the ModBus Protocol is
embedded into the ZigBee-stack, then we implement the
wireless field-bus protocol. The ZigBee module con-
nected with some sensors which measure the environ-
ment parameters and the plant physiological ecological
information. By that information we can analyse the
plant health status.

2.1. System Overview Framework

The plant physiological ecological monitoring system is
composed of PC, some sensors node, and a coordinator.
PC is the friendly interface to show the information in
the wireless network, which connects with the Coordi-
nator by RS-232 interface. Sensors nodes send the data
to the Coordinator, and it stores the data by Modbus pro-
tocol. When the PC sends some instructions to query the
sensor node information, the Coordinator will response
to the query instructions. Figure 1 is the system structure.

2.2. Hardware Platform

The chip CC2430 is as the core of the hardware, CC2430

Wireless Sensor Network, 2009, 1, 1-60



44 C.B.YU ET AL.

integrated RF transceiver, CPU, and 128K flash memory,
and very few external components are required in the
CC2430 typical application [7]. In the system the
CC2430 module connects with some different kinds of
sensors, and The Coordinator node has the same struc-
ture with the sensor node except the sensor module.

2.3. Software Platform

Using the TI ZigBee stack as the software platform, Fig-
ure 2 shows the structure of the project built in the Zig-
Bee stack 2006.

APP directory is the area for the project creature,
which contains the application layer files and the main
contents of the project. HAL directory contains hardware
configuration, driver, and relevant functions. MAC di-
rectory contains MAC layer parameters config files and
some API libraries. MT directory contains some serial
operator files. NWK directory contains network layer
parameters configuration files. OSAL directory contains
the operator system files. Profile directory contains AF

Wireless
network

Host Compm% §

@
.

Ml e

Coordinator Sensor node Sensor

Figure 1. System structure.
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Figure 2. The structure of the project.
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layer functions. Security directory and Services directory
are with respectively security layer functions and address
processing functions. Tools directory contains the mem-
ory space partition files. ZDO directory includes the Zig-
Bee device object information files. ZMAC directory
contains MAC layer parameters configuration files and
some libraries. ZMAIN directory contains the entrance
function of the project. Output directory is the output
results of the project [8]. In this system we used Modbus
protocol and ZigBee protocol. ZigBee protocol is used
for the data transparent transmission in the wireless net-
work, and Modbus protocol is used to query and control
the filed device information between the Coordinator and
host computer.

ZigBee stack runs in an operator system called OSAL
(Operator System Abstract Layer). OSAL takes task
scheduling mechanism. Each task contains some events,
and each events own the only events ID. Task scheduling
is implemented by the event trigger of the task. When an
event appears, the corresponding event of the task will
set an event ID, then the task scheduling will call rele-
vant task processing function.

The operator system task scheduling flow is as shown
in Figure 3; the system begins to run from the main ()
function of the ZMain directory. In main () function the
osal_init system () function will be called, which is used
to initial the OSAL system. In this function it will call
osalAddTask () function in which the osalTaskAdd ()
function will be called to add the events needed to be
processed. The osalNextActiveTask () function in the
OSAL directory will keep querying the event and judge
whether it can be executed. When the host computer sends
a Modbus function code to query the information, it will be
treated as an event, and the corresponding event ID will be
allocated. The task processing function in the APP direc-
tory will process the event and output the result.

OSAL
Inital

Add Task

»

Judge the Event

Execute
Event

I

Figure 3. Task scheduling flow.
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In order to combine the modbus protocol into Zigbee
network we take some measures such as address bound
mechanism, information centralized storage and flexible
monitoring, which will be discussed in the Section 4.

3. Test Results

Modbus protocol is widely used in industrial automation
field. The typical transmission characteristic is that no
query, no reply. If we want to query the sensor node’s
information we should send the command first, then the
sensor node will reply the relevant information to the
host computer. There are two message frame structures
in Modbus protocol, of which we take RTU message
frame structure, as shown in Figure 4.

Modbus Poll is a very convenient software platform
for the Modbus transmission test. The Coordinator is
connected with the host computer by serial port. When
the ZigBee wireless sensor network is running stably, we
can set the Modbus Poll as shown in Figure 5.

Slave is the object that we want to observe, and we
write the sensor node's Modbus ID here. Function is one
of the command options, and 03 function command is
chosen to read holding register. Address is the start ad-
dress of the register need to read, and Length is the
number of register need to read consecutively. Scan rate
is the interval between two commands. All these con-
figurations are following the Modbus protocol frame
structure. Then we will get the replied modbus package
as shown in Figure 6.

In the test there are four sensor nodes in the ZigBee
wireless network, each node has a only Modbus ID. We
put node 1,2 and 4 around the coordinator, which is not
too far. Node 3 is away from the coordinator but near to
node 1. Then it makes the wireless network keep working.

Figure 6 is the test result of the plant physiological and
ecological monitoring system. We used Modbus poll to
query and control the field-device. From the results we
can know the sensors value, the network short address of
the node, and the parent’s network short address, and so on.

Slave Address Function code Data | Error check
Figure 4. Modbus frame structure.
Poll Definition X

Function: |U3 Read Holding Registeﬂ

Cancel
Address: |1

Appl
Length: 3 B

Sean Rate:|1000 ms

[v #uto Read Enable
Figure 5. Test configuration.
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Figure 6. Test result.

As shown in Figure 6, register 40001 is the sensors
value, register 40002 is the short network address, and the
register 40003 is the parents’ short network address. We
can get the network topological structure by the test result.
In Figure 4, the ID 1, ID 2, and the ID 4 are connected with
the coordinator. The ID 3 is the child node of the ID 1.

4. Discussion on the Implementation Method

4.1. Address Bound Mechanism

In the Modbus protocol communication mechanism each
node has an address, which we call Modbus ID. In the
ZigBee wireless network each node has a 64 bit IEEE
address, which is a constant, and each node also has a 16
bit network short address, which may be changed when
the network state changes. So each node has three kinds
of address. In different communication network we use
different address. But we should know clearly the Mod-
bus poll viewed value which node it comes from. Each
64 bit IEEE address corresponds to a Modbus address.
Modbus address scope is from 1 to 255, which is an 8
bit address. In order to make the Constant 64 bit IEEE
address consistent with the 8 bit Modbus address, we
use the 8 bit Modbus address as the low 8 bit of the

System—on—Chip ]EB application (USE) ] EE application [(zerial) ] EEb 4|}

Device EE ID | Chip type |EB type EB firrrwyare D | EB firmware res

0050 CC2430  SmartRFO4EE 0400

Interface:

Fast =

Flash [

=1 .|
Read IEEE|Vrite IEER|F-125 (adr: OxAF v |EEE 0x[31 30 30 30 30 30 30 3

™ Retain IEEE address when reprogramming

Figure 7. Write IEEE address.
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64 1EEE address, and the remain bits set to 0. Each sen-
sor node will read the low 8 bit of the 64 bit IEEE ad-
dress as their Modbus address when the nodes send in-
formation to the coordinator. In this way, we can know
clearly which nodes we are operating. Figure 7 shows
that we are writing the 64 bit IEEE address into the flash
memory of the CC2430.

4.2. Information Centralized Storage

If the sensors nodes store the information by themselves,
we should go through wireless network to get the node
information. If the sensor node is far away form the host
computer there will be a delay for the information trans-
mission. And also when we query too many nodes at the
same time it may cause network communication jam. So
we take measures to store all sensor node information in
the coordinator. We store the information by the Modbus
address, and when the coordinator gets the ZigBee pack-
age form the sensor node, first of all it parses the pack-
age and gets the Modbus address, to make sure the stor-
age address of the information, then stores the relevant
information to the register. Host computer connects with
the coordinator by serial port, so information centralized
storage is very reliable for the communication.

4.3. Flexible Monitoring

Modbus protocol has a typical advantage, if there is no
query for the node, there will be any response informa-
tion to the host computer. If the nodes in the ZigBee
wireless network are too many, and we only care for
some nodes in the node, we can choose the nodes which
we want to monitor. It also can reduce the load of the
processor of the coordinator.

4.4. Communication Course

The communication course of the system was divided
into two parts. First of all, the Modbus poll sends Mod-
bus query data package to the Coordinator, when the
coordinator receives the Modbus package, parses the
package and stores the query information, which con-
tains the Modbus address function code, and so on. After
that, the coordinator executes the function code instruc-
tion. Figure 8 shows the 03 function code instruction to
query node 1 information. That’s a typical query course.

B Communication Traffic

Exit | Sawve | Copy | |

00010e-T=:01 03 00 00 00 03 05 CB
000107-E=x:01 03 06 00 11 00 00 0O 01 1C B6
000108-T=:02 03 00 00 0O 03 05 F&
000109-E=:02 03 0e 00 12 00 00 14 3E 03 56
000110-T=:03 03 00 00 0O 03 04 29
000111-F=:03 03 0Os 00 11 00 01 00 02 14 17
000112-T=:04 03 00 00 00 03 05 SE
000113-FE=:04 03 06 00 10 00 00 28 ¥B 81 C5

Figure 8. Communication package.
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As shown in Figure 8, at first the Modbus poll sends a
query instruction, 01 is the Modbus ID and it is also the
low bit of the 64 bit IEEE address. 03 is the function
code, following double 00 is the start address to query,
following 00 is the high bit of the number of the register,
03 is the low bit, and the last 05CB is the 16 bit CRC.
When the Coordinator receives the Modbus package, the
Modbus ID, function code, and the number of byte to be
queried register will be stored. Then the Coordinator
executes the 03 function instruction, and reads the in-
formation in the registers. The information will be stored
in the return Modbus package. As shown in the figure,
RX is the PC received Modbus package. 01 is the Mod-
bus ID, 03 is the function code, 06 is the number of bytes
to be queried register, and the following 6 bytes is the
registers value. At last it adds the 16 bit CRC code into
the package.

The registers information comes from the sensors node.
The sensors node sends a package to the Coordinator
which contains Modbus ID, 64 bit IEEE address, the
short network address, and its parent’s short network
address, and the sensor information. When the Coordi-
nator receives the OTA (over the air) package, first it
confirms the Modbus ID, then it stores the relevant in-
formation to the appointed registers. The sensors nodes
send the periodic information to the Coordinator, and the
information updates in a real time.

4.5. Limitation of the System

The limitation of the system is its only application to
middle and small networks. Due to each Modbus net-
work only allowes 255 nodes as the maximum Value.

In the course of the system test, we have found that if
the communication distance is too long, the remote sen-
sor node’s information will be delayed. We can take
some remedial measures, such as to fix the sensors node
higher, to use some directional antenna, etc.

5. Conclusions

ZigBee wireless sensors network based on Modbus pro-
tocol can be used well in the Plant physiological eco-
logical monitoring system. The advantages of the ZigBee
wireless sensors network system based on Modbus pro-
tocol are as follows:

1) The wireless sensors system is of high convenience
in the course of the system installation.

2) The ZigBee technology makes the power consump-
tion very low.

3) The Modbus protocol provides a friendly interface
for the system observation.

4) Modbus protocol, as a mature field bus standard,
provides a general interface for the system. So we can
use this interface to connect with GPRS, Industry
Ethernet and so on. So this system can be expanded
well.

Wireless Sensor Network, 2009, 1, 1-60
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Abstract

Nowadays, application systems in pervasive computing have to be self-adaptive, which means adapting
themselves to dynamic environments. Our aim is to enable systematic development of self-adaptive compo-
nent-based applications. The paper first introduces a novel policy based framework for self-adaptive scheme
in pervasive computing. Then the proposed policy ontology and policy language are well expressive and eas-
ily extensible to support the design of policy which is based on the Separation of Concerns principle. Fur-
thermore, the context-driven event channel decouples the communication between the suppliers and con-
sumers for asynchronous communication. The proposed framework can provide both a domain-independent

and a flexible self-adaptation solution.

Keywords: Policy Ontology, Self-Adaptive, Policy Language, Pervasive Computing

1. Introduction

Technology of software evolution drives the need for
software self-adaptive. Moreover, while pervasive com-
puting environment is open and dynamic, application
systems in pervasive computing have to be self-adaptive,
which is adapt themselves to work in dynamic environ-
ments. Previous adaptation work is based on predicting
future circumstances and adapting themselves by way of
embedding the adaptation decisions in the program code.
It is clearly that it is done in an ad hoc way. While policy
can define the behaviour of adaptive are applied by dif-
ferent research projects for the flexible reconfiguration
systems, it seems that a feasible approach to be decoup-
led from functional concerns and systematically develop
self-adaptive applications. Moreover, as it can separate
the business logic (rules) from the controls (program-
ming code) of the implementations, policy-based scheme
are typically more flexible and adaptable than non- pol-
icy-based approach. In a word, policies can specify and
adapt the behavior of a system and can be applied to
various areas: auction mechanisms, access control, Pri-
vacy (Information Collection Policies), Context aware
computing, etc.

In this paper, we present a policy based adaptive ar-
chitecture for pervasive computing. Different from cur-
rent policy approach, in the view of the proposed scheme,
the context information is used as meta data and the pol-

Copyright © 2009 SciRes.

icy is applied to meta protocol, thus it can materialize a
reflective approach in the adaptation architecture. In ad-
ditional, the proposed policy ontology and policy lan-
guage can support for knowledge representation and
reasoning and knowledge sharing. And they are feasible
to support the design of policy which is based on the
Separation of Concerns principle.

The rest of the paper is structured as follows. In next
section, we introduce the current state of the art. Section 3
discusses the requirements of self-adaption. Section 4
describes the overview of adaptation architecture. Fol-
lowing this, Section 5 proposes a policy descriptive lan-
guage for pervasive computing. Section 6 illustrates the
event scheme. Section 7 will give an introduction to the
prototyping applications in fire alarm scenario and pre-
liminary experiments. Finally we summarize our work
and give future plan in Section 8.

2. Current State of the Art

There are several ways for proposing polices. Previously,
the approaches to policy specification are proposals for
policy language specification. Lobo [1] depicted the PDL
(policy description language) to describe the strategies
for mapping a series of events into a set of actions.
Damianou [2] described a policy language (Ponder) ap-
plying for both management and security policies for
distributed systems. Anthony [3] introduced a policy
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definition language which is designed to permit powerful
expression of self-managing behaviours. Moreover, a
prototype library implementation of the policy support
mechanisms which can facilitate adaptive-policy de-
ployment is illustrated. Ahn [4] proposed a high-level
policy description language for formally specifying con-
text entity relation, and introduced the translator which
can provide automatic generation of Java classes for
ubiquitous entities.

The other approach is based on logic programming for
supporting well defined semantic. Semantic Web Lan-
guages for policy specification: KaoS [5] and Rei [6].
Uszok [5] proposed a framework for specification, man-
agement, conflict resolution and enforcement of policies
which is used OWL ontology. Kagal [6] introduced a
policy language (Rei) for pervasive computing environ-
ment which can express the behaviour of entities and it is
used as part of a secure pervasive system.

Recently, there are several policy based applications
in the ubiquitous/pervasive computing scenarios. Rukzio
[7] presented policy based adaptive services for mobile
commerce, but the event scheme is not mentioned. Er-
radi [8] introduced policy-based middleware, Manage-
able and Adaptive Service Compositions (MASC), for
dynamic self-adaptation of Web services compositions.
David [9] presented an adaptive framework which is
based on the Fractal component model. In the framework
context-awareness service can provide information about
the execution context. Chan [10] proposed an event
model for a highly adaptive mobile middleware, Web
Proxy for Active Deployable Service (WebPADS).
Bandara [11] applied Event Calculus to transform both
policy and system behaviour specifications into a formal
notation. However, these methods did not concentrate
the Separation of Concerns principle to support recon-
figuring system based on reflective scheme.

Lately, Adamczyk [12] proposed a lightweight
framework called the Autonomic Management Toolkit,
which can support dynamic deployment and manage-
ment of adaptation loops.

3. Requirements of Adaptation in Pervasive
Computing Environment

Generally, self-adaptive applications need to control how
and when decisions and actions are taken. Policy-based
scheme can specific the adaptation layer and adaptation
time [13]. Different from the three basic requirements
(Uniformity, Separation and Generic) for the develop-
ment of adaptation architecture [7], we define the fol-
lowing three basic requirements of policy in pervasive
computing environment:

-Expressiveness: The first requirement is that suitable
expression of policies is important for describing the
rules to specify the behavior of a system. On the one
hand, it is need to be restricted to avoid ambiguities or
ill-defined policies. On the other hand, it can not be too
complex for untrained user to write rules.
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-Well-defined semantics: The next requirement is
well-defined semantics. Obviously, Well-defined policy
can support for knowledge representation and reasoning
and knowledge sharing of polices. Moreover, it can en-
able interoperability of heterogeneous rules.

-Usability: As the perspective pervasive computing is
to seamless integration of computing into the user’s
everyday life, make it easy for users to write rules is one
of the critical requirement of policies. Make rules intelli-
gible to the common user and declarative, human read-
able interface is favourable for design polices

-Lightweight: Foe the reason of limitation of resource
in pervasive computing environment, strong rule engine
is difficult to run for the various devices in pervasive
computing environment. Lightweight policy architecture
is necessary for devising the rule engine.

4. Overview of Adaptation Architecture
4.1. Core Idea

The core idea of the adaptation architecture is shown in
Figure 1. The architecture is based on the tenets of pol-
icy-driven systems which are applied in various adaptive
systems.

We are using policies which can be seen as a set of
sophisticated rules modelled by Event-Condition-Action
rules for the definition of the adaptive behaviour in per-
vasive computing environment. Thus it can react to
changes of the context information by reconfiguring the
application.

Our proposed policy engine is based on the Separation
of Concerns [14] principle: extract explicit rules of busi-
ness logic from various applications. In the first step in a
cycle, Context data is provided by context-aware com-
ponent, PolicyController matches all polices with the
Context data and select the appropriate policy. Then
judge whether the conditions in the “action-event” table
are met. If they are met, EventMonitor triggered by
relevant events and notify PolicyExecutor. As the next
step PolicyExecutor will executes the predefined rules
and lead to a change of the context information.

4.2. Reflective Scheme

A reflective scheme can ensure that can support struc-
tural reconfiguration while examining and change envi-
ronment, aiming to self-adapt at runtime. As shown in
Figure 2, in our architecture, the strategy of the separa-
tion of component and policy can gain the decoupling of
meta-level scheme and based-level implementation. The
advantage of the reflective scheme can conclude two
parts:

1) The policy-based application system can be flexible,
extensible and adaptive, since the policy can be deployed
and modified in the course of runtime of systems.

Wireless Sensor Network, 2009, 1, 1-60



50 J.Q.OUYANG ET AL.

l Policy Engine I
Context— “action-event” table |
Policy
f Execeutor
FO vUO O - >

Figure 1. The core idea of the adaptation architecture.

2) Policy-based scheme decouples the reusable com-
ponent between the developments and deployability
stage. The developer can only focus on using policy to
describe the base-level business logic, and the deploy-
mentor can designate the component according to the
application environment.

Context is the provider of the meta-level data, policy
is the meta-level protocol between the business logic and
context, policy engine is meta-level procedure, and be-
haviour component is the base-level computing entity.

4.3. Context-driven Mechanism

Context is one of the most important features of perva-
sive computing. As the dynamic character of pervasive
computing, it is necessary to model and specify context
in a way such that context information can easily ex-
change, share and reuse their knowledge. For simplicity,
we define context as four tuple ConData=(ConSup,
ConType, Value, TimeStamp), ConSup is the supplier of
context data, ConType indicates the type of the context
(e.g., location, temperature), Value gives the content of
the context data, Timestamp describes the generation
time of the context.

Here, we classify the components into two classes:
Context-aware components which gain and aggregate the
context data and Behaviour components which carry out
the actions according to the predefined rules in policy
engine. The policy engine is driven by policies which are
a set of rules in XML files and describe how the behav-
iour component reacts in a specific context to support
deployable application. As shown in Figure 2, context is
the only starting point of self-adaptation and also the end
point of adaptation.

4.4. Context-driven Policy Based Framework

The model of context-driven policy consists of three
layers, which is shown as Figure 3. The bottom layer is
context layer. The top layer is self-adaptive layer, while
the policy layer is in the middle. Context layer can ab-
stract the state of physic and information space in perva-
sive computing environments and context-driven events.
The policy layer is used for describing self-adaptive
rules including context constraint, description of actions.
Self-adaptive layer is based on context-driven scheme.
Context based event is the jumping-off point of the
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course of adapt procedure and the sole driver for adapt
procedure.

5. Policy Descriptive Language for Perva-
sive Computing (PDLPC)

5.1. Policy Ontology

To attain better semantic language understanding and
share knowledge for reusable, Figure 4 illustrates the
policy ontology we are developing to express the struc-
ture of polices precisely.

The proposed policy ontology defines the vocabularies
for indicating rules that perform different types of ac-
tions. To describe policy rules, the ontology define the
basic concepts of “policy ontology” including “Priority”,
“Event”, “Precondition” and “LogicType”. Furthermore,
we use “Unionof” relation to design the hierarchical
structure of the policy ontology.

The structure of the policy ontology is as follows.

Priority: The “Priority” class defines the priority be-
tween policies. It has been further classified into “High”
and “Low” subclass.

LogicType: LogicType class indicates types of logic
including two-valued logic and fuzzy logic.

Precondition: Preconditions are constraints on the ac-
tion and environment. We use “Unionof” relation to
model the composition of the value restriction.

Event: The “Event” class implies the policy is trig-
gered by the changed environment context. The “Event”
class include:

1) “EventTpye” subclasses comprise “AtomEvent”
and “Composite” subclasses. In the meantime, “Com-
posite” subclass is composed by “EventOperator” and
“AtomEvent” via “Unionof” relation.

2) “LogicTpye”.

3) “Precondition”.

4) “Component” subclasses can indicate the related
component which can perform a specific action.

5) “Action” subclasses can represent an invocation to
certain type of computing procedures to acquire user in-
formation or provide services in the pervasive environ-
ment.

Also, the “Unionof” relation can describe the “Event-
Tpye”, “LogicTpye”, “Precondition”, “Component” and
“Action” to form “Event” class.

5.2. Policy Descriptive Language for Pervasive
Computing (PDLPC)

Policies can be described at different levels of abstraction.
At a high level, Policies could be specified using natural
language. At a low level, the method of logic or algebraic
can be applied to specify policy description. In the inter-
mediate point, production rules are be found to specify
policies. In this paper, we prefer in the intermediate point
for effectively computing in pervasive computing
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Figure 2. Reflective scheme of context-driven policy scheme.
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Figure 3. Model of context-driven policy.

environments. For this reason we propose a Policy De-
scriptive Language for Pervasive Computing (PDLPC)
based on the proposed policy ontology.

The syntax of PDLPC is defined based on the BNF
notation. The most important features of BNF used in
this paper are as follows:

* =is the defining symbol. On the left-hand side is the
name of the grammar rule and on the right-hand side is
the definition of that name.

* | indicate optional elements.

+ {and} indicate repetition. Zero or more elements.

* , is the definition separator symbol. It separates al-
ternatives in a grammar rule.

e ; is the terminator symbol. Every rule is terminated
by this symbol.

The definition of PDLPC is as follows.

<PolicySet>::={<Policy>};

<Policy>::= <PolicylD><Priority>,<LogicType>,
<EventPreconditionGroup>,<Event>;

<Priority>::=<High>|<Low>;

< LogicType >::=<Two-Valued >|<Fuzzy>;

<EventPreconditionGroup>::= {<EventPrecondition>};

<EventPrecondition>::= <EventPreconditionid>,
<EventCondition>,<Restriction>;

<EventCondition>::=<Context>|<State>;

<Con-
text>:==<ContextTime>,<ContextAattribute>,<DataType>;

<DataType>:—<int>|<char><float>|<double>|<datetime>;

<Restriction>::=<LogicOperator>,<Value>;

<LogicOperator>::=<Over>|<Below>|<Equate>;

<Event>::=<EventType>,<LogicType>,  <Precondi-
tionGroup>,<Component>,<ActionGroup>;
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<EventType>::=<AtomEvent><CompositeEvent>;
<AtomEvent>::=<ContextValueEvent >|<StateEvent>;
<Compo-
siteEvent>::=<AtomEvent> <EventOperator>;
<EventOperator>::=<—>|<and>|<or>|<not>|;
<LogicType>:=<Two-valued>|<Fuzzy>;
<PreconditionGroup>::={<Precondition>};
<Precondi-
tion>::=<Precondition]D><Context>,<Restriction>;
<ActionGroup>::={<Action>};
<Action>:: =<ActionID>, <Component>, <Method>,
<ParameterSet>;

PDLPC consists of there layers: policy-event-action.
Policy is at a high level and could be a set of rules which
govern the behaviour of a system can be triggered by
events. At a low level, Action is a domain dependent action
and Precondition is constraints on the Action and Compo-
nent. It can reveal the execution of actions and consider
greater understanding of the action and its parameters. In
the middle level, Event is used to trigger policy and repre-
sent the execution of action reacts in a specific context.

From the above description, it is convenient to be able
to define polices separately, and re-use them via PDLPC.

5.3. XML Based Representation

For rules are intuitive and natural way of thinking, there
is need to write rules conveniently. As XML becomes
the de facto standards for data representation and inter-
change, and XML data which can be viewed as a hierar-
chically-structured rooted tree is convenient for represent
the policy descriptive language. Here, we prefer to use
XML-based representation for PDLPC.

We use the fire alarm example to illustrate PDLPC
using XML, as show in Figure 5. From the example, we
can find the useful features of our approach.

1) Policy is a hierarchically-structured that can be fa-
vourable to XML parser.

2) Events and parameters are attached to a component.

5.4. The Lifecycle of Polices

The lifecycle of polices is as shown in Figure 6. It in-
cludes the main steps and related activities in the policy
life cycle.

The step of policy analysis is to parse the policy set
via XMLParser. In the meantime, for the efficiency and
simplify of policy management, priorities of policies fall
into two main categories: low and high. The conflict
between the two policies can be resolved at run-time.

When PolicyController check the policy is high prior-
ity, the policy will be activated, otherwise it will be de-
activated. According to the reflective scheme, applica-
tion developer can adjust relevant policies to the new
situation including insert, modify and delete policy in
Policy Set. The policy maintenance mechanism is con-
venient to improve the policy definition and deployment.
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Figure 4. Policy ontology.

<PolicySet PolicyID="FireAlarm”>
<Policy>
<Priorities>High</Priorities>
<LogicType>Two-Valued</LogicType>
<PreconditionGroup>
<Precondition Precondition]D="First”>
<Context>
<ContextTime>180506</ContextTime>
<ContextAattribute>temperature</ContextAattribute>
<DataType>float</DataType>
</Context>
<Restriction>
<Over>
<Value>200</Value>
</Over>
</Restriction>
<Component>Temperature_sensor demo</Component>
</Precondition>
</ PreconditionGroup>
<Event>
<EventType>ContextEvent</type>
< LogicType >IF-THEN</Type>
< PreconditionGroup>
< Precondition Precondition]D="first”>
<Context>
<ContextTime>180507</ContextTime>
<ContextAattribute>fog</ContextAattribute>
<DataType>float</DataType>
</Context>
<Restriction>
<Over>
<Value>0.3</Value>
</Over>
</Restriction>
<Component>Fog sensor demo</Component>
</Precondition>
</ PreconditionGroup>
<ActionGroup>
<Action ActionID="Fire_alarm”>
<Component>Fire_alarm_demo</Component>
<Method>Forecast</Method>
<ParameterSet></ParameterSet>
</Action>
</ActionGroup>
</Event>
</Policy>
</PolicySet>

Figure 5. Fire alarm example in XML.
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6. Event Scheme

6.1. Context-Driven Event Channel

The context-driven event channel decouples the commu-
nication between the suppliers and consumers for asyn-
chronous communication. Event scheme supports asyn-
chronous communication and lets one or more suppliers
to send events to more than one consumers occurring at
the same time. Context-driven event channel is as shown
in Figure 7.

Controller

Activate policy

Low
priority

Parse policy
XMLParser -
Policy Set

:
High Execeutor,

priority
Application
Deactivate policy
Insert

Figure 6. The lifecycle of polices.

Context s 1i Event
ontext supplier T Tl Context comsumer
ContextManager
- [Push Push
Service PolicyExecutor
Event Context—Event

Entity

Monitor | table

User

Environment

[

N PolicyController

0

PolicyEngine

Figure 7. Context-driven event channel.
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Context Suppliers and Consumers: ContextManager
is the context suppliers consist of context data which is
organized as hierarchical ontology including Service,
Entity, User and Environment. When the context data is
changed, context suppliers will push events to consumers.
Context consumers which are managed by PolicyCon-
troller are final goals of the events generated by the con-
text suppliers pushing the events.

Event Channel: The event channel plays the role of a
central mediator between the context consumers and
suppliers. Both the suppliers and consumers connect to
one or more event channels which are managed by
EventMontior. An event channel is responsible for trans-
ferring events from the suppliers to the consumers.

Reflective Scheme: PolicyExecutor can dynamically
change context data via EventMonitor for reflection.
Moreover, when the policy in Policy Set is modified or
deleted, it will lead to relevant change in Context-
eventTable and EventMonitor.

6.2. Event Composition

An adaptation policy consists in a set of rules, each of
the form Event-Condition-Action (ECA). The event can
be classified into two classes: AtomEvent and Compo-
siteEvent. AtomEvent consists of two types: ContextVal-
ueEvent represents the change of the context data, while
StateEvent gives a clue to the state of the system.

There is four event operators that allow various kinds
of complex events to be specified:—, and, or, not.

* —: If A and B are events, A—B denotes that event B
must only be triggered after event A or that event A and
B must be triggered in sequence.

*and: If A and B are events, A and B denotes that
CompositeEvent is triggered when both event A and B
have been happened no matter the occurrence time of
event A, B.

*or: If A and B are event s, A or B denotes that
CompositeEvent is triggered when either event A or B is
happened.

*not: If A is a event, not A denotes that Compo-
siteEvent is triggered when event A is not happened.

The event composition can be composed via simple
Boolean expressions. The hierarchical event composition
consists of multiple levels of atom events. The example

and or not —

O AN O @

Figure 8. Hierarchical event composition example.

is as shown in Figure 8, The composition event F is
composed by five atom events A,B,C,D,E: (not A) and
(B or (D—E)) and C.

7. The Implementation of Adaptation
Architecture

For the convenience of implementing the self adaption,
we extend the CCM component container for supporting
policy scheme. As shown in Figure 9, We augment the
infrastructure of CCM component container including
increasing the context list, Context-Event table, Policy-
Controller, Policy Table and Policy Executor for sup-
porting the parse and handle of policy. Context list is a
two-dimension table, which consists of component name,
context name and the value of the context data. Con-
text-event table can describe the change of physical and
information space. It includes the field of context name,
event ID and event name. PolicyController is responsible
for matching all polices with the Context data and select
the appropriate policy. Policies are defined as a set of
sophisticated rules which is described in XML (EXtensi-
ble Markup Language). The Policy Table can maintain
the policy information which contains policy ID, policy
priority, event ID, The reference of PolicyExecutor
pointer. They indicate the execution of action reacts in a
specific context and are storaged by hash table.

The functionality of Policy Engine is monitoring the
change of the value of Context and executing the prede-
fined polices. It comprises the Event Monitor, Policy
Executor, PolicyController, Policy Table, Policy Parser
and POA (Portable Object Adapter).

|
Component
— Lomponent
Context Event Table Cantainer
Wit
: | POA
Infra— H
structure ! - -
of CCM i Event Policy Policy
i Monitor [Policy Executor
component | -~ ¥ Controller Parser
container [I* hl
ContextlList Policy
| Table
“Eonitoring Policy Engine

The extension of COM

Figure 9. Extension of CCM component container for component fault detection.
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& Policy Parser is a CORBA object, which is a XML
parser. The functionality of Policy Parser is to match all
polices in the Context Event Table and select the appropri-
ate policy to dynamically generate the Policy Executor.

& Policy Executor is a two dimension pointer array.
The first dimension is context name, and the second is a
pointer which point to a group of CORBA objects and
corresponding interfaces. The policy is storied as a
structure of policy condition, action type, component
name, method of component. Policy Executor can check
the condition of policy is met, if it is true, the method of
the component can be triggered by POA.

¢ PolicyController takes charge loading, uninstalling,
activating/deactivating the polices. In the meantime, it
can adjust the priority of the polices according the de-
mand of the applications.

& Policy Table is initialized by PolicyController and
can providing the query operation. For instance, it can
retrieve the reference of the corresponding Policy Ex-
ecutor by event ID.

& Event Monitor is also initialized by PolicyControl-
ler. The role of Event Monitor is to register the event to
the Context Event Table or remove the event from the
Context Event Table. The event ID is unique and can be
bound to the Policy Table. It can periodically monitor the
change of value the Context List. When the change is
detected, it judge whether the context event is in the
Context Event Table, if it is false, insert the context event
into Context Event List.

8. Prototype Implementation
8.1. Fire Alarm Scenario

The first prototype implement is based on fire alarm
scenario, as shown in Figure 9. There are temperature
infrared sensor, sprinkler control valve and fire warning
light in a room. The fire alarm application consists of
sprinkler control valve component, fire warning light
component, temperature-aware component and fire
alarm policy. The temperature-aware component aggre-
gate the context information from the temperature sensor
and the aggregated data which is the occurrence likeli-
hood of fire alarm (0%-100%) is displayed by fire monitor
terminal. When the captured values from temperature sen-
sor exceed the threshold, fire alarm component will drive
the fire alarm lamp give off flashes of light and sprinkler
control valve begin to sprinkle water which can be acti-
vated by sprinkler control valve component. As the prede-
fined value which is assigned by policy stored in XML file
is update from 200 to 150, it is need to only restart the fire
alarm application without recoding the program code.
Moreover, while the temperature exceeds the threshold,
policy engine will result in a change of the context infor-
mation by way of executing the predefined polices.

The XML parser is based on TinyXML parser (from
SourceGauge Website). In the mean time, the register/
recall mechanism is used in the communication between
the temperature-aware component and context manager
component.
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8.2. Error Tolerant Policy

As pervasive computing environments is open and dy-
namic, the technology is sustainable and high confident
if it is inconspicuous to the user and does not disturb the
user’s attention. This necessitates the pervasive comput-
ing system has to be resilient to faults and should be able
to be error-tolerant.

Here, a prototype implementation of component error
recovery has been realized based on fire alarm scenario.

The instance of error tolerant policies is as shown in
Figure 11. It means that “If temperature context name=
[CompomentStatus], and context value=[Component
Failure], then call the activate () method of tempera-
ture-aware component”.

l ) i %
4

fire warning

§ et
sprinkler
control valve

temperature
infrared sensoj

Figure 10. Fire alarm scenario.

<PolicySet>
<Policy>
<Policy Description>Temerature error tolerent policy</Policy
Description >
<Priorities>High</Priorities>
<Event>
<Event Description >Platform cotext event</Event Descrip-
tion >
<EventType>ContextEvent</type>
<Type>IF-THEN</Type>
<PreconditionGroup>
<Precondition>//Error event triggered
<Contextid>
<Component>Temperature_sensor</Component>
<ContextTime>180506</ContextTime>//
<Attribute>ConponentState</Attribute>
<LogicType>Bool</LogicType>//
</Contextid>
<Restriction>
<Equate>
<Value>Failure</Value>//The Component is failed
</Equate>
</Restriction>
</Precondition>
</PreconditionGroup>
<ActionGroup>//action
<Action>
<Component>Temperature_sensor</Component>
<Method>activate</Method>//reload the component
<ParameterSet></ParameterSet>
</Action>
</ActionGroup>
</Event>
</Policy>
</PolicySet>

Figure 11. Instance of error tollrant policy.
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8.3. Comparison with Current Methods

The proposed self-adapt model is based on reflective
scheme for adaptive middleware support. It means that
context information is used as meta data and policy can
be regarded as meta protocol. Thus it can separate self-
adapt functionality from business logic of a system.
Compared with David [9], the proposed framework can
be more reusable and flexible. Compared with Adamczyk
[12], the proposed policy ontology is well defined se-
mantic. This means that it can adapt the behaviour of
applications in the pervasive computing without re-
coding functionality, and a change in the applications can
be applied without restarting the system. Moreover, the
proposed policy language is based on the policy ontology,
which has a common semantic understanding of aadap-
tive rules for well-defined semantics, thus it is well ex-
pressive and easily extensible to support the design of
policy engine which is based on the Separation of Con-
cerns principle.

However, there is still a limitation of the proposed
scheme that has an impact on the complexity of compo-
nent management because there both exist behaviour
component in the base-level and context-aware compo-
nent in the meta-level.

9. Conclusions

In this paper, we have presented policy based adaptive
architecture for pervasive computing. The proposed pol-
icy ontology can support for knowledge representation
and reasoning and knowledge sharing and integration for
defining adaptive rules. Also, the proposed policy de-
scriptive language for pervasive computing can enable
define polices separately, and re-use them. Moreover,
policy management allows application developers to
ensure flexibility and adaptability. Furthermore, the pol-
icy mechanism is based on not only event- condi-
tion-action rules, but also more abstract utility/goal poli-
cies.

Now our ongoing work is to apply the adaptive archi-
tecture to the museum monitor scenario in China in prac-
tice.
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Abstract

A lot of technologies can be used in home control subnet, but the hardware and software resources available
for the home control subnet are limited. There are security problems easily seen. The paper gives the system-
atic analysis of the structure and function of home control subnet based on the general model of home net-
work. The paper has also analyzed two types of major equipment, namely sub-gateways and terminal equip-
ment. The major networking technology used in home control subnet is summarized and concluded. In com-
bination with relationship among home control subnet, home network, as well as the outside main network,
the paper has systematically studied various safety problems related to home control gateways and the possi-

ble solutions to those problems have been made.

Keywords: Home Network, Home Control Subnet, Network Architecture, Network Security

1. Introduction

Home network is developed from the concept of home
LAN, Intelligent home. It is the integrated networks of
home control networks and multimedia information net-
work, which is an integrated business platform with a
voice, data, multimedia, video, control and management.
Home network can be roughly divided into the high-
speed backbone-network and low-speed control subnet.
Subnet of control, there is a lot of technology and stan-
dards can be used, can be connected with home back-
bone-network, and even be connected with the Internet.
Therefore, in building control network function, security
issues associated with the network exists. The paper
gives the analysis of the technology, structure and secu-
rity issue of home subnet and also gives the description
of the possible solutions.

2. The Architecture of the Home Control
Subnet

2.1. The Reference Model of the Home Network
Structure

"Fund Project: Hubei Province education department scientific research
project (D200619006)
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Home control Subnet is one part of home network. It is
described in detail in the structure reference model [1],
as shown in Figure 1. The home backbone-network is
linked with Internet and the management by home net-
work gateway. Home control Subnet is connected with
home backbone-network through sub-subnet gateway.
Home backbone-network equipment can communicate
with each other, getting access to external networks
through the main gateway, holding the control operations
of the equipment through the sub-subnet gateways.
Home control subnet device can communicate through
sub-gateway and the main gateway with the external
home network.

2.2. Main Functions of the Control Subnet

The functions of home control subnet should be [2]:

e Inquiry function: the adoption of home control subnet
gateway can query the status of subnet equipment;

e Control function: It can control the devices under the
home control subnet through subnet gateways, but
also implement the remote control through the main
gateway,

o Configure function: implementation of the home sub-
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net configuration control operation;

e Message function: For auto-discovery, device man-
agement to provide basic information, it is able to take
the initiative to send its status report to sub-gateways.

2.3. The Typical Structure of Home Control Subnet

A home network can have one or more home control
subnet, each subnet network consisting of a subnet gate-
way and a number of terminal equipment. They can be
connected through twisted pair, power line, radio fre-
quency, infrared fiber and optical fiber, etc. One typical
structure is shown in Figure 2.

2.4. The Structure of Subnet Gateway
Subnet gateway is one of the home control network

equipment, whose functions are to enquire about the
home control network device, parameter setting and con-

outside network

ET AL. 57

trol and to allocate and manage, home subnet equipment.
In terms of hardware, sub-gateway is based on the 32-bit
embedded system (such as the S3C2410x) to achieve
implementation, shown in Figure 2. For the software,
sub-gateways are based on embedded operating system
(such as ARMlinux), Web server (such as boa), data base
management system (such as SQLite) and so on to get
the implementation.

As the central equipment of home control subnet, it is
necessary for subnet to provide services for main net-
work and external network, such as user authentication,
remote control. It is needed for subnet to offer the ser-
vice to the subnet equipment, such as the provision of the
dynamic registration of terminal equipment, collecting
the relevant data of terminal equipment. Subnet will also
have the maintenance of a variety of information data-
bases [3] and give sustained, reliable data information
for information exchange and management. Its logical
structure is as shown in Figure 3.

inside home network

Home Subnet Subnet i Subnet
backbone . . .
device 1 device 2 device nl
network
Gateway
_{ Sub-gateway 1
Backbone | Home control subnet
network device 1
p—==| Sub-gateway 2 ‘ ‘ ‘
B"Ckb"“f’ b Home . Subnet Subnet Subnet
network device 2 H device 1 device 2 --- | device n2
backbone
N network
—[ Sub-gateway N
Backbone | ‘
network device M Subnet Subnet Subnet
device 1 device 2 “"" | device nN

Figure 1. Home network structure reference model.

Water Electricity Gas
meters meters meters
Power line Power line Power line
Light transceiver transceiver transceiver
Wirel?ss j/ Power line PLC BUS
transceiver ﬂ transceiver
| T
erele.ss Wireless L Subnet gateway : Home backbone
connection H transceiver (S3C2410x) gateway
Wireless j/ CAN
transceiver trans/vt|t\elver CAN BUS
Curtain CAN CAN
transceiver transceiver
. Microwave
Refrigerator Oven

Figure 2. The typical structure of home control subnet.
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Subnet gateway can provide remote services and re-
mote control for the outside network user, the software
architecture is as shown in Figure 4.

3. Networking Technology of Home Control
Subnet

Home control subnet networking technology, according
to the introduction of home network technology at the
source, can be divided into bus technology, Ethernet
technology and wireless network technology. Among
them, the Ethernet technology mainly refers to industrial
Ethernet technology. In terms of reliability, redundancy
and other aspects of treatment improved the Ethernet
technology is improved, but with less applications. Wire-
less network technology includes the 802.11 series, radio
frequency, infrared, Bluetooth, ZigBee, etc. Bus tech-
nology can best bear the real-time control network, or-
derly and interoperable features. The typical of the bus
technology is as shown in Table 1.

4. The Security Problems and Related
Measures of Terminal Equipment and Wire

The Security risks of home control subnet may come
from different levels, such as from the physics, the vul-
nerability of technology or man-made attack. The details
are as follows.

Service
request  return

‘ Internal network interface

T ‘AL‘

Device registratiqn
:

Registration Online
request confirmation

Device DB

Device management

Event trap | Log DB

il

User DB

User certification
| T
‘ External network interface
Remote service
request return

Remote user
certification and
others

Figure 3. Subnet logical structure.
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Interpreter
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Application DB
programs

Client
browser
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Embedded Web server

Figure 4. The subnet gateway software architecture.
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Table 1. Typical bus technology.

Maximum
transfer rate

The transmission

Bus type  Relevant standards medium

X-10  The standard in fact power line 60bps

ANSI twisted pair, power

CEBus IS-60/EIA-600 line, coaxial cable, 10kbps

wireless
Twisted pair, power
LonWorks ANSI/EIA-709 llr}e, coaxial cable, 1.25Mbps
[4] wireless and optical
fiber
European Installa- twisted pair, power
EIB tion Bus Association line, wireless, infrared 10kbps
CAN[S] 18O l1gog.1 ~ ‘Wisted pain coaxial oy,

cable, and optical fiber

4.1. The Physical Security of Equipment

Problem 1: the physical security of equipment is the
home control subnet gateway equipment, terminal equip-
ment their own safety, including accident damage and
man-made events, such as home gateways, connecting
wires, home appliances equipment having been illegally
linked, external electromagnetic interference, fire and
other natural disasters.

Related measures: To set up password for access to
essential equipment and more stringent measure of gate-
way certification is needed.

Problem 2: the power network security of the equip-
ment and the security of weak power supply system.

Related measures: the use of effective protective cir-
cuit (such as the circuit with the energy absorption or
photoelectric isolation function) for security.

Problem 3: There being more wireless networking
technology in home control subnet, it may be overlapped
with the frequency bands of other networks.

Related measures: the application of frequency bands
approved by local relevant agencies for networking.

Problem 4: power line information security, including
EMC (Electromagnetic Compatibility) and the signal
separation.

Related measures: strict and effective grounding
equipment, the use of isolators to isolate carrier.

4.2. The Protocol Security of Low Layer Network

Problem 5: RF wireless technology security, such as
802.11b technological security. Take 802.11b as an ex-
ample, it shared key authentication by using one-way
authentication method so that the access point can verify
the identity of the user, but users can not verify the iden-
tity of the access point. If a false place is put to WLAN
access points, it will hijack the legitimate client to launch
a platform of DOS (denial of service stacks).

Related measures: By using two-way authentication
mechanism so that detecting and isolating a false access
point becomes possible. MAC address filtering, Wired
Equivalent Privacy, etc. will be jointly used.
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Problem 6: wireless coverage and information secu-
rity. Neighbor device gets involved.

Related measures: One solution is to manually set ID
for terminal equipment. The other is to verify the identity
of terminal equipment.

5. The Security Problems and Related
Measures of Subnet Gateway

As for the home control subnet, security of the gateway
is most complex. In addition to the above mentioned
similar device safety problems, more problems will oc-
cur at the top of network protocols. The security of sub-
net gateway is closely related with the location, structure
and functions of subnet gateway. In terms of the location,
the sub-gateway is key equipment between home control
subnet and home backbone-network, being a member of
the main network. In terms of the functions, the sub-
gateways take the responsibilities of equipment registra-
tion, management and control, of verifying authentica-
tion of remote users, of information services and opera-
tional control. The sub-gateways for are responsible for
the communication links between the main network and
subnet, for the implementation of the centralized control
and remote control of home control subnet terminal
equipment, for bridging UPnP network upper protocol of
main network. In terms of the protocol, the sub-gateways
are involved in the multi-layered protocol stack. See Fig-
ure 5, showing that they result in different levels of net-
work security problems.

The main security problems of subnet gateways are:

e Security of information: By the home sensors, an at-
tacker can intercept domestic information of one fam-
ily, such the working status of home appliances and
personal privacy.

o User authentication: The attacker will illegally play as
family members or staff of property management to
read data and announce false instructions.

e User license: The attacker will illegal use or steal the
authorization of the owner to take sabotage activities
on purpose;

e Data integrity: An attacker will undermine the integ-
rity of data through tampering the user’s data and in-
structions. Specific analysis is as follows.

Problem 7: The safety of subnet gateway HTTP Au-
thentication [6]. If the system is based on the HTTP ba-
sic authentication (Basic Authorization), and when the
client makes requests to the HTTP server, HTTP server

SSL handshak | goap | CENA SSDP
protocol etc

HTTP HTTPMU | HTTPU

SSL record protocol
TCP

UDP

1P

Figure 5. Subnet gateway protocol stack.
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will determine the legality of the user through the basic
certification process of verifying the client's name and
password. In this certification process a user's name and
password is submitted to the Web server after a 64-bit
encoded files are put on the HTTP headers, but the pass-
word and user name is transmitted in plaintext way so
that it can easily be intercepted and any user with that
name and password can have access to these protected
resources.

Related measures: For the weaknesses of basic au-
thentication, HTTP/1.1 proposed to improve the user
authentication program, known as the digest access au-
thorization. With the similarity to the basic certification,
digest access authorization is also a testing key know to
both sides, but the transmission is not in plaintext way
transmission, but in cipher text way transmission. Access
control on the client can be divided into three steps,
namely, identification authentication of clients and home
gateway, the identification and authentication of client
name and password, the check of the permissions of cus-
tomer account.

Problem 8: How to encrypt and transmit important
information.

Related measures: One solution is to use SSL (Se-
cure Sockets Layer) protocol to simplify the information
so that it applies to a subnet gateway of home network
[7]. The protocol stack is as shown in Figure 5.

With the introduction of SSL protocol, it can upgrade
the Web server and client communication confidentiality,
data integrity and effective authentication. In combina-
tion with HTTP digest access authorization, different
authentication can be done based on different levels of
security. The visiting right is grouped. Through user
groups of different terminals for different access control,
and thus a more comprehensive security control can be
achieved. The detailed measure is that different levels of
equipment and its operation of home appliances will use
different security systems. High security can hold SSL
secure communication through the port of 443, or other-
wise through the transfer port of 80 for HTTP, just use an
easy authentication at the application layer. The main
process of Web server is monitoring 80 ports and 433
ports. When 80 ports received request from HTTP, HTTP
server would have digest access authorization to the cli-
ents. Upon completion of authentication, data will start
to be transmitted. When there is a request of connection
from the port of 443, the simplified SSL system which
ensures security of transmission and authentication will
be used.

Problem 9: Non-repudiation problem. It mainly refers
to interaction between the two sides not denying the ex-
change of information, focusing on the user who cannot
deny the operation on the home gateway and the terminal
equipment.

Related measures: A basic approach is to log the user
operations, to set up a log database. All users will be
recorded for all operations. If the problem of non-repu-
diation is tackled, the adoption of digital signatures will
matter.
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Problem 10: Access Control security.

Related measures: For characteristics of home
subnet, manager and user is usually the home member,
therefore it is needless to grasp the complex set of in-
ternal details of permissions. As we know, there will be
more types of electrical appliances at home their func-
tions will become more and more complex. A possible
solution is to establish the control strategy based on the
object-model. From the perspective of the controlled
object, the object-model will directly link the access to
the subject with the controlled access object. On one
hand, it is easy to operate the definition of the access
control list object, deletion, addition and modification.
On the other hand, when the controlled object feature
changes, or the controlled object has the action of in-
herit and derivation, there is no need to update the ac-
cess to the subject with the permissions, only need to
modify the corresponding access of the controlled ob-
ject, thereby reducing access to management of subject
and decreasing the complexity of the authorized data
management.

Problem 11: The security of device auto-discovery
mechanism based on UPnP (Universal Plug and Play) [8]
[9]. In order to get the intelligence of home backbone-
network, there will be implementation of equipment,
service auto-discovery protocol stack. The most typical
one is UPnP. Because of malicious intrusion to the
equipment, UPnP as the main equipment of home back-
bone-network, by subnet gateway as bridge, will get in-
formation of control subnet terminal equipment, and can
do further attacks.

Related measures: the log can be used to record the
user's operation, alarm. Subnet gateway can use the ap-
propriate sub-gateway packet filtering strategy.

Problem 12: The security problem of virus attack and
hacker attack.

Related Measures: The main solution is that the main
gateway of home network is armed with firewall func-
tion so that it can block and prevent the attack of viruses,
Trojans, hacker, and so on.

6. Conclusions

Through systematic analysis of the home control subnet

Copyright © 2009 SciRes.

structures, networking, and the relations of home control
subnet and home backbone-network, especially the
structure, functions of subnet gateway of home network
and protocol stack, safety issues of home control subnet
in different levels and aspects, including security of
physical security equipment, the safety of the underlying
protocol and the protocol level, are analyzed in detail
and workable solutions are provided step by step. In
short, as long as we make the full use of limited re-
sources of the control subnet, make a reasonable choice
of technology and build different levels of security pre-
cautions, a reliable and practical home control subnet
will be surely constructed.

7. References

[1T SJ/T 11316-2005, “Home network system architecture
and reference model,” People’s Republic of China Elec-
tronic Industry Standard, September 2005.

[2] SJ/T 11314-2005, “Specification for home subnet com-
munication protocol,” People’s Republic of China Elec-
tronic Industry Standard, September 2005.

[31 SJ/T 11317-2005, “Home network device description file
specification,” People’s Republic of China Electronic
Industry Standard, September 2005.

[4] F Q. Wu, J. Li, and D. S. Hu, “Application of LON
works field bus technology in home network system,”
Journal of Chengde Petroleum College, Chengde, No. 4,
pp- 31-56, 2008.

[5] Bosch, “CAN specification Version 2.0,” September
1991.

[6] Y. Zhu, “Design and realization of an improved HTTP
digest authentication scheme,” Study on optical commu-
nication, Wuhan, No. 4, pp. 59-62, 2008.

[71 Y. Y.Zengand Z. H. Zuo, “Design and implementation of
SSL protocol on embedded devices,” Journal of Chengdu
University of Information Technology, Chengdu, No. 4,
pp. 389-392, 2008.

[8] UPnP Forum, “UPnP device architecture 1.0,” April 2008.

[91 SJ/T 11310-2005, “Information device intelligent group-
ing and resource sharing Partl: Core protocol,” People’s
Republic of China Electronic Industry Standard, Sep-
tember 2005.

Wireless Sensor Network, 2009, 1, 1-60



3078 (Prini), 1945-3086 01

Wireless Sensor Network

Wireless Sensor Network

Call For Papers

http://www.scirp.org/journal/wsn
ISSN 1945-3078 (Print) ISSN 1945-3086 (Online)

WSN is an international refereed journal dedicated to the latest advancement of wireless sensor
network and applications. The goal of this journal is to keep a record of the state-of-the-art
research and promote the research work in these areas.

@’ Editor-in-Chief
Dr. Kosai Raoof , GIPSA LAB, University of Joseph Fourier, Grenoble, France

@’ Subject Coverage

This journal invites original research and review papers that address the following issues in wireless
sensor networks. Topics of interest are (but not limited to):

® Network Architecture and Protocols ® Software Platforms and Development Tools
® Self-Organization and Synchronization ® Routing and Data Dissemination

® Quality of Service ® Energy Conservation and Management

® Data Processing, Storage and Management ® Security and Privacy

® Network Planning, Provisioning and Deployment ® Developments and Applications

® |[ntegration with Other System ® Network Simulation and Platforms

We are also interested in short papers (letters) that clearly address a specific problem, and short
survey or position papers that sketch the results or problems on a specific topic. Authors of selected
short papers would be invited to write a regular paper on the same topic for future issues of the WSN.

@ Notes for Intending Authors

Submitted papers should not have been previously published nor be currently under consideration
for publication elsewhere. Paper submission will be handled electronically through the website. All
papers are refereed through a peer review process. Authors are responsible for having their papers
checked for style and grammar prior to submission to WSN. Papers may be rejected if the language
is not satisfactory. For more details about the submissions, please access the website.

@ Website and E-Mail

http://www.scirp.org/journal/wsn Email: wsn@scirp.org



Wireless Sensor Network,2009,1,1-60
Published Online April 2009 in SciRP (http://www.SciRP.org/journal/wsn/).

TABLE OF CONTENTS

Volume1l Number1 April 2009

Bandwidth Efficient Three-User Cooperative Diversity Scheme Based on
Relaying Superposition Symbols
M. W.CAO, G. G. BIL XL FJIN e e e e e 1

The Influence of LOS Components on the Statistical Properties of the

Capacity of Amplify-and-Forward Channels
G.RAFIQ, M. PATZOLD.......ccuii oo e 7

Parameter Optimization for Amplify-and-Forward Relaying Systems with

Pilot Symbol Assisted Modulation Scheme
Y. WU, M. PATZOLD ..ot e e e 15

An Energy Balanced Reliable Routing Metric in WSNs
J.ZHU, H. ZHAO, J. Q. XU e 22

Extending the Network Lifetime Using Optimized Energy Efficient Cross

Layer Module (OEEXLM) in Wireless Sensor Networks
T. V.PADMAVATHY .o e e e e e e e e et e 27

Subarea Tree Routing (STR) in Multi-Hop Wireless Ad hoc Networks
G.K.LIU, C. L. SHAN, G. WEL H. J. WANG ... .oeeeoe oot e e 36

Research on ZigBee Wireless Sensors Network Based on ModBus Protocol
C.B.YU,Y. F. LIU, C. WANG ... ..o e e 43

Policy Based Self-Adaptive Scheme in Pervasive Computing
J.Q. OUYANG, D. X. SHI, B. DING, J. FENG, H. M. WANG.............o i, 48

The Analysis of the Structure and Security of Home Control Subnet
C.Y. WANG, Y. ZHANG ..ottt ettt ettt ettt 56

Copyright©2009 SciRes Wireless Sensor Network, 2009, 1, 1-60

9771945307008 01



	wsn1-1封面1
	wsn1-1封面2
	table of contents WSN Issue 1
	journal information WSN Issue 1
	1_9500022 定稿
	2_9500025 定稿
	3_9500029定稿
	4_9500003定稿
	5_9500017 定稿
	6_9500026 定稿
	7_9500010定稿
	8_9500027 彩色
	9_GAO定稿
	wsn1-1封面3
	wsn1-1封面4


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


