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Abstract

Information dissemination has become part of people’s daily communication
and there is great interest for both academic and industrial communities.
Most previous studies have focused on the strategy and mechanisms. The
methods controlling the process of information diffusion have rarely been
studied. Thus, previous studies have failed to effectively mine the value of
product information diffusion on social networks. In this study, based on the
information diffusion product in consumer self-organized social networks,
the control of the product information diffusion process was explored. The
node identification principle of the QR code sender designed in this study
and the linked list that associated information with specific nodes allowed the
acquisition of effective traces in long-chain transmission from the informa-
tion source to the value nodes, and solved user information disclosure during
the transmission process. This method was applied to the tracing system of
defective vehicles, achieving accurate recall of defective vehicles.
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1. Introduction

WeChat, social media websites, and mobile intelligent terminals, as consum-
er-led media and technology, have developed rapidly. Consumers not only pro-
duce a great amount of data online but also spontaneously create their own
marketing networks. This blurs the boundaries between enterprises and con-
sumers. As content providers and information publishers, consumers have built
their own media networks; however, enterprises publish abundant product in-

formation through various forms of social media, such as network platforms and
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intelligent media terminals, to attract the attention of potential users. Incentives
have been offered to encourage consumers to share product information on their
self-organized social media. Therefore, consumers are transformed from people
who simply browse product information and purchase products into enterprise
collaborators and product promoters. Such partnerships can benefit both con-
sumers and enterprises.

Consumers form circles of friends on social media. Consumers do not always
know how to make the right choices when faced with massive amounts of data
and media advertising. Therefore, they prefer to receive recommendations from
friends that they trust in their communication circles (Figure 1).

There are currently two avenues of information transmission; namely, the rumor
diffusion model that was developed based on the epidemic model and information
cascade. The classic epidemic disease model, Susceptible-Infectious-Recovered
(SIR), proposed by Anderson in 1991, reference [1] [2], has been widely em-
ployed, especially for the spread of rumors. Scholars have improved the SIR
model and the improved models are summarized in Table 1. The classic ru-
mor-spread model is the Daley and Kendal (DK) model [3] [4] [5], which sug-
gests that rumor spread is similar to the spread of infectious diseases. People are
divided into three categories in the DK model: the ignorant, the spreader, and
the terminator. In the SSIC model [6], the spread of rumors on super networks
can be effectively hampered [7] by: 1) identifying rumors and isolating them,
and 2) improving the extent of rumors, which allows the public to know more
about them, to weaken their spread. The SEIR model [8] considers the ambiguity
and attractiveness of the rumor content. Mean-field equations are used to cha-
racterize the dynamics in the SEIR model considering homogeneous and hete-
rogeneous networks. Rumors spread faster in the BA network in the SEIR model
than in the WS network, while the diffusion scales of rumors spread are exactly
the opposite in the two networks. Mean-field equations are used to describe the
dynamics of rumor models to consider the characteristics of rumors spreading

and analyze the key events in complex networks. A novel SIR model [9] was
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Figure 1. Product value creation and information sharing in networks self-organized by

consumers.
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Table 1. Summary of improved rumor models.

Epidemic

Improved

Added content Applicati twork
model rumor-spread model ec content pplication networ
DK-m Transplantation mapping
SSIC-m Supernetwork
o . BA network
SEIR-m Hesitating mechanism
WS network
Trust mechanism,
A novel SIR-m i
ignorant-spreader
Homogeneous
Introduce independent network,
A new SIR-m [10] P W
spreaders heterogeneous
network
Considering bipolar social
A new SIR-m [11] K
SIR reinforcement
A rumor Holling-type II functional
transmission-m [12] response
R ding-
Hmor spreacing-m Random denial
(13]
Rumor Considering the activity of Homogeneous
Spreading-m [14] spreading network

Rumor spreading-m
[15]

SHIR-m [16]

Noise interference

Competitive information

BA (Barabasi-Albert)
network
WS (Watts-Strogatz)
network

applied to heterogeneous/homogeneous networks. The results showed that ru-
mors spread faster in homogeneous networks compared to heterogeneous net-
works. The diffusion scales of rumor spread in the two networks, however, were
exactly the opposite, as shown in Table 1.

In general, understanding the spread of rumors has been improved using the
SIR model, mainly in two aspects: 1) constructing network structures based on
different attributes, and 2) increasing the attributes of the study objects.

The improved rumor spread model and the epidemic disease model differ
from the information diffusion model in that networks are self-organized by
consumers in two ways. First, information is diffused in various ways. Node in-
fection is forced and spontaneous in the epidemic disease model, while informa-
tion diffusion in a consumer network is optional and voluntary. Second, the tar-
gets vary. Scholars assess rumor models to disturb and suppress rumor spread in
hopes of minimizing its impact. Studies on product information diffusion in
consumer networks encourage consumers’ forwarding behaviors and maximize
their effects. Therefore, the epidemic model as well as the improved rumor
model, which is based on the epidemic model, cannot abstractly represent in-

formation dissemination processes in consumer networks.
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Another main mode of information diffusion is information cascade. The
most representative information diffusion models are discussed below. Refer-
ence [17] proposed the general cascade (GC) model and the general threshold
(GT) model, which are generalizations of the independent cascade (IC) model
and the linear threshold (LT) model, and the two models are equivalent. In the
GC model, the probability of node diffusion was determined by the historical ac-
tivation record, while this probability was set as a constant in the IC model. In
the GT model, the threshold function determining whether a node was activated
was the function of the weight of activated nodes; however, in the LT model, it
was the sum of the weight of all the activated nodes. In the IC and LT models,
each activated node attempted to influence nodes that were not activated; and in
the voter model [18], each node had two options, and two types of information
competed for activating more nodes.

In addition to the traditional information diffusion models, as mentioned
above, there are also many expansion models based on these models. The IC
model with negative opinions (IC-N) [19] also considers the diffusion of nega-
tive information. In the IC-N model, successful activation of silent nodes by a
positive activated node will lead to the spread of positive and negative informa-
tion simultaneously, but successful activation of silent nodes by a negative acti-
vated node will lead to the diffusion of only negative information. The competi-
tive LT model (CLT) model [20] extended the LT model and considered two
types of competing information in the network. In the CLT model, the seed
nodes are activated and attached to one of the two competing information to be
spread; when activating silent nodes, the seed nodes attempt to persuade the si-
lent nodes to accept the information they supported. The Signed Voter model
[21] is an extension of the Voter Model; in this model, when the two nodes on
one edge are friends, one node successfully activates the other node and attempts
to persuade it to accept the information he or she supports. The IC-N model and
the CLT model produce a similar negative impact when successfully activating
silent nodes, which makes the other node hold the opposite view.

In the above studies, a default hypothesis was commonly adopted, which was:
the consumer spontaneous information diffusion cannot be controlled. There-
fore, even if previous studies had realized that blindly launching advertising in
social media was inefficient, they would have been able to do nothing but pro-
mote information diffusion through seeking and developing influential seed
nodes. Once the seed nodes activate the forwarding behavior and start
self-organized diffusion among consumers, the follow-up forwarding behavior
will be invisible to the external diffusion network; and the enterprise cannot be
sure whether the purchasing behavior provoked is driven by the selected seed
node or not. Thus, the problems studied in the past are only about macroscopic
strategic research or microscopic seed node identification [22] [23] [24] [25]
[26].

Therefore, all the information diffusion models currently available are “black
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box models” that cannot control, trace, and record the information transmission
process. The node identification principle of the QR code sender designed in this
study and the linked list that associated information with specific nodes realized
the acquisition of effective traces in long-chain transmission from the informa-
tion source to the value nodes. The coding system for public and private codes
solved user information disclosure during information diffusion. The above
method has not only controlled the product information diffusion process, but
can also be applied to the technical reasoning of defective products to achieve
accurate recall of defective vehicles.

The logic structure of the study is as follows: In the second part, the method to
obtain effective traces from the value node to the information source was ex-
plored. In the third part, the technical process reasoning of defective products
was studied, including the tracing system of defective products and technical
process reasoning of defective products based on the method to obtain effective

trace. The conclusions are provided in the fourth part.

2. Effective Trace Acquirement from Value Node to
Information Source

This section aims to obtain the effective trace from a given value node z to the
information source, thereby achieving control of the product information diffu-
sion process. However, there should be a prerequisite; that is, to identify and
record the nodes that diffuse information to obtain the network where informa-
tion about one specific product is diffused.

The development of QR code technology enabled us to realize the above ob-
jectives. Consider the following scenario: When a consumer shops in the mall
and sees something that his friend wanted to buy, he sends the QR code of this
product to his friend who will buy this product if his demand happens to be sa-
tisfied after seeing the information linked to this code; or, if through a quantity
of nodes, the information is finally sent to the person who needs this product,
then the above process is the product information diffusion in the consumer
self-organized network, with QR code as the carrier.

To obtain the above product information diffusion network, it is necessary to
record and identify the nodes that diffuse the information and associate relevant
information to those nodes, which is based on the QR code technology, as
shown in Figure 2. In the process of information diffusion, only the product in-
formation is visible and the identification code linked with personal information
is only visible to the code sender. On the premise that the transmission nodes
agree to identify the personal information, when the enterprise wants to find out
the contribution made by consumers, the personal information can be provided
for relevant enterprises so that they can give awards to the transmission nodes
that have created value so as to encourage their behavior of diffusing relevant
product information in social networks.

Before a consumer forwards the information of a product, the two parts in
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Figure 2. Node identification principle of the QR code sender.

Figure 2 are completely independent, and only when the consumer scans the
information of a product, the two are associated, that is, the scanned QR code is
attached with the consumer’s personal information identification code, which is
then entered into the database. If this consumer forwards the QR code to his
friend, the QR code sent to his friend also contains the identification code of the
forwarder in addition to the product information, but it is invisible to his friend
who can only see the product information. In this way, user information during
product information diffusion is protected, so that the disclosure of personal in-
formation can be avoided to the largest extent and consumers can diffuse prod-
uct information without the worries behind it. The mechanism showing how the
above process is carried out is shown in Figure 3.

Here, it is assumed that this consumer is willing to provide the only informa-
tion that can reveal his personal identity to the QR code sender (e.g., WeChat
ID, mobile phone quantity, QQ quantity, or an account registered on a social
networking site etc.) so as to obtain the identification code (private) generated
by this QR sender for this consumer, and the sender promises to keep the per-
sonal information confidential. If the user has entered his personal information
and obtained the identification code, the system can automatically identify this
user and attach his identification code to the product information if the con-
sumer scans the QR code using the mobile APP developed by the QR sender.

If the consumer has not yet received the personal identification code from the
QR code sender and scans the QR code using the APP, the system will pop up a
page asking if it is allowed to generate the consumer’s personal identification
code to record the cumulative value contribution made by this consumer during

product information diffusion and to be used in follow-up awards. It is assumed
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Figure 3. (a) Consumer information passing node identification mechanism; (b) The association of information and nodes in a
linked list. Note: A linked list was used to save product information, identification nodes and the association between the two, and
it was assumed that the probability of information forwarding between consumers is estimable. (b) The association method of the

linked list was simulated with products of X* type as the case.

here that all consumers discussed in this study are willing to accept the invita-
tion from the QR code sender to generate their personal identification codes.

If the node is an information source, a new linked list will be established un-
der the directory of the product diffused by this node. If the information re-
ceived by this node is from other consumers, the formation will be included in
the existing linked list according to the product information and information
source identification code.

When a consumer scans the QR code linked with certain product informa-
tion, this code does not contain the identification codes of other users, and this
consumer forwards the product information to his friend, then the consumer is
an information source that diffuses information about this product.

To obtain the effective trace from the value node (the node generating pur-

chasing) to the information source node, the information source corresponding
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to the value node should be found in the system’s linked list structure according
to the product-consumer catalogue. There may be more than one effective trace,
for there may be more than one source of information that initiates the long

chain spread to the value node

3. Reasoning of the Technical Process of Defective Products

The method to control product information diffusion; that is, the approach to
obtain an effective trace was applied in technical process reasoning of defective
products. According to the module production in the auto industry, the method
to trace defective vehicles was designed. The product supply chain tracing model
was constructed based on the parts batch relation and the order information
system. In addition, the above QR code identification principle and the method
for tracking effective trace were used to achieve the goals of detection of defec-
tive products, tracing to the cause, detection of defective products in the same

batch, and accurate recall of defective products.

3.1. Tracing System of Defective Products

The recall of defective vehicles includes active recall and commanded recall. The
tracing process is the same in both cases: Defective parts detected first, and then
internal and external tracing is performed. Defective vehicles are caused by two
major aspects; namely design and manufacturing. Design-related defective ve-
hicles are often recalled based on the production time, while vehicles with de-
fects caused during the production process are usually recalled per the produc-
tion batch. Part suppliers and assembly unit suppliers are the information carri-
ers in internal tracing. The information carriers in external tracing are vehicle
manufacturers, dealers and client bases. The scope and quantity of defective
products are confirmed according to the batch and quantity of defective parts
determined by the internal tracing.

3.1.1. Internal Tracing System
For an auto production chain, the internal tracing system can be divided into
three steps, as shown in Figure 4.

1) It is completed in the 4S store or auto maintenance department where the
technical personnel identify the defective parts, confirm the identification code
and purchase batch of the defective parts according to the batch list, and trace
the supplier X that have produced those parts.

2) The supplier X inquires about the designer of the defective parts,
processing/testing process of the parts and the workers who finished this process
according to the identification code and production data of the parts. The batch
and quantity of the designer, operator or defective products are determined to
minimize the quantity of defective products.

The specific processes are: 1) to determine the link where the defects were
caused. Causes of the defects are confirmed according to the process_id, opera-

tor_id_date, designer_id_date in information about processing of the defective
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Figure 4. Internal tracing system.

i E = Design batch [ Designer basic information T e T T O G g
| Desioner-id ‘ parent component set
< Design batch BT-design esigner-i @
Designer-id Order batch
Date ;[-desi%n : Designer-name Supplier-id «
Quantity Q-design Level Supplier-name
Designer’s product category Order batch of parent components
_ Work time T-designer (Purchase quantity
Product batch BT-designer Purchase date -~
Quantity Q-designer T

Step 3: identify the batch of parent components equipped with

Step 2: identify the cause and batch of defective products defective products and the buyer

parts: a. improper operation of the workers, b. problems that occurred in one
specific manufacturing procedure, and c. problems that occurred in design. 2) to
determine the batch and quantity of defective products output by the step where
the problem occurred in order to precisely work out the quantity of defective
products: if a. the batch and quantity of the defective products made by one
worker within the period of time T_worker is acquired according to the
process_id of the worker; if b. the batch and quantity of the defective products
manufactured within T_process based on the working procedure id and
T_processing; and if c. the batch and quantity of the defective products designed
is acquired per the designer_id and T_design. The query results need to meet the
three constraints; that is, time, quantity and batch.

Time constraint: T_processing = T_workers = T_process is a time interval set
by T_part (T,...T_part...T,); T_design = T_designer, the design batch and de-
sign date are determined according to the component_id.

Quantity constraint: Q_processing > Q_process && Q_design > Q_designer
&& Q_process = Q_designer;

Batch constraint: B_process < B_processing && BT_designer < BT_design.

3) It is assumed that the tracing system uses distributed management among
the supplier to shield the heterogeneity of the supplier distribution. Tracing is
based on the batch list and the parent parts and completed in the superior sup-
plier of supplier X, aiming to search the collection of subparts with defective
parts and thereby target all the parent parts assembled with this subpart.

The specific procedures are as follows: 1) the order batch of the defective part
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or the subpart at the first layer is confirmed according to the batch list and order
of the defective parts. 2) The dotted box in the middle denotes a cycle. For ex-
ample, the supplier_id of the defective parts at the first layer is determined ac-
cording to Figure 4. Step 3. (D, and the order batch of the defective subparts at
the second layer is inquired through the purchasing information table. The rest
was done in the same manner to conduct a looping execution of the process un-
til the purchaser_id of the defective parts at the Mth layer is confirmed and
when the order information of all defective parent parts is finally obtained, the
cycle ends. 3) When the procurement information is collected according to the
defective parent parts and the buyers, order batches, quantities and purchasing

dates of all the parent parts are determined, the internal tracing ends.

3.1.2. External Tracing System
The internal tracing system aims at one auto supply chain while the external
tracing system has to accommodate more than one auto sales chain. The manu-
facturing of auto parts belongs to mass customization. Therefore, the external
tracing system should recall defective products based on the specific orders.
Figure 5 shows the external tracing system of defective vehicles. The specific
procedures are as follows: 1) Based on the suppliers of the defective parent parts
targeted by the internal tracing system, all the original equipment manufacturers
purchasing the defective parent parts are traced. The order batch of the defective
parent parts is acquired according to the purchasing information of the Jth auto
manufacturer, and then the auto batches of all the defective parts are confirmed

per information about the auto batches. 2) The Jth auto manufacturer traces all

-
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Figure 5. External tracing system.
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dealers that purchased the defective vehicles, and then determines the batch and
quantity of defective vehicles as well as the quantity, batch and date of defective
vehicles, which have already been sold per the purchasing information provided
by the dealers. 3) After acquiring the contact information of clients who have
purchased the defective vehicles according to their purchasing place and time,
and the VIN codes of vehicles they purchased, the dealers recall the defective ve-

hicles.

3.2. Application of QR Code Technology in the Tracing System of
Defective Products

The QR code technology is mainly used for product identification and tracking,
data collection, entry and information transmission in the tracing system. De-
tailed, comprehensive product data information and dynamic product tracking
technology are the basis of an effective tracing system; the QR code identifica-
tion principle can effectively meet the tracing system requirements for informa-
tion collection and product tracking. The QR code embedded in the product can
track products and record and transfer information about the key parts. Also, a
waterproof, high temperature resistant, QR code can work in harsh environ-
ments.

Based on the node identification principle of the QR code sender, information
needing to be identified is listed in Table 2.

The production process is described below. The supplier provides the parts to
the manufacturer who manufactures the parts. After a series of processes and
with the participation of the designers and operators, the subparts are processed
into parent parts, which are then assembled in the final working procedure. Af-
ter that, the finished product enters the 4S store to be purchased by one con-
sumer, completing the normal direction flow from procurement to production,
sales, and consumer. During such a process, information about the product, or-
ganizations and personnel involved above should be associated, as shown in
Figure 6. The QR code associated with relevant information is printed onto the
corresponding single items, cartons and vehicles. Table 3 shows the nodes
needing to be recorded and their symbolic representation.

The above mechanism to associate information with nodes is realized by the

linked list data structure in the system as shown in Figure 7.

Table 2. Encrypted and disclosed information coding of the QR code sender.

Identification code for suppliers S*, identification code for

Encrypted workers W', identification code for procedures P', consumer code

information C', identification code for the purchased parts L', identification
QR code coding code for the improved parts /', identification code for new pars
sender A" ,box code B',batchcode G

Disclosed

K K Identification code for vehicles V', identification code for 4S stores

information )

. 4S§', identification code for manufacturing enterprises E’
coding
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Table 3. Symbols of the recorded nodes.

Nodes to be recorded Symbol
Supplier S -Supply
Parts L -Ling Bu Jian
Procedure P' -Procedure
Workers W' -Workers
Assembly units A' -Assembly
Box B -Box
Group G' -Group
Vehicle V' -Vehicle
Consumer C' -Consumer
Improved parts I' -Improve
Manufacturing enterprise E' -Enterprise

The next step is the reverse tracing of the defective products. Upon receiving
the vehicles to be repaired, the technicians detect the cause of the failure, finds
the defective parts or components, and then scan the QR codes of those parts or
components to easily confirm information about their supplier, production
processes, operators, designers, batch number, vehicle, whether it was purchased
by consumers, consumer information, and the 4S store where it was sold. The
detection personnel further identify the cause of the failure: Are the procured
parts unqualified or is there any problem that occurred during the production
process? For example, is this a design problem or a mistake caused by the oper-
ator? If the procured parts are unqualified, relevant information about the sup-
plier can be acquired and the quality of parts purchased in the same batch
should be checked to determine whether it is an individual case or the whole
batch of parts are unqualified.

If there is a problem with the production process, whether there is a design
problem or whether it is caused by improper operation of the operator should be
checked. For whatever reason, it is important to identify the processes as well as
personnel associated with it, and inspect the products manufactured in the same
batch to determine whether they also have quality problems.

At this point, the causes and links of this defective product are found. Then, it
is still necessary to determine whether it is an individual case or all the products
in the same batch are unqualified. If all the products in the same batch are un-
qualified, then the models these products were assembled into need to be identi-
fied. Moreover, among these vehicles, those that have been sold and those in the
warehouse need to be determined. Consumers who have purchased those ve-
hicles need to be contacted to recall the vehicles, and those in the warehouse
should be melted down and remade.

The above product process identification and defective product tracing avoids
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Figure 6. Node identification principle of product information diffusion.

the recall of qualified products, achieving a precise recall process and preventing

the economic losses of enterprises.

4. Conclusions and Future Research Work

The novel contribution of the paper is that, based on the product information
diffusion in consumer self-organized social networks, the control of the product
information diffusion process was explored, making the following achievements
and innovations. To solve the problem of node identification and information
association in the process of information diffusion, a method to control the
product information diffusion process was proposed based on the designed in-
formation identification principle of QR code senders, a method to create QR
codes containing disclosed or encrypted information, and a method to generate
the linked list associating information with nodes. This method addressed the

threat of personal information leakage during user information transmission,
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Figure 7. The linked list that associated information with specific nodes.

and achieved control of product information diffusion. Moreover, this method
was applied to trace and record the technical process of defective products, rea-
lizing the accurate recall of defective vehicles.

In light of the findings of this paper, the following questions for future re-
search are presented. As the diffusion of product information in social network
is driven by spontaneous behavior of consumers, and the choice of consumers
would be affected by many factors. And, the analysis of influencing factors and
consumers’ behavior selection also needs theoretical support from sociology,

economics and psychology. Therefore, the simulation and control of product
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information diffusion could be carried out by multidisciplinary experiments.
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