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Abstract

Globally, traditional power systems are rapidly transforming towards the
adoption of smart grid platforms. Substations which are at the center of the
electric power transformation from the power plant are changing to IEC
61850 based digital substations. Therefore, within substation, there is a
growing demand for the IEC 61850 based Intelligent Electronic Devices
(IEDs). The operation of multiple manufacturers of IEDs in a single digital
substation network increases the need for IEC 61850 communications speci-
fication conformance diagnosis to ensure interoperability for efficient data
exchange between IEDs. The IEC 61850-10 presents test items for diagnosing
communication specification conformance. There are many test tools availa-
ble in the market today to test the compliance of the IEC 61850 communica-
tions specifications to the IED. In this paper, we propose a model-based di-
agnostic method for IED communication conformance testing. The proposed
model-based software therefore uses the “drag and drop” technique to select
the various IEC 61850 communication services (objects) required to design
the test case in a user friendly Graphical User Interface (GUI). This makes the
service conformance testing more flexible for test engineers and system inte-
grators especially in situations that require test case modifications. Also, the
proposed software tool makes it easy to understand the various IEC 61850
services using the friendly GUL

Keywords

IEC 61850, Intelligent Electronic Devices (IEDs), Conformance Testing,
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Network

1. General Introduction

Electric power flows through several transmission and/or distribution substa-
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Transmission Line

tions from the generation source to the end consumer. An electrical substation is
a node in a power system network where voltage is transformed from high to
low or vice versa using transformers. It comprises of primary or field equipment,
such as bus bars, switches, switch yard instrument transformers electrical cable
lines etc. The control, protection and constant monitoring of these primary de-
vices are conducted using an integrated mechanism known as the Substation
Automation (SA) System [1] [2] [3]. The SA System consists of micro-processor
based secondary device known as an IED (server) which monitors, measures and
collects data from the primary equipment via a process bus interface. The col-
lected data is then transmitted to a higher central or distributed control system
(client) which guarantees an informed and intelligent administration of all SA
system devices [4].

The SA system serves as an important method for the maintenance and con-
trol of various substation equipments. Historically, in order to transmit equip-
ment data between SAS devices, the implemented IEDs employ different com-
munication protocol which used to be propriety-based [5]. This hindered the
smooth inter-IED communication as each IED uses a different protocol for
communication [6]. Modern substations require multi-vendor interoperability
of IEDs using a single easy-to-configure communication protocol to enable sim-
plicity of design. Thus, IEC 61850 “communication networks and systems in
substation” has been proposed and internationally accepted as a standard to en-
able manufacturer independent communication in a digital substation system
[7] [8] [9]. The IEC 61850 System architecture is illustrated in Figure 1. It con-
sists of hierarchical three networked levels, namely the station-level, the bay-level
and the process level. The station-level consists of devices like the Human Ma-
chine Interface (HMI), and the gateway to the Network Control Center (NCC).

The bay-level network includes protection and control bay units while the process

Station Bus

Digital &
,II,ns . sfl -~ Merging Circuit Breaker
ranstormer Unit Controller

Figure 1. Basic architecture of IEC 61850 substation.
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level network interconnects the switch control, sensors for voltage and current
measurements and circuit breaker or disconnector control. Recently, the IEC
61850 based digital substation has expanded, and the demand for IEC 61850
based IEDs has increased [10]. The availability of multiple manufacturers IEDs
in a single network within a digital substation increases the need for IEC 61850
communications specification diagnostics to ensure interoperability between
products.

IEC 61850 Part 10 presents the test items for testing the conformance of
communication specifications and provides the following details. Basic Ex-
change, Data Sets, Data Set Definition, Substitution, Setting Group Selection,
Setting Group Definition, Logging, GOOSE publish, GOOSE subscribe, GOOSE
management, control general, direct control, Select Before Operate (SBO) con-
trol, enhanced SBO control, etc. [11]. The International Users Group (UCAIUG)
develops and manages the detailed procedures for conducting internationally
authorized certification tests based on IEC 61850-10 [12]. For reliable substation
operations, the IEDs must pass accredited testing to be installed to digital subs-
tations. A test system is developed and widely used at test institutions and sites
of power utilities so that the test items can be tested using program-based tools
rather than manually performed by the tester during the communication speci-
fication conformance test. However, these test systems are conventionally
scripted-based systems that can only be used if the tester has a basic knowledge
of the computer-based language for setting up a test environment [13] [14]. This
paper presents model-based testing system which, due to the fact that it is not
scripted, is easy use by test engineers to use. Our proposed model uses the
drag-and-drop method for the design of the test procedure and would thereby
make it easy to use. The paper is divided into the following sections; Section 2
introduces the conformance testing for IEC 61850. In Section 3, we discuss the
practical implementation of the proposed model-based conformance tool. We
also discuss the step-by-step process of using the tool including the all configu-
rations for both the DUT and the software. The IEC 61850 reporting service un-
der test together with the implementation of the model-based test process is also
discussed into details. Results and analysis are presented in this section too. Sec-

tion 4 presents the conclusion.

Review of Related Work

Research in [15] [16] discussed the importance of IEC 61850 service confor-
mance testing. A more detailed discussion on the purpose and value of service
conformance testing was presented by [17] and [18]. The authors in [17] studied
the standardized service conformance testing procedure as stipulated by the IEC
61850-10 in comparison with other functional testing techniques. The testing
and certification system for specific substation equipment including client/server
devices, IEDs, gateways servers etc. are also described. A similar approach is

adopted by [19] where the purpose and certification of the IEC 61850 service
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conformance testing is discussed. A complete tutorial on the general procedure
for service conformance testing has been explained by authors in [20]. The au-
thors provided a detailed account of the procedure to implement service con-
formance testing for an IED. This procedure includes the verification of the syn-
tax, data models and how to ensure the conformity of extended logical nodes
and data. Authors of [21] [22] focused on the client conformance testing and
presented an evaluation of the method for testing the data communication ser-
vices. By focusing on the reporting services of IEC 61850 including buffered and
unbuffered, the authors in [17] developed the client testing system which can
request and analyze Manufacturing Message Specification (MMS) reports Packet
Data Unit (PDU). This research emphasized the importance of client confor-
mance testing using IEC 61850 reporting service as an example. Finally, a
close-loop testing system was developed by researchers in [23]. The researchers
designed an automated system to enable the complete IEC 61850 service con-
formance testing therefore eliminating the possibility of errors caused by human
intervention. The limitations of existing tools in literature can be summed up in
the fact that some are designed for the implementation of client conformance
testing only while other tools are also based on the computer programmable
script language. The computer programmable script is quite difficult for most
substation engineers or system integrators to use due to the fact that it requires
an understanding of programming language like C#. These limitations are ad-
dressed by our paper by using object-based modelling approach to the imple-

mentation of the service conformance test cases.

2. Introduction to Conformance Testing

The Utility Communication Association International Users Group (UCAIUG)
created the testing committee to develop a set of standardized test cases to allow
the conformance inspection of multi-vendor devices based on the IEC 61850
standard. This ensures that all device manufacturers comply with the application
requirements making the “IEC 61850 a global standard. The serve conformance
testing consists of techniques used to check the conformity of the IED to the IEC
61850 standard. As can be observed in Figure 2, the server conformance test
consists of two parts which are the static conformance and the dynamic confor-
mance.

The static conformance consists of document version management and the
Substation Configuration Description Language (SCL) validation while the dy-
namic conformance consists of the data and communication model testing.
Document version management includes checking the PICS, PIXIT, MICS and
TICS. These are explained in Table 1.

These documents, although not standardized by IEC 61850 are required to as-
sist the test engineer when selecting test parameters. The SCL file also has to be
checked for semantics and syntax errors. Finally, the dynamic test case is where

the actual testing is implemented. Each test case from the conformance test suite
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is selected, implemented and analyzed for conformance. A basic equipment se-
tup is required to enable the proposer analysis of the server test results. The ar-
chitecture as can be observed in Figure 3 consists of the DUT, the device run-
ning the conformance tool and the test protocol analyzer all connected to an
Ethernet switch.

Components of the conformance testing setup are explained in Table 2.

All related test cases are categorized into tables as can be seen in Table 3. Each
test group consists of multiple positive and negative test cases. The positive test
case verifies device conditions which results in a positive response while a nega-

tive test is the opposite.

Table 1. Various documentation for conformance testing.

Document Explanation
Protocol Implementation Extra Device specific document which details the communication
Information for testing (PIXIT) capabilities of the DUT
Protocol Implementation Device specific document concerning the DUT
Conformance Statement (PICS) communication capability

Model Implementation

Document which details standard data model of the DUT
Conformance Statement (MICS)

Tissue Implementation Document which lists the implemented technical issues
Conformance Statement (TICS) (Tissues).

Table 2. Uses of each Conformance testing device.

Device Application
Signal Generator To create binary and analog events
Protocol Analyzer To store and analyze all network traffic packets
DUT IED device which is under test

Client Simulator ~ To initiate connection Two-party association application (TPAA) if needed

Goose simulator Generate the correct (incorrect) goose packets
Test Master Control the complete conformance process
Time master For time synchronization

Table 3. Uses of each Conformance testing device.

Test Meaning

sAss Application Association

sSrv Server, LD, LN, DA etc.

sDs Data set model

sTrk Service Tracking

sSub Substitution Model

sSG Setting group model

sRp Unbuffered Report Control Model
sBr Buffered Report Control model

DOI: 10.4236/sgre.2018.910014 219 Smart Grid and Renewable Energy


https://doi.org/10.4236/sgre.2018.910014

B.Jangetal.

Continued
sLog Log Control Model
sGop and sGos Generic Object oriented substation events
sCtl Control model
sTm Time synchronization
sFt File transfer model

conformance
PICS | N i
I Static

requirements
conformance Dynamic
MICS review conformance
requirements
! ;
Selection Conformance
PIXIT ‘ and test suite

parameterisation

v

Dynamic tests

Basic interconnection testing
Capability testing
Behaviour testing

Analysis of results

v

Final conformance review
Synthesis and conclusion
Test report production

YVYY

m==lp Control flow

— Data flow End

Figure 2. Conformance assessment process [10].
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Figure 3. Schematic and practical test set for conformance
testing. (a) Schematic test; (b) Practical test.

2.1. Techniques for Implementing the Conformance Testing

Conventional IED conformance tool are script-based. This implies that the test
engineer has to explicitly write the sequence of conformance test instructions to
be interpreted by another program. For most tools, the preferred scripting lan-
guage is Visual Basic due to its support for Rapid Application Development
(RAD). This is quite difficult for utility test engineers who have very limited ex-
pertise of computer programming. That is the why we propose the model-based
tool for conformance testing. Thus instead of writing down several lines of code
in order to implement a test case, the test engineer can select the objects which
encapsulates the standard IEC 61850 communication services and foundational
programming concepts. The model-based tool is designed such that after a test
case is created, the script is automatically generated. The test engineer creates
the test case by “dragging and dropping” the test models (objects) which simpli-
fies the testing process for the ordinary substation engineer. In order to demon-
strate the implementation of the object model based IEC 61850 conformance test
tool, we select sAssl as an example. Table 4 shows the details of the test proce-
dure as recommended by UCAIUG.

2.2. Script-Based and Model-Based Testing

The script-based conformance tool would require the test engineer to translate
the test description in Table 5 into an algorithm before converting it into a
script-language as shown in Figure 4. To write this script the test engineer needs
to understand syntax, semantics, statements and variables, which is usually dif-
ficult for them. This also means that it cannot easily be edited. Thus we propose
the use of the model-based tool for conformance testing. Figure 5 shows the im-
plementation of test sAssl using the proposed model-based tool. After selecting
the desired service objects, the test engineer would then link them in accordance
with the specification of the IEC 61850-10 test under consideration. This is a
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much easier to use version as compared with the script-based model. The gener-
al list consists of the commands like start, end, log, repeat, select etc. required to
create the test case. The service list contains IEC 61850 communication service
for each test suite. After selecting the services and creating the test case, each

service object can be edited to take on specifications required for the test case.

Table 4. Conformance test procedure for sAssl.

Expected result
2. DUT sends Associate response +
3. DUT sends Release response +

Test description
sAssl 1. Configure the Client and DUT with the correct association and authentication
parameters
2. Client request Associate
3. Client request Release

4. Repeat step 2 and 3 250 times

Table 5. IEC 61850 ACSI-MMS Mapping.

IEC 61850 Services MMS services
GetDataValues Read
SetDataValues Write
CreateDataSet CreateNamedVariableList
DeleteDataSet DeleteNamedVariableList

Cancel Write
Select Read/Write
Report (Buffered and Unbuffered) Information Report

Testing software

Select Test
case

Edit script file

|
|
|
|
Communication :
packets I
|
|
: funcTest = functionQ ¢
Run |
program !

onlED |- ¥X€

declarations

Figure 4. Schematic of script-based conformance testing.
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1

! Testing software
1

1

|

1

Select Test 1| Select Test
case
i case

Test engineer

Associate

Edit model

Release

+

Repeat Count < MAX_COUNT

Communication Start Abort
packets

If Res+
Associate

I FindSignal/Value - Data
Associate
[ ] Select Svalue - Data

- Repeat Count < MAX_COUNT Wait - Limit

End
GetDataVaues

Figure 5. Schematic of object-based conformance testing.

2.3.1EC 61850 Application Layer Diagnostics

To achieve successful real-time monitoring and operation of the substation sys-
tem, communication is essential. As we progress towards the digital age, the fact
that communication bandwidth is no longer a limiting factor plays a major role
in providing thousands of data points to be processed by a single IED server de-
vice.

The basis for service conformance testing is the client-server communication
model which is based on the Two-Party Application Association (TPAA). It uses
both the Abstract Communication Service Interface (ACSI) and the MMS pro-
tocols to achieve TPAA. Figure 6 shows the TPAA client-server communication
profile applied in service conformance testing. The IEC 61850 established the
ACSI in order to create a vendor-neutral method of transmitting and receiving
data stored in the IED. The abstract data objects and services defined by IEC
61850 ACSI provides a standardized means by which power system devices
model and present their data. This therefore enables multiple vendors to design
devices which operate in a similar manner from a network perspective achieving
interoperability. It is used for the definition of the various abstract communica-
tion objects and services of utility field devices. “Abstract definition” implies that
the standard provides the description of both input/output parameters but does
not provide information on how to achieve real-world implementation. The
standard focuses on abstraction in order to make it convenient to map the
communication services to any existing communication stack as seen in Figure
7. The Open Systems Interconnection 7-layer model is currently being used by
many vendors and is supported by the IEC 61850 standard. The ACSI services
are mapped to the MMS-based OSI model using the Specific Communication
Service Mapping (SCSM) which is well defined in IEC 61850 part 8. The MMS
protocol operates as the application layer and uses the TCP-IP which implies

dedicated IP address for dedicates communication with each server. The MMS is
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selected as the “real” protocol due to the fact that it enables direct mapping of
ACSI objects to an array of complex named object and services.

The mapping of the ACSI services to the MMS enables the transformation of
the abstract model (object) into a unique and unambiguous reference for device
implementation and easy comprehension by substation engineer. Table 5 below
provides a partial list of the mapping of ACSI to MMS according to IEC
61850-8-1.

Performing an IEC 61850 service conformance test requires the diagnostics of
the communication packets or PDU’s to ensure correct implementation in ac-
cordance to the standard. To successfully conduct this diagnostics, most engi-
neers focus only on the application layer (IEC 61850 service layer) since the
lower layers of the communication stack is independent of the upper layers ie.
the communication service layer is independent of the TCP/IP layer. The sepa-
ration of the application layer from the lower layer communication stack enables
the incorporation of different types of network technologies into IEC 61850 de-
sign. Thus diagnostics are performed by focusing on the ACSI and the MMS.
Typically, many utility engineer appreciate the simplicity of the MMS protocol
as compared to the “abstract” nature of the ACSI, although the standard makes
provisions for both service protocols.

Figure 8 shows an example of the complete OSI packets for the release com-
munication service which shows the details of all parameters necessary for the
transmission of the PDU across the TCP/IP layer.

-

EEEEE
Client
[SYN]
[SYN, ACK Connection setup
(3-way Handshake)
ACK]

Initiate-ReqPDU W
R

espond: Associate Initiate-RspPDU
- onclude-ReqPDU
Conclude-ReqPDU < Data Transfer
/ (Connection

established )

Conclude-RspPDU Conclude-RspPDU

Release-ReqPDU Request: Release

FIN,ACK]

[\

[ACK]

T

Release-RspPDU

Connection Close
(4-way handshake)

Figure 6. TPAA client-server communication profile.
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IEC 61850 Service

SCSM (Application layer )
e Application -~ *s- Application -~
(MMS) (MMS)
S A
Presentation Presentation \
(ASN) 1 (@asN)
Session Session
(COTP) (COTP)
Transport Transport
TCP/IP
Protocol

J

<€ >

Figure 7. OSI 7 Layer Communication Protocol for client/server communication.

e Phy Raw Packet number=99, Datalength=76, Timestamp=0004313436
0000: 88 AE 1D A8 CO D5 E8 39 3533 55 1IE08 004500 ....... 953U...E.
0010: 00 3E 10 8C 40 00 80 06 68 59 CO A8 00 64 CO A8 .>..@...hY...d..
0020: 002000 66 06 B4 7B 3E 24 EBB2F48C0D 5018 . .f..{>$.....P.
0030: FA 1D 89 DC 00 00 03 00 00 16 02 FO 80 01 00 01
0040: 0061 09 30 07 02 01 03 A0 02 8C 00 W | —

Lnk  Ethernet I, MAC=0xE8393533551E > 0x88AE1DA8CODS, Type=IP (0x800)

Net  IPv4=192.168.0.100 > 192.168.0.32, Hdrlen=20, Totallen=62, 1d=4236,
TCP/IP Dontfrag, Timetolive=128, Prot=TCP

Protocol Tra  ACK PSH, Port=102>1716, Seqnr=2067670251, Acknr=854887437, Datalen=22,
Hdrlen=20, Window=64029 tp0: Data, Tpdunr/EndOfText=80

Ses  Give tokens (01)
Data Transfer (01)

Pre  full{
{
context-identifier 3,
pres-data-values single-ASN1-type {
_ acse-none

. MMS conclude-RspPDU NULL } } }
IEC 61850 Service

(ApplicationLayer) | Acsi Respond : Release

Figure 8. A description of MMS PDU for ACSI Release service.

3. Practical Test Implementation

Figure 9 represents the Graphical User Interface (GUI) of the proposed con-
formance test tool. It consists of the list of conformance test cases, the modelling
view where the test cases are modelled and the device view which enables a full
self-description of the IED under test. There is also the log view which provides
a summary of the test results as implemented. A pass or fail can be seen at the
log view. The last major part is the system view which shows the client and serv-
er connection and communication. Figure 10 shows the flowchart for imple-
menting the proposed model-based conformance testing tool. After starting the

program there is the need to create a new session or use already available ones. A
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IEC61850

=-[IE) IEC61850 TestCase
3-[1Ey Initialize

=-[](@ Application(APP)
7-[](3 Association(ASS)

session contains a set of already pre-configured test cases based on the recom-
mendations of UCAIUG. The device setting shown in Figure 11 involves the
configuration of both the server information.

And also the local computer IP addresses to enable device-to-device commu-
nication. The time server is also configured in case there is the need to perform
time synchronization test. It also helps with accurate time stamping of transmit-
ted signal between client and server. The next step is to extract the IED
self-description including all information on the logical devices, logical nodes,
data objects and data attributes. The global variables consist of values for each
conformance/communication service group as can be seen in Figure 12. By
running the initializations, all default values and IED specific data reference re-
quired for the test are generated and stored. An example can be observed in
Figure 13 where initialization for the association test case generates correct val-
ues for the MMS Access Point (AP), Presentation Selector value (PSEL), Session
selector (SSEL) and Transport selector (TSEL). The test case under consideration
is then selected from the list as can be seen in Figure 13 and then modelled us-
ing object models provided. For this purposes, as can be seen in Figure 14 the
test engineer can use the model from the service list and the general list.

The service list contains conformance specific objects like associate, release,
setDataValues etc. while the general list contains general objects like the start,
end, if, wait, invoke etc. After all the configuration and settings are completed,
the next step is to run the selected case in order to test the DUT. The results are
then analyzed using the log results and/or the communication packets. The pass

or fail is automatically detected by also configuring the logic decision maker of

the test tool as illustrated in Figure 15 and then the program comes to an end.

Device View
~ o @ 192.168.10.3

1 Start

4 [](& Server&LD/LN&Data(SLD)
#-[](3 DataSet(DST)
51 [](38 Substitution(SUB)
71-[](38 Setting Group Selection/Definition(SGG)
(3 UnBuffered Report Control(RPC)
[ Buffered Report Control(BRC)
[1G8 Logging(LG)
]G GOOSE(GOOSE)
[ Control(CO)
[JE Time synchronization(TM)
5[] Service Tracking(TK)

O[] Call Definition

O] testt

00 ssvio
O ssvi
5-[](3] sSv12
O] ssvi3
#-[J@E sSvN1
O] ssvN2
5-[](&] sSvN3
O[] ssrvng
#-[](3 Dataset _)
n M

Time

2 M Associate

T

3 @ Release

lr

Repeat - Count
4 l:] Count < 250

lr

5 @ End

Success

Modelling view

Class Function Content

Device view

Self deseription
of server under
test

Time Message

Log view
Provides a glimpse of
the test procedure as

13:24:22
13:24:22
13:24:22

Global SetDevice Server:192.168.10.3
Global SetDevice Client1:192.168.10.114
Global SetDevice Client2:192.168.10.114

Device/system configuration and
intra-communication

implemented and
results

Figure 9. Full GUI description of the proposed object-based conformance test software.
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Start the
program

Create new
session

!

Ginteaon Server IP address

Time Server IP

Device Setting
Client Goose Interface

IED Self-

g Local Computer IP
Description

Run
initialization

Set Global
Variables

Select test Model the test
case case

Pass/fail
End the
program

Analyze test
results

Figure 10. Flowchart on the how to use the proposed conformance test software.

Device Setting X
Saves | 192.168.0.5 IPo f DUT
- Client1
Interfaces  |Realtek PCle GBE Family Controller ~|
Local IP List |192.168.0.5 = p of Client 1
- Client2
Interfaces  |Realtek PCle GBE Family Controller ~|
Local IP List |192.168.0.5 | P 0]‘C’Iient 2
~ Device View
Interfaces  |Realtek PCle GBE Family Controller ~|
Local IP List |192.168.0.5 ~| Device/System
configuration
~ Time Server
T time.windows.com IP System
configuration

Figure 11. Device Setting and configuration for testing.
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Each conformance test group / Communication service group

Global Varisble A X
Vs ~
Association | Server | DataSet Substitution SettingGroup UnBuffered = Buffered | Logging = GOOSE = Control |[File & Time | Tracking
Application

Global Variable | value | petete
KGC_ASS_MAX 2 -
KGC_ASS_MAX_COUNT 2 -
KGC_ASS_MAX_REPEAT 2 -
KGV_APP_DUT_RESTORE_TIME 100000 [DEL]
KGV_ASS_MAX_CONNECT List of global 6 Actual Values -
. for each
MMS_AE variables 2 N [DEL]
variable
MMS_AP 13999923 [DEL]
MMS_PSEL 00000001 [DEL]
MMS_SSEL 0001 [DEL]
MMS_TSEL ) 0001 ) -

Figure 12. Global variables and values used for setting various conformance test groups.

~[8] Basic Exchange
Associat

( MakeSignal - GlobalVariable
4 MMS_AE
value : 33
B-[JE) 1EC61850 TestCase MakeSignal - GlobalVariable
5 m MMS_AP
value: 139999 33
MakeSignal - GlobalVariable
6 I3 MMS_PSEL
value : 00 00 00 01
< ]
y h
-[]G Server&LD/LN&Data(SLD) MakeSignal - GlobalVariable
-[]G@ DataSet(DST) 7 @ MMS_SSEL
-[C]G@ Substitution(SUB) value : 00 01
-[]63@ Setting Group Selection/Definition(SGG) l
-[]G@ UnBuffered Report Control(RPC)
-[](3a Buffered Report Control(BRC) R MakeSignal - GlobalVariable
N =3
-[1 Logging(L6) oo 00 01
-[]3 GOOSE(GOOSE)
163 Control(CO) l
-] Time synchronization(TM) End
@-[](38 Service Tracking(TK) k 20 Success

Figure 13. Running initializations in the proposed Conformance test tool.

Abort

Release
GetServerDirectory(LD)
GetlogicalDeviceDirectory(LN)
GetlLogicalNodeDirectory(DATA)
GetDataValues
GetDataDirectory
GetDataDefinition
GetAllDataValues
SetDataValues
-] Data Set

Substitution
- Setting Group Selection
Unbuffered Reporting

- GetLogicalNodeDirectory(URCB)
; lGetURCBV:I- g
' SetURCBValues

[ Buffered Reporting
s Loaal

Modelling involves drag and
drop the various objects in the
editor pane General List
Log
2 4 Associate -
lr
> 3 @ GetURCBValues -
KGV_RPC_RPCB_NAME
lr
C)
13 e £ Recshe
Decision

Figure 14. Modelling the test procedure of the selected test case.
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Client1 Connection

(® All Connection Delete () Maintain 1 Connection (& Keep Previous Status

Client2 Connection

(O All Connection Delete (O Maintain 1 Connection (®) Keep Previous Status

Result

(O Success O Fail (O Select User

(O] | TestCase Decision (Model Success) j

Figure 15. Configuring the results to enable test tool independently check for pass or

fail cases.

3.1. Understanding the Test Case (Reporting Service)

The IED 61850 IED provides different services for the client (HMI) including
the reporting service. Details of the reporting service are provided in IEC 61850
Part 7-2 which specifies the Abstract Communication Service Interface (ACSI).
The events in the SA system are known as data objects and are grouped into da-
tasets as can be seen in Figure 16 for reporting. The reporting model enables the
transfer of events (data values) from a logical Node (LN) to a client either in-
stantly by way of the Unbuffered reporting or after some time using the buffered
reporting. The Report Control Block (RCB) enables the attribute values to be set
or read by the controlling the operation of both the report handler and the event
monitor. The main condition for generating a report is in case there is an update
or a change in the original data attribute in the dataset. There are three (3) types
of these changes known as Trigger options (TrigOps). Table 6 summarizes the
TrigOps.

The standard defines two (2) classes of the report control block namely Buf-
fered Report Control Block (BRCB) and Unbuffered Report Control Block
(URCB). The BRCB class permits the immediate release of the dataset after be-
ing issued or for the data changes to be buffered for a specific time period (using
bufTm) property. By using the sequence-of-events functionality, it is possible to
buffer data in case of disconnection and later submit the data when connection
is established. The URCB allows transmission of reports based on the time speci-
fied in the BufT'm. In case connection is lost, no buffering occurs and the data is
lost. The generated reports are sent to the recipient application via TPAA or
MPAA mechanism.
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Receive report packets

Send commands
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........ o

notification(s)
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Figure 16. Reporting service in IEC 61850.

Table 6. List of the Report Service Trigger options in IEC 61850.

Changes TrigOps Meaning
Data Change Dchg A change in the value of the data (process-related)

Caused by a change in the quality value of a process-based data

Quality change ~ Qchg attribute

A freeze event in a value of the original process-related attribute. Free
Data update Dupd  event implies that the original data was updated with the same value as
before.

3.2. Reporting Service Test Case Description

As explained previously the report service enables the transmission of data from
the IED (server) to the client. In order to present the model based conformance
test approach of our proposed tool, we implement a test case involving the re-
port service. The report test case six (6) which involves testing the configuration
revision of unbuffered RCB is selected from the list of test cases. The configura-
tion revision is a counter which represents the number of times a referenced da-
taset has been changed. Figure 17 shows the details of the test procedure ac-
cording to UCAIUG. As can be observed the main communication service used
in the test procedure is the GetURCBValues which enables the client to read
attributes from the IED.

While implementing this test case, the main references to ensure successful
conformance would be the IEC 61850-8-1 subclause 17.2 and Tissue number 453
subclause 1.2.2.7.
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Rp6 Configuration revision URCB
TISSUE #453 Subclause 1.2.2.7
IEC 61850-8-1 Subclause 17.2
Expected result
2. DUT sends GetURCBValues responset+ with ConfRev >0
4. The value of ConfRev is incremented
Test description
1. Client configures a URCB with a data-set
2. Client request GetURCBValues
7. Client configures the same URCB with another data-set
8. Client request GetURCBValues
Comment

Figure 17. UCAIUG procedure for configuration revision (ConfRev) test.

3.3. Model-Based Implementation of Conformance Test

The following illustrates how to implement the Rp6 test case using the proposed
model-based approach. In Figures 18(a)-18(c) each object is described for easy
comprehension of the test procedure. Step 2 creates a TCP association between
the client testing software or device and the server (DUT). To obtain the initial
values of the DUT, the client uses the GetURCBValues to inquire data from the
server. The invoke object in step 4 of Figure 18(b) is used to create a temporary
dataset for testing purposes. By using the SetURCBvalues, the client testing de-
vice causes default values in the dataset to be changed. The ConfRev value is
then compared to previous data and it is expected that the value increases.

The process is then repeated from step 8 to step 10 for different datasets asso-
ciated with the same URCB. The dataset that was created temporarily is then de-
leted using the invoke in step 11. The test client device releases the DUT at step
12 and then the test ends at step 13 as illustrated in Figure 18(c).

In order to generate this flowchart, each model is selected from the list of
communication and service objects as discussed earlier. Also a unique feature of
the proposed tool is that after creating the model based flowchart as shown

above, the corresponding script file is generated as shown in Figure 19.

3.4. Results and Analysis

To analyze the results, the log reports and the packet analyzer are typically used.
As can be seen in Figure 20, the log result shows how each step in the algorithm
shown in Figures 18(a)-18(c) is implemented. Example at step [3], the client
requests the URCB values from the server (DUT) using the GetURCBValues. A
positive response is classified as positive if the response shows a successful im-
plementation of the client request. Thus the GetURCBValues results in a positive
response which includes the Report ID, Report enabled, reference dataset, op-
tional fields, buffer time, sequence number, trigger options, integrity period and
general interrogation as seen in Figure 20 The initial value of the ConfRev is

10,001. The invoke is used to create a new dataset in the server with IP
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(192.168.1.210). The name of the dataset is known as Temp_Dataset. Values are
written to newly created dataset by using the SetURCBValues. It can be observed
in Figure 21 that when GetURCBValue is requested, the ConfRev value increas-
es to 1002.

The similar procedure is repeated with the same URCB and a new dataset. It
can be observed again that the ConfRev values increases from 1002 to 1003.
Thus, as can be observed in Figure 22, the test case passes due to the fact that

the ConfRev value increases with every new dataset configuration.

1 Start
Start the test case
l and connect with
the server (DUT)
2 & Associate
lr
Get the Unbuffered
3 @ GetURCBValues 1 block
KGV_RPC_RPCB_NAME report control bloc
lT values
(a)
( Invoke
F{ 4 a oRp_Create._Dataset H Create the data set
iT
s a SetURCBValues L Set the dataset values using the
KGV_RPC_RPCB_NAME _DatSet N
KGVIDST DATASSET'N AME SetURCB Values service
LT
e GetURCBValues Request the datasef values using the
KGV_RPC_RPCB_NAME_ConfRev GetURCBValues service
LT.F
- Request the dataset values using the
11oop: If - Compare q g
Control loop ‘ 7 RefModel 6 > 0 SetURCBValues service
Perform the TF
Configuration _< i
number test case SetURCBValues Set the dataset values using the
over multiple 8 @ KGV_RPC_RPCB_NAME DatSet —> .
datasets RefModel 3 (URCB[DatSet) SetURCBValues service
lT
9 @ GetURCBValues Request the dataset values using the
KGV_RPC_RPCB_NAME_ConfRev GetURCB Values service
lT
10 & If - Compare —] Request the datase.t values using the
RefModel 6 < RefModel 9 SetURCBValues service
lT.F
1 a Invoke
sRp_Delete_Dataset Delete the dataset
TF
(b)
x
Disconn
12 4 Release —| Disconnect
the DUT
LT
13 @ End —'I Finish test case |
Decision
(0

Figure 18. (a) Model-based implementation of configuration revision (ConfRev) test. (b)
Main model-based implementation of configuration revision (ConfRev) test. (c¢) End of
the model-based implementation of configuration revision (ConfRev) test.
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// Lua
<script type="text / Lua">
var funcTest = function() { 3
SetRecord(false);
Start;
Associate;
GetURCBValuesKkGV_RPC_RPCB_NAME;
InvokesRp_Create_DataSet;

SetURCBValueskKGV_RPC_RPCB_NAME_DatSetKGV_DST_DATA_SET_NAME; Main
GetURCBValueskGV_RPC_RPCB_NAME_ConfRev; !

If - CompareRefModel > 0; > algorithm
SetURCBValuesKGV_RPC_RPCB_NAME_DatSetRefModel; in script

GetURCBValueskGV_RPC_RPCB_NAME_ConfRev;
If - CompareRefModel < RefModel;
InvokesRp_Delete_DataSet;

Release;

EndDecision;
% J
funcTest();

Figure 19. Script file for the configuration revision (ConfRev) test.

Time Message A
14:09:52... Start sRp6 [Server:192.168.1.210]

14:09:52.... i nection remove all

14:09:52...

14:09:52... [REQUEST] [Command] Opening association

14:09:53... RESPONSE] Associate : Application association successful ( Res+ )
N

14:09:53... [REQUEST] [Command] Run GetURCBValues

14:09:53... input signal :[H@@1_P617_21CTRL/LLNOSRP$Report 301

14:09:54... [RES % icati _gl ( Res+ )
14:09:54... URCB : RptID = HOO1_P617_21/CTRL/LLNO$RP$Report_3
14:09:54... URCB : RptEna = F

14:09:54... URCB : Resv =F

14:09:54... URCB : DatSet = H0@1_P617_21CTRL/LLN@$DataSet_3

14:00:54...  EEP{URCB : ConfRev = 10001

14:09:54... URCB : OptFlds = 0111110010

14:09:54. .. URCB : BufTm =10

14:09:54... URCB : SqgN\um =@

14:09:54... URCB : TrgOps = 011111

14:09:54... URCB : IntgPd = 10000

14:09:54. \URCB : GI =F J

EThe main algorithm E Request serviceD Response service

Figure 20. Log result 1: Association and GetURCBValues.

Time Message A
14:09:54... | [4] Invoke

14:09:54... Start sRp_Create_DataSet [Server:192.168.1.210]

14:00:54... [2] Wait-UserInput

14:10:08... [3] MakeSignal-Global Variable

14:10:08... [Command] Global Variable Name: KGV_DST_TEMP

14:10:08... Category(DataSet) : 1

14:10:08... [4] MakeSignal-New Dataset

14:10:08... [5] DeleteDataSet

14:10:08.... [REQUEST] [Command] Run DeleteDataSet

14:10:08... input signal : HO@1_P617_21CTRL/ALGGI03$Temp_DataSet

14:10:09... [RESPONSE] DeleteDataSet(numberMatched=0, numberDeleted=0) : Application request succes...
14:10:09... [6] [CreateDataSet

14:10:09. .. [REQUEST] [Command] Run CreateDataSet

14:10:09... input signal(value) : HOO1_P617_21CTRL/ALGGIO3$Temp_DataSet (HO@1_P617_21CTRL/ALGGL...|
14:10:10... RESPONSE] CreateDataSet : Application request successful ( Res+

14:10:10... End sRp_Create_DataSet

14:10:10....

14:10:10... [REQUEST] [Command] Run_SetURCBValues

14:10:10... input signal(value) : HA@1 P617_21CTRL/LLNOSRPSReport 301$DatSet (HO@1_P617_21CTRL/ALGG. ..
14:10:11...

14:10:11...

14:10:11... [REQUEST] [Command] Run GetURCBValues

14:10:11... input signal : HO@1_P617_21CTRL/LLNOSRP$Report_301$ConfRev

14:10:12... [RESPONSE] GetURCBValues : Application request successful ( Res+ )

14:10:12... »output value : 10002

Figure 21. Log result 1: Create temporary dataset, set the URCB values and
request the URCB values from DUT.
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Time

14:10:12....| [7] If-Compare |

14:10:12... Compare_true (10002 > 0)

14:10:12...

14:10:12... [REQUEST] [Command] Run SetURCBValues

14:10:12... input signal(value) : H@01_P617_21CTRL/LLN@$RP$Report_301$DatSet (HO@1_P617_21CTRL/LLNO...
14:10:13... RESPON setURCBValues : Application request successful ( Res+ )
14:10:13...

14:10:13... REQUEST] [Command] Run GetURCBValues

14:10:13... input signal : H0@1_P617_21CTRL/LLNO$RP$Report_301$ConfRev
14:10:14... [RESPONSE] GetURCBValues : Application request successful ( Res+ )
14:10:14. output value : 10003 e

14:10:14...| [10] If-Compare

14:10:14... ompare true (10002 < 10003)

14:10:14...([11]1 Invoke «

14:10:14... Start sRp_Delete_DataSet [Server:192.168.1.210]

14:10:14... [2] DeleteDataSet

14:10:14... [REQUEST] [Command] Run DeleteDataSet

14:10:14 input signal : H001_P617_21CTRL/ALGGIO3$Temp_DataSet

14:10:15 [RESPONSE] DeleteDataSet(numberMatched=1, numberDeleted=1) : Application request succes...

14:10:15... End sRp Delete DataSet
14:10:15...| [12] Release
14:10:15... REQUES ommand] Closing association

14:10:16... [RESPONSE] Release : Application Released

14:10:16... End sRp6

14:10:16... Client1 connection remove all Test results

14:10:16... Testcase result: Passed passed v

Device View System Issue

Figure 22. Log result 3: Compare the ConfRev values and repeat and test.

3.5. Advantages of Object-Based Implementation

There are several advantages of the object model based conformance testing tool
as compared to the script-based conformance tool. The most obvious advantage
is the ease in generating new test cases or modifying existing cases without the
need to write multiple lines of script. Another dimension of this benefit is the
fact that by using our proposed object model based conformance tool, the script
language is automatically generated. The proposed tool can support all the re-
quired IEC 61850 conformance test cases defined by UCAIUG and can also
support special cases as defined by the test engineer. The tool has been inte-
grated with a detailed packet analysis software which can help check the network
packet traffic including ACSI, MMS and Goose packets. With the object model
based tool, it is relatively easier to change the device parameters while testing
without having to look through multiple lines of script. For example, for sAssl
conformance testing, the associate service parameters including the AP title, AE
qualifier, Transport selector, presentation selector and session selector can easily
be selected and edited.

4. Conclusion

This paper presents the structure, algorithms, and test cases of a model-based
diagnostic system to verify the compliance of the IEDs with IEC 61850 commu-
nications specifications. Traditional script-based testing methods were inconve-
nient because the tester had an understanding of the computer language and
edited the program directly for setting up the test environment. This test method
suggested that the tester may not know the language of the computer, but may
test it. Because test objects based on GUI model are developed and the tester

edits only the visual model, the test configuration is easier to configure and per-
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form. This is important as it helps test engineers to focus on the test results in-

stead of the test implementation process which can sometimes be very compli-

cated especially in cases where the test engineer has limited understanding of the
IEC 61850 standard.
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