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Op ccess

Abstract

Jammers can awfully interfere with the wireless communications. The transmission and reception
of wireless communication is blocked by the jammer. The intruder will place the jammer in a well
topological network area and they can easily track the information. It will help them to block the
signal transmission and reception. Now, the intention is to track the position of the jammer where
it is fixed. The existing methods rely on the indirect measurements and the boundary node to find
the jammer’s position which degrades the accuracy of the localization. To improve the efficiency,
this paper proposed an efficient method namely Coincered Node Based Localization of jammers to
find the position of the jammer with high level of accuracy. The proposed system uses the direct
measurements, which is the jammer signal strength. The effectiveness can also be increased by
using the coincered node that will stumble across the true position of the jammer. The proposed
work is compared with existing methods. Then the proposed mechanism proves better to find the
jammer location. The simulation results estimate that the accuracy of the localization achieves
better performance than the existing schemes.
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1. Introduction

The wireless communication has a tremendous improvement and its pervasiveness impact has many changes in
the real world. The increasing technologies in wireless networks is not limited to the decade years, day by day
the performance and also the power of the signal reaches its high level. Jamming is a behavior that is purpose-
fully blocking the signal transmission. Jammer is a device that is used to block the nodes, which has antenna and
certain level of equipment. Once the jammer is fixed in certain area, it is called as jammed region. This region
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will intentionally block the area to knock out the signals which has normal transmission and reception. The
blocked region nodes cannot communicate with their neighbor nodes and also to the base station. There are dif-
ferent types of jammers which could be classified as constant jammers, reactive jammers, deceptive jammers
and random jammers.

Constant Jammers: These type of common jammer continually emits the radio signal and never mind wheth-
er the channel is idle or not.

Reactive Jammers: This type of jammer stays quiet at the transmission process and starts emitting the signal
at the reception process.

Deceptive Jammers: This type of jammers continually emits the valid packets with its header and also not
considers the gap between the packets.

Random Jammers: The radio signals alternates between the sleeping and the jammed mode. It stays quiet
when the channel is idle.

1.1. Related Works

The problem of detecting jammers was deliberated by Wood et al. [1]. Later, same was deliberated by Xu et al.
[2] and they presented some jamming models and discovered the necessity for superior detection algorithms to
detect jamming. In the context of sensor networks [3] [4], jamming detection was studied. Also, jamming detec-
tion was studied networks involving frequency hopping [5].

Pelechrinis et al. [6] proposed to localize the jamming by measuring packet delivery rate (PDR) and perform-
ing gradient decent search. However, they did not present performance evaluation. Liu et al. utilized the network
topology changes caused by jamming attacks and estimated the jammer’s position by introducing the concept of
virtual forces. The virtual forces are derived from the node states and can guide the estimated location of the
jammer towards its true position iteratively. Both jamming localization algorithms are iterative-based, while our
algorithm leverages the neighbor changes caused by jamming attacks to localize jammers in one round.

Xu et al. [2] experimented to examine radio interference attacks from both sides of the issue: First, we study
the problem of conducting radio interference attacks on wireless networks, and second we examine the critical
issue of diagnosing the presence of jamming attacks.

Liu et al. [7] Wireless Networks (WiNet) performed simulation results have shown that the virtual-force itera-
tive approach is effective in localizing the jammer with high accuracy and outperforms the existing centroid
based methods.

Bahl et al. [8] utilized the network topology changes caused by jamming attacks and estimated the jammer’s
position by introducing the concept of virtual forces. The virtual forces are derived from the node states and can
guide the estimated location of the jammer towards its true position iteratively. Both jamming localization algo-
rithms are iterative-based, while our algorithm leverages the neighbor changes caused by jamming attacks to lo-
calize jammers in one round.

The presence of jammer in a region will degrade the performance of the wireless networks. So, the localiza-
tion of jammer is made at the effective area where the signals can be blocked [1]. The unintentional interference
will enable the signals in a wide range of military strategies.

1.2. Our Contribution

In this work, our goal is to intentionally stumble across the accuracy of jammer localization. The existing loca-
lization mostly rely on the PDR values [2], Neighbor aware lists [9], Sending and hearing ranges [7] and calcu-
lating the jammer signal strength at boundary nodes [10]. These PDR values [2], Neighbor aware lists [9],
Sending and hearing ranges [7] are an indirect measurement that is derived from the affected network topology
[11] [12]. The strength of affected nodes is not participated to ensure their own values.

The recent existing method uses direct measurements with the boundary nodes which will not reflect the
original signal strength of jammer [10]. But the coincered node will report the original strength of jammer of
how much it is affected. The signal strength can be calculated using the distance find out between all other
jammed nodes and the estimated position of jammer. A designated jammed node will collect all values of coin-
cered node. The sink coincered node compares the values of all nodes and estimate the smallest distance. If the
distance is relatively small, the estimated location is closer to the true position of the jammer.
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1.3. Organization of the Paper

The remainder section of this paper is organized as follows. We depict the jammed model in Section 2. In sec-
tion 3, we proposed a new system and there is an overview of the localization algorithm with the subtask of cal-
culating coincered node estimation. Furthermore, measuring signal strength is depicted in Section 4. In Section 5,
to estimate the true position of the jammer an evaluate feedback metric is calculated. Next, we present the simu-
lation and results in Section 6. In Section 7, the paper is concluded finally. The related work is already discussed
in Section 1.

2. Effect of Jamming

There are different types of jammer strategies that will disrupt the communications. Here we concentrate on
constant jammer which will continually emit the radio signals and block the region whether it is idle or not [1].
These types of jammers will keep disturbing the communication of network.

By using Omni-directional antenna, every jammer has similar range in all other jammed regions. This identi-
fication of finding jammers will overcome the existing jamming localization algorithms [2] [6] [7]. The node in
the network has been classified based on the disturbance of jammer to the network area. They are the Normal
node, Coincered node and the boundary node.

Normal node: These nodes are able to communicate with all other nodes.

Coincered node: These nodes are blocked nodes, where it cannot communicate with all other nodes.

Boundary node: These nodes can partially communicate with their neighbors. It can report the measurement
to the nodes.

Figure 1 depicts the classification of nodes based on the proximity of the jammer where circles are coincered
node, triangles are boundary nodes and stars are the unaffected nodes.

3. The Proposed System

To overcome the weaknesses discussed in above section a novel method is proposed against reactive jamming
attack in Wireless Sensor Network. The proposed framework is listed below and also shown in Figure 2.

Step 1: Initialize spare message transmission between intruder detection nodes.

Step 2: Monitor Network Communication for any interruption.

Step 3: Check whether jamming using jamming detection algorithm.

Step 4: Find the coincered node.

Step 5: Then apply localizing algorithm to locate and trap the reactive jammer in the region of duplicate
communication.

Step 6: Continue the real transmission without any jamming attack.

3.1. Localization Algorithm

The proposed system has an essential play on coincered node instead of boundary node. So, the steps involved
in our localization approach concentrates the procedure on coincered node. A smaller value of the distance indi-
cates that the location of the estimated jammer is closer to the true position of the jammer.

Figure 1. Classification of network nodes.
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Figure 2. The proposed framework flowchart.

The few challenging subtasks involved in the formulation are as follows.

1. Coincerednode () has to set the threshold value using adaptive clear channel assessment.

2. MeasureVal () has to obtain the distance between the nodes to find out the signal strength of jammer.
3. EvaluateVal () is to quantify the accuracy of the location of the estimated jammer position.
Algorithm 1. Jammer Localization Algorithm

C = Coincerednode( )

d = measureval( )

while (C>d) do
e, = evaluateval(c,d)
returne,

end while
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This section focuses on the coincered node to measure the distance of nodes to find the signal strength. We
delay the discussion of the measureval () to Section 4 and the final evaluateval () to the Section 5.

3.2. Coincered Node

In general, once these nodes are blocked the signals are also blocked. There is no communication between the
nodes. It is the nodes that intentionally blocked by the jammer for unintentional radio interference. Since it is
affected by jammer, the signal strength of jammer is much better when compared with the boundary node. The
jammed nodes are liable to measure the reports by using the clear channel assessment value [7].

The adaptive clear channel assessment is one of the component of the carrier sense multiple access (CSMA)
in many wireless networks [7]. In this each network node, either jammed or boundary node is subject to transmit
the packets. The threshold value is set for a node once it is jammed the device samples the signal strength of
jammer. The sample value is the last report by the jammed node using the threshold value is predetermined. The
value from the node is allowed to calculate the distance between the estimated positions of jammer.

Consider the example; if X, X,,.....X; the jammed nodes, then each node have to measure the threshold
value once it is jammed. Therefore we obtain the formula for threshold value is given as

C={X;|VX;eN;,X; >} Q

where C is the coincered node, X; is the jammed node, N; is the number of jammed nodes and y is the
threshold value. The threshold value is set by the adaptive clear channel assessment in the network topology.
The value of each coincered node is return to measure the signal strength by finding the distance between the
particular node and estimated position of the jammer.

4. Measuring Signal Strength

The signal strength of jammer can be calculated by measuring the distance between each jammed node and es-
timated location. The previous existing method uses ambient noise floor which is readily available as commodi-
ty devices [11]. The ambient noise floor will sample the values and it is measured at each node. In theoretically,
the ambient noise is the signals of unwanted values present always in the network area. The ambient noise floor
is the measurement of these ambient noise values. It is yet challenging, the proposed system calculates the dis-
tance of all jammed nodes with the estimated position.

Algorithm 2. Acquiring the distance of node approximates the signal strength of jammer

Procedure MeasureVal

XZXI,Xz, ...... Xj =MeasureVal ()
If'val(x) < threshold then

X ={X,|X; <threshold X ; € X
End if

Return mean(x)

End procedure

The Algorithm 2 depicts the values must be calculated for all coincered nodes. The mean value of x is re-
turn to the evaluate values as the actual parameter d to estimate the true position of jammers.

5. Localization Evaluate Values

In this section, it defines the metric value and the distance calculated for the smallest error value. The first
process in the evaluate value is to collect all reports from the coincered nodes. A designated node will gather the
x and d values to evaluate the distance. Each jammed node locally reports their values to the designated
node. The rough estimation is refined by this evaluate feedback algorithm.

The property of the e, is given as follows, the larger value of e, indicates that the estimation position of
jammer error is larger. When the estimated jammer location is equal to the value of e, then it indicates the true



B. Perumal et al.

position of jammer. Here we illustrate the property of e, in Figure 2, where there are three jammed nodes are
(jL, j2, j3) values that are away from jammer j.

The distance calculated between the jammed node and the estimated position is denoted as d,,d,,d,. After
the algorithm evaluates the values of the nodes, the new distance is denoted as d,,d,,d,, which indicates that is
the distance calculated between the jammed nod and the true position of the jammer. Figure 3 shows the esti-
mation of jammer location by the proposed approach.

Algorithm 3. Evaluation of Localizing Jammer

Procedure EVALUATEVAL(c,d)

for all i e[1,n] do

d; :\/(xj_xi)z +(y; _yz')z

end for

1 n
e,= };Eo(xj—xi)z

end procedure

The evaluation of the localizing jammer is given by the values

e, = /%gn(;(xj—xi)2 2

One of the biggest advantages of this technique is that the difference always makes the estimation error al-
ways small. This will indicates that the true position of jammer can be estimated with high level of accuracy.

6. Simulation and Results

6.1. Simulation Environment

The NS-2 simulation environment offer great flexibility in investigating the characteristics of sensor networks
because it already contains flexible models for energy constrained wireless networks. This model includes fea-
tures for node movements and energy constraint with a wireless sensor network in a square field with various
sizes. The nodes are randomly distributed in this area. The simulation parameters are shown in Table 1.

6.2. Results

The transmission range of the jammer is fixed at 45 feet. To adjust the density of the sensor network, on one

+4 Natural node

a‘ Estimated jammer
# Real jammer

A Boundary nodes

o Blocked nodes

Figure 3. Estimation of jammer localization.
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Table 1. Simulation parameters.

Parameter Value
Network area 500 m x 500 m
Transmission range 45 feet
Number of nodes 50
Link capacity 500 pkts/s
Jamming Transmission power 1.5db
Maximum jammer speed 5m/s
Packet error rate 1.16

M Direct
20 Measure
__ 15 M | I ment
£
10 M Indirect
5+ measure
0 - ment

23456789

Node ID
Figure 4. Measurement of individual node.

——Boundary

300 —o— Coincered

250
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150
100 /

Delay

0 10 20 30
Number of nodes

Figure 5. Delay reduced in coincered approach.

hand, varied the total number of the nodes N in simulation environment; on the other hand, extended the area of
the sensor network in simulation from 300 feet. Impact of jammer’s transmission range on localization error
when N = 200. The impact of node density on localization error when the transmission range is 45 feet is esti-
mated. The wireless model essentially consists of the core and the additional simulations features of Ad hoc
networks. The node object is a split object. The C++ class node is derived from parent class Node. Therefore a
node thus has the basic additional functions of the node from where it is derived.

In Figure 4, the localization of jammer has its high accuracy based on the performance of algorithm under the
different network densities and various jammed regions. The multiple network nodes surround the jammer
which is at the center of the simulation area. The localization error has a metric value to evaluate the accuracy of
the position of jammer.

The Direct Measurement based networking has improves the accuracy of the nodes of 80%. There is better
accuracy of localizing the jammer with direct measurement comparing to the indirect measurement.

Figure 5 shows the delay reduced in coincered approach. The accuracy of localizing a jammer with transmission
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Figure 6. Error analysis of nodes.

range changes from 30 feet, 45 feet to 60 feet. The simulation is run under certain conditions to obtain the better
result to localize the true position jammers.

Figure 6 shows the error analysis of nodes and error rate. Error analysis of coincered node is efficient when
compared to boundary node analysis. The smallest distance between the estimated location of the jammer and
the true location of the impact of jammer’s transmission range is calculated.

7. Conclusion

In this paper, the performance of the direct measurement to detect and localize the jammers in network is im-
proved. Our intensive goal is to increase the efficiency by calculating the distance between the coincered nodes
and the estimated position of the jammer. The algorithm forms an approximate jammed region, and hence the
center of jammed region is treated as the estimated position of jammer. The future enhancement of this paper is
to concentrate on localizing the multiple jammers in the network with high level of accuracy for better enrichment.
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