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Abstract

Models of services, processes and technology are useful tools for conceptualizing complex systems
such as healthcare. The application of a component architecture helps illustrate the processes and
technologies that are important to the operation of a health service and conceptualize the rela-
tionships between each component. Telehealth services are relatively recent and have characte-
ristics that do not fit neatly into established models of health services. This paper analyzes the
components used to build a telehealth in the home service in South Australia and the design
choices that were taken. The service used commodity-based devices and systems to deliver simple
to use, low-cost in the home care. Building on this analysis, the components required in an archi-
tectural component model of a telehealth service are identified enabling a provisional architec-
ture for telehealth services to be derived from an existing internationally recognized architectural
model for eHealth systems. Situated within the broad family of eHealth architectures, a Telehealth
Architectural Model of telehealth processes, software, devices, common systems and ICT infra-
structure is proposed that represents the components required to support telehealth and allows
for customization of services according to clinical models of care.
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1. Introduction

Over 2013-2014, Flinders University and the Southern Adelaide Local Health Network (SALHN) of South Aus-
tralian Health (SA Health) collaborated to develop a telehealth service as part of a trial called “Flinders Tele-
health in the Home: Palliative and Aged Care in SA South Australia” (FTH trial), which is funded through the
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Australian Government Department of Health. The FTH trial was an action-research initiative evaluating the use
of video conferencing alongside other applications and services for use by hospital-based community outreach
services. The participating services shared key characteristics: existing community clinical outreach, specialists
with a desire to work more closely with general practitioners and a need to cover a large geographic region. The
trial introduced telehealth services in three clinical areas:

1. Community based palliative care. Patients and their carers received video-conferencing and remote monitor-
ing services from a specialist palliative care nurse using a tablet device (iPad), a self-assessment application
to record their ongoing symptoms, and electronic devices and scales to monitor their physical activity and
weight. General practitioners were able to participate in clinical case conferencing.

2. Home-based rehabilitation services for the elderly at home. Patients were monitored by a therapist remotely,
who made video calls as required, and also had access to rehabilitation and speech therapists used a tablet
device (iPad), a self-assessment application to record their health status and an exercise tracking device to
monitor their physical activity [1].

3. Residential Aged Care Facilities (RACFs). Geriatricians used video-conferencing to residents and nurses to
provide aged care assessments, plus advice on rehabilitation and medications.

Clinical care was delivered from the Repatriation General Hospital in Adelaide, South Australia to FTH trial
participants, using internet protocol (IP) based video conferencing. Connectivity between the hospital and par-
ticipants was achieved through the Australian National Broadband Network (NBN) and mobile data services
from an Australian telecommunications provider (Telstra 3G/4G). Key technical components of the FTH trial
included devices, communications, applications and management systems. Components were built using con-
sumer technology obtained from a range of providers, with different levels of service provision, performance or
availability.

This paper evaluates the applicability of an existing internationally recognized architectural model for eHealth
systems to this type of telehealth in the home services. Models of services, processes and technology are useful
tools for conceptualizing complex systems such as healthcare. Application of a component architecture helps to
illustrate the processes and technologies that are important to the operation of a health service and conceptualize
the relationships between each component. The major component categories of this model are foundation infra-
structure, infrastructure, healthcare processes and governance. Through identification of the constituent parts of
each category, this paper derives a provisional architecture for telehealth services.

Ethics approval for the trial was obtained through the Southern Adelaide Clinical Human Research Ethics
Committee, application numbers HREC/13/SAC/88(168.13 and 203.13).

2. eHealth Systems Modeling
2.1. An eHealth Architecture Model

The International Standards Organisation has proposed an eHealth architecture model (eHAM) [2] that provides
a generalized component architecture view of eHealth systems. A simplified version of this framework is shown
in Figure 1. The intention of this framework is to assist countries and organizations achieve the improvements
and benefits shown in the pyramid (apex at the top of the model)—i.e. improved quality of and access to care,
improved efficiency, productivity and cost-effectiveness, informed health policy and increased evidence-based
practice. The components in the model are intended to be typical, optional and configurable to meet local needs
when being used in any specific eHealth service. As such, this model provides the basis for the development of
further architectural models within an eHealth family of patient records, image management, mobile health and
telehealth applications. This model is used as a template within which to describe the management and technical
components of FTH trial.
The eHealth architecture model comprises different component categories that are aggregated under the fol-
lowing general categories:
¢ Foundation component—ICT infrastructure—is shown as the bottom layer of Figure 1, and covers the core
IT technologies including networking, servers, software and IT human resources. Foundation components
are underpinned by relevant standards, methods, guidelines and frameworks.
e Foundation component—infostructure—is shown as the middle layer of Figure 1, and includes electronic
health record repositories, registries, data interchange interoperability, consent and access control, privacy

and security and data warehousing.
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Figure 1. eHealth architecture model (eHAM) simplified (ISO/TR 14639-2:2014).

» Health process domain component is shown as the upper layer of Figure 1. These processes involve patients
seeking and accessing healthcare services and providers offering these services. Health domains include a
broad range of services such as clinical (provider) assessment of health problems, diagnostic (test) assess-
ments, therapeutics and related components, such as payment for services and evaluation of services, pro-
vider and patient education and knowledge management which span the continuum of care.

* Governance and ownership is shown as the vertical bar on the far right of Figure 1. Governance and owner-
ship are an important category of the eHealth architecture model since it represents the organizational and
governance aspects of eHealth, including the financing, performance management and the development of
local capability and capacity in health informatics. Standards are a key contributor to both infrastructure and
infostructure.

2.2. Business Requirements

The FTH trial rehabilitation and palliative care clinical teams provided the business requirements against which
each component of the FTH trial was assessed. Requirements focused on the need to provide solutions appropri-
ate and affordable to the over 65 age group of people, some of whom are frail. Consequently the foundation
eHealth infrastructure and infostructure components were, as far as possible, designed to conform to the follow-
ing requirements:

» usability—easy for clinicians and patients to use;

* cost and compatibility—built with compatible consumer grade applications and equipment;

* interoperability—interoperable with existing health sector ICT infrastructure;

» performance—can sustain adequate video and audio quality over a variety of networks; and

e privacy—can protect the privacy of patients.

2.3. Assessment of Architectural Models

Assessment of architectural models is a recent development. In Australia the National eHealth Transition Au-
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thority has developed a set of eHealth Architecture Principles [3] that can be applied to eHealth initiatives.
These principles provide statements and rationale for a number of qualities important in healthcare, such as
quality, safety, interoperability, efficiency, security, reuse of assets etc. In other domains, such as software en-
gineering, a number of methodologies have been developed to evaluate architecture [4], that also consider quali-
ties derived from business requirements such as interoperability and extensibility.

2.4. From eHealth to Telehealth Architecture

This paper describes the architectural components used in the FTH trial, and the extent to which they met busi-
ness requirements using the general categories provided in the eHAM, namely: Infrastructure, infostructure,
health processes and governance. Through this process the key components relevant to telehealth services are
identified for inclusion within a provisional telehealth architectural model.

3. Foundation ICT Infrastructure
3.1. Devices

Consumer tablet devices for patients were considered from the outset to be the preferred option for the patient

hardware platform that would provide a simple to use, low-cost solution. It was the intention of the trial to de-

velop applications that would work on the two major tablet platforms (Android and Apple 10S). Devices for re-

habilitation and palliative care patients and clinicians were purchased from local retailers. Software updates

were obtained over the internet from suppliers. For example iPads received regular operating system updates

from Apple. iPads were specifically customized with a different set of applications for rehabilitation and pallia-

tive care patients and clinicians. Detailed assessment of available tablets in the retail market was based on the

following requirements:

» accessibility of on/off power buttons and easy to attach power connectors for people who may have limited
dexterity;

e availability of good quality stands;

e availability of 1280 by 720 pixel front-facing camera;

» usability of the interface and reasonable size screen for people who may have poor eyesight;

e pricing in the retail market at an affordable level.

Of the available devices, the Apple iPad and the Samsung Galaxy TAB 3 (Android) tablets provided the
above features. The pricing of the Apple iPad on the retail market was at the higher end of tablet devices while
the Android tablet was at the lower end of the market. Compatibility with applications for both these platforms
was and continues to be a problem. Several video conferencing applications were available for Android or iPad
devices but not both platforms. The Apple iPad was the preferred hardware platform for the clinical services in-
volved in the trial, so it was chosen for the FTH trial.

3.2. Communications, Processing and Storage

Flinders University provided the majority of the underpinning organizational ICT services and was the focal
point for the network architecture (Figure 2). These included local area network access (fixed and wireless),
telephony, mobile phones, computer desktops, operating systems, desktop applications, email, printing,
processing (for applications) storage (documents and email) and network security.

Originally, the trial was designed to operate over the National Broadband Network (NBN) being implemented
across Australia from 2014. This network provided “fibre to the home” connections, with minimum bandwidths
of 25 Mbps up/5 Mbps down. Delays in the rollout of the network, and the need for rapid connections for clients,
resulted in the use of commercial wireless networks.

Rehabilitation and palliative care participants at home were provided with an Apple iPad with WiFi connec-
tivity, and a NBN “ready” router with inbuilt WiFi. Where NBN connectivity was not available in a location,
iPads with Telstra 3G/4G capabilities were loaned to participants to take home on discharge from hospital. The
networking required in the home was quite simple; the primary device being used was an iPad with WiFi con-
nectivity, and a router with inbuilt wireless IEEE 802.11 n provided connection to the internet. An NBN connec-
tion with a speed of 25 Mbps/5 Mbps was utilized as this allowed for the highest quality of video conferencing

available on the video conferencing client.
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Figure 2. Network architecture.

The deployment of iPads with mobile data capabilities, negated the need for any equipment in the home. This
proved to be a successful “easy-to-deploy” method for the tele-rehabilitation team, although the palliative care
team needed to use a WiFi access point to provide connectivity to Fitbit Aria [5] scales which require a WiFi
network to connect to the Fitbit servers. We chose to implement a combined USB + WiFi modem, providing
mobile broadband connectivity for both the iPad and Fitbit Aria scales. Both arrangements enabled clinical staff
members to implement a home telehealth service without the need for ICT staff to attend the patients’ homes.

3.3. Professional and Technical Support

Flinders University provided core professional and technical support. This included, project management, tech-
nical, administrative support and evaluation expertise. Specific technologies such as video conferencing and
some applications were supported under agreements with suppliers. Since the majority of the equipment and
many applications were purchased from retailers or online, support for these was minimal.

Technical support staff provided application development, research and high level problem-solving, including
the development of applications, training materials and guides. These staff configured patient iPads and ma-
naged online or telecommunications services. They resolved issues and tested hardware, software, video confe-
rencing, connectivity issues, internet and telecommunications services. The technical team was tightly integrated
with clinical teams on the premise that a collaborative approach between clinical and ICT specialists would con-
tribute to rapid technology innovation and better support of clinical service needs.

4. Foundation eHealth Infostructure Systems—Video Conferencing

The eHAM infostructure component focuses on systems that support health records such as repositories. Tele-
health services require a different component set. One such component is a video conferencing system. Video
conferencing access was provided to all clinicians and patients on desktop and mobile devices. The FTH trial
aimed to provide video conference systems compatible with existing SA Health and private health care provid-
ers, since care provision for the participating clinical teams crosses all these sectors. On grounds of cost and
complexity (an additional device in the home), the use of hardware-based video products was not considered.
The assessment criteria for software based video conferencing solutions included:

» ease of use, functionality and usability of the management platform;

* adequate video and audio quality over a variety of networks;

* secure/encrypted connection and a contact list that permits patient privacy;

* interoperability with standard video conferencing protocols;

* based on international standards, reducing the risk of product lock-in to one supplier;

 availability for major mobile platforms with support available locally from the vendor;

e cost and licensing arrangements.

It was thought from the outset that elderly patients may not have the technical knowledge to navigate through
complex interfaces and procedures. Therefore video conferencing clients were assessed to determine if patients
were required to:

* enter login credentials each time the app was opened or device was rebooted;

* enter a call or meeting ID to join conference;

* navigate interfaces containing too many options/buttons (as found in most collaborative based software) or
not professional in appearance (often due to a social media focus).
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The video conferencing application used by clinicians and FTH trial participants was based on a proprietary
system (Vidyo) [6] which was chosen following an initial evaluation of several providers. Consumer video ser-
vices such as Skype or Apple Facetime were not adopted after consideration of the required usability in clinical
settings, performance, privacy and interoperability. Vidyo interoperability with video conferencing standard
protocols was provided through a gateway. Field tests confirmed that Vidyo was the preferred choice of clinical
staff.

During evaluation of the product, a critical risk to patient confidentiality was discovered. The Vidyo system is
structured around video room tenancies. Vidyo allows any user within a tenancy to call another member in the
same tenancy. While the chances of a patient being able to navigate the system and dial a random contact num-
ber were minimal, it was still considered to be a critical risk to patient privacy and needed to be addressed.
Therefore a multi-tenant Vidyo environment was implemented to maintain patient privacy as an on-premise,
Flinders University hosted solution. The clinicians’ tenancy allowed visibility of all patient tenancies, providing
them the ability to view a patient’s online status and to dial out to the patients.

5. Health Services Software and Devices
5.1. Clinical Software

SA Health provided FTH trial clinical staff with access to patient admission information, scheduling of clinics

and an electronic medical record system for use during telehealth consultations. However, additional applica-

tions specific to each clinical discipline were required. The following clinical applications were made available

to patients on an iPad tablet, and clinicians on a computer or iPad tablet:

» palliative care support, monitoring and assessment tools provided through the Care Search [5] website;

» prescribed rehabilitation exercises through a cloud-hosted application (TRex) [7] that provides rehabilitation
patients with a personalized list exercises;

e exercise monitoring via a cloud-hosted application synchronized to the exercise monitoring device, for both
palliative care and rehabilitation patients; and

* consumer rehabilitation “apps” available “off the shelf” through the Apple App store.

The rehabilitation care model required the exercise application be managed remotely, allowing for the tele-
rehabilitation team to update a patient’s exercise plan as they progressed with their recovery. The application re-
placed the current practice of giving patients a printout each time an exercise was added or removed from that
patient’s treatment. Other requirements included usability, ease of navigation, minimal patient input, ability for
clinician to update remotely, content appropriate for target audience, and video with voiceover for each exercise.
An application was developed based on a managed cloud appliance using entirely open-source software. An
open-source platform was chosen that provided a low-cost, device agnostic and rapidly scalable service.

Therapeutic consumer applications for iPads, Android tablets and Windows tablets were assessed, with a view
to providing them to patients to encourage faster recovery. Therapeutic activity does not replace a customized
rehabilitation program devised by trained rehabilitation professionals but supports people who do not have
access to continuing rehabilitation services.

Criteria for selecting applications for their therapeutic benefit were established. The selected applications [8]
were sorted by: price (free or low cost); therapeutic content; area of the body they act on; and the device (iPad,
android/windows tablet) they can be used on.

The need to schedule a large number of carers required a patient-centered scheduling application. For Tele-
health in the Home services, the primary function of a scheduling application was to act as an organizer and
memory aid to assist a client with a cognitive disability to manage telehealth appointments, tasks and activities
in daily life in their own home, with the assistance of a scheduler (therapist, family member).

5.2. Clinical Devices

Many medical and monitoring devices used in healthcare are specific to a discipline. In the FTH trial the Fit-
bit@zip activity monitoring devices for patients were provided to both rehabilitation and palliative care patients.
The Fitbit@zip is a device available in the retail market and assisted in the analysis of patient movement and
weight data. The Fitbit@zip records steps taken and was chosen for its suitability to the needs of this group of
rehabilitation and palliative care patients, its long battery life and the ability to upload the recorded data to a re-
mote server for analysis. However palliative care clinicians found that this device had limited usefulness for
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some patients who were notable to move around very quickly, as the device failed to register their low activity
patterns. In contrast rehabilitation patients were able to use the device to set exercise targets, thereby increasing
activity.

6. Healthcare Processes
6.1. Clinical Care

Rehabilitation and palliative care disciplines have very different models of care. Palliative care required a low
touch, non-intrusive approach for checking on the health of patients at home over a lengthy period. Rehabilita-
tion care tried to provide the greatest impact in the shortest amount of time so that patients recovered within a
four to six week treatment period. Rehabilitation scheduled frequent video conferencing and exercise applica-
tions while palliative care relied on less frequent contact but greater remote assessment of patients. Frequent in-
teractions between rehabilitation clinicians and patients were supported by the scheduling application.

6.2. Planning, Monitoring and Evaluation

The FTH trial was based on action research methods and had robust planning, monitoring and evaluation targets
set by the funding body. Many health organizations struggle to fund ongoing evaluation of services, but in the
case of the FTH trial it was important to evaluate the acceptability and efficiency of a new service. It was shown
that palliative care, rehabilitation and aged care services delivered by telehealth can:

e support consumers in collaborating with and communicating with their carers and health services;
 identify health issues earlier and provide an increased intensity of care;

* increase the accessibility of services and reduce travel for clinicians and patients;

* reduce clinical service costs;

» successfully deploy simple consumer grade technology to patients and clinicians.

7. Governance
7.1. Sponsorship and Leadership

Governance of the FTH trial was provided by a steering group that included clinical and technical leads. On a
day-to-day basis the FTH trial manager provided finance and contract control, advice on business requirements,
system architecture and the use of guidelines and standards. Clinical leadership from each of the rehabilitation
and palliative care services was crucial to the implementation of telehealth technology within the clinical care
models.

7.2. Service Management

Deploying consumer devices and applications configuration becomes a significant problem as patient numbers

increase because many applications rely on email details linked to a personal password. This problem was par-

tially overcome by linking application configuration to devices, which in turn were assigned to individuals.

Consequently, a robust asset and configuration system was required. By applying unique asset numbers to ICT

equipment, staff could easily identify which asset had been assigned to each patient and clinician. The FTH trial

relied on two applications to deploy and manage iPads for patients and clinical staff members:

* Apple Configurator; an application designed by Apple for easy deployment of iOS devices within an organ-
ization [9]. The Apple configurator allowed “imaging” of an iPad to a standard “base image”.

e Meraki; an internet cloud based mobile device manager that is hosted free of charge by Cisco [10]. It allows
for easy management of iOS settings, policies, and application.

The FTH trial originally used spreadsheet software to track assets. However as asset numbers grew, it became
clear that a more sophisticated system was needed. A custom designed database was built to record and track
assets including: asset number, serial number, manufacturer, type of equipment, IMEI device number, mobile
broadband SIM service number and asset allocation.

7.3. Security and Access Management

Research protocols require patient identifiers to be used to keep the identities of patients anonymous to non-
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clinical or non-SA Health staff. The identity management system used a unique asset number assigned to patient
devices. The unique asset number was the only identifier used to authenticate users to the ICT systems.

7.4. Finance and Performance Management and Capability

Each of the technical solutions implemented in the trial were able to scale substantially at a low incremental cost.
The trial implemented a number of open-source, highly-scalable technology services allowing for rapid growth
in telehealth, while maintaining a low ongoing maintenance and hosting cost. The exercise application and self-
assessment tools can scale tenfold with no increase in operating costs. The video conferencing application was
the least scalable of all of the technologies implemented, due to the costs of increasing the number of licenses
for additional lines to provide additional video conferencing capacity.

The sustainability analysis of the FTH trial found that health system costs during the trial reduced by about
50%, and would improve even more once patient volumes exceeded a few hundred per annum. It was recom-
mended that telehealth services to the home should focus on hospital avoidance, increasing access to disadvan-
taged groups, and being able to meet projected rising demand within existing resources. Since Australia has a
health system funding model in which community, primary and hospital services receive funding from different
bodies, necessary first steps in widespread implementation of telehealth to the home will be the definition of re-
sponsibilities, funding, payments for patients with severe conditions likely to attend hospital, and prima-
ry/community care responsibilities for illness prevention, and stable chronic disease management.

7.5. Standards, Guidelines, Quality and Safety

Several Australian organizations have produced telehealth guidelines [11]-[13]. The South Australian Health
Department (SA Health) developed Guidelines for Sub-acute Services offering Digital Telehealth Network
Consultations [14] between practitioners and patients in hospital settings. The FTH trial was also able to apply
some of the guidelines in the recently published International Standards Organisation Telehealth Guidelines
specification (ISO/TS 13131) [15] [16].

8. A Telehealth Architecture Model

The eHAM model is further developed to better represent telehealth services inthe FTH trial. The resulting arc-
hitectural model is customized for telehealth services in the form ofa provisional Telehealth Architectural Model
(THAM) containing:

* A governance category applicable to all the components on the left hand side of the model including spon-
sorship, service management, security and access, finance and performance, capability and capacity, busi-
ness requirements, standards, guidelines, quality and safety.

* An infostructure category that takes account of the need to customize software and devices to support spe-
cific models of clinical care. These clinically specific applications remain dependent on systems such as
health records and in the case of telehealth, video conferencing. By highlighting the importance of discipline
specific processes and applications, the THAM model acknowledges that the processes being used in health
care are increasingly codified in applications and devices.

* Foundation infrastructure that supports health processes, software, systems and devices comprises common
facilities (accommodation, devices, computers, tablets), communications infrastructure (mobile data and in-
ternet services), processing, storage and support services. Increasingly this infrastructure also relies on
commaodity devices, networks and services such as cloud services.

From the standpoint of a patient focused telehealth in the home service it is worth noting that the eHAM ar-
chitecture model only portrays a high level view of the health system as understood by health care organizations,
and does not illustrate the roles of clinical services and patients. The THAM model in Figure 3 therefore recog-
nizes that health services provide care to people in the community. While it is possible to compare the eHAM
and THAM models, it should be noted that the International Standards Organisation eHealth architecture model
is intended as a guide for healthcare organizations and clinical services to develop architectures customized for
the specific services they provide.

A limitation of this type of architectural model is that it is essentially static. Community characteristics, needs
of patients, the response of health services to those needs and the technologies used may change over time. This



A. Taylor et al.

Improved health policy
Improved access to care
Evidence based practice
Informed health service planning
Efficiency, productivity and cost effectiveness
Improved quality of care for individuals and populations

Continuity of care across the patient journey Governance

Sponsorship

Healthcare processes and leadership
1. Care processes 3h (Eoe) ProgEsses 3. Other Health related 4. Other Health related service
[ : ; processes e.g. Vital
(Rehabilitation) (Palliative care) processes e.g. Finance / Records management

Insurance

Security and
access

Planning, monitoring and evaluation

Health Services - Software and devices Finance,

3. Discipline specific clinical performance
software and devices

1. Clinical software and
devices (Rehabilitation)

2. Clinical software and
devices (Palliative Care)
Business

Infostructure - Common systems and applications for telehealth e.g. video conferencing, electronic health R
requirements

records
Foundation Infrastructure - Systems, applications and devices Sta.nda.rds,
Common facilities Communications ICT processing and Professional and technical guidelines
and devices infrastructure storage support
Quality and
Commodity devices, networks, services and information repositories safety

Patients, Carers and Clients in the Community

Figure 3. FTH trial TeleHealth architecture model (THAM).

issue is worthy of further research. The benefits of an architectural view of telehealth services, processes, com-
ponents, activities and policies are that a systematic approach can be taken to the building of investments in ICT
to support delivery of healthcare services.

9. Conclusions

This paper shows that telehealth to the home care depends on common (foundation) components, applications
and devices, but that it is necessary to customize components to support the specific requirements of each clini-
cal service. Successful implementation of a telehealth in the home service also depends on sponsorship by clini-
cians, development of a service management capability, provision of appropriate technology capacity, security
(and access) management and access to standards or guidelines.

The FTH trial demonstrates that low-end consumer technology can support clinical care. Technical solutions
evolve rapidly, leading to new options for models of care that may be more efficient. However, design and
management of the technical ecosystem is complex and requires careful consideration of usability, scalability
and interoperability among devices, applications and systems.

A Telehealth Architecture Model (THAM) as a derivative of the more generalized eHealth Architectural
Model (eHAM) takes account of the complexity of telehealth systems in an era of widespread consumer-based
internet services. THAM represents the components required to support telehealth and allows for customization
of services according to clinical models of care. It may be of value to apply the THAM model to a large number
of clinical settings that require health care to be delivered across multiple settings of care, including care for
people at home.
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