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ABSTRACT

Mixed method research has becoming an increasingly popular approach in the discipline of sociology, psychology,
education, health science and social science. The purpose of this paper isto describe the application of mixed method in
developing a cyber terrorism framework. This project has two primary goals: firstly is to discover the theory and then
develop a conceptual framework that describes the phenomena, and secondly is to verify the conceptual framework that
describes the phenomena. In order to achieve conclusive findings of the study, a mixed method research is recom-
mended: qualitative data and quantitative data are collected and analyzed respectively in a separate phase. The mixed
method approach improves the rigor and explanation of the research results, thus bring conclusive findings to the study
outcome. By utilizing qualitative and quantitative techniques within the same study, we are able to incorporate the

strength of both methodol ogies and fit together the insights into a workable solution.
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1. Introduction

Methodology can be simplified as a plan of action where
the method used brings to the desired outcome. The con-
text of methodology as described by Crotty [1] cited in
Levy [2], defines methodology as “the strategy, plan of
action, process or design lying behind choice of particu-
lar methods and linking the choice and use of methods to
the desired outcome’. Methodology refers to the theo-
retical arguments that researchers use in order to justify
their research methods and design [3].

The purpose of this paper is to describe the application
of mixed method in developing a cyber terrorism frame-
work. This project has two primary goals, firstly is to
discover a theory and then develop a conceptual frame-
work that describes the phenomena by using qualitative
method. Secondly is to verify the conceptual framework
that describes the phenomena by quantitative method. By
utilizing both techniques within the same study, the re-
searcher is able to incorporate the strength of both meth-
odologies and fit together the insights into a workable
solution.

2. Literature Review
2.1. Cyber Terrorism

In this digital age, the concept of cyber terrorism or the
use of cyberspace to carry out terrorist activities has
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emerged. The convergence of physical terrorism and new
advancement of ICT have spawned a new term called
cyber terrorism [4]. It can be summarized that cyber ter-
rorism is the perpetration of attack through the cyber-
space and the virtual world. However, there is no uni-
versally accepted definition of cyber terrorism, which
seems to be a fundamental issue and challenge in coun-
tering threats from cyber terrorism.

At the international front and among the researchers,
there is no common agreement on the concept of cyber
terrorism [5-10]. While there are many definitions of cyber
terrorism, these suggest a trend that in-depth analysis of
this concept can be conducted. This can also be evidence
that the study of this concept has been the focus of policy
makers and scholarly studies, but their standpoints and
views vary. Due to multidimensional structure (or com-
ponents) of cyber terrorism, we can say that the concept
of cyber terrorism is a contested concept whereby vari-
ous partiesinterpret it differently.

The concept of cyber terrorism has severa attributes
(or components) such as motivation, impact and target
[11]. Due to complexity of various interacting variables
in the concept of cyber terrorism, to formulate a frame-
work in describing its influential components would be
beneficial. Therefore, accurate knowledge of the context
of cyber terrorism enhances clarity and helps to avoid
obscuring intent. Thus, there is a need for a more struc-
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tured approach in understanding the various components
of cyber terrorism. The outcome of this study serves the
basis for various strategic decisions for policy and deci-
sion makers as well as useful foundation for academic
research in understanding the context of cyber terrorism.

2.2. Mixed Method Resear ch

One important way to strengthen a study design is
through triangulation, or the combination of qualitative
and quantitative approaches in the study of a situation or
a certain phenomenon [12]. Usually, the researchers tri-
angulate the two methods in order to check on the accu-
racy of the data gathered by each method, to make the
choices available more concrete, to amplify strengths and
lessen weaknesses in a study, and to answer broader and
more complete range of research problems[13].

Currall et al. [14] study the use of qualitative and
guantitative methods and conclude that the mixed meth-
ods promoted both theory development and theory eval-
uation (or verification). Srnka and Koeszegi [15] con-
clude that qualitative studies are accepted in the social
sciences as exploratory or triangulation efforts that com-
plement quantitative studies, which provide quality
checks for each of these stages for result’s validity and
reliability. A detailed study that examine the ways in
which quantitative and qualitative research were inte-
grated and combined in practice was conducted by Bry-
man [16]. He defines triangulation as traditiona view
where quantitative and qualitative researches are com-
bined to triangulate findings in order to be mutually cor-
roborated.

3. Knowledge M anagement Architecturein
Developing Cyber Terrorism Framework

Knowledge management is a matter of managing ana-
Iytical process to transform data into information, and
information into knowledge, and knowledge into wisdom
[17]. Recent research suggests that architectural know-
ledge, such as design decisions, is important and should
be recorded alongside the architecture description [18].
In this research, the conceptual framework describing
cyber terrorism is developed by using the grounded the-
ory method. In grounded theory, the main source of data
collection are interviews conducted with participants and
observed by the researcher, whereby the researcher looks
for common patterns among the sets of data [19]. Groun-
ded theory is a rigorous process that involves generating
a conceptual model (or theory) that is grounded in the
data[20].

Egan [21] recommended five steps in the process of
grounded theory research; initiating research, data selec-
tion, initiation and ongoing data collection, data analysis
and concluding the research (Figure 1). Jones and Alony
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Figure 1. Grounded theory process (adapted from Egan
[21]).

[22] suggest five steps in grounded theory approach: ac-
knowledgement of researchers bias, data selection, data
collection, data coding & anaysis and compilation of
results. Likewise, the grounded theory method employed
by Esteves et al. [23] composed of the following phases:
research design phase, data collection phase, data analy-
sis phase and comparison phase. Overal, the steps of
grounded theory approach discussed above are more or
less similar with each other. For this research, we ado-
pted Egan’s recommendation.

The first level, initiation of the research involves the
selection of an area of inquiry. The research begins with
an awareness of the context of the research by reviewing
literatures relevant to the area of inquiry. In the second
level, data selection, involves the identification of poten-
tial data sources (individuals and organizations they rep-
resent) associated with the research questions. The re-
spondents are chosen from various expert positions to
reflect variety of expertise.

The third level isinitiation of data collection from tar-
geted respondents. Data collection is an ongoing process,
whereby the researcher can return to the interviewees for
clarification and elaboration besides comparing related
documents or records with data collected during initia-
tion of the research.

In the fourth level, data analysis, involves a constant
comparison method for generating and analyzing data.
Data analysis is defined as a process of systematically
searching and arranging the interview transcripts, field
notes and other materials with the objectives to increase
the understanding and to enable researcher to present
what have been discovered. Lastly, concluding the re-
search, involves documenting the grounded theory based
on researcher observation of the data saturation and suf-
ficient theory which has emerged from the data. Data
saturation is the evident when data collection no longer
contributes to elaboration of the phenomenon being in-
vestigated.
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4. Conceptual Framework of This Study

Two research methods that are commonly used are
qualitative research and quantitative research. It is sug-
gested that when the goal of a research is to develop a
conceptual model for the purpose of building theory
around a particular phenomenon or process, an interpre-
tive approach utilizing a qualitative methodology may be
more appropriate [2]. On the other hand, if the primary
goal of a research problem is to test the validity of a
model where al the variables of influence a phenomenon
or process is aready known, then quantitative method-
ology may be appropriate [2]. In summary, qualitative
research approaches seek to explore phenomena while
guantitative research approaches seek to confirm hy-
pothesis about phenomena.

This research is about exploring the context of cyber
terrorism, focusing on the attributes or components of
cyber terrorism. Since this project is exploratory in na-
ture, a qualitative research by using a grounded theory
method is adopted for this study. The phrase grounded
theory refers to theory that is developed from a corpus of

data through literatures, interviews and observations [24].

In this method, the objectives are to investigate the phe-
nomena under study, to identify and construct attributes
of the phenomena, and to develop a conceptual frame-
work that describe the phenomena.

Once the theory discovery and conceptual framework
have been developed, the next stage is to test or verify
the conceptual framework. The outcome can be achieved
by using quantitative method to quantify them and then
applied statistical test to conduct the hypothesis test. In
this method, the objectives are to evauate the framework
and to test the dynamic relationship of attributes (or
components) of the framework.

In short, we believe that a mixed method approach is
appropriate to be used in this study in order to accom-
plish both theory discovery and verification within a sin-

STAGE 1

Conduct data analysis on the
context of cyber terrorism by
using grounded theory
approach

STAGE 2

Conduct statistical analysis
on the cyber terrorism
framework

gle research project. Theory discovery is achieved by
using qualitative data to sharpen our theoretical ideas
about the phenomena under investigation, while verifica-
tion is achieved by using quantitative data to quantify
them and then applied statistical test to conduct hypothe-
sis test. The combination of qualitative and quantitative
techniques within one research study able to incorporate
the strength of both methodologies. The framework of
research methodology is described below (Figure 2).

The approach discussed in this paper is well described
by Srnka and Koeszegi [15] where they state that the
combination of two separate studies, one collects and
analyzed qualitative and quantitative data sequentialy,
has been acceptable to researchers in the socia science.
By conducting qualitative method in a preliminary stage,
the objective is for the researchers to develop a concep-
tual framework (or to generate hypothesis) for the quan-
titative study. Thus, when qualitative data collection pre-
cedes the quantitative data collection, the intent is to first
explore the problem under study then follow up on this
study with quantitative data that are amenable to study-
ing a large sample so that results might be inferred to a
population [25]. We believe that by merging the results
provides an overall picture of the research problem.

5. Framework of Data Collection and Data
Analysis

In this study, mixed method research involves both col-
lecting and analyzing quantitative and qualitative data in
sequential order. Thefirst stage in the analysis cycleisto
frame a theory or hypothesis from the literatures which
can be used as initial guidance for data collection and
data analysis. Once the theory or hypothesis has been
generated, the researchers develop questionnaires to get
in-depth understanding on the phenomena under investi-
gation. Data collection is a semi-structured method by
using in-depth interviews. Interviews are part of most

Objectives:

1.To investigate the phenomena

2.To identify and construct attributes of the
phenomena

3.To develop conceptual framework that
describesthe phenomena

4

Objectives:

1. To evaluate the conceptual framework

2. Totest relationship of attributes of the
phenomena

Results & Discussions

“Cyber Terrorism Framework

Figure 2. The framework of research methodology.
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interpretive studies and as a key way of accessing the
interpretations of informants in the field [26]. Since the
first stage is explanatory in nature, data analyses are done
by using grounded theory approach. Qualitative research
includes a variety of methodological approaches and one
example is grounded theory [27]. As have been men-
tioned earlier, the phrase grounded theory refersto theory
that is developed from a corpus of data through litera-
tures, interviews and observations.

In the next stage, quantitative approach is applied to
corroborate the researcher’s initial discovery. A survey
with close-ended questions format are used for data col-
lection to determine the views and opinions of the popu-
lation that represents various groups in the society. In
this phase, the researcher’s goal is to test the theory or
hypothesis, which finding is generalized from a larger
representative sampling. Statistical analysis is performed
to test the validity of the theory or hypothesis. The nu-
merical findings help to interpret the results, where
clearer interpretations of the statistical results are ob-
tained. Figur e 3 shows the summary on how the data are
collected and analyzed.

6. Suitability of Mixed Method in This
Research

All the relevant methodological issues discussed in this
paper provide justification and practical approach on how
the research is conducted. The methodology explained in
this paper provides the researchers with the right direc-
tion and understanding in conducting the research by
choosing the right research design. Research design as
defined by Cooper and Schindler [27] is aplan and struc-
ture of investigation so conceived as to obtain answers to
research questions. It includes an outline on what the
researcher will do from initiation of the research to the
final analysis of the data.

In this study, we suggest that a mixed method research
approach is appropriate to be applied. The motivation

STAGE 1
Conduct data analysis on the
context of cyber terrorism by

factors in applying the mixed method (as opposed to a
single method) are due to the following reasons. Firstly,
the nature of the research is exploratory and explanatory
in nature, and is grounded in theory. The goals are to
discover theory and to develop a conceptua framework
that describes the phenomena (qualitative method); and
to test or verify the conceptual framework that describes
the phenomena (quantitative method). As noted by Yauch
and Steudel [13], the mixed method research comple-
ments each other, which explains the results of analyses.
The qualitative research is interpretive, which alow for
the discovery of new ideas and unanticipated occurrences.
Qualitative research aims to achieve an in-depth under-
standing of a situation or a certain phenomenon [27].
Focus of the research is to explore (understand and inter-
pret) of a situation or a certain phenomenon. On another
hand, quantitative research aims to achieve precise mea
surement of something such as participants behavior,
knowledge or opinion [27]. Focus of the research is to
confirm (describe and explain) hypothesis about a situa-
tion or a certain phenomenon. Therefore, by utilizing a
mixed method research, we believed it would bring con-
clusive findings on outcome of this study.

Secondly, mixed method approach helps to answer
guestions that cannot be answered by qualitative or quan-
titative approaches alone, thus, provide breadth and depth
to the study [28]. Researchers who conduct mixed meth-
ods research are more likely to select methods and ap-
proaches with respect to their underlying research ques-
tions in ways that offer the best opportunity for answer-
ing important research questions [28]. In this research, a
survey questionnaire using qualitative in-depth inter-
views is conducted as a way to tap into participants’ per-
spectives and insights. During analysis, the qudlitative
researcher uses content analysis of written or recorded
materials drawn from participants expressions and ob-
servations [27] or documents review [2]. Qualitative re-
search study via questionnaires interview, and supple-
ment with close-ended survey systematically provide

Data collection type: Data analysis type:

Questionnaires

using grounded theory ;r;gciﬁ?gé G;ﬂgggfd
approach interview
Data collection type: Data analysis type:
STAGE 2

Conduct statistical analysis
on the cyber terrorism
framework

Questionnaires
and structured
survey

Statistical
analysis

Figure 3. Framework for data collection and data analysis.
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breadth and depth to the research [12]. Quantitative re-
search looks at the frequency [27] or any kind of re-
search that produces findings arrived at by means of sta-
tistical procedures [2]. Through this approach, it is be-
lieved that the findings are corroborated across different
approaches, thus provide greater confidence in the con-
clusion.

Lastly, the research framework of mixed method is
chosen to apply the concept of triangulation. As noted by
Paton [12], one important way to strengthen a study de-
sign is through triangulation, or the combination of me-
thodologies in the study of a situation or a certain phe-
nomenon. Paton [12] also argues that triangulation pro-
vides accuracy of the data gathered while Olsen [29] ar-
gues that triangulation provides validation besides deep-
ening and widening one's understanding. Triangulation is
aterm derived from navigation and surveying where dif-
ferent bearings are taken in order to arrive at a precise
location. In this study, triangulation involves locating a
true position by referring to two or more other coordi-
nates [12]. As noted by Yauch and Steudel [13], triangu-
lation corroborates data and obtains convergent validity.
Moreover, triangulation reduces biasness besides be able
to heighten the validity of the data collection and analy-
sis.

7. Conclusions

The study on the context of cyber terrorism is quite com-
plex as it is about threat perception which makes the
concept differ from one to another. Understanding simi-
larities and differences in perception of what constitutes
cyber terrorism can provide insight on the concept of
cyber terrorism. The outcome of this study serves the
basis for various strategic decisions for policy and deci-
sion makers as well as useful foundation for academic
research in understanding the context of cyber terrorism.
Detail focus analysis can be conducted to investigate and
analyze the context of cyber terrorism.

This paper provides information on how this research
is conducted. It also describes the framework of research
methodology, where we have recommended that the
study to be conducted by using a mixed method research:
qualitative data and quantitative data are collected and
analyzed respectively in a separate phase. This paper aso
established the conceptual framework that guides the
data collection and data analysis techniques. Finaly, the
research methodology explained in this paper provides
the researchers with the right direction by choosing the
right research design. The mixed method improves the
rigor and explanation of the results, thus bring conclusive
findings to the research outcome. By utilizing qualitative
and quantitative techniques within the same study, a
mixed method research should be able to incorporate the
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strength of both methodologies and fit together the in-
sights into a workabl e solution.
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