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ABSTRACT

Monitoring the system resources against numerous virtual machines in a cloud computing environment is a challenging
task to system administrators. They rely on the system management tools to collect and reveal the utilization of various
performance counters of each virtual machine. Such isolated views cannot disclose the real performance behavior of
virtual machines. This paper demonstrates how to interpret the resource utilization of these performance counters cor-
rectly and how to automate the performance analysis processes to ease the workload of system administrators.
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1. Introduction

Many people have mentioned about the benefits of adopting
the cloud computing for their business. But before these
benefits can be realized, the performance unpredictability
driven by software application behavior and its architect-
ture must be seriously resolved especially in alarge scale
of cloud computing environment [1]. It is a challenging
task for system administrators to monitor the performance
over numerous virtual machines concurrently in cloud
computing environment to mitigate the unpredictability.
The administrator relies on the system management
tools to collect the utilization of various performance count-
ers from each virtual machine. The most concerned per-
formance counters are about the utilization of CPU, Mem-
ory, and 1/0O [2]. Currently the administrator needs to
decipher the meaning of these performance counters re-

spectively. But these performance counters are correlated.

CPU utilization is consumed by workloads, and also by
managing the memory and 1/O to respond these work-
loads at the same time. These compound effects make the
decipherment against performance counters more diffi-
cult.

The administrator requires a novel scheme automati-
caly deciphers the performance counters correctly and
making recommendations for further actions against those
potential overloaded virtual machines in cloud comput-
ing environment. This paper demonstrates a feasible ap-
proach to decipher the meaning behind performance count-
ers, and a framework to mitigate the administrator’s work-
loads in monitoring these virtual machines, thusimproves
the cloud service quality.
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2. Performance Counter s Dataset

Modern operating systems provide application program-
ming interfaces (API) to report the utilization about the
computing resources from kernel. Operating systems a so
offer a number of computing resource utilization utilities
a subset of the system management tools by calling these
APIs to help administrators understand the current states
about the system [3]. To support business continuity, the
service systems are measured by Quality Attributes [4],
such as availability, performance, security, interoperabil-
ity, and modifiability that are derived from mission or
business goals. The Performance quality attribute may be
expressed in several different ways, including response
time, throughput, or constraints on resource usage [5]. Ta-
ble 1 shows the most concerned performance counters
periodically collected by resource utilization utilities from
virtual machines.

The performance counter data are stored on a remote
central management server over the network in a structured
format such as Comma Separated Vaues (CSV) file or to
alight-weight database.

3. Performance Analysis Framewor k

Since there are numerous servers running service appli-
cations in the cloud computing environment, it is not effi-
cient to have administrators manually monitor perform-
ance counters of al servers a the same time. Therefor an
intelligent automatic performance counter analysis frame-
work is needed to ensure the service quality is served at
agreeable level. The framework is an analytical process
that is based on the inference of statistica procedures
rather than relying on respective administrators personal
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Table 1. Performance counters.

Category Counter Explanation
Server ID Server identification.
Host Time The performance of
that period of time.
! Average transaction count
Transaction Count in that period.
Application
. Average responsetimein
Response Time second for atransaction.
CPU average utilization in
0,
/o User percentage by Application codes.
CPU average utilization in
% Wait percentage waiting for
CPU outstanding disk 1/0.
% Total CPU average ut|||zat|o_n in
percentage for everything.
% Max CPU peakutlllzatlonln
percentage for everything.
Page Faults ~ Number of page faults.
Memory Percentage of used spacein
% Used physical memory and

paging space.

Average data transfer rate of
Disk Read/Write-KB/s read and written datain
kilobytes per second in theinterval.

experience. These statistical procedures are about regres-
sion analysis. The regression formula shows the coeffi-
cients and the significance coefficient of determination
i.e. R? of regression under acceptable confidence level
(i.e. 90%, 95%, 99%, and 99.9%).

The Equation (1) shows the general form of regression,
y is the dependent performance counter, x, is the inde-
pendent performance counter, and the 5, --- S, are the
coefficients:

Y =P+ Bixi+ Boxy +0+ Box, D

Service quality is above all. The framework checks
whether the application’s average Response-Time is in
proportion to Transaction-Count. When this regression is
significant, the framework will 1) project the maximal
Transaction-Count at the least-accepted Response-Time;
2) report the moving-average the trend about the growth
of both Transaction-Count and Response-Time versus
Time; and 3) report the regression of CPU-Utilization
versus Transaction-Count which will also project the
maximal Transaction-Count at the most-accepted CPU-
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Utilization. The system administrator will take the less
Transaction-Count as the allowable margin of reliability.

The framework uses GNU-R as the statistical engine.
R is a highly extensible language and environment for pro-
viding a variety of statistical and graphical features [6]. It
can read data from structure formatted file or database
and export datistical results and charts as well. Since sys-
tem-administrators depend on the daily reports from the
framework, it must be built in a robust way using Enter-
prise Service Bus (ESB) [7] to analyze the performance
dataset and make recommendation for each virtua ma-
chine.

The Figure 1 illustrates the system architecture of the
framework.

The Statistical Job Portal server provides a number of
predefined statistical procedures and ad-hoc analysis to
users. The ESB server receives messages, the statistical
job requests, from the Statistical Job Portal server and
dispatches them accordingly. GNU-R Engine is a set of
Blade servers executing GNU-R scripts designated by the
messages. The script may retrieve data from the Database
servers or the File Repository server. The Application
servers are user process engines populating source data
on the Database servers or the File Repository server. The
File Repository server also stores the statistical results
expecting usersto retrieve later.

4. Empirical Case

Fast changing demands and responsiveness to customers
challenges the réliability of a Manufacturing Execution
System (MES). A world-class modern semiconductor foun-
dry migrated its MES into a cloud computing environ-
ment for better management with less cost. The foundry
takes advantage of the proposed system architecture to
periodically collect the performance counters for each vir-
tual machine by system management tools. Besides the
proposed framework recommendation on the rdliable Trans-
action-Count; the MES administrators developed standard
operation procedures (SOP) for their daily checks of per-
formance counters for each virtual machine.

The Figure 2 illustrates the process flow of SOP in

Enterprise Service Bus

Figure 1. System architecture.
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Figure 2. SOP of performance analysis.
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Activity Diagram in UML, it starts from Performance
Counter Collection, and Performance Data Analysis con-
ductsthe following regression statistical tests:

1) Transaction-Count vs. Time is to examine the transac-
tion behavior. If the trend is positive, more computing
resources may consider to be assigned into the virtual
machine.

2) Response-Time vs. Time is to examine the service
behavior of the virtual machine. A narrower variance of
Response-Time implies the system’ s throughput was steady.

3) If the above regression tests are both significant;
this means the Transaction-Count was increasing and the
Response-Time became slower also. It is imperative to
check whether CPU resource could hold this increasing
trend or not.

The regression test of CPU-Utilization vs. Time shall
confirm the trend in CPU utilization perspective. If this
regression test is also significant, what caused CPU utiliza-
tion high will determine the latter administrative actions.
Two possible reasons may cause CPU utilization high: 1)
Paging-Faults (memory moving); 2) 1/O-Average. Both
CPU-Utilization vs. Paging-Faults and CPU-Utilization
vs. |/O-Average regression tests will explain the degree
of significance of these tests. If both tests are significant
Separately, CPU-Utilization vs. Paging-Faults and 1/O-
Average regression test will show which performance
counter or both are significant more. Finaly, the Inference

of performance anaysis will confidently suggest the MES
administrators to take proper actions accordingly.

The following performance analysis was a snapshot of
aperiod of time. The proposed framework aerted the MES
administrators that a critical virtual machine running da
tabase behaved abnormal, further investigation was taken
to see if more computing resources should be assigned
into the virtual machine. The snapshot transaction was about
7 million while it was expected to hold 13 million trans-
actions a day in average. The MES administrators con-
cerned about the high CPU utilization and wanted to
make CPU utilization forecast against the in creasing trans-
actions.

4.1. Transaction-Count Analysis

A time series analysis against Transaction-Count was to
understand how database server was impacted by trans-
actions. The Table 2 shows the R script producing the
Figure 3 graphics. The graphics showed there were sev-
era significant drops about the transactions; however the
Transaction-Count trend was increasing with time. The
MES administrator reported the production was ramp up
on 10/24/2011 which coincided with the analysis.

4.2. Response-Time Analysis

A time series analysis against Response-Time was to un-

Table 2. R for Transaction-Count ~ Time.

TnxCount.After < — Data. After$App.TxnCount
/ 1000

plotMeans(TnxCount.After,
as.factor(Data. After$Seq),
error.bars="se", xlab="Date",
ylab="Transaction Count (1000)")
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Figure 3. Snapshot: Transaction-Count vs. Time.
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derstand how database server responded to the transac-
tions. The Table 3 shows R script producing the Figure
4 graphics. The graphics showed those Response-Times
were within the range of 0.35 and 0.40 sec; it was very
satisfied and implied the high CPU utilization was attrib-
uted to the operating system to maintain a steady service
level. The graphics also showed there was a peak of Re-
sponse-Time on 10/24/2011, reported by MES adminis-
trators, several equipment were under maintenance caused
the unpleasant Response-Time result.

4.3. CPU-Utilization Analysis

A time series analysis against average CPU utilization
was to understand how database server’'s CPU resource
was consumed by the transactions. The Table 4 shows
how R script producing the Figure 5 graphics. The graphics
showed the CPU-Utilization had the same behavior as
Transaction-Count did; it implied the high CPU utiliza-
tion was caused by increasing transactions.

4.4, CPU-Utilization vs. Transaction-Count
Analysis

The above andyses posited the CPU utilization was caused
by the increasing transactions. The Table 5 shows how R
script producing the Figure 6 graphics and the statistical
information about the regression. The graphics showed
the quadratic regression analysis of against CPU utiliza-
tion and transactions. It also showed how significant the
regression was in blue color. The regression showed the
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intercept was 49.32 and the slope was 0.00002229 under
confidence level of 99.9%. The finding confirmed the
behavior of the above analyses. Based on the regression
formula, the Figure 7 showed the forecast of CPU utili-
zation for various volumes of transactions respectively.
The reason why quadric regression was chosen instead of
linear one was because MES administrators were con-
servative about the forecasted transactions; they wanted
to reserved additional CPU resource to cover some re-
quired CPU intensive MES processes [8]. The CPU utiliza-
tion quality attribute was set no more than 80%; accord-
ing to the forecast, the virtual machine can support the
transactions up to 12 million around.

4.5. CPU vs. Paging-Faults and 1/0O-Average
Analysis

Since the observed system behavior implied CPU utilization
was consumed by increasing transactions; in fact, CPU
was aso consumed by memory paging and 1/0 in operating
system perspective. Further investigation identified how
Paging-Faults and 1/0O-Average contributed to the con-
sumption of CPU-Utilization. This finding will suggest
MES administrators to change related configurations or
add more computing resources into the system. Thus a
multi-variables regresson of CPU-Utilization against Pa-
ging-Faults and 1/O-Average was needed. The Table 6
shows how R script producing the Figure 8 graphics and
the statistical information about the regression. The graphics
showed the linear regression analysis of CPU-Utilization

Table 3. R for Response-Time~ Time.

plotMeans(Data. After$App.ResponseTime, as.factor(Data. After$Seq),

error.bars="se", xlab="Date",
ylab="Response Time")
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Figure 4. Snapshot: Response Time~ Time.
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Table4. R for CPU-Utilization ~ Time.

plotMeans(Data. After$CPU.Total, as.factor(Data After$Seq),

L error.bars="se", xlab="Date", ylab="CPU%")
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Figure 5. Snapshot: CPU-Utilization ~ Time.
Table5. R for CPU-Utilization ~ Transactions.
1. TxnCount < — SubData. After$App.TxnCount / 1000
2 RegModel . After < —Im(CPU.Total~I(TxnCount"2),
' data=SubData.After)
3. summary(RegModel .After)
scatterplot(CPU.Total~TxnCount, log="xy", reg.line=Im,
4 smooth=TRUE, spread=TRUE, boxplots='xy', span=0.5,
' data=SubData.After, main="CPU% ~ Transaction Count",
xlab="Transaction Count (1000)", ylab="CPU%")
CPU% ~ Transaction Count
I 1 call: — T
Im(formula = CPU.Total ~ TxnCount, data = SubData.After) So¥4
en | Residuals: .
© Min 1Q Median 3Q Max
—1.98689 —0.81304 0.01446 1.11899 1.48025 o 5
~ Coefficients: . O = ==
2 1 Estimate Std. Error t value Pr (>[t]) —=
(Intercept) 4.932e+01 2.222e+00 22.20 6.93e—13 *** v
TxnCount 2.009¢-05 4.17¢-06 5.34 8.25¢-05 *** /," /'
32 G 4 Signif. code: 0 # 0.001 *** 0.01 % 0.05 .0 0.1 ' ' 1 e 3
E Residual standard error: 1.188 on 15 degrees of freedom
@) Multiple R-squared: 0.6553, Adjusted R-squared: 0.6324 e
8 - F-statistic: 28.53 on 1 and 15 DF, p-value: 8.248¢-05 2t
o
2
0 |
o)
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Figure 6. Snapshot: CPU-Utilization ~ Transaction-Count.
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CPUmm =49.3 +2.23%10 * TnxCounf
TnxCount (10~4) SQUARE Slope Dot Intercept CPU . Total
1300 1690000 37.69 86.99
1200 1440000 32.00 81.41
1100 1210000 26.98 76.28
1000 1000000 2.23E-05 22.30 493 71.60
900 810000 18.06 67.36
800 640000 14.27 63.57
700 490000 10.93 60.23
Figure 7. Snapshot: Forecast of CPU-Utilization.
Table 6. R for CPU-Utilization ~ Page-Faults + |/O-Aver age.
1 RegModel . After <- Im(CPU.Total~Page.Faults + 10.Avg,
' data=SubData.After)
2. summary(RegModel .After)
scatterplot(CPU.Total~1(Page.Faults + 10.Avg), reg.line=Im,
3 smooth=TRUE, spread=TRUE, boxplots="xy', span=0.5,
' data=SubData. After, main="CPU% ~ Page.Faults + |0.Avg",
xlab="Page.Faults + |0.Avg", ylab="CPU%")
CPU% ~Page.Fualts + I/O.Avg

<

o7 Call: °
Im(formula = CPU.Total ~Page.Fualts + 10.Avg, data = Subdata. Afterj==r) ,ol,

o Residuals: . s /’/

Nl Min 1Q Median 3Q Max 74

-2.3328 —0.7298 0.1831 0.6343 1.6671 ° S/

s b Coefficients; Estimate Std. Error t value Pr (>|t]) ) ,,//l« =
(Intercept) 28.3589507 8.4962897 3.338 0.004881 ** it
Page.Faults 0.0017930 0.0003458 5.185 0.000138 *** s

— | 10.Avg ~0.0017727 0.0037434 —0.474 0.643130 —
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Figure 8. Snapshot: CPU ~ Page Faults + 1/0-Average.

against Paging-Faults and |/O-Average. The statistical
information showed Paging-Faults was more significant
than 1/0O-Average under 99.9% confidence level to CPU-
Utilization.

4.6. Paging-Faults vs. Transaction-Count
Analysis

Based on the previous analysis, the CPU utilization was
consumed by Memory Management Unit (MMU) han-

Copyright © 2012 SciRes.

dling the paging faults [9]. The Table 7 shows how R
script producing the Figure 9 graphics and the statistical
information about the regression. The graphics showed
the quadratic regression analysis of Paging-Faults against
transactions. The regression showed the intercept was
14250 and the slope was 0.0117 under confidence level
of 99.9%. Based on the regression formula, the Figure
10 showed the forecast of Paging-Faults for various vol-
umes of transactions. This finding suggested MES ad-
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Table7. R for Page-Faults ~ Transaction-Count.

1 RegModel . After < —Im(Page.Faults~l(TxnCount"2), data=SubData After)

2. summary(RegModel . After)

scatterpl ot(Page.Faults~TxnCount,
reg.line=Im, smooth=TRUE,
3 spread=TRUE, boxplots="xy", span=0.5,
’ data=SubData.After, main="Page Faults ~
Transaction Count”, xlab="Transaction
Count"2 (10000)", ylab="Page Faults")

Page Fualts ~ Transaction Count

1 o | Call:
8 Im(formula = Page.Fualts ~ TxnCount, data = SubData.After)
x| Residuals: . 57
§ o3 -18713 1050 2687 8125 Seeenen3 /: —
=N . -
g Coelficients; Estimate Std. Error t value Pr (>|t] ) T o 5
g pt) 1.425¢+04 8.000e+02 17.808 1.68e—11 *** =
wn o - TxnCount 1.173e-02 1.503e-03  7.807 1.16e-06 i e
:g § Signif. code: 0 ****: 0001 **+ 0.01 ¥+ 005 ©.+ 0.1 + 1~ el
o g - Residual standard error: 427.8 on 15 degrees of freedom 2
g’D — | Multiple R-squared: 0.8025, Adjusted R-squared: 0.6324 °
b 8 F-statistic: 60.95 on 1 and 15 DF, p-value: 1.162¢-06
A S
27 P
8 o
g i &
=4 P
g1
350000 400000 450000 500000 550000 600000
Transaction Count*2 (10000)
S | I
Figure 9. Snapshot: Paging-Faults ~ Transaction-Count.
Page, , = 14250 + 1.17 107 * TnxCount®
TnxCount (10~4) SQUARE Slope Dot Intercept Page . Faults
1300 1690000 19823.70 34073.70
1200 1440000 16891.20 31141.20
1100 1210000 14193.30 28443.30
1000 1000000 1.17E - 02 11730.00 14250 25980.00
900 810000 9501.30 23751.30
800 640000 7507.20 21757.20
700 490000 5747.70 19997.70

Figure 10. Snapshot: Forecast of Page-Faults.

ministrators may consider assigning more CPU resource
into the system to improve Paging-Faults [10]. However,
the Paging-Faults were still within the acceptable range.

5. Conclusion and Future Work

Managing critical systems in a cloud computing envi-
ronment is a chalenging task to system administrators for
various application behaviors running on numerous Virtual

Copyright © 2012 SciRes.

machines. The performance analysis is a complicated proc-
ess. System administrators cannot posit the performance
behavior by intuition or personal experience respectively.
The performance analysis must be conducted on a solid
grounding with theory. Statistics offers that solid grounding
to the performance analysis. It infers the behavior by
observing past history and to determine the possible count-
ersthat affect the performance more.

This paper demonstrated an analytical processes for
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performance analysis: 1) using time series anadysis to un-
derstand the chronicle behavior, 2) using descriptive statis-
tical information to understand how performance counter
was distributed, 3) using regression to develop a formula
for forecasting, 4) using significance anaysis of regres-
sion to show how strong the formula agree to the behav-
ior. To conduct such as performance analysis task, the
analyst must have adegquate domain knowledge about the
system and those performance counters as well.

This paper also answered the long-needed framework
built with a reliable robust mechanism on top of ESB. It
was an SOA implementation using GNU-R as the statis-
tical engine to access vivid performance data from cen-
tralized database. R scripts produce statistica information
and export statistical graphics into image files. System
administrators can conveniently view these performance
analyses through aweb portal.

The proposed framework was still very primitive but
workable. System administrators can develop more use-
ful statistical models for different scenarios. The frame-
work gives much room in reusing and disseminating these
performance analysis results into daily decision making.
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